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I The Context




Key Fingerprint Verification

< Verify security code

You,

Lo
Ready to receive? -.EIL: = B
[T " .

4163

Pairing code

14827 72128 20960 73596
07273 561269 22963 72842
Pixel 5 will send you 1 app. Make sure 96879 44651 77773 37576

the pairing code matches.
To verify that messages and calls with @lDare
end-to-end encrypted, scan this code on their device.
You can also compare the number above instead. Learn

more

Cancel Receive

Scan code

4/ 23



l Adversary in the Middle (AitM) Attacks

Key D Key Key H
' Exchange Exchange Exchange
K K _,K
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l Detection of AitM Attacks

Key H Key Key H
Exchange Exchange Exchange
K. _,K
DH DS SH
Key Key
Comparison Out-of-Band Comparison
> = e —— >
5 Channel -
fp(K_,) = fp(K_,) fp(K.) = fp(Ky,,)
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l Key Fingerprint Comparison Task

* Ideally needs to be done in an automated way

- e.g. QR code scanning

= Only (fully) matching fingerprints will pass

* When not possible, needs to be done manually

14827 72128 20960 73596
07273 56269 22963 72842
96879 44651 77773 37576

- Nearly matching fingerprints may pass as well T

end-to-end encrypted, scan this code on their device.
You can also compare the number above instead. Learn

- The focus of this work
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l Key Fingerprint Variations

* Format
— (Alpha)numeric, e.q. Signal / WhatsApp, Open PGP, SAS
- Words or sentences, e.qg. Pretty Easy Privacy
- Graphical, e.q. ASCII art, snowflakes, unicorns

* Comparison mode, e.qg. visual or auditory

* Length, e.g. 60 digits for Signal / WhatsApp, 2 words for SAS
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I The Study




l Study Design

* Signal / WhatsApp numeric key fingerprints

* Conditions: 1, 2, 3 Line(s) corresponding to
20, 40, 60 digits

- Between participants: each does 1
length

* Types: Safe (matching), Adversarial (nearly
matching, 1 chunk diff), Random

- Within participants: each does 12+4+4
in random order

USABILITY EXPERIMENT

Verify safety number

QR
Code

16602 06534 42797 B2526
24618 03693 92585 57966
09214 67719 87347 96535

If you wish to verify the security
of your encryption with Alice,
compare the number above with
the number on their device.
Alternatively, you can ask them
to scan your code. Learn more.

No, they don't match

1of 20

Verify safety number

QR
Code

16602 06534 42797 B2526
24618 03693 92585 57966
09214 67719 87347 96535

If you wish to verify the security
of your encryption with Bob,
compare the number above with
the number on their device.
Alternatively, you can ask them
te scan your code. Learn more.

Do the numbers match?

Yes, they match

Made with
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l Tested Hypotheses

* H(t~I): longer key = longer comparison time

- 3 type-specific hypotheses for safe, adv., rand. fingerprints
* H(t~s): higher similarity = longer comparison time

- 3 length-specific hypotheses for 1L, 2L, 3L fingerprints
* H(e~I): longer key = more errors

- 2 hypotheses: false acceptance / rejection errors
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l Effect of Length on Comparison Time

Type

* Longer key — longer comparison o

time: broadly yes, except for Rand o) |5

* Kruskal-Wallis + Wilcoxon (Holm)

- Safe: significant diff 1L-2L-3L

- Adv: significant diff 1L-3L, 2L-3L % : &I
- Rand: no significant diff *% % %

Median Time (s)

1 Line 2 Lines 3 Lines
Condition
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l Effect of Type on Comparison Time

Type
* Higher similarity — longer = sue
comparison time: emphatic yes 20y |5 Rand

* Friedman + Nemenyi post hoc

- 1L, 2L, 3L: significant diff safe- .
adv-rand . '
* Strong evidence of ‘short-circuit *é % %
evaluation’

Median Time (s)

1 Line 2 Lines 3 Lines
Condition
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l Effect of Length on False Rejection Rate

- Longer key = more errors: Not R 2L Sk

0) 0) 0)
really for FRE 0 O
1 6% 9% 19%
* Kruskal-Wallis 2-6 0-2% 0-2% 0-2%
- No significant diff b/w lengths 12 0% 0% 0%
Length 1L 2L 3L

> Users are quite efficient & effective Lower Limit  0.3% 1.6% 1.1%
in recognising dissimilar ISR (RN I0LOT 2. THATf 200

fingerprints Upper Limit 2.0% 4.3% 3.4%
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l Effect of Length on False Acceptance Rate

#errors 1L 2L 3L

* Longer key — more errors: broadly 0 72% 55% 39%
yes for FAE 1 15% 13% 15%

* Kruskal-Wallis + Wilcoxon (Holm) 2 S
3 0% 2% 4%

- Significant diff 1L-3L A 6% 2205 31%

> Users are neither efficient nor Length 1L 2L 3L
effective in comparing highly similar Lower Limit 9% 25% 37%
long fingerprints Mean Rate 13% 31% 44%

Upper Limit 19% 38% 50%
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I The Security Implications




l (Full) 2" Preimage Attack: Finding 2PI

Pr{2PI]

212 Comp
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l (Full) 2" Preimage Attack: Overall Success

Pr[2PI]
Adv(A)

212 Comp 212 Comp
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l Near 2" Preimage Attack: Finding N2PI

—

PriN2PI]

29 Comp
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l Near 2" Preimage Attack: Overall Success

1 1
©

— <
o
AN
Z
= ‘ 0.4
D. /

295 Comp 297 Comp
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l Implication of Results on Security

For adversaries with lower
computational budget,
manual key fingerprint
verification provides a lower
security level than usually
assumed

Adv(A)

0.4

297

2112 Comp
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Thank you.
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