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Abstract. Some of the success stories of model based refinement atledees well as some of
the annoyances that arise when refinement is deployed imtiee®ring of large systems. The way
that retrenchment attempts to alleviate such inconverigbriefly reviewed. The Mondex Elec-
tronic Purse formal development provides a highly credibitbed for examining how real world
refinement difficulties can be treated via retrenchment. ddwributions of retrenchment to inte-
grating the real implementation with the formal developtmam® surveyed, and the extraction of
commonly occurring ‘retrenchment patterns’ is recalleche @f the Mondex difficulties, the ‘Bal-
ance Enquiry Quandary’ is treated in detail, and the wayriétatnchment is able to account for the
system behaviour is explained. The problem is reconsideset) generalised forward refinement,
and the simplicity of the resolution of the quandary, bothrélyenchment, and by generalised for-
ward refinement, inspires the creation of a genuiné ) forward refinement for Mondex, something
long thought impossible. The forward treatment exhibitgalar balance enquiry quandary to the
backward refinement, as it must, given that both are refinesméan atomic action to a non-atomic
protocol, and the forward quandary is dealt with as easilydbyenchment as is the backward case.

*Address for correspondence: School of Computer Sciencegksilly of Manchester, Manchester M13 9PL, UK



2 R. Banach et al./ Retrenching the Purse: The Balance Enquiry Qugnda

The simplicity of the retrenchment treatment foreshadogsreeral purpose retrenchmestomicity
Patternfor dealing with atomic-versus-finegrained situations.
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1. Introduction

Model based refinement is well known as the standard technique forgasing abstract system designs
towards implementations. The abstract designs are typically expressed iedlingplanguage permit-
ting the maximum of expressivity, abstraction, mathematical rigour, and siieess, without concern
for executability. The lower level models lean increasingly towards the lacapabilities of real com-
puting devices, and the algorithms that they must utilise. There are a humbgeafic formulations
of model based refinement, which can differ as regards particularitatloetails, but they all share the
same overall strategy for establishing the correctness of an implementagim&lynthat for every run
of the concrete system, there must be a run of the abstract system whidainsthe desired notion
of correct correspondence between thedmong the more well known techniques we can mention Z
[41, 51, 32], B [1, 40, 35], VDM [28, 33, 16], RAISE [36, 50] a#&M [25, 19, 37, 38].

Besides being well established in the academic sphere, refinement hasthblg successes on the
industrial front in recent years. We can cite the Mondex Purse [45ad@& Multos Operating System
[44, 43] for Z, the METEOR project [12] and numerous other railway system projects in Frande
elsewhere for B, and a number of language systems and other devetsforeASM [42, 23, 21, 24,
14, 13, 20, 22, 49]. Earlier more limited success can be cited for VDM [30]

Despite these undoubted successes, refinement practitioners hawe fonsome time that when
refinement is used as the sole means of progressing from an abstraglt tm@dconcrete one, then
certain difficulties can plague the development process due to the exaatimg of typical refinement
proof obligations. This is not a technical difficulty with refinement, ratherdt isanifestation of human
inclination to view certain things as abstractions/concretisations of the samemhbeon, that some
given refinement formalism does not permit to be so viewed. Since the hooti@m of abstraction is
inevitably imprecise, and the mathematical notion of abstraction pertaining topawcifis refinement
formalism isde factoextremely precise, some dislocation between the two is bound to occur sometimes.

Usually, if the scale of the problem is small, this dislocation can be overconilg easugh. Fre-
quently it is sufficient to make some small adjustment to one or other of an ethstrecrete pair of
models to bring them into line. Often it is the abstract model that must be chasgduht it does not
make impossible demands of some aspect of the implementation (assuming thetecomadel is in-
tended to not misrepresent what the hardware is doing at the code leaslever, when the problem
size is large, such manipulations can become impractical.

Let us illustrate this on a simple and commonly occurring example: natural nuanibemetic.
Implementable whole numbers are invariably bounded. So arithmetic alwagsages within-bounds
and out-of-bounds cases. If there amifferent quantities in the model, then for a typical operation there
will be one all-within-bounds case, and easily of the orde2dbf- 1 out-of-bounds caséf various
flavours. If one is fastidious about representing correctly what érlapn all these different cases in

tUsually this is augmented with an applicability condition, to exclude trivial impleat@ons.
20r more, depending on the details of the required operation.
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the specification, their syntactic descriptions can easily swamp that of tHe aiiwithin-bounds case,
which is the one of most interest. This in turn makes it highly desirable to ideaksaritmmetic and
use unbounded naturals at the abstract level. Unfortunately in the loelemng majority of refinement
formalisms there is no refinement from unbounded naturals to boundedtioaiehandles a sensible
selection of the operations that are normally needed. One is therefea Vath a choice. One takes
on board the proliferation of cases at the abstract level with its concorsyatectic overload, or some
aspect of the refinement falls short of what refinement is supposesd to b

While the above illustrates some difficulties that are intrinsic to the way refineteemiques are
tied to very specific details of the models involved, there are others. Apphcatiat are large enough,
are seldom tackled on a whim or purely for the research literature. T$te twolved mean that there
is usually a predetermined commercial goal to be satisfied. As a result, thidoe wany stakeholders
engaged in the enterprise other than refinement specialists, and thgde geoprone to seeing the
development, and the models that comprise it, in a very different light to thedbrmalists. We point
up some tangible consequences of this as regards the feasibility of altexiapdbification in response
to some technical infelicity:

e The customemay not permia change in the specification (in order to make it refinable to the lower

level models). The specification document serves several diffengpbdpes, including certification
and validation, as well as being used as a starting point for refinement®aa implementation.
Often it would be more costly, overall, to change the specification, than tbg&irmal specialists
to work around some perceived imperfection in the refinement.

e Textbook or research examples and methods typically start from a bladt ehpaper. Real
engineering applicationseverdo so. There are invariably given fixed points in the development,
making a completely purist approach unrealistic.

e There might simply b&o timeto change the specification. If some problem shows up during the

proof of the last lemma, whose resolution requires the reworking of tspéthe specification,
there may simply not be enough time to do the detailed reworking, within the delsedeadlines
and budgets that obtain. In a pure research environment the job woulty $imponsidered un-
finished and publication would be delayed: the researchers’ livelihaod$d most likely not be
immediately imperiled. In an engineering environment, the job must be completetheande-
spite the circumstances: in the face of noncompletion the engineers’ livdsloould be imperiled
quite easily, and engineering compromises become necessary.

e Changes to specifications arising from ‘low level failures’ of refinencantdepend on the precise
design route chosen. If a single specification is targeted at multiple platfeumal, low-level-
originating changes that impact the specification can easilyd@mpatible (Think of natural
numbers targeted at hardware having different intrinsic integer bguirdsuch cases there may
be no single abstraction necessarily incorporating some low level feahaesaters adequately
for all the platforms.

e Specifications not only serve to initiate refinements, but also serve as artampmeans ofom-
municationbetween the various parties in a development. A refinement structure maiyvays
organise the system’s requirements in a way that makes sense to domats;exfieement is es-
sentially a process of conservative extension, and if this structure ddatwith domain experts’
approaches, then it will not communicate as effectively as it should.
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For reasons such as the above, the stakeholders in the developmerthatheefinement specialists
may simply not agre changes in the models as suggested by the formalists, regardless of tisé latte
protestations. Thus the human aspects of the development milieu become patrafifus is nothing
more than a corollary of the fact that the construction of large systems igg@meering problem, and not
purely a problem in formal system construction. The key desiderata in thédmains are just different.
In its project management aspects, the Mondex development [46] —whikh fecus of this paper—
exhibited most of the phenomena mentioned above, quite aside from the ntore#dissues regarding
the refinement proof which we discuss below.

Retrenchment [4, 5, 6] was introduced in order to be able to addressfficalies caused when
what humans need the notion of ‘abstraction’ to do, is in conflict with wHadtraction’ as supplied by
some notion of model based refinement can supply.

Retrenchment proceeds by inverting the usual trajectory from braadies to proof obligations
found in refinement. In refinement, the starting point is a notion of correspondence between
abstract and concrete models, from which proof obligations are detiveetrenchment by contrast, the
proof obligations are manipulated so that they can encompass situationasstindse discussed above,
and whatever broad principles can be derived therefrom, are soGgitainly the typical guarantees
offered by refinement are forfeit.

We illustrate this manipulation by taking a paradigmatic forward refinementatasss proof oblig-
ation (c.f. (6) below) and turning it into a retrenchment proof obligation.tke former we take:

R(u,v) A RlInop(i,j) A pre(Opa)(u,i) A Opy(V,j,V,p) =
(3u',0 e Opa(u,i,u,0) A R(U,V) A ROubp(o, p))

In the aboveu, v are (Abstract/Concrete) states (primed for after-statgsire (Abstract/Concrete) in-
puts,o, p are (Abstract/Concrete) outputs a@g, andOp, are (Abstract/Concrete) versions of the op-
erationOp. Ris the retrieve relation, whil®Inop, ROuby are input/output relations respectively. Es-
pecially when strengthened by suitable assumptions a@RdRilnop, ROuby, the above is equivalent to
typical operation POs in the literature. To turn it into a retrenchment PO &)f.we modify it to:

R(U, V) A WOP(iaL u, V) A On)(vvja\/a p) =
(3 ulv Oe Opa(u, i7 ulv 0) A ((R(ula\/) A OOp(07 P; U/,\/, i?ja u, V)) \
Cop(U,V,0,p; i,],U,V)))

Now, RInp, A pre(Ops) has been generalised to the within relatMy(i, j, u,v) which is an arbi-
trary relation in the before-value®Oub, has been generalised to the retrenchment output relation
Oop(0, p; U, V,i,],u,Vv) which now allows all the variables to occur; and, most importantly, there is a
concedes relatio@op(U',V,0,p; i,j,Uu,V) to describe what happens if the retrieve relation cannot be
re-established by a given pair of (Abstract/Concrete) stéfrem such a starting point, one derives what
broad principles one is able to.

The flexibility introduced into formal development by retrenchment lends is@ifany uses. At one
extreme, it can be restricted to the kind of situation outlined above, nameljitngirdtating restrictions
forced onto the development by the finiteness or other limitations of implementataldygpes [4]. At

3The semicolons iDop, Cop are purely cosmetic, separating the variables of ‘most interest’ froersitivhich are permitted,
but less often needed.
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the other extreme, it can be used to capture very general evolutiontefrsgefinitions, as new consid-
erations impact preliminary models on the route to the final system descriptioH¢W far along this
scale of possibilities one happens to be, depends on one’s perspdxdiivea particular change in system
description. The same change in the system might be viewed by one pera@ystem evolution, and
thus as residing firmly in the requirements engineering arena, while foramatinson, it could be very
much tied up with the road to an implementation, and thus be viewed as a develgtegemuch can
depend on whether the individual is focused on user needs, or tegyreapabilities.

Itis important to see that, from a purely engineering vantage point, theochiand and fast boundary
between these two activities: requirements evolution can blend smoothly iretodeent and imple-
mentation. This is in contrast to the formal refinement vantage point in whichabedary is clear:
anything that cannot be captured by a refinement must be a requiremelutsom step. Amongst other
things, retrenchment can build a dialogue between these two perspebtieéfect, this has been demon-
strated for Mondex in [9, 10, 8], in which a collection of horizontal retfement ‘rungs’ connects two
vertical refinement ‘columns’ of models, the two columns forming separatl@ements of ‘the same’
requirements, with each column incorporating differing and incompatiblen(frarefinement vantage
point) levels of real world detail. The entire aggregation is nominatedaler Patternand is a com-
monly occurring schema for the deployment of retrenchment, largely imdiepe of the nature of the
issue being captured by retrenchment.

The above extended discussion has indicated that retrenchment Gally @sklress many issues that
arise in bridging the gap between the world of ideal refinements and realogenents. However that
is not its only virtue. The flexibility that retrenchment brings to formal dewelept can act as a spur
for progress outside this limited sphere. In the present paper, the maiaroas the Balance Enquiry
Quandary in Mondex. Once the precise nature of the main problem hasippeeciated, the solution via
retrenchment turns out to be remarkably simple. This very simplicity, a whiskay from a refinement,
acts as a stimulus to investigate alternative refinement theoretic approadfiesdex. Thus the latter
parts of the paper explore for Mondex, generalised forward refineanand(1, 1) forward refinements
respectively (the original Mondex refinement w@s1) backward). While the first of these overcomes
the quandary in the manner one would expect,(thé) forward refinement would most likely not have
been discovered had the ground not been prepared in a suitably temptingmbg the simplicity of the
retrenchment theoretic treatment. The combination of different refinememiitpies, focused on the
same problem, illuminates their various pros and cons in a particularly useffulena

The remainder of the paper is as follows. Section 2 briefly recalls the Morafimement, and
highlights the ‘retrenchment opportunities’ it offers, i.e. those places irddwelopment where the
desire to establish a refinement meant that certain requirements issuesmitteel. Section 3 reviews
the technical details of refinements and retrenchments we need later. Seotiews the Mondex A
and B models in an appropriately simplified form, discusses the refinementdretivem, and gives
a precise explanation of the Balance Enquiry Quandary. Section 5 dimwsetrenchment can deal
with the situation relatively simply. Section 6 addresses the same situation usietpliged forward
refinement and shows how it overcomes the problem; the pros and cahe generalised forward
refinement approach are discussed briefly. Inspired by the simplicitegrédteding treatment, Section
7 discusses the issue of resolution of nondeterminism with more care, outimiag in which a forward
refinement might be accomplished. (A 1) forward refinement is then given, something long thought
impossible for Mondex. The forward approach also exhibits a BalangaiBnQuandary similar to the
backward one, and this is resolved using retrenchment in an essentialicadenanner to the original
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version. Section 8 concludes, and looks forward to a general parpgnchmenAtomicity Patterrfor
dealing with atomic-versus-finegrained situations.

In order to keep the size of this paper reasonable, proofs are prdsenoutline form. Enough
background is supplied that readers will be able to fill in the missing details wtithfficulty.

2. The Mondex Refinement and its Retrenchment Opportunities

The Mondex Electronic Purse [46] is, as its name suggests, an electromémergation of a container
for money. A purse can pay out money to another purse, decreasingntsatance, and can accept pay-
ments from another purse, increasing its own balance. This transfer isimpled by the value transfer
protocol, a sequence of messages passed between the purses.curitg gaplications are obvious.
If the mechanisms for purses’ financial transactions are in any way naldlee the financial institution
underwriting the purses’ funds could be seriously impacted. For thisme#tse developers of Mondex
(formerly a part of NatWest Bank), employed state of the art methods toetise implementation was
as robust as possible. At the time of its creation (the mid 1990’s), the MdRAdese achieved an IT-
SEC [2] rating of 6, the highest ITSEC level ever reached up to that,pama equivalent, in terms of
contemporary standards, to a Common Criteria EAL7 rating [31].

ITSEC E6 requires a formal abstract model, a formal concrete modefrand of correspondence
between them. In the Mondex case, this proof of correspondence vedim@ment proof, discharged
by hand. The Mondex Purse remains an impressive achievement, andatspeent was a trailblazer
for showing that fully formal techniques could be applied within realistic time @sl limitations on
industrial scale applications.

Since Mondex, the JavaCard [11] has enjoyed an even more exactiglgpiment, in which the for-
mal refinement proof was checked by machine, rather than by mere huMaresrecently, the authors
of [39] have succeeded in providing a machine-checked proof okthéced version of Mondex as pub-
lished in [46]. They have further simplified the specification somewhat (wiis possible since they
were not labouring under the E6 requirements of the original full deveésp down to implementation
level), and found some minor omissions in the hand proof of [46] (similar iargg\o those found when
mechanising another hand proof [48]). The whole job took around a namatirding to [39], which is a
relatively modest cost.The ability to do such a proof now in a fully machine-checked manner, and re
atively economically, demonstrates the impressive improvement in proofdegiynin the decade since
the original Mondex proof was performed. It further increases denfie in the results, and reduces
the effort needed to produce such verified systems. However, it rrugtrbembered that the majority
of the effort of the original Mondex development never went into penfog the proof itself, but into
formulating the specification, the invariants, the security properties, artalo¢ obligations.

The Mondex development, as described in [46] consists of three modield neodel A, model B,
model C, and refinements from model A to model B, and from model B to moddiodel A is a highly
abstract expression of atomic value transfer between purses, allaviag &bstract (i.e. atomic) notion
of loss in transit. It is a model targeted purely at the principal securityeptigs of the entire purse
system, which are ‘No value created’ (i.e. in the worst case, the total irathe entire community of
purses can reduce but not increase), and ‘All value accountedefien if some value is lost in transit,

“However it should be noted that the authors of [39] brought to the taskisixe prior experience of formalising formulations
of refinement, and of formalising significant case studies within suchdbsed refinement notions.
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it is known to be so0). In particular, it is to be noted that model A does nducall the many other
system requirements of the complete development. Thus one cannot strildtiya cpecificatiorof the
whole system. Model B captures the key elements of the distributed valuéetranstocol, and is thus
non-atomic. As well as containing the value transfer protocol operatioodel B is strengthened by
a number of invariants. These invariants, while provable by induction otetigth of the execution
sequence (assuming at least that the cryptographically protected messafe protocol remain un-
forgeable), need nevertheless todssumegdbecause the refinement from model A to model B in [46] is
a backward refinement. The backward refinement reconcilesatthgresolution of the nondeterminism
between successful value transfer and loss in transit in model A, witktésesolution in model B. The
job of establishing the invariants by induction is relegated to the (forwafisheraent from model B to
model C. It is thus shown that model C is a refinement of model A.

While admiring the success of the model A to model C refinement, it is importanatiseahat
the choice of which aspects of the development went into any of the A, B, delma@and which were
left out, was influenced not only by needs/requirements considerathabslso by whether or not a
refinement could indeed be established between adjacent models if seetohoeat a particular topic
in a particular way. The overriding desire for a refinement meant thatrdoauof aspects of the system,
in principle deserving to be included within the formal development, wererti@less omitted from it.
This is acceptable under the ITSEC E6 requirements, which do not régliyréormal development all
the way to code, and these formal omissions were properly handled in thedaieformal steps.

One of the main motivations for retrenchment is the desire to be able to casustissues more
closely, i.e. formally, with the fully formal development. As a consequenestetihsion that arises about
whether some feature should be included or not in the refinement-bageldmheent, is eased, since
versions with and without the feature may be formally related via a retrendtamdrthe development
paths with and without the feature may be thereby drawn together.

In the case of Mondex, the semi-formal compromises mentioned aboveiggvéora number of
‘retrenchment opportunities’, allowing a more complete treatment of the topiagstipn to be given.
Here is a brief summary of them.

1. Sequence Number: The integrity of the protocol depends partly oretheesce number of the
transaction in progress. Sequence numbers occur in the Mondex B emric€ete models where
they are naturals; in reality they are bounded, but large.

2. Log Full: Transfers completing abnormally are aborted and logged |dnafyrses. The relation-
ship between local purse logs and the ‘All value accounted’ securipeptpis rather complicated,
as will become abundantly clear below. Suffice it to say here that puogesbntents are essential
for this property. Logs occur in the B, C models where they are unbajrideeality they are
finite, and small.

3. Hash Function: The permanent record of the ‘lost value’ comparfeiie abstract model is, in
the concrete B and C models, an off-card archive into which pursesdagents are saved. A
purse needs to be assured that the data is safely in the archive befaneciear it from its own,
highly constrained, log memory. Safe archival is signalled to the pursg asitlear’ code. The
purse log contents are assumed to be in total injective correspondendbenifiear codes, as that
property is required in the proof of correctness. In reality of coursgygtographic hash function
is used, which is not injective, but is informally argued to be ‘sufficientlydtiye’.
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4. Balance Enquiry: Each purse has a balance enquiry operationis Istimvoked at a particular
point in the middle of a concrete model value transfer, a temporary disagpan occur between
the reported abstract and concrete balances due to differencesrmnameleterminism is resolved
in the two models. This is handled formally by a modelling trick, using finalisationadsté the
enquiry operation to observe the state, and to confirm that nothing is iarfass.

Let us sketch what retrenchment can contribute regarding these v¢ojuigs.

1. As regards the finiteness of sequence humbers, this is like many simplectetrent examples in
the research literature. It is not hard to write down a model which is like thedéo concrete model ex-
cept that the sequence numbers are bounded, and then to draw vplal@retrenchment between them.
The greater interest lies in integrating this development step with the rest Mfahdex development.
It turns out that the detail introduced in the new model can be lifted to the ¢tévabstraction of the
higher models of the development, and moreover, if one is particularlyutadedut how the new model
has been constructed, it can turn out to be a refinement of the abstea¢hough this is by no means a
robust property. See [9]. A byproduct of the retrenchment formulation is that it allows vibdaof the
adopted sequence number limit to focus on an ingredient of the formal mtitelelevant concession),
which would not be possible in a purely refinement based treatment.

2. As regards the finiteness of the purse logs, this has many aspectsstmable the previous case
(although sequence numbers always increase monotonically, whensasIpgs can be cleared when
they get full). Again it is easy enough to construct a model that has a figjieta to pursue a strategy
that lifts the detail to the higher level models of the Mondex development. e The differences
from the previous case centre on validation aspects. For sequencensuyrtiiz aim is to analyse the
concession in order to choose a limit that will never be encountered insa’puifetime. For the log,
since the actual log size is fixed at around 5, the preceding aim is unreaistivalidation focuses on
confirming that once the log is full, no new transactions are initiated, sinceteity invariants depend
on failing transactions being appropriately logged. This amounts to a ditfeeatment of the models,
and of the incompatibility between them captured in the concessions thatot dimee.

Note that both of the above cases feature a ‘finite limit' phenomenon. A contplede level model
will contain both phenomena (as well as other things) and the descripti@tlioperation will therefore
break up into (at least) four cases depending on whether the sequember and/or purse log are still
within bounds. This is already an example of &2fe— 1 case proliferation noted above. It becomes
clear that relegating the concerns regarding these details to a lower ledel,ras permitted by the
retrenchment approach, leaving earlier models to concentrate on cat@hality, is very worthwhile.

3. As regards the non-injectivity of the hash function, it is evident that @an write a model in
which the abstract total injective function from purses’ log contents to I codes is replaced by
a hash function which is less than injective. The concession of the rbtremmt between these models
refers to the loss of the ‘All value accounted’ global security propéite property states that even in the
face of failing transactions, sufficient records are maintained acresy#tem that all the original funds
in the system can be properly accounted for. The validation of this doefloguses on the statistical
likelihood that the concession might be made valid, i.e. that a purse regeimgsr a clear-log message
with just the right properties to make it believable. See [8].

The latter hinges on the fact that in Mondex, incrementing the sequemabemthappens as the first step of a transaction.
Since transactions are allowed to fail in both abstract and concrete mfzdleie to increment can be amalgamated with other
kinds of failure in a carefully constructed model.
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The preceding retrenchment opportunities are all ‘localised’ in that eate discrepancies dis-
cussed could be viewed as being rooted in a single operation at & fiime.is the characteristic feature
of situations in which th&@ower Patter9] is applicable. On one side of the tower we have a refinement
development which is free of the messy details and thus more perspicuwehibh is, strictly speak-
ing, unimplementable). On the other side, we have a refinement developrighied down by a proper
account of these details, and considerably less transparent ast @raswhich is more implementable).
In between, and connecting them, there is the requisite collection of retnemtiungs, describing how
corresponding levels of the two refinements are related.

4. The fourth retrenchment opportunity and the focus of this paper,dtanBe Enquiry Quandary, is
more complicated, necessitating the consideration of sequences of operatie lead-in is as follows.

The purses’ environment is assumed hostile. Specifically, each purseffisdtion its own and makes
no assumptions about the environment'’s inclination to act in any particularanafinerefore each
purse operation must alone preserve the system’s security invariamsalie created’ and ‘All value
accounted’. The most straightforward way of achieving this is to havk eakcrete purse operation
refine some abstract one. Since the abstract level transfer is atomieasthtee concrete level one is
not, various concrete operations must be refinements of what are & rdfiéabstract operations. This
would appear to offer the chance of matching the nondeterminism resolutios in models A and B,
but the consequence of this would be to cause a mismatch in the nondetermmincgiaction points,
caused by the non-atomicity of the concrete protocol. In fact, in [46], tmeleterminism of the value
transfer protocol is resolved early in model A, and late in model B. Novertimg) a balance enquiry
into the middle of a transféican reveal the temporary difference between abstract and conatateés
caused by the differing resolution points at the two levels. This is the BaBngairy Quandary. Of
course it is entirely innocuous. One of the main aims of this paper is to shovitti®wan be smoothly
handled via retrenchment.

3. Refinements and Retrenchments, Forwards and Backwards

In this section we briefly review the notions of refinement and retrenchthabtwe use. Since the
Mondex formal development was done entirely in Z, we remain with that notédiothe rest of the
paper. For refinement, we mostly follow the formulation in [27], a liberalisatibthe rules in [41],
as this was what was used in the Mondex development. This formulation dinément uses the
‘contract’ or ‘non-blocking’ interpretation of applicability, in contrast tet#blocking’ or ‘behavioural’
interpretation; see eg. [29] for a comparison. The system nomenclatave definitions will be in line
with that needed for the various models in our discussion of Mondex below.

We cast all our notions in terms of the A and B models, since they are the oaly/tbat occur
here. We assume an abstract model given by the ARRInit, {AOp Alop, AOop | AOp € Ops}) and
a concrete model given by the AD(B, BInit, {BOp Blop, BOgp | BOp € Ops}). So schema#, B

SFor example, even though sequence numbers are incremented witbialgsurse operations, each such operation could be
individually retrenched, without needing to refer to the others.
"Ordinarily it makes no sense to do this, but purses cannot afford toorelyommon sense. See also the second physical
arrangement described in Section 4.2.

Note that the balance enquiry operation itself is not present in the publiaifabie account [46] of the Mondex development.
This is because the modelling ‘trick’ used to discover the balance (thriingjisation) renders the operation specification itself
confusingly trivial. Section 4.3 explains how this state of affairs cametabo
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give the abstract and concrete state spaces, and the correspoedimgepation I/O spaces are given
by schemad\lop, AOgp andBlop, BOpp. We assume a retrieve relati®y, : [A; B] between the two
state spaces, and for each operafiym input and output mapping relatiofapop : [ Alop; Blop| and
ROab,Opi [AOOp; BOOp]-

As noted above, the A to B refinement is a backward refinement. For cakwhed refinement is
given by three proof obligations (PO®)jtialization (1), applicability (2), andcorrectnesg3):

VB'; A e R, A Blnit = Alnit (1)
VB; Blop e (VA; Alop ® Rap A Rlnap 0p = preAOp)
= preBOp (2)

VB; Blop; B'; BOop; A'; AQpp @
(VA; Alop @ Rap A RIngpop = preAOp) A BOpA Ry, A ROuUbp0p
= (El A; AIOIO o AOpPA Rgpp A Rlnab,Op) )

Backward refinement is given thus for easy comparison with retrenadhn@ompared with [27], our
presentation does not explicitly list input initialisation and state and output fatialisas formal proof
obligations here. The issues that this raises are defered to Sectiond#43Adrelow. Nevertheless it
should be noted that the finalisation PO is essential in backwards refintaraotvide a base case for
induction that precludes the trivial retrieve relatiRna- false.

We recall now the forward refinement POs too. For us there will also lee tfrthemjnitialization
(4), applicability (5), andcorrectnesg6), built from the same data as above. Again we omit input
initialisation and the finalisations:

VB e Blnit = (A e Alnit A Ry) 4)
V A; Alop; B; Blop ® Rap A RlInap0p /A preAOp=- preBOp (5)
VA; Alop; B; Blop; B'; BOop @ Rap A Rlnan,op /A preAOpA BOp

= (IA’; AOpp ¢ AOpA Ry, A ROUbpop) (6)

We will need retrenchments, both forward and backward between thel 8 amodels. Firstly, the more
familiar forward retrenchment. We assume a retrieve relation between thedats as above. Further-
more, on a per-operation basis, we have the within, output and conaddtisns. Thewithin relation

is between the input-state spabeésg, op : [Alop; A; Blop; B]. Theoutputandconcedeselations are de-
fined over both full input-state-output frames with ty@&s op; Cabop : [Alop; A; A'; AOop; Blop; B;

B’; BOop|, though in practice, we often omit such parts of these signatures astareeued. Now we
can formulate the POs of forward retrenchmamitjalisation (7), andcorrectnesg8):

VB e Blnit = (3A e Alnit A R,p) (7)
VA; Alop; B; Blop; B'; BOgp @ Rap A Wapop A BOp
= (d A AQpp  AOpA ((Ridb VAN Oab,Op) V CAB,Op)) (8)

Secondly, backward retrenchment. We assume the same retrieve relabiefors We also have on a
per-operation basis, the within, output and concedes relations. Howeveignatures of the latter are



R. Banach et al./ Retrenching the Purse: The Balance Enquiry Qugnda 11

different from those in the forward case, VM op : [Alop; A; A'; AQop; Blop; B; B’; BOgp| and
Oab0p; Cabop : [Alop; A; Blop; B]. These differences appear natural when we examine the two POs
of backward retrenchmenititialisation identical to (7), andorrectnesg9):

= (dA; Alop @ AOpPA Rap A Wap0p) 9)

4. The Balance Enquiry Quandary

In this section we outline the value transfer protocol at abstract andeterievels, and we show how the
Balance Enquiry Quandary arises, looking forward to its handling bgmetrment in the next section.
In Section 4.1 we outline the straightforward abstract model, while in Sectionvé.give a version of
the concrete model. Section 4.3 outlines the backward refinement of astraacrete, and shows how
the Balance Enquiry Quandary arises, which turns out to be quite a sulitler whae to the backward
nature of the refinement. Section 4.4 reconsiders forwards and batkefmements in general.

Regarding the concrete model, we do not have the space to reprodtive dditails that appear in
[46], so our account will be significantly paraphrased and simplifiedroégg aspects that can be taken
for granted compared with [46]. We mention the main points here to avoid sionfuvith what we
doinclude in our concrete model later. Mostly such aspects concern ‘gextka In [46] the various
models genuinely reflect a community of purses undergoing transactibtie abstract level thifom
andto purse names are parameters to atomic transfer operations, while at thetedecel the lower
level individual purse operations are integrated into a global model usamd@amiliar technique of Z
promotion [51, 29, 47]. None of this is material to the issues dealt with in thierpap for expository
simplicity, we simplify drastically, flattening out the packaging, and hardwiriregitidividual purse
names into the needed state components of our models, which will be restrigtesd ttoe twoto and
from purses. This saves considerable space.

Another area of unpackaging concerns I/O. In [46] all the differaessage types that arise are
properly tagged and embedded ilMEESSAGRype, and messages are then unpacked to access their
contents. Here we short circuit this to a degree to avoid verbosity.

Other aspects of [46] dispensed with are: the ether of messages, whigh are taken from, and
into which outputs are placed; and the central archive of failed transadtito which the contents of
purses’ individual exeption logs may be decanted. In this paper, tigesanterface directly to the
external environment (about which suitable assumptions are madefingflde properties formalised
in the ether of [46]), and all error records stay in purses’ local logs.

For clarity, all abstract variables are callédromvar or Atovar and abstract schemas are called
AbSchemaConcrete counterparts aBéromvaror Btovaror justBvar, andBSchemaonly the A and B
models are of interest in this work.

4.1. The Abstract Model

At the abstract level, we simplify the state of the system to two pufsesmPurseandAtoPurse Each
of these has a ‘balance’ and a ‘lost’ component, so the abstract state is jus
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AbWorld
AfrombalanceAtobalance N
Afromlost Atolost: N

We take for granted an initialisatiokblnit of Afrombalanceo N (pounds, say), and of the other compo-

nents ta0.
At the abstract level, the principal operationdblgnorewhich skips. (It also discards any input,
which we ignore; c.f. message packaging above.)

Ablgnore
| =AbWorld

Not only isAblgnorea top level operation in its own right, it is also a nondeterministic option in all other
abstract operations (except, in this pagdrsioBalanceEnquify This has two consequences: it makes
all operations total, avoiding any issues regarding availability (since athtipas are always available);
and it allows a purse to do nothing at any time.

The other operations of interest axbToBalanceEnquiryAbFromBalanceEnquifandAbTransfer
The balance enquiry operations are modelled as follows, the state remancingnged:

_ AbToBalanceEnquiry _AbFromBalanceEnquiry
Ablgnore Ablgnore
Abal : N Abal : N
Abal = Atobalance Abal = Afrombalance

The AbTransferoperation decomposes as follows:

AbTransfer
TAbIgnore\/ AbTransferOkay’ AbTransferLost

AbTransferOkaydescribes a successful transfer of amotwaluefrom AfromPurseto AtoPurse and
AbTransferLostescribes a transfer in whiclwaluemoves betweedfromPursé Afrombalanceand
Afromlostattributes.

_ AbTransferOkay _ AbTransferLost
AAbWorld AAbWorld
Avalue : N Avalu¢ : N
Avalue? < Afrombalance Avalue? < Afrombalance
Afrombalancé= Afrombalance- Avalue? Afrombalancé= Afrombalance- Avalue?
Atobalancé = Atobalancet Avalug Atobalancé = Atobalance
Afromlost = Afromlost Afromlost = Afromlost+ Avalue
Atolost = Atolost Atolost = Atolost

8For the majority of the paper we only need théalance enquiry, since tfi@mone is completely unproblematic till Section 7
(see also Section 6). Also both the abstract and concrete balanceyempgiiations here are more ‘realistic’ than the ones in
the original formal development from which [46] was derived, fsons that are explained at the end of Section 4.3.
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Itis clear from the above that value transfer is atomic; a balance enguinot occur ‘part way through’
an abstract transfer. It is also clear that the ‘No Value Created’ sgquoperty holds since

Afrombalancet Atobalance
is nonincreasing through any operation. Likewise the ‘All Value Accadigeoperty holds since
Afrombalancet Atobalancet Afromlost+ Atolost

is invariant through any operation. (Note tdablostactually never changes; however in the real system,
involving a large community of purses, attypurse might in a later transaction becomfrcam purse,
and itslost component may thus become relevant.)

4.2. The Concrete Model and Protocol

Before we embark on the details of (our simplified presentation of) the etenprotocol, it will be
helpful to give some background, specifically on what is, and whattismithin the remit of the purse’s
security concerns. This will help to make the workings of the protocol moderstandable.

Consider &20 note. In essence, its only concern is not to be forged — a concesfulbpattended
to during its manufacture, before the note takes its chances in the worldjat léiyou own the note,
you may destroy it, but (ideally) you will not be able to duplicate it. Moreoifgrou use the note in a
transaction to pay for goods or services, it is not the note’s responsibil@gsure you receive what you
anticipate. Neither is it the note’s responsibility to check that the personngadealing with is who you
think they are, nor that their intentions are as you anticipate.

The Mondex value transfer protocol reflects these properties ofgastein an electronic way. Thus
the only concern is non-forgeability — services to assist in the identificafipnrses and their owners
may well be provided by the smartcards physically containing the value im tréd@hance mutual trust,
but this is not a concern of the protocol.

The protocol itself proceeds by message passing, and this lends itsdéasttvo physical arrange-
ments. In the first, théo andfrom purses are inserted into a device (called a ‘wallet’) which acts as a
communication medium. The purse owners type in their instructions, the protmsoland the transfer is
completed more or less instantaneously. In the second, the two pursas apart, and are inserted into
two devices, connected eg. via the internet. Mutual identification issuesthstanding, the protocol
runs as before, except that this time a transaction can have a substardiamdue to communication
latency.

Now we turn to the protocol itself. Again we start with an informal sketch to aidtion. See Fig. 1,
which indicates the principal states, operations and messages which aitpris

At the start of the protocoBfromPurseandBtoPurseare both in théeaFrom(‘expecting any from’)
state, the basic idle state of the systeBfromPurseperforms aBStartFromoperation, passing to the
Bepr (‘expecting payment request’) statBtoPurseperforms aBStartTooperation, sending eeg(uest)
message t®8fromPurseasking for the funds, and passes to Bepv(‘expecting payment value’) state.
Upon receipt of theeq messageBfromPurseperforms aBfromReqPurseperation, decrements its bal-
ance, sending @al(ue) message containing the actual funds to be transferBtofeurse and passes
to theBepa(‘expecting payment ack’) state. Upon the arrival of tta messageBtoPurseperforms a
BtoValPurseoperation, increments its balance, sendingekfnowledgement) messageBéromPurse
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From purse To purse
StartFrom BeaFrom BeaFrom StartTc
Bepr Bepv
req

Y
Bepr
Req i
Bepa
val
Bepv
————————— cepy Val
BeaTo
ack
Bepa
Ack
BeaFrom

Figure 1. The Mondex Concrete Protocol.

and passes to thBeaTostate (another idle state of the sys®&mUpon the arrival of theack message,
BfromPurseperforms aBfromAckPurs@peration, returning to thBeaFromstate.

While the above gives a good intuitive idea, it neglects many issues thatoéedunderstood in
order to have a mathematically robust protocol. To get a grip on these witilmamore detailed formal
version, simplified (compared with [46]) so as to discard as much complexig/raasonable. In fact
we simplify to the extent that the transfer protocol remains secure in thexfggrmitted failures only
providedall transactions involve different and nonzero amounts This allows us to dispense with the
complication of an ether and with sequence numbers, as the information inayyaetails’ part of the
concrete state is sufficient for secure operation in this case.

Each ofBfromPurseandBtoPursehas a ‘status’, a ‘balance’, a ‘paydetails’ record, and an ‘excep-
tion log’. This constitutes the core concrete state. To this are added a cofugéived variables,
Bdefinitelylostand Bmaybelostwhich refer to monetary value which is (from the protocol’s point of
view) not safely lodged in one or other of the balances. These varialdesabbreviate some of the
reasoning later, and are used in the A to B retrieve reld@ign

BSTATUS== {BeaFromBeaTqBepr, Bepv Bepg

®In fact, there is no logical need forBeaTostate separate from ttigeaFromstate. However the concrete model was built to
reflect an existing (and unalterable) implementation, so the evident sirapbficof the specification was not an option.
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__ BetweenWorld
BfromstatusBtostatus BSTATUS
BfrombalanceBtobalance N
BfrompaydetailsBtopaydetails N
BfromexlogBtoexlog: PN
Bdefinitelylost PN

Bmaybelost PN

Bdefinitelylost=

BtoexlogN

(BfromexlogJ (if Bfromstatus= Bepathen {Bfrompaydetail} else &))
Bmaybelost

(if Btostatus= Bepvthen {Btopaydetail$ else @) N

(BfromexlogJ (if Bfromstatus= Bepathen {Bfrompaydetail} else @))

We take for granted an initialisation 8frombalanceo N (pounds, say, as previously), and of the other
components tO or & as appropriate.
Regarding the operations, we ha&&gnoreas in the abstract case:

Blgnore
TEBetweenWorId

and we also havBfromAbortand BtoAbort used to clean up uncompleted or uncompletable transfers
when the environment decides to initiate a fresh transaction. These opsralso ignore their inputs

if any, which we disregard. Also, henceforth the phra@estSame......" indicates that state variables
whoseafter values are not mentioned in the predicate part of the schema (i.e. theytavésitdy as-
signed to’) remain unchangéfl aside that is, from the dependent variatBefinitelylostBmaybelost
which are required to change in line with the others, according to their defigitio

_ BfromAbort _ BtoAbort

ABetweenWorld ABetweenWorld

Bfromstatus= BeaFrom Btostatus = BeaFrom

Bfromexlog = Btoexlog =

BfromexlogJ (if Bfromstatus= Bepa BtoexlogJ (if Btostatus= Bepv

then {Bfrompaydetail$ then {Btopaydetail$
else @) else @)

RestSame...... RestSame......

The balance enquiry operations are straightforward. As for the absti@del, theBtoPurseenquiry is
the one of most interest until Section 7:

1%As if they were in a suitabl& schema.
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_ BtoBalanceEnquiry
Blgnore
Bbal : N

_ BfromBalanceEnquiry
Blgnore
Bbal : N

Bbal = Btobalance Bbal = Bfrombalance

Regarding value transfers, we supplement our preceding intuitiveiatedgth the following additional
details.

According to one or other of the physical arrangements discussee abevdevice holding a given
purse receives its instructions from the environment. Upon receipt @gistreictions, the device calls the
BStartFromoperation inBfromPurse(and/or theBStartTooperation inBtoPurseif appropriate). Both
of these operations are intended to initiate a new transaction, starting fromgeately arbitrary state
of affairs. Thus theBStart. operation might need to: (BIlgnore since that is always an option; (ii)
B..Abort (since a preceding transaction might still be running) and Bignore (iii) B..Abort, and then
actually start the transaction.

TheBIgnoreoption skips. Thd..Abortoption logs the details of any uncompleted transfer if it needs
to. (Incomplete transfers are detected by examimngtatus which should be in either thBeaFrom
state or thBeaTostate, the idle states of the system.)

The third option aborts as just described, and having intialised the puriee(BeaFromstate) in the
B..Abort operation, performs 8StartFromPurseEafromOkayr BStartToPurseEafromOkayperation
as appropriate. The inputs to operati@fStartFromPurseEafromOkand BStartToPurseEafromOkay
contain the value to be exchanged. This is recorded locally iBftmpaydetailsand Btopaydetails
variables. BfromPursemoves into theBepr state, andBtoPursemoves into theBepvstate; BtoPurse
sends aeq message t@8fromPurseciting the details of the desired payment.

BStartFrom
TBlgnore\/ BfromAbortV (BfromAbortg BStartFromPurseEafromOkay

BStartTa
TBlgnore\/ BtoAbortV (BtoAbort BStartToPurseEafromOkay

_ BStartFromPurseEafromOkay
ABetweenWorld
inval? : N

0 < inval? < Bfrombalance
Bfromstatus= BeaFrom
Bfromstatus= Bepr
Bfrompaydetails= inval?
RestSame......

_BStartToPurseEafromOkay
ABetweenWorld
inval?,req : N

Btostatus= BeaFrom
Btostatus= Bepv
Btopaydetails= inval?
RestSame......

reql = inval?

Next, in operatioBfromReqPurséassuming it chooses not Rignorg, once thaeqmessage arrives at
BfromPurse BfromPursedecrements its balance, and sendslanessage t@toPurse moving to state
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Bepa Note that the summed purse balances are at this point less than the moosiyedkat the bank.
This satisfies the ‘No Value Created’ property should all trace of thisaits suddenly disappear.

BfromReqgPurse
BlgnoreV BfromReqPurseOkay

—BfromReqPurseOkay
ABetweenWorld

req? : N

vall : N

req? = Bfrompaydetails

Bfromstatus= Bepr

Bfromstatus= Bepa

Bfrombalancé= Bfrombalance- Bfrompaydetails
RestSame......

vall = req?

Next, in operatiorBtoValPurse(assuming it chooses not ®lgnore), once theval message arrives at
BtoPurse BtoPurseadds the value to its balance, and senda@qmoving to theBeaTostate. At this
juncture, the summed balances are once more what they ought to be.

BtoValPurse
TBIgnorev BtoValPurseOkay

__BtoValPurseOkay
ABetweenWorld
val? : N
ack : N

val? = Btopaydetails

Btostatus= Bepv

Btostatus= BeaTo

Btobalancé = Btobalancet Btopaydetails
RestSame......

ack = val?

Finally, in operationBfromAckPursgassuming it chooses not ®Ignore, once theack arrives at
BfromPurseBfromPursereturns to thdBeaFromstate.

BfromAckPurse
TBIgnorev BfromAckPurseOkay
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_ BfromAckPurseOkay
ABetweenWorld
ack? : N

ack’ = Bfrompaydetails
Bfromstatus= Bepa
Bfromstatus= BeaFrom
RestSame......

This completes the protocol description for a straightforward sucdessfu Aside from the nondeter-
minism in the twoBStart.. operations, the protocol is sequential. Since it consists of severa] gtips
clearly possible to interlaceBtoBalanceEnquirgtep into the middle of it, if the environment perversely
wishes to do that!

To the above we must add our assumptions about allowed failures. Theegaike permit are
BfromAbors andBtoAbors at any time, and the loss of messages. A further assumption we rely on
however, is thateq, val, ack messages arenforgeable (this in reality being implemented by some
unspecified cryptological function). This means for example thatBframReqPurseOkagperation
is performed, then itseq? input (which equal®frompaydetailscame from a unique invokation of a
BStartToPurseEafomOkaperation, which output gq! (which equaledtopaydetailsat the time) and
thatreq? = reql. Similarly for the other two messages. We refer to such arguments asgeafutity
reasoning’ for short, in the proofs below.

Since the concrete model is a refinement of the abstract one, the ‘No edated’ and ‘All Value
Accounted’ security properties, which are functional properties ofntiodel state, will hold for it?
However to gain better intutition, it is instructive to see independently how tbé&y ih the concrete
model.

Firstly, every prefix of any run of the protocol preserves the ‘No ¥alireated’ security property.
Furthermore, despite being no longer a nonincreasing quantity as in tinachloase,

Bfrombalancet Btobalance

never exceeds the total at the beginning of the transfer. This woulcdersa , rather than following the
order of steps giverBtoPursefirst incremented its balance, aBffomPursdater decremented its one.

Secondly, let us overview how the additional state in the models ensureth¢h@dtl Value Ac-
counted’ security property is maintained in the face of protocol failurée grotocol failures we con-
sider are that an unexpected abort is called from the environment, afahereq, val, ack messages
disappears.

It is clear from Fig. 1, that the critical period is between the dashed hagfbnes, i.e. during the
time when theval message is in transit, since that is the only period during which not all of the i&
to be found in one or other of the balances (assuming a successfdtians.

"The second physical arrangement makes it entirely plausible that atiémprecipient would make a balance enquiry in the
middle of a long lived transfer, to determine whether his funds hadeatyet.

12At least they will do so provided failures other than the permitted ones tloaquair. If one were able to forggStartTocalls

and appropriatgal messages, one could persu@tePurseo increase its balance by arbitrary amounts, without corresponding
BfromPursedecrements. The messages are cryptographically protected to stapthisgppening.
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UnfortunatelyBtostatus= Bepvdoes not reveal whether tfiem purse has crossed the first dashed
line; likewise forBfromstatus= Bepaand theto purse crossing the second dashed line. In both cases,
and either side of the dashed line, an abort (which is the mechanism by weittiel protagonist gets
detached from the protocol), causes the same thing to happen (i.e. a dipagdstails’ into ‘exlog’).

We must distinguish the cases when the paydetails dumps are significahit féaltie Accounted’, and
when they are not. We claim that the concrete ‘All Value Accounted’ inmdiga

Bfrombalancet Btobalancet+ X Bdefinitelylostt- 3 Bmaybelost

We must argue that if, for a specific transactiBfromstatus= BepaA Btostatus= Bepvholds, or an
abort has happened between the two dashed lines}iBetefinitelylost- > Bmaybelostontributesval
to the value of the invariant, and if it doesn't hold, or an abort hasrppkaed, it doesn’t contribute.
Restricting to the scenario of a single isolated transaction for simplicity, thetthas three cases:

1. Iffailure occurs befor8fromPursegoes into statBepa(that is, before it sends the value), then any
abort ofBfromPurseadds nothing t@fromexlog (regardless of whether the purse has aborted
yet or not). Consequently the second intersectants of Batfinitelylostand Bmaybelostare
empty, and sa Bdefinitelylost- 3 Bmaybelostontributes nothing to the value of the invariant.

2. If failure occurs afteBtoPursegoes into stat@8eaTq then any abort oBtoPurseadds nothing
to Btoexlog (regardless of whether thisom purse has aborted yet or not). Consequently neither
3. Bdefinitelylosnor > Bmaybelostontributes anything to the value of the invariant, since both of
their first intersectants are empty.

3. If failure occurs between the preceding two events, Bfeomstatus= BepaA Btostatus= Bepv
holds (at the moment of message loss or just prior to an abort). BfinemPursehas aborted
or not; either way the second intersectants of definitelylostand Bmaybelostontribute the
value required to the invariant, compensating for the reduced value aittmaed balances. Either
BtoPursehas aborted or not. In the former case, the first intersectaBdefinitelylostontributes
the value required to the invariant (aBthaybelostontributes nothing), and the intersection takes
care of the double counting. In the latter case, the first intersect@maf/belostontributes the
value required to the invariant (aftiefinitelylostontributes nothing), and the intersection takes
care of the double counting. In all cases, the reduced value of theckalasuitably compensated.

To the preceding must be added an awareness of what happens wheistinore than just a single
transaction. Since th® purse finishes a transaction earlier than fiteen purse, and thérom purse
can start a transaction later than tioepurse, the two purses may simultaneously be inEpaEpv
states fodifferenttransactions. What distinguishes such a case from the precedingcongjiag to our
assumptions, is that tfeom andto paydetails records will be different at such a moment, and that the
to transaction, being later than tfrem one, cannot possibly have been abortedfpmPurseyet, i.e.
Btopaydetailss not in Bfromexlog

The double counting evidentin case 3 explains why our protocol is shféar a system history con-
taining transactions for distinct amounts. Suppose a transactiéfi®starts, and theeqmessage is lost.
A BtoPurseabort puts &10 entry intoBtoexlog BfromPurses not unhappy. A second transaction for
£10 starts, and thackmessage is lost. BfromPurseabort puts €10 entry intoBfromexlog BtoPurse
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is not unhappy. Now there is a spuriof0 contribution to the invariant arising froBdefinitelylost
Of course in the real protocol of [46], sequence numbers and parses occur in paydetails records to
disambiguate such situations. For brevity, we will continue with our simplemilowé artificial, picture.

4.3. The Abstract-Concrete Refinement

In this section we examine the refinement from the abstract to the concreg&timocter to show exactly
how the Balance Enquiry Quandary arises. Although this refinementdntefbvers ground thoroughly
discussed in [46], our presentation is consistent with the significantkegang and simplification of
the previous section, and thus makes the present paper conveniendgrdaihed. Besides, due to the
backward orientation of the refinement proof, the way the quandargsaissquite subtle. Everything
goes quite smoothly almost to the very end. All the expected refinement pbtightions discharge
unproblematically, and it is only the global consistency of the outputs that faitketailed treatment is
needed to bring this out clearly.

The Balance Enquiry Quandary can be illustrated thus. Considemparse with a balanceal,
which sends aeqfor £v, and, before it receives thal, responds to a balance enquiry demand from the
environment. What value should it display? In the abstract case, thecptdtas already completed,
either succesfully (in which case the balance is£(bal + v)), or unsuccessfully (in which case ttee
balance isEbal, and thefrom purse has registered the loss). But in the concrete case, we do not yet
know whether the protocol will succeed or fail, so do not yet know wéretb displaybal or bal + v.
Choosingbal seems more sensible as it indicates that the value has not yet arrivednbutp against
subtle technical problems; choosibgl + v presumes the arrival of thal, which may never happen.

Turning to the technical details, we note that our discussion of the mainemdiribe ‘All Value
Accounted’ invariant necessitated the proper handling of the doubletioguin Bdefinitelylostand
Bmaybelosin the concrete model. This suggests that the relationship between models igdikedy
nondeterministic. This is borne out by the retrieve relaigp

Rap = Jchosenlost PN e Rypc

where

— Ranci
AbWorld

BetweenWorld
chosenlost PN

chosenlostZ Bmaybelost

Abfromlost= X Bdefinitelylostt- > chosenlost

Abtolost= 0

Abfrombalance= Bfrombalance

Abtobalance= Btobalancet+ Y Bmaybelost- Y. chosenlost

The relationships ifRapc) between abstract and concrete entities reinforce our intuition about tinesna
BdefinitelylosendBmaybelostlt is clear thatBdefinitelylostrefers to transactions that have proceeded
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far enough for it to be known that they have failed, wil@maybelostefers to those whose fate is not yet
sealed for suré® The various possible values fonosenlostorrespond to different possible outcomes
of a protocol run which is not yet fully played out.

We now indicate how the various operations arise as refinements of alostesc The main compli-
cation arises from th& chosenlost. in Ryp. SinceR,, occurs in the antecedent of the correctness PO (3)
of the (backward) refinement from model A to model B, we need to shotthibaonsequent, requiring
a suitable choice athosenlostcan be derived for all possible valuesabiosenlost

There is also a simplification, which arises from the totality of all the operatanswhich follows
directly from the disjunctive presence of tlgmore operations in all non-skip operations; this allows us
to ignore the applicability PO (2). A further simplification comes from the veryginait role played by
I/0 in the abstract model (in particular). ThR$nap op andROUky op in the correctness PO (3) will be
ignored except when something nontrivial is at stake.

Initialisation: Since the initiaBmaybelost= &, chosenlost= @ is the only possibility. Therefore (1)
holds.

Blgnore, BfromAbort, BtoAbort all refineAbl gnore: SinceBlgnoreandAblgnoreboth skip, theBlgnore
case is trivial.

For BfromAbort if Bfromstatus# Bepa then aside fronBfromstatus = BeaFrom BfromAbort
skips, and so discharging (3) is trivial. So suppBf®mstatus= Bepa Supposdtostatus= Btostatus
#+ Bepv ThenBmaybelost= Bmaybelost= &, sochosenlost= chosenlost= & is forced. The rest of
the discharging of (3) is now similar to that for the skipping case.

SupposeBtostatus= Btostatus = Bepv Then eitheBfrompaydetails = Btopaydetailsor not.
In the former caseBfrompaydetails= Bfrompaydetails = Btopaydetails= Btopaydetail§ and this
amount is in neither oBfromexlog Btoexlog by unforgeability reasoning. So we forBenaybelost=
{Bfrompaydetails andBmaybelost= &. The latter impliechosenlost= &, and we have a choice of
eithera or {Bfrompaydetail} for chosenlostlf we choosechosenlost= {Bfrompaydetaily, the move-
ment of Bfrompaydetailout of chosenlostatches the change Bmaybelostand leads to a discharge
of (3) similar to that for the skipping case. In the latter case Btepaydetails # Bfrompaydetaild,
Btopaydetails ¢ Bfromexlog, as argued earlier. S®maybelost= Bmaybelost= & is forced, a case
already covered.

For BtoAbort if Btostatus# Bepy then aside fronBtostatus = BeaFrom BtoAbortskips, and so
discharging (3) is trivial. So suppo&tostatus= Bepv If Bfromstatus= Bfromstatus # Bepathen
eitherBtopaydetailss in Bfromexlogor not. This means that eith@maybelost= {Bfrompaydetail}
(in the former case), dmaybelost & (in the latter case). In any evef@maybelost= & holds. Both
cases correspond to ones already discussed.

Suppose finally thaBfromstatus= Bfromstatus = Bepa This is as in the corresponding case for
BfromAbort

BStartFrom andBStartTo both refineAblgnore: To start with, we argue that the suboperati&®tart-
FromPurseEafromOkay andBStartToPurseEafromOkay both refineAbl gnore. For BStartFromPurse
EafromOkaysince neither oBfromstatusBfromstatusis Bepa and aside from thedgStartFromPurse

130h, how the first author wishes that the variable had instead been Ballagyetsucceed
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EafromOkayskips,Bmaybelost= Bmaybelostand any value acceptable fadnosenlostis therefore also
acceptable fochosenlostdischarging (3).

For BStartToPurseEafromOkathe argument is a little different sin&tostatus = Bepv We show
thatBmaybelost= @ holds. This follows because firstly, Bfrompurseand Btopurseare in the same
transaction theBfromstatus Bepa since thefrom purse only goes into thBepastate upon receipt of
thereq message which thBStartToPurseEafromOkagperation is only just sending out; and secondly,
if the two purses are in different transactions, then, as argued etiréém,purse is in a later one than the
from purse, so thérom purse cannot have aborted tleepurse’s transaction yet. 8maybelost= @
and clearlyBmaybelost= @ too, so this case is essentially as for a skip.

On the basis of the above, sinBblgnoreg Ablgnore= Ablgnore and since there are no non-trivial
applicability issues, it is easy enough to conclude BtartFromandBStartToboth refineAblgnore

BfromRegPurseOkay refinesAbTransfer: On the basis of unforgeability reasoning as refered to earlier,
our BfromRegPurseOkayperation entails the receipt of a suitaldg message, emitted from an earlier
BtoStartwhose payment details matched thos®bbmStart This left BtoPursein statusBepvuntil it
either receives theal emitted from ouBfromRegPurseOkawpr BtoAbors.

SupposeBtostatus= Btostatu$# Bepv ThenBtoAbortmust have happened, putting the payment
details intoBtoexlog Also Bmaybelost= Bmaybelost= @, and thereforehosenlost= chosenlost=
o are all forced. The decreaseBfrombalancenow matches the increaseBaefinitelylosiand leads to
the discharge of (3) for the refinementAibTransferLosin this case.

SupposeBtostatus= Btostatus = Bepv SinceBfromstatus= Bepa we concludeBmaybelost=
{Bfrompaydetails. SinceBfromstatus# Bepa Bmaybelost= .14 Now there are two possibilities for
chosenlost namely, and{Bfrompaydetails; and a single possibility fochosenlostnamely.

Thechosenlost= chosenlost= @ option is consistent with the decreaseBiftombalancematching
the increase iM\btobalancdthe latter implied by the increase Bmaybelogt and leads to the discharge
of (3) for the refinement oAb TransferOkayn this case.

The chosenlost= {Bfrompaydetail§ andchosenlost= & option is consistent with the decrease in
Bfrombalancenatching the increase isbfromlost(the latter implied by the increase éhosenlost and
leads to the discharge of (3) for the refinemenfbfransferLosin this case.

On the basis of the above we quickly conclude tBBiiomReqPurseefinesAbTransfer In all three
cases we also derive thavalue’ = req?, the expected relation between inputs.

BtoVal PurseOkay refinesAbl gnore: Via unforgeability reasoning, olBtoValPurseOkaypperation en-
tails the receipt of a suitablal message, emitted from an earlgfromRegPurseOkayhose payment
details matched those @&ftoPurse This left BiromPursen statusBepauntil it either receives thack
emitted from ouBtoValPurseOkayor BfromAbors.

SupposeBfromstatus= Bfromstatus # Bepa ThenBfromAbortmust have happened, putting the
payment details int@fromexlog Also Bmaybelost= & is forced (because ddtostatu§, implying
chosenlost= @. SinceBtostatus= Bepy Bmaybelost= {Btopaydetail$, sochosenlosts eithera or
{Btopaydetail$. The choicechosenlost= @ is consistent with the increase Btobalancematching the
decrease iBmaybelostand leads to the discharge of (3).

4since we assumed that all payments are for different amounts, the ivelifrompaydetailsannot also be iBfromexlog
ruling out the only other way th&maybelostmight be nonempty.
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SupposeaBfromstatus= Bfromstatus= Bepa SinceBtostatus= Bepy we concludeBmaybelost=
{Btopaydetail$, leading tochosenlost= @ or chosenlost= {Btopaydetail$. SinceBtostatus+ Bepy
Bmaybelost= @, fixing chosenlost= @. The choicechosenlost= & enables the argument for the
preceding case to be reused to discharge (3).

On the basis of the above, we swiftly conclude fRaiValPurserefinesAblgnore

BfromAckPurseOkay refinesAbl gnore: Via unforgeability reasoning, olBfromAckPurseOkagpera-
tion entails the receipt of a suitaldek message, emitted from an earl&ioValPurseOkayhose pay-
ment details matched thoseBfromPurse This left BtoPursein statusBeaTountil the nextBtoAbort

Now if Btostatus= Bepy thenBtoPursehas embarked on a future transaction, which could not be
in Bfromexlogas noted earlier. In this case, and alsBtibstatus# Bepy Bmaybelost= Bmaybelost=
@ is forced, implyingchosenlost= chosenlost= &. Since, aside from the change Biromstatus
BfromAckPurseOkand Ablgnore both skip, the invariance athosenlosis consistent with a trivial
discharge of (3).

On the basis of the above, we swiftly conclude tBBibmAckPurseefinesAblgnore

The above covers the A to B backwards refinement of [46] in our simpfified. We have one additional
detail to address (this being the point of the whole paper), namely thaiteléise innocuity of both
operations essentially being skifgtpBalanceEnquirynappropriately refinedbToBalanceEnquiryAs
becomes clear in the details below, the backward PO (3) adroitly sidestepsubesince the dependency
between before- and after- states in the PO is opposite to causal. Only itoba ggconciliation of
outputs do we hit on the problem.

BtoBalanceEnquiry inappropriatelyrefinesAbToBalanceEnquiry: Firstly we point out that during a
BtoBalanceEnquiryif Btostatus= Btostatus = BepvandBfromstatus= Bfromstatus= Bepaare not
both true, then there is no problem. This follows since in such a Basgybelost= Bmaybelost=
@. This in turn follows from eitheBtostatus= Btostatu$ # Bepy or from the fact thaBtoPursés
current transaction cannot be Bfromexlog SinceBmaybelost= Bmaybelost = &, chosenlost=
chosenlost= @ too, and the skip-like nature of both operations makes (3) easy to digcharg

Suppose then th&tostatus= Btostatu$§ = Bepvand Bfromstatus= Bfromstatus = Bepaand
Bfrompaydetails= Bfrompaydetails = Btopaydetails= Btopaydetails(the critical case, a situation
that obtains while theal message is in flight during a successful transaé®jornThenBmaybelost=
Bmaybelost = {Btopaydetail}. So there are two independent choicesgnd {Btopaydetail}) for
each ofchosenlostand chosenlost We examine the twahosenlostoptions in turn: the correctness
PO stipulates that we must find a suitabl®senlosfor eachchosenlostthat makes the PO antecedent
valid. What happens next depends on how we treat outfuts.

Supposehosenlost= {Btopaydetail$. ThenAbtobalancé= Btobalancé and noting the skip-like
nature of both operations, the choidgosenlost= {Btopaydetail$ leads toAbtobalance= Btobalance
too; moreoverAball = Bbal. Now the normal appropriate relationship between outputs is expressed
asROUbp ToBalanceEnquiy= (Aball = Bbal). So this is true here, the PO antecedent is true, and hence
(3) discharges OK. An alternative policy on outputs is to ignore them (ae @0[46]), expressed via
ROULp ToBalanceEnquiy= true. This weakens the PO antecedent, so since the case under consideration
validated the stronger antecedent, it will validate the weaker one, anis(Bladges OK here too.

The case with unequal paydetails leads as usual to an eBnpaybelost
18Note that this is the first time that we have had cause to mention outputs at all.
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Supposechosenlost = @. Then Abtobalancé = Btobalancé + Btopaydetailsand noting the
skip-like nature of both operations, the choiceosenlost= & is forced, forcingAbtobalance =
Btobalance+ Btopaydetailsalso. MoreoverAball = AbtobalancéandBball = Btobalancé by def-
inition, which in turn forceAball = Bbal + Btopaydetails Now the output policy makes a difference.

If ROUbK ToBalanceEnquiy= (Aball = Bbal!), then because it's a backward refinement, the PO antecedent
is false, so there is nothing to prove and (3) discharges OROMit, ToBalanceEnquin/= true, then the PO
antecedent is true and (3) discharges OK because of the skip-likeibehan the states.

For thechosenlost= @ option, both output policies have inappropriate aspects. Making the choice
ROULp ToBalanceEnquiry= true clearly violates the domain level requirements of a balance enquiry op-
eration but allows the PO to be discharged with an antecedent valid in thefcederest. Choosing
ROUbb ToBalanceEnquiy= (Aball = Bbal!) reflects the requirements appropriately, but causes the PO to
discharge spuriously, i.e. via a false antecedént.

Although the operation satisfies the PO (3) in the last case, deggid = Bball) being false,
the inappropriateness shows up globally, as any runs of the abstracétmaystems featuring this case
would have output streams that did not match up pointwise. In backwangnedint, output matching is
policed by the output finalisation PO, omitted from Section 3, but which in omriterlogy reads:

¥ BQop  3A00, © ROUbK0p (10)

Used under the assumption that the predicate(s) in its body must be madeyalicbstract/concrete
output pairs that occur in a simulation (in the same manner as eg. the initialisatopand (1)),
it demands thaROuty, op holds for all corresponding pairs of outputs. In ROUb, ToalanceEnquiry=
(Abal = Bbal) case, this obviously fails in the critical case for successful transfers.

The output finalisation PO acts in concert with the state finalisation PO, also ofnitte&ection 3,
and which reads:

VB e BFin = (JA e AFin A Ray) (11)

This is also used under the assumption that the predicates in its body must bevatiddby all ab-
stract/concrete possible final state pairs (which in fact means all abstrawtéte reachable state pairs),
so that all possible reachable state pairs satisfy the retrieve rel8tibogether, these additional state-
ments ensure the antecedents of the correctness PO (3) are valid&téicheatis used in the backwards
induction from final to initial configuration, so that the PO is not dischargexliously.

In our case, the validation of (10) by the relevant abstract/concretetoudr cannot be discharged
for the critical case, thus preventing the refinement from being proVhis fact motivated the choice
of vacuous output relations in the Mondex development, and the resultiajisation of the balance
enquiry operations’ specificatiod. Ultimately, it made no sense to retain such unintuitive balance
enquiry operations in [46] and they were removed.

YA forward refinement PO, eg. (6) would demaR@Uutp, TosalanceEnquinin the consequent, which would consequently fail. See
Section 7.

18Note how (11) precludeR,, = false by havingRap only in the consequent; c.f. (4).

1%The workaround for the vacuous output relations in Mondex was totase sbservations via the state finalisation PO (11)
applied to the abstract/concrete state pair that the balance enquiries aelvedeSince the abstract/concrete state pair is one
reachable without balance enquiries, the state observation confirntee¢hadlance enquiries do not after all produce outputs
that could not be justified.
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Before moving on, we make a final comment. Why not sweep away the whalbdepn of balance
enquiries by preceding each concrete balance enquiry with an abortn¢ptbe abstract and concrete
states into correspondence, as is done when initiating new value tréhsfeesanswer lies in the second
physical arrangement discussed above. When transactions arevieshglie to communication latency,
an impatient recipient who makes an abort-preceded balance enquong ble¢ value has arrived, as-
suredly aborts it, increasing his frustration. It was a high level requinefeMondex that this was not
to happen, with the consequences that we have seen.

4.4. Forward and Backward Refinements

At this point it is appropriate to contrast forward and backward refimtme the case that applicability
issues are trivial as in Mondex, regarding logic alone, the two refinenaeatexact duals of one an-
other?® Forward refinement establishes retrieving initial states (4), and pretgedduction to the final
states, generating outputs. Input initialisation, which insists on eg. pointaisgastion of the input
relation, interpreted as above:

VBlop ° HAIOp ° RInab,Op (12)

guarantees that the antecedent of each implication in the induction is valide@gently all the states
and outputs generated by the induction satisfy the retrieve and output melaBackward refinement
works the opposite way round. Starting with retrieving final states (11jpitqeds by induction to the
initial states, generating inputs. Output finalisation (10), which insists opagtwise satisfaction of the
output relation, guarantees that the antecedent of each implication in thetiamdis valid. Consequently
all the states and inputs generated by the induction satisfy the retrieve andélgtions.

Regarding causality however, the two approaches can be distinguiipesiations work by being
offered inputs in before-states and they produce after-states andsfje reverse, producing outputs
for after-states, and subsequently being offered inputs for betates is not an option. Thus, in forward
refinement, it is reasonable to assume that abstract/concrete operatiobs wilmpared only when
their before-states and inputs match up suitably (since this is under the loointh@ environment),
which sanctions the relegation of input initialisation to a validation issue. (Witbrbeftates and inputs
matched, the PO (6) ensures that outputs and final states will satisfy thieeckgroperties t0o.) In
backward refinement it is much less reasonable to regard the final sthteiouts as being under the
control of the environment. Thus it is considerably harder to relegate atat®utput finalisations to
a validation concern. The issue gets exacerbated if we allow systemtiexecto become infinité!
Then pure induction from initial states is insufficient, since unlike the (bac#finalisation PO, the
backward initialisation PO has the retrieve relation in the antecedent, makingteng that is derived,
contingent on the hypothesised but nonexistent final states. In thiarszene must use stronger tools,
such as finite branching assumptions arishlg’'s Lemma [34], to establish the refinement globally.

Despite all of this, our formulation will categorise issues regarding input lisiéiton and (state
and output) finalisations as validation issues, even though in the conteefirdment, the ‘validation’
in question is nothing more than the discharge of the POs as described dliusds to preserve the

201t applicability issues are not trivial this is no longer true, and the asymnimttween forwards and backwards directions
comes from the asymmetry of the totalisation procedure used to deri®Odor partial operations (see [27]). This is shown
up most forcefully in the visible difference between the applicability POsu(8) (2).

2We only consider ‘infinite into the future’ since ‘infinite into the past’ cannarebe embarked upon.
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structural analogy with retrenchment. In retrenchment, then® {gossibility of using induction based
on a preserved retrieve relation as a generic tool.albguestions of the appropriateness of the data
appearing in the correctness PO (whether forward or backward)todee thoroughly validated at the
domain level. The analogy with retrenchment is necessary, since anyankéng between retrenchment
and refinement is only able to treat formally, those aspects of the modelsatatdbrenchment and
refinement are able to regard as formal.

5. Retrenching the Balance Enquiry Quandary

In this section we show how retrenchment can handle the issues raisesiBgiaimce Enquiry Quandary.
We present the backward retrenchment account, and then, more, brisflforward retrenchment would
view the situation, looking ahead to Section 7.

We construct a backward retrenchment. Since all operations othefftiBaianceEnquinare un-
problematically refinements, the within, output, and concedes relations for (ihehe retrenchment)
will default to (schemas of appropriate signatures with predicate pads giytrue, true, false respec-
tively. This makes the backward retrenchment correctness PO (Qe¢althe backward refinement one
(3). In the absence of any nontrivial applicability issues, there is nartige from refinement for these
other operations. For thEoBalanceEnquiry, it is sufficient to have only the output relation be anything
other than the defaults just mention&d:

— Oab,ToBalanceEnquiry

AbWorld
BetweenWorld
Abal : N
Bbal : N

(3 Bfromstatu§ Bfrompaydetailse
(—(Btostatus = BepvA Bfromstatus= Bepa A Bfrompaydetails= Btopaydetail§
A Abal = Bball) Vv
((Btostatus§ = BepvA Bfromstatus= Bepa A Bfrompaydetails= Btopaydetail§
A Abal — Bball = Atobalancé— Btobalancé = Btopaydetail9)

It is clear that this enables us to easily discharge (9). It says that eitheritital caseBepv/ Bepa
global state plu8frompaydetails= Btopaydetail§ holds or not. If it does not, then all is well. If it
does, then it states that the dissonance in the outputs produced by tlaetedosirconcrete versions is not
arbitrary, but is tightly related to the temporary dissonance at that pointebatthie abstract and concrete
to purse balances. Moreover it is already implicit that the said dissonancdinisl justifiable in the
Bepv/Bepaglobal state, since precisely the same situation arises at that point in trenrefinof the
protocol (that refinement being entirely unproblematic in itself), in the atessehanyBalanceEnquiry
operations at all. This constitutes a justification of what the two balance gnopérations do at the
given point in the protocol, and thus, validates the retrenchment useddarador the facts.

22The quantification over thieom variables iNOab, ToBalanceEnquinCOrresponds to the fact that tfrem variables are inaccessible
to theto purse. This reflects a tacit assumption that the frame of any retremtltai pertaining to an operation should not
exceed the variables accessible to the agent performing it. Howevesshisption is not mathematically indispensable.
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Going further, a little reflection shows that the policy on outputs that is egpdeby the relation
Oab ToBalanceEnquiry When extended pointwise across all pairs of occurrencégaBalanceEnquirand
BtoBalanceEnquinoutputs in a run, is appropriate as an output finalisation policy, althougle #inc
involves the states, conventional restrictions on the variables that can iocan output finalisation,
prevent it being adopted as such in the framework of [27]. (The gdiegerecognises that no other
abstract operation produces any output in our models, thus preclugyngoa-trivial ROuty, op for the
otherOps in them.) Thus it is the restrictions of the formalism of [27] itself which are pagtiponsible
for the awkwardness of the Balance Enquiry Quandary. We return tpdimisin the next section.

Let us comment briefly on the forward direction. Since from the state pbwitw, the operations
AtoBalanceEnquirandBtoBalanceEnquinare skips, for every possible way of satisfying the backward
PO (9), there will be a corresponding way of satisfying the forward B diven by interchanging
primed and unprimed state components. Therefore, given a suitable aagjorenf the signature of
Oab ToBalanceEnquirythe same predicate part for the schema will do duty in (8), as suffic¢lddrackward
PO (9). We return to this in Section 7.

6. A Generalised Forward Refinement Account of the Balance Enquiry
Quandary

Generalised forward refinement was first introduced in the contexteoA®BIM system development
technique; see [17, 18, 25, 19, 37, 38]. Of course the underlyiragidesuch a refinement technique are
not tied to the specific details of the ASM syntax, and can be readily applied/tmadel based formal
development technique utilising states and operations. In this section weitappyr Mondex models,
to see what insights it can contribute to the Balance Enquiry Quandary.

Generalised forward refinement works by relating a sequence obr@nore steps of an abstract model
of a systenen blog to a sequence of zero or more steps of a concrete neoddbg provided, obviously,
that there is at least one step in total. The objective is that a retrieve relatite states is preserved
between the ends of the two sequences, even if it is not necessargyya@at points internal to the two
sequences. For obvious reasons, such pairs of sequencefiedéroan) pairs.

To build up the usual kind of inductive argument over trades,n) pairs are required to witness
the generalisation of the forward correctness PO (6), to the case wsB©p and AOp appearing in
(6) refer to several transitions (or none) instead of just one. Toaekisuccessful generalised forward
refinement, one must therefore identify enoyghn) pairs to enable any concrete run to be simulated.
Specifically, one must be able to cut up an arbitrary concrete run into kuipédxes, and for each
concrete piece one must find a correspondimgn) pair. The pair must be such that the concrete piece
forms the concrete component of the pair, and moreover, the abstrapboent of the pair must have an
(abstract) initial state that matches the final (abstract) state of the inductorrages established thus
far, so that the newm, n) pair abuts successfully to the simulation so far. In this manner, one catsstruc
an abstract run that simulates the concrete run by re-establishing theeegiation periodically. The
fact that the retrieve relation only needs to be re-established periodaadiypot at every step (and that
the numbers of abstract and concrete steps need not match) can leaidhfea sverall relationship
between abstract and concrete models. This is all brought out in ouledetalculations below.
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Here is the retrieve relation we work with in this section:

— RGFrab
AbWorld
BetweenWorld

Abfromlost= YBdefinitelylost+
(if Btostatus= BepvA Bfromstatus= Bepa/ Bfrompaydetails= Btopaydetails
then Bfrompaydetail®lse 0)

Abtolost= 0

Abfrombalance= Bfrombalance

Abtobalance= Btobalance

We note that this is simpler thaRy, due to the greater flexibility that generalised forward refinement
affords us. Essentially, in the criticBtostatus= Bepv A Bfromstatus= Bepa A Bfrompaydetails=
Btopaydetailsstate, we can assert that the payment (which is in flight, and may or may emually
arrive) has definitively been lost. This is because if the payment eubnauaves, this intermediate
critical state becomes internal to the relevamtn) sequences, and the retrieve relatRrr ap is NO
longer obliged to make an accurate pronouncement about that stataics.aMote how this contrasts
with the backward refinement, in which the retrieve relaffigphas to make an accurate statement about
all intermediate points of the protocol, within(a, 1) refinement structure. The price to be paid for the
simplicity gained, is a careful analysis of what are the ne¢ded) pairs, so that every possible concrete
run is catered for.

To get a handle on thign, n) pairs, we will firstly disregard aBlgnores since they merely skip. Next,
we argue as follows. BfromAckPurseOkagperation has to have been preceded Bya/alPurseOkay
operation by nonforgeability arguments. SimilarlBeoValPurseOkayperation has to have been pre-
ceded by 8BfromReqPurseOkagperation, and 8fromReqPurseOkagperation has to have been pre-
ceded by eBStartFromPurseEafromOkagnd aBStartToPurseEafromOkaw either order. This gives
two total orders for a run through to acknowledgement for the protodalis &ny trial of the protocol
contains some maximal prefix of one or other order as a subsequencealMige relevant prefix the
core prefix

The BStartFromPurseEafromOkagnd BStartToPurseEafromOkahpemselves have to be preceded
by aBfromAbortand aBtoAbortrespectively. For technical convenience we will regardBiremAbort
andBtoAbortas terminating th@recedingprotocol trial, rather than initiating the current one. If we do
this we must make special arrangements for the first and last trials in thensyste

For the first trial, by initialisation, the initiatinBfromAbortandBtoAbortare equivalent to skips and
may be ignored. For the last trial, one or otheBdfomAbortor BtoAbortmay simply not be present
after the core prefix; we deal with this later.

The picture so far of a concrete system run is causally equivalent tpuesee of core prefixes for
protocol trials terminated by two aborts, followed by a last core prefix acessarily terminated by any
aborts. (N.B. The caveat rejoining causal equivalence is nontriviede &ain indolenBfromPursemay
still be waiting for anack for one transaction, while an impatieBtoPursemay have already started
on the next. Thé&frompaydetails= Btopaydetailssimplified restriction inRgrrap (and the sequence
number check in the real protocol) enables overlapping transactionsatrbmmodated if desired.)
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In between two successive core prefixes, we can have any finite nafddeorts; sincéfromAbort
andBtoAbortare both idempotent operations, several aborts can be reduced togust@ach. Into this
structure, we can interlealBtoBalanceEnquiry at will.

We can now list the concrete execution fragments we need to considerureengery concrete
run is covered. They are just the core prefixes, either abort-termioatedt, with arbitrary numbers
of occurrences oBtoBalanceEnquirynterleaved into them. For each we give the abstract execution
fragments that simulate them in making up the n) pairs needed for a successful generalised forward
refinement.

(0) Empty core prefix: This is a generalised forward refinement of as mMéTpBalanceEnquis; as
BtoBalanceEnquiry in the concrete sequence.

(1) BStartFromPurseEafromOkagr BStartToPurseEafromOkagr bothStartoperations (in each case
terminated by zero, one or two aborts): All these sequences are liseermrward refinements of
a number ofAbToBalanceEnquis; equal to the number @dtoBalanceEnquiry interleaved into the

concrete sequence.

(2) Both Startoperations followed bfromRegPurseOkaerminated by zero, one or two aborts): This
is a generalised forward refinement of as mAbyoBalanceEnquiyinterleaved arourélbTransferLost
as there wer8toBalanceEnquiry interleaved into the concrete sequence.

(3) Both Start operations followed bBfromReqPurseOkafpllowed by BtoValPurseOkayterminated

by zero, one or two aborts): This is a generalised forward refinenié&mbToBalanceEnquis/followed

by AbTransferOkayollowed byh AbToBalanceEnquisy wherek BtoBalanceEnquirywere interleaved
beforeBtoValPurseOkayandh BtoBalanceEnquirywere interleaved after it, in the concrete sequence.

(4) Both Startoperations followed byfromReqPurseOkaipllowed by BtoValPurseOkayollowed by
BfromAckPurseOkafterminated by zero, one or two aborts): This is a generalised forwéindneent
of k AbToBalanceEnquis/followed byAbTransferOkayollowed byh AbToBalanceEnquisy wherek
BtoBalanceEnquiry were interleaved befo@toValPurseOkayandh BtoBalanceEnquiry were inter-
leaved after it, in the concrete sequence.

Reflection upon the above makes two things clear. Firstly, that if we werebssyving thérombalance

as well as theo balance, we would have to partitifiom balance enquiries in cases (2)-(4) according to
which enquiries preceded or follow&fromReqPurseOkayjust as we needed to partition cases (3)-(4)
according taBtoValPurseOkaySecondly, thef clause inRgrrap is only needed to cater for a last core
prefix not terminated by suitable aborts; it is not used for abort-terminatesl o

These points highlight the fact that when the concrete runs of the syséeamder the control of an
environment which is able to drastically curtail the number of concrete fratge take into account for
constructingm, n) pairs, generalised forward refinement can yield a real bonus in simpgjifiiework
needed to show refinement. However in a case like ours, in which the emerd must be assumed
uncooperative, nay hostile, a combinatorial explosion of possibilities asityarise, when the applica-
tion can execute in a genuinely concurrent manner. The explosion is@nnat only due to the many
causally equivalent interleavings of the activity of the system of interasglbo due to the interleavings
of this activity with the activity of parts of the system that are independeihbat running concurrently.
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All this requires careful analysis to keep the refinement sound, bumpletely avoided within 41, 1)
refinement perspective.

A related issue arises from engineering considerations. As noted rebedinning of this paper,
refinements can leave out certain aspects of the real system, and sgsignsdhemselves can evolve.
In the light of this, the(1, 1) and(m, n) approaches can exhibit different risks regarding the robustness
of the refinement in the face of changes in the system model, whetherptoacand arising from
implementation, or more consciously via a design change. On the one hanhd,) approach can be
more robust in the face of a system change that generates more rul@igtioe considered operations,
since the refinement of each operation is a self contained problem. On &rdnatid, arim, n) approach
can be more robust in the face of a system change that complicates tha sy&te, since its invariant
is likely to be simpler, and is likely to involve less of the state, thus being more likelg tdelsoupled
from any subsequent state enrichment; comp@igrap (in the ideal case, without thé clause) with
Rap- The whole question of the relative merits of the two approaches in the fas®loing engineering
risk deserves further consideration.

7. Nondeterminism Resolution, and1, 1) Forward Refinement

In Section 4.3 we outlined the Mondex backward refinement, and in Sectios @gave an alternative
treatment of the protocol in terms of generalised forward refinement. Wiondd be possible to get the
best of both worlds, getting thereby(&, 1) forward refinement, by moving the point of resolution of
abstract nondeterminism in the refinement so that it coincided with the pomég point of resolu-
tion of concrete nondeterminism? The simplicity of the retrenchment resolutithre dfalance enquiry
guandary encourages us to suppose this can be done, but to achesesisitates appreciating a number
of issues.

Firstly, it is not just the point of resolution of nondeterminism that is of interd® point of in-
troduction of nondeterminism is just as important. Here we see a crucial distirietween abstract
and concrete. In the abstract world, nondeterminism is introduced aalyed within the same evefit,
the AbTransferoperation, which has two incompatible outcomes. However concrete nomilgsm is
more concerned with which operation is elected to happen next, and inciactete operations them-
selves are almost completely deterministic. (Thus we observe that whéenereare overlapping guards
in any operation, only one of them does anything nontrivial; and wherbeee is a disjunction in the
body of a bottom level schema, the guards are disjoint, reducing the disjut@ mere packaging rather
than an expression of uncertainty in principt.

The determinism is driven by the desire in Mondex to have ‘All value adea)nwhich is under-
pinned by a largely unstated invariant permeating both abstract ancetenuodels: namely that ‘money
can be neither created nor destroyed’ within our moéeBo if all money is conserved, then if one main-

ZIn our case, we did not actually see such an explosion, owing to thetiedigesequential nature of the protocol, and to the
restriction to only two purses.

24In this section, an event is an occurrence of an operation within a ruer&\the operation is nondeterministic, this amounts
to a choice of one of its possible outcomes.

This view is supported by the fact that in [46], the reasoning that establisie refinement is done using (the counterpart of)
Rabci, exposingchosenlostrather tharRyy, itself.

2The behaviour of central banks lies outside our discourse.
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tains enough state in the models to support a provably correct protocalhdreabouts of all the money
can be tracked. The Mondex concrete model does indeed maintain estatgto do this.

In a sense, concrete nondeterminism is introduced in theStad events, since if the next event is
BtoAbort then the transaction is already doomed, even though, as if in some Wagtnagedy, several
further acts have to enstiebefore everyone is lying dead on the stage.

Concrete nondeterminism (as regards the transaction as a whole) istesdher quite early (as
just described), or late (when the transaction succeeds), or at améati@te point of failure. Beyond
this fundamental nondeterminism, there is nondeterminism regarding how mangductive events
occur for a transaction that has already failed in principle, and the termdi@ism of interleaving of
independent operations.

The reduction of concrete nondeterminism to the choice of next evert,cescof which is essen-
tially deterministic, has a salutary effect on the prospects for forwardergient. This is because the
remit of the correctness PO, (6), is just a single operation. Thus oneatuh the choice of next oper-
ation to perform during a run, with the choice of operation PO for refiniegr#isulting execution step,
and can hope that this will be enough to account for all the nondeterminitdme models.

Encouraged by the above considerations regarding forward refimeneriding how to treat suc-
cessful transactions is easy: we just have to mfdkEransferOkayefine toBtoValPurseOkayas that is
the moment that the value successfully arrives. What to do about failieg isra little trickier, as the

care over double counting in tHeom andto purse logs in Section 4.2 demonstrated. Thus any abort
event (and it has to belaggingabort event) is either the start of the abortion process, or its completion.

Since two such aborts are required to properly confound a transas#ouse the ‘Last man out switch
off the lights!" principle, and make the second abort event a refinenigxti transferLostUnfortunately
neither agent in the transaction knows which part of the abortion precgsgarticular abort event that
it performs is, or indeed whether it is an isolated, and therefore harntlesss #/hat distinguishes these
cases is state information in tlweher agent. Accordingly, is is sufficient to decompose abort opera-
tions into..Benign ..Start, and..Completesuboperations, on the basis of this further state information
(since it is in principle available to an all-knowing global refinement relatigmskven though all that
any individual agent knows, is that he is executing one or other of thescavithout knowing which it
is. As ever, disjunction does the job of providing the more subtle packagingred heré® We thus
decompos@&fromAbortandBtoAbortas follows.

BfromAbort _ BfromAbortBenign
BfromAbortBenigrv ABetweenWorld
BfromAbortStarty

Bfromstatus# Bepa
Bfromstatus= BeaFrom
RestSame......

BfromAbortComplete

ZIat worst: thereqmessage arrives;BfromReqOkagvent sends @al message; it arrives; it is discarded bipgurseBlgnore
eventually therom purseBfromAbors.
ZNote that as far as any agent is concerned, it is nonconstructiveicalhslisjunction.
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_ BfromAbortStart

ABetweenWorld

Bfromstatus= Bepa
Bfromstatus= BeaFrom
BfrompaydetailsZ Btoexlog
Bfromexlog = BfromexlogJ
{Bfrompaydetail®

RestSame......

and

BtoAbort

BtoAbortBenignv
BtoAbortStarty
BtoAbortComplete

_ BtoAbortStart

ABetweenWorld

Btostatus= Bepv

Btostatus= BeaFrom

Btopaydetailsz Bfromexlog

Btoexlog = BtoexlogJ {Btopaydetail$
RestSame......

_ BfromAbortComplete
ABetweenWorld

Bfromstatus= Bepa
Bfromstatus= BeaFrom
Bfrompaydetailse Btoexlog
Bfromexlog = BfromexlogJ

{Bfrompaydetail®
RestSame......

_ BtoAbortBenign
ABetweenWorld

Btostatus# Bepv
Btostatu§ = BeaFrom
RestSame......

_ BtoAbortComplete
ABetweenWorld

Btostatus= Bepv

Btostatus§= BeaFrom

Btopaydetailss Bfromexlog

Btoexlog = BtoexlogJ {Btopaydetail$
RestSame......

Note that as this is no more than a patrtitioning into disjointly guarded subopesationfresh non-
determinism is introducetf. Note also that, although the preconditions in the separate suboperations
B..AbortStartand B..AbortCompleterefer to conditions across two different purses, the actual state
changes are identical, and so can be implemented locally in individual pwigesut any need for

(unavailable) global information.

The preceding permits us to achievélal) forward refinement by carefully matching the points
of resolution of nondeterminism in the two models. The price to be paid, is thattheve relation
Rnrab becomes more complicated, though not significantly more so than in the backase if one
were to unpack th&definitelyloseandBmaybelosvariables in the latteiRyr ap itself is a simple default
RaRrab,def, Which is overridden by four special casé®g ap,(av), Rurab,@v)» RNRab,(a=v)» RNRab,(av)
that cover particular points in the protocol when the value is in flight.

ThusR\Rrab,(av) COVers the case where threm purse is still waiting for itsack while theto purse
has finished, and is not in any transactidfran,av) covers the case where tfrem purse is not in
any transaction, while thto purse has started a new transaction and is waiting fov&héo arrive.
RuRab,(a—v) COVErs the case where the two purses are in the middle of a given transaciibthe value

It is in fact just a continuation of the process started in Section 4, sincé]ntffe equivalent operation would correspond to

BAbort= BfromAbort\V BtoAbort



is actually in flight. Ryrap,(av) COVers the case where the two purses are in their critical states, but the
value has arrived and is safely in tteepurse’s balance; thigom purse is still waiting for theack to
arrive, while theto purse has started a new transaction and is waiting for thevaéte arrive; this case
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is distinguished from the preceding one by the different paydetails of théramsactions.

The good news is that despite the protocol having many more possible stdiethese four need to
be singled out in the retrieve relation. To clarify the interpretation of therweg, the concrete state is

to be regarded as the domainRr ap and the abstract state as the codomain in the following:

Rurab = RuRabdef © (Rurab,(av) V Rnrab,@y) V Rurab,(a=v) V Rurab,(azv))

where

and

— RNR,ab,core
AbWorld
BetweenWorld

Abfromlost= X (Bfromexlogn Btoexlog

Abtolost= 0

Abtobalance= Btobalance

— RuRab,def

RNRab,core

Abfrombalance= Bfrombalance

— RNR,ab,(a,v)

Rab,core

Bfromstatus= Bepa

Btostatus# Bepv

Bfrompaydetailss Btoexlog

Abfrombalance= Bfrombalancet+
Bfrompaydetails

— RNR,ab, (ayv)

Rab,core

Bfromstatus# Bepa

Btostatus= Bepv

Btopaydetails= Bfromexlog

Abfrombalance= Bfrombalancet+
Btopaydetails

— RNRab,(a:v)
RNFLab,core

Bfromstatus= Bepa

Btostatus= Bepv

Bfrompaydetails= Btopaydetails

Abfrombalance= Bfrombalancet
Bfrompaydetails

— RNRab,(a;év)
RNR,ab,core

Bfromstatus= Bepa

Btostatus= Bepv

Bfrompaydetails# Btopaydetails

Bfrompaydetailss Btoexlog

Abfrombalance= Bfrombalancet+
Bfrompaydetails
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Note thatRnrap is @ completely deterministic relation, indeed a function from concrete to abstrac
unlike Ry in the backward refinement. We can now briefly discuss the refinements ofatious
(sub)operations.

Initialisation: Trivial as before Ryrab,def is established.

Blgnore, BfromAbortBenign, BtoAbortBenign all refine Ablgnore: Blgnoreskips, as doeéblgnore
ForBfromAbortBenignonly Ryrab,def, Of Rurab,(a,v) €an hold in the before state. Nd@@fromAbortBenign
modifiesBfromstatusn a way that does not affect the truth of either of these.BtoAbortBenignonly
RuRab def, OF Ruran,(a,v) €an hold in the before state. NdBtoAbortBenigrmodifiesBtostatusn a way
that does not affect the truth of either of these.

BStartFromPurseEafromOkay and BStartToPurseEafromOkay both refineAbl gnore: For operation
BStartFromPurseEafromOkagnly Rurab,def; OF Rurab,av) €an hold in the before state. Noting that the
variables changed W§StartFromPurseEafromOkayeBfromstatusandBfrompaydetailsfor Ryr ab, av)
the change iBfromstatudeaves claus8fromstatus# Bepainvariant, andBfrompaydetailss not even
mentioned, S&yran,(a,) IS invariant under the operation.Rr an,def holds in the before state (and is not
overridden byRyran,ay)), then since the variables changed are not mention€an der, it remains
invariant under the operation, and is also not overridden, by the imeariaf Ry ap, (a,v) -

For BStartToPurseEafromOkaynly Ryrabdef, OF Ruran,(a,v) €an hold in the before state. Con-
sider theRyran,(av) Case. Noting that the variables changed38tartToPurseEafromOkayeBtostatus
andBtopaydetailsfor Ryran,(av), the change ilBtostatuscauses one dRyrab,(a=v) OF Rurab,(azv) 10
become true. In fadRyran,a—v) IS €xcluded becausBtopaydetailsrefers to a new transaction, and
Bfromstatus= Bepashows that thérom purse must still be engaged in an earlier transaction, since the
from purse only goes into thBepastate for the same transaction as thgurse upon receipt of the
reqmessage, which is only just being dispatched, and so cannot yet maegl at thefrom purse. This
forcesBfrompaydetails# Btopaydetail§ Alternatively, SupposByran def holds in the before state (and
is not overridden byRyran (av))- Then since the variables changed are not mention&ann der, it re-
mains invariant under the operation, but we must check that it is notidgerr by either oRyr ap, (a—v)
or Ryrab,(av) IN the after state. NovR/,\,Rabv(a:v) is excluded since foBfromstatus = Bepaand
Bfrompaydetails= Btopaydetailsto be true, thdrom purse must have already received and processed
thereqmessage that the purse is only just sending out in the current operatiii; ,, (.., is €xcluded
since it would imply thaRyran (av) held in the before state, overridifyrap der, Which we assumed
not to be the case.

BfromRegPurseOkay refinesAbl gnore: By unforgeability reasoning, we know thateg message con-
taining the value irBfrompaydetailswill have been received bfromPurse Ostensibly,Ryran,a,v)
might hold in the before state. However, this would requBtepaydetailsc Bfromexlog This in
turn would requireBfromPurseto have abortedtoPursés current transaction, which is the same as
or later thanBfromPursés current transaction (since tlieq message identifies a single transaction in
both purses, anBtoPursesent the message earlier thBffomPursereceived it). BuBfromPursecan
only have aborted some earlier transaction, so this state of affairs is imlgosStoonlyRyRr ab,der may
hold in the before state. The changeBfromstatusand inBfrombalancecaused by the operation then
mMakesRyRr ab, (av) trU€ (OrR\Rrab,(a—v) true), depending on whether since the staBfsbmPursés cur-
rent transactiorBtoPursehas (or has not, respectively) aborted and started a fresh transaction
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BtoValPurseOkay refinesAbTransferOkay: By unforgeability reasoning, @l message containing the
value inBtopaydetailswill have been received bBtoPurse In the before state, eith€yrap,@ay) OF
RuRab,(a=v) €an hold, depending on whether since sendingvilemessageBfromPursehas (or has
not, respectively) aborted and started a fresh transaction. In eitbeitlva changes iBtostatusand in
Btobalancematch the changes ibtobalanceo establisfRnrabder- (IN the Ryran a—v) Case, since the
to purse is not abortindR\ran,(a,v) CaNNot be established in the after state.)

BfromAckPurseOkay refinesAblgnore: By unforgeability reasoning, aack message containing the
value inBfrompaydetailsvill have been received bgfromPurse OstensiblyRyr ab, (av) OF Rurab,(a,v)
might hold in the before state. However, either of these would re@toBurseto have both aborted-
and-loggedBfromPursés current transaction, and also sent #ek message, which is a contradiction.
Therefore onlyRyrabdef Can hold in the before state, is preserved by the operation, and ca@not b
overridden in the after state, since only a benign chan@dromstatugook place.

BfromAbortStart and BtoAbortStart refine Ablgnore: For BfromAbortStart only eitherRyran,def OF
RuRab,(a=v) €an hold in the before state. (The preconditi8flompaydetails¢Z Btoexlogprecludes
RuRab,(a) @NdRyRab,(av) IN the before stateRyran,ay) is obviously precluded.) NOWR\R ab,(a=v)

is transformed intdRyran,a,v) DY the operation. Suppos$&randet holds in the before state and is not
overridden. Then it is invariant, but we much check that it is not oveendoly Ryr an a) In the af-

ter state. However the latter would imply thatBfrompaydetails= Btopaydetailsheld in the before
state, therRyran,(a—v) Would also have to hold in the before state, which we assumed false. And if
Bfrompaydetails# Btopaydetaildn the before state, the only candidates are excluded by the precondi-
tion mentioned above.

For BtoAbortStart only Rurab,def, OF RNrab,(a=v), OF Rurab,(a£v) €an hold in the before state. (The
preconditionBtopaydetailsz BfromexlogprecludesRyran,av) in the before stateRyran,(av) IS 0bvi-
ously precluded.) NOvR\r ap, (a—v) @NdR\Rab,(a£v) @re both transformed intByg ap, (a,v) by the opera-
tion. Suppos&nrandef holds in the before state and is not overridden. Then it is invariant, eters
we much check that it is not overridden Byran (av) (the only candidate) in the after state. Suppose it
was. Then we would havwgfrompaydetailse Btoexlog, and saBfrompaydetailss Btoexlogwould hold
for the before state. Sindtostatus= Bepvin the before state, eith&r an (a2v) Would have held in the
before state (iBfrompaydetails# Btopaydetailp contradicting our assumption, B\ran,(a=v) Would
have held in the before state Bfrompaydetails= Btopaydetail} also contradicting our assumption.

BfromAbortComplete and BtoAbortComplete refine AbTransferLost: For BfromAbortCompleteonly
RuRab,(av) OF RNRab,(azv) €an hold in the before stateRran,(a—v) iS precluded, since the precondi-
tion Bfrompaydetailse Btoexlogmeans that théo purse has aborted ttifeom purse’s current trans-
action, and thdo purse’'sBepvstate must refer to a newer transaction.) The operation transforms
RuRab,(aw) N0 Rurabdef (given the effect oAbTransferLogt which is easily seen to not be overridden
becauseBfromstatus # Bepaand Btostatus # Bepv The operation also transforng ap, a-+v) into
Rnrabdef (given the effect oAbTransferLosgt This is also not overridden becauB&ompaydetails#
Btopaydetailsand the fact thaBtopaydetailgefers to a newer transaction as we argued above, means
that Btopaydetailscannot be irBfromexlog, ruling outRyran,a), the only conceivable possibility, in

the after state.

ForBtoAbortCompletgonly Ryran,a,v) €an hold in the before stateR{r ap, (a—v) @aNdR\Rab, (av) Ar€
precluded, since the preconditi@topaydetails= Bfromexlogmeans that th'om purse has aborted the
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to purse’s current transaction, exiting tBepastate for theéo purse’s current transaction, and cannot have
reached th@epastate for a new transaction withouteaymessage from thte purse, which evidently has
not been sent.) The operation transfoffi& ap, a,v) INt0 Rurab def (given the effect oAbTransferLogt
which is easily seen to not be overridden becaBfsemstatus+# BepaandBtostatus# Bepv

We see that all the concrete suboperations of the protocol are refiteenfeabstract operations. It is
now easy to package them up into the original concrete operations ofdtoepk, and thus to arrive at a
(1,1) forward refinement of the abstract system, via disjunctions of the alubapsration refinements.
The technical details are uninteresting so we omit them.

Beyond this, one can ask how a balance enquiry fares in the abovariecei&vidently, abstract
and concrete balance enquiries for tbepurse will always give answers in agreement, since the two
to balances agree in all componentsRijzan, SOMe case of which always holds. This is a win for the
forward refinement formulation, but of course, it comes at a price.eSirestill fundamentally have an
atomic operation refined to a non-atomic one, there will always be a disugpabalances while the
value is in flight. This time the discrepancy shows up inftben purse’s abstract and concrete balances
any timeRyran,def fails to hold, as the details of the ndtkrandef Cases of the retrieve relation make
plain. Thus the corresponding enquiry operations forftbi purse will disagree if they are invoked at
the relevant moments. Furthermore, the breakdown of the refinementithaighals is in a way more
acute than in the backward case, since it is the operation PO (6) itself ilsatvfa a the failure of a
nontrivial ROuty op in the consequent, rather than the mere failure of an environmental assusyatio
as output finalisation.

Nevertheless, itis clear from all that has gone before that a retremtloumgput relation very similar
t0 Oap, ToBalanceEnquinbut this time constructed for a forward retrenchment, as indicated in Setion
will be able to handle the situation, with exactly the same benefits as in the backase case:

— ONR,ab,FromBaIanceEnquiry
AAbWorld

ABetweenWorld
Abal : N
Bbal : N

(3 Btostatu§ BtopaydetailSe
(—(Btostatus = BepvA Bfromstatus= Bepa A Bfrompaydetails= Btopaydetail§
A Abal = Bball) v
((Btostatus§= BepvA Bfromstatus= Bepa A Bfrompaydetails= Btopaydetail§
A Abal — Bball = Afrombalancé— Bfrombalancé= Bfrompaydetailq)

We close this section with a brief comparison of the forward and backward refinements. The

backward refinement had the undoubted virtue of conceptual simplicityinglesconcrete operation
accounted for all the nondeterminism latent in the abstract model. On thehathéy the fact that the
relevant concrete operation was itself deterministic, led to some subtlety amgteaminism in the

retrieve relation, to account for the differing possible eventual outcoiae forward refinement did
not exhibit the latter aspects, but in contrast, the different abstracome were distributed around
different concrete operations and suboperations in quite a subtle viigyn dgain, the retrieve relation
was pleasingly functional.
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8. Conclusions

In the preceding sections, we started by surveying some of the systelingexitgy motivations for
the introduction of retrenchment. We pointed out how systems engineering iredh world is often
constrained by considerations that a pure research based envitaranemoose to neglect, and that this
can drive a wedge between technical approaches that work in treechsvironment and what can be
achieved in real engineering situations.

We then moved on to consider the Mondex development in detail. We surtiegécttrenchment
opportunities’ that Mondex offers as a result of having taken pragmatisihns on how certain aspects
of the development were to be handled, given the demands of refinemerutwed how thélower
Pattern of retrenchment could address many of these. We then turned our attemtibe ‘Balance
Enquiry Quandary’, a retrenchment opportunity that requires theidenation of the model B protocol
in its entirety, and thus falls outside the scope ofThwer Patterras applied in the other cases. We went
into fair detail to describe how the refinement in [46] fared as regardBafence Enquiry operation,
and the rather subtle way that it failed, the subtlety being mainly attributable tatheviard nature of
the refinement of [46].

The Balance Enquiry Quandary could in fact be solved simply by pretia@luring balance enquiry
operations. This would require any running transaction to be terminatedehtse enquiry takes place,
thus resolving the non-determinism in a known wayl¢st). This is an example of how changing the
specification could remove the need for retrenchment. But, in the Mondgcprthis particular change
request from the formal methods team was rejected by the customer, anateepommercial grounds,
the reasons for which were outlined at the end of Section 4.3. This is ther&so an example of how
changing the specification to remove the need for retrenchment is notsaameavailable option in real
developments, as noted in the Introduction.

We went on to show how a formal account of the quandary could nelesthbe given via retrench-
ment. This retrenchment is just like the corresponding refinement, exaefid one rogue balance
enquiry operation, which can be smoothly handled via a suitable retrentlontent relation.

We then reconsidered the whole situation using generalised forwardmedint, which yielded a rel-
atively straightforward solution by hiding the awkward details inside the exislequantifications of
suitable(m, n) pairs. The simplicity of both the retrenchment and generalised forwartereént ap-
proaches was the spur to the development of a gerjtirig forward refinement for Mondex, something
long thought impossible.

We remark that in [39], the authors perform their mechanised proof assiggle refinement step,
mimicking the broad strategy of [46] in an ASM framework, and using someg (ahrams to remove
the need for skips. The rapid completion of the mechanisation, perforrogddcratch in a month or
so, strongly suggests that the proofs of the novel refinements andaietnents for Mondex outlined
in this paper could be mechanised in an even shorter time by a team with the $amisadhaxpertise of
[39]. Perhaps the only less than straightforward part of such anriakiteg might concern what we
refered to as ‘unforgeability reasoning’, where, in order to saveespad reduce the complexity of the
main arguments, we made use of properties of the protocol whose trutlyuedan what was really an
extremely informal manner.

The fact that a balance enquiry quandary shows up with both forwaddackward(1, 1) refine-
ments, highlights the fact that it is a fundamental consequence of themefm@®f an atomic action to
a non-atomic protocol. Such a scenario is always going to contain momentsah thike relationship
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between abstract and concrete states is temporarily adrift of the ideatdkess of the variant of re-
finement used. The question becomes, to what extent is this state of aif#ite, and to what extent
is it viewed as being problematic. Obviously if the portfolio of operations d¢nstanes that can make
visible the non-coherence of the states at such times, the expected refirretagonship will break
down. At such moments the greater flexibility of retrenchment comes into its s\am@eans of provid-
ing a straightforward formal justification for the observations via suitalttemehment output relations.
The fact that concessions are not needed in such retrenchmentsas sigial that the refinement fold
has not in fact been departed from, and we can anticipate a host of sigjlicagions of concession-
free retrenchments for treating atomic-versus-finegrained situatioris.fareshadows a retrenchment
Atomicity Patterrthat provides a common framework for dealing with them. See [3].

Generalised forward refinement can also address these more gateanadity situations, and po-
tentially more conveniently, since it can arrange for any inconveniemahena to remain concealed
within the interior of appropriatém, n) sequences. However the price to be paid is, that one needs the
assurance that all relevafr, n) sequences have been taken into account, something that can become
a demanding obstacle if operation scheduling is under the control of thement rather than the
system. The engineering pros and cons of these various approaseegaifurther consideration.

The plethora of refinements considered in this paper, for the same alisresaction model and
concrete protocol, lead one to suspect that in any such situation, thisgoveay in which a refinement
between abstract and concrete can be set up, can be chosen ma® airvgll — if one is ingenious
enough®® This wider question also merits further consideration.

Despite this paper’s title, we see that retrenchment played a relatively sangihpts contents. In
many ways, this is as it should be since refinement very often does ‘alitiastad one would like.
Retrenchment possesses a weaker theory than refinement, so it imlpieefe use refinement when it
can properly address the job at hand. Retrenchment’s value comes gingjulge gaps that refinement
leaves, in relating different refinement strands, and in formulating moaltéon descriptions that
can act as a spur for further refinement work — in other words, in aetinthe mortar between solid
refinement bricks. In this paper retrenchment smoothly overcame the itidsliof the(1, 1) refinement
treatments, and acted as an enabler for the constructioflofiaforward refinement long believed not
to exist; these constitute a fine testament to its value when appropriately used.
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