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Abstract

In recent years the functionality required of computer based control systems for safety-
critical real-time applications has increased dramatically. Inevitably this has led to an
explosion in the complexity of such systems and an understanding, in both academia
and industry, that existing design methods are no longer adequate. One design issue
that has traditionally been addressed in an ad hoc and rather simplistic manner is that

of setting the topology of a distributed computer based control system.

A topology consists of a configured set of hardware and software units employed to
fulfil a set of logical control actions. A topology may employ multiple, possibly diverse,
copies of these units to ensure that dependability, timing and functional requirements
are met. A designer aims to determine the set of units to be employed and how
they should be configured. A maintainer aims to discover the effect of a change in

functionality, or the units employed, on the effectiveness of an existing topology.

Potentially there are a large number of alternative feasible topologies. Unfortunately,
existing techniques rely on past experience and typically set a topology very early in the
design process. At best only a fraction of the admissible topologies are considered and
almost no allowance is made for the effect of subsequent design decisions. This raises
the spectre of costly reworking of proposed designs in order to provide the required

system characteristics within the given topological framework.

This thesis shows that it is possible to resolve the topology selection problem with the
aid of quantitative evaluation functions and implicit enumerative search techniques.

Automated tool support is restricted to systems that employ bus based architectures.

Dependability and timing attributes of a topology are investigated at appropriate
points in the design process. That is, dependability issues are addressed at the archi-
tectural level and timing issues at the configuration level. Results of previous applica-
tions of the approach are used to determine the set of admissible topologies. Overall,
the approach allows a user to consider a much larger set of topologies than existing

methods.

It is shown that adaptive search techniques may be used to trawl the set of alterna-
tive topologies. Quantitative assessment and prediction techniques are employed to
evaluate the quality of a proposed topology. The approach is hierarchical, iterative
within and between different stages of the design process, and addresses appropriate
characteristics of safety-critical real-time control systems. The proposed approach is

evaluated using two tools described in this thesis, X-Topmeter and X-Alloc.
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Chapter 1

Overview

“Knowledge is the enemy. Evolutionary algorithms can come up with
systems that challenge our orthodoxies, defy our understanding, and still

work” 1

A key element in any control based safety-critical computer system is the hardware
/ software architecture as represented by a topology of configured resources. Thus a
topology consists of a set of resource items (software, processors, buses, sensors and
actuators) employed to fulfil a given set of control actions. A topology selection process
aims to choose the set of software and hardware items and configure them so that a

given set of goals can be met and constraints satisfied.

The functional attributes and system topology of a distributed control system should
co-evolve, that is they should both emerge as design progresses. Unfortunately, the
process by which an ‘optimal’ topology for a distributed Safety-Critical Real-Time
(SC-RT) control system may be selected is poorly understood. Topologies are cur-
rently fixed very early in the design process, but only evaluated late in the process.
Furthermore, it is not clear, nor is analysis carried out to determine, how the effective-
ness of a given topology is affected by, for instance, a change in hardware procurement

policies or a mid-life update of the control system.

Selecting a poor topology may have a number of effects on the implemented control
system. The size and cost of the proposed hardware platform may be greater than
necessary to provide an appropriate level of dependability and ensure that timing
requirements are met. Alternatively, the proposed platform may be inadequate to
provide the necessary dependability and timing attributes. The latter is more common
in industrial practice. Maintenance of the system during its operational life may be

more difficult and more costly than for a ‘good’ topology.

!Comment by M.Kelly in Evonews Issue 3, March 1997



The primary side-effect of selecting a poor topology however is likely to be an increase
in the complexity of other aspects of the system. For instance, a poor topology may
impose severe restrictions on the Worst Case Execution Times (WCET) of particular
software modules leading to a heavy expenditure of time and money to produce very
fast code. The author has even seen code rewritten in assembler to overcome this
problem and in the process circumventing the stated design process. Functional com-
plexity may also be increased to provide extra protection against perceived deficiencies
in the selected topology. It may have been more effective, and cheaper, to employ an
alternative topology. This option is effectively denied the designer if the quality of a

proposed topology is only evaluated late in the design process.

In this thesis a first attempt at producing an approach to help a design team select an
‘optimal’ topology for a distributed SC-RT control system is presented. In fact, in many
cases a ‘sub-optimal’ feasible solution is considered to be ‘good enough’. Furthermore,
the approach may be used to investigate the effect of a change in procurement policy

or the evolution of a system through its operational life.

The approach treats a topology as an emergent property of a control system. An
emergent property is a system property that can only be resolved by revisiting a
design issue throughout the design process. Analysis of the effectiveness of a proposed
topology is undertaken from an early stage in the design process. This allows a new

topology to be selected at the cost of relatively little reworking of the design.

The topology selection process is split into two sub-problems, the architectural topol-
ogy and allocation problems, that are addressed at different stages in the system design
process. The chosen approach is hierarchical and iterative both within and between
the sub-problems. Furthermore, it is updateable and upgradeable both within and

between projects. The aim is to make the approach as “plug and play” as possible.

Automatic tool support is provided to aid the resolution of the topology selection
problem in the form of guided searches. The architectural topology support tool, X-
Topmeter, employs a Genetic Algorithm (GA). The allocation support tool, X-Alloc,
employs a Simulated Annealing (SA) algorithm. These tools are adapted and re-run
on a number of occasions during the topology selection and system design process. The
user is required to intervene throughout the emergence process. This allows the impact
of other design issues, interpretation of the results of an experiment, modifications to
the search parameters and modifications to the system design to be incorporated into

the topology selection process.

In the remainder of this chapter the background to the topology selection problem is
introduced. Thus in Section 1.1 a set of issues that need to be addressed during the
design process are introduced. In Section 1.2 the point in the design process at which

a variety of issues can be addressed is investigated. In Section 1.3 an exposition of the



topology selection issue is presented. Finally, in Sections 1.4 and 1.5 the motivation

for, and structure of, this thesis is given.

In short, the nature of this thesis is to review the elements of a topology, produce
automatic software based tools to aid resolution of two topology selection sub-problems,
evaluate the merits of the approach and present a number of conclusions. Appendix

A shows the set of reliability models and data structures employed by the tools.

1.1 Safety-Critical Real-Time Control Systems

Software controlled systems are becoming increasingly common in applications that
can cause catastrophic events, leading to either loss of life or significant economic
harm. These systems often have timing, as well as safety, attributes. The applications
of interest in this thesis are typically distributed among a number of hardware units.
A unit is an indivisible item, such as a processor. SC-RT systems include flight control
systems, nuclear reactor trip systems, satellite systems, and increasingly automotive

applications.

The risk associated with deploying distributed SC-RT control systems is high. As a
result, these systems are subjected to particularly stringent requirements. The chal-
lenge for the research community is to develop methods that can produce systems that

meet these requirements.

Designers have to ask themselves a number of questions early in the design process;
such as [159]:

1. How many local control loops are required?

2. What is the maximum possible sampling rate?

3. What are the high speed/high accuracy requirements for closed control loops?
4. What type of sensors and actuators are to be used?

5. How many variables are to be sensed?

6. If groups of sensors or actuators are situated remotely should data concentrators
be used?

7. What degree of local autonomy is appropriate?
8. What degree of self-diagnosis, redundancy, or self-repair capability is required?
9. What degree of standardisation/modularisation of resources is required?

10. What is the operational environment?



11. What sequencing needs are present?
12. What safety features are needed?

13. What level of reliability / availability is required?

Answers to these questions form the context of the system development process. Other
questions will also need to be addressed by the designer relating to the future needs of

the system including [159]:

1. How can the system be extended in the future?
2. How can new actuators/sensors be interfaced?

3. How can the system be made flexible to allow modification?

These questions are inter-related in that the resolution of one issue will have an impact
on plausible solutions to other questions. During the design process the postulated
solutions to these questions are often taken as givens. A number of these issues however
need to be addressed as emergent properties and therefore flexible support for their

resolution is required.

The set of admissible answers to these questions form the design freedoms available to
a designer of the system that is to provide the control services. For some questions it
is clear what the alternatives are. For others, the set of alternative solutions may not
be obvious or may conflict with the resolution of other questions. In some cases a set

of alternatives can be automatically generated.
Evaluation of solutions to the design questions requires a classification of the charac-
teristics that a control system provides. These characteristics are not independent and
therefore trade-off based decision criteria are required. The primary characteristics of
a SC-RT system are [120]:

(i) Functionality: What actions the system must provide

(ii) Cost: Cost of production and ownership of the system

(iii) Timing: At least some of the functions of the service must be performed within

specific timing constraints

(iv) Dependability: Trustworthiness of a computer system such that reliance can

justifyably be placed on the services it provides [92]

(v) Resource usage: Hardware and software constraints placed on the system.



Control engineers often model closed-loop control systems using four tasks: the process
(residing on a multiprocessor network), the control component, sensors and actuators,
see Figure 1.1 [95]. The control component employed and the peopleware resources
(operators) required are not considered in detail in this work. However, it can be
shown that control [2] and peopleware [67] issues fit into the approach presented in
this thesis.
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Figure 1.1: A Closed Loop Control System

Functionality and Cost provide the goals for the designers/maintainers of a system
and therefore need to be considered at each level of the design process. Constraints on
the choices available to a designer of a particular application are likely to be domain
specific, but will inevitably include constraints on resource usage, dependability and
timing. A set of guidelines for the production of the functionality of a system may
be available. International consensus based standards [149] can be used as a general
production framework. Specific standards, such as the ISO standard for CAN [76] may
also be applied.

It is the contention of this thesis that architectural analysis can be employed inexpen-
sively to reduce costs. Analysis can reveal the implications of design decisions. For
instance, analysis can reveal the effect of a decision to employ extra functional units to
improve fault-tolerance on the timing characteristics of a proposed system. For maxi-
mum cost savings architectural analysis should be first undertaken as early as possible

in the design process [82].

1.2 Supporting SC-RT System Design

The analysis framework proposed in this thesis is deliberately closely linked to the

design process. Evidence can be accrued during the development process and used to



make design decisions. A number of life cycle models can be accommodated within
an emergence process. Two of the most popular, and simplest, are the cascade model
and the V-model. As an example of the way in which a parallel analysis and design
framework can be applied, consider the V-model shown in Figure 1.2. For clarity a
number of design issues that form part of the emergence process have been omitted

from Figure 1.2.
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Figure 1.2: Simple V-model of the Design Process

On the left hand side of the V design activities are undertaken starting with the
production of a set of requirements and a top-level design, including initial procurement
decisions. The design may now be evaluated to determine some of its functional and
non-functional attributes. This information is used as part of a decomposition into
a more detailed design, which is then evaluated. This process continues until a full
design emerges and the system is implemented. The point at which different attributes

of a proposed design can be evaluated is also presented in Figure 1.2.

So, predictions are made during the design phase and are used to guide the design pro-
cess. Once a full design has been produced a confirmatory process is applied, including
verification and validation. On the right hand side of the V model shown in Figure 1.2
confirmatory analysis is undertaken to provide assurance that the characteristics of the
system during its operational life will be no worse than that predicted during the de-
sign process. For the safety aspects of a design for instance, this implies that there are
actually fewer, or less severe, output deviations, and more input deviations mitigated,

than predicted.

This is a very simplistic model of the design process. However it contains the essential



interactions between modelling, metrics and the design process. Four distinct phases

of the process are identified in Figure 1.2:

(i) System level

(ii) Architectural level

(iii) Configuration level

(iv) Operational life

Decisions taken at each of these levels have an impact on the validity of a selected

topology. In Table 1.1 an overview of relevant issues at each level is presented.

Level ‘ Design Issues Topology Issues
System IT requirements for the artefact | Setting of generic architecture
(vehicle, plant, etc) and initial procurement decisions
Architectural | Decomposition into logical ar- | Selection of architectural compo-
chitecture. Setting of derived | nent to be employed for each logi-
dependability, Worst Case Re- | cal task in the system. Choice of
sponse Time (WCRT), func- | resources to be employed in the
tional and cost requirements system.
Configuration | Implementation of the software | Assignment of software units to
units and hardware platform hardware units to ensure derived
requirements are met. Software
can be coded or logical units.
Operational Evolution of the system (mid-life | Effect of design decisions on va-
Life updates, maintenance) lidity of existing topology

Table 1.1: Design and Topology Issues

(i) System Level Decisions

A requirements production process is undertaken at this level, before the nature of the
control services to be provided is clearly defined. The set of possible alternatives is
vast and the adoption of some requirements may preclude the attainment of others.
Decisions are typically judgemental and place obligations on the computing system

and therefore impact on the alternatives available at later stages in the design process.

Procurement issues are also addressed at this level. The procurement process deter-
mines the set of off-the-shelf resources (hardware, software and ‘peopleware’ units)
that a designer may employ in a platform. An initial set of procurement decisions will
usually be based on previous experience. The set of available resources may change as

design progresses.

Suppose a firm wishes to produce and market a new vehicle, vehicle X. The firm must



determine the type of vehicle they wish to produce, is it to be a family saloon or
maybe a four wheel drive vehicle for off-road use. They must determine its capacity
in terms of the number of people and the amount of luggage it can carry. Of course
these decisions are constrained by the potential cost to build X, against the price they

believe it can command.

One important decision is how much information technology should be used in X. For
instance, the next generation of vehicles could implement a whole range of features
including ultrasound sensors for use during parking, wheel sensor systems to provide
information for ABS, angle sensors for headlight throw control, pollutant sensors, rain

sensors and sun sensors.

Decisions about which computer based facilities to incorporate are made on technical,
safety and commercial grounds. The generic architecture to be used to support these
facilities may also be determined at this level. A generic architecture incorporates a set
of rules for configuring various instances of an architectural topology for different end-
user requirements. In this thesis a bus based generic architecture, such as GUARDS

(see Section 3.1), is assumed.

(ii) Architectural Level Decisions

A topology consists of a hardware platform and a set of software items allocated to it.
The topology provides the required IT services. The basic elements and configuration
of this platform is determined at the architectural level by the choice of an architectural
topology, which is based on a generic architecture. An architectural topology consists
of a set of resources employed to provide a dependable implementation of a set of

control services.

The generic architecture to be employed is taken as a given in the topology selection
process. Any challenge to the chosen generic architecture should be identified as early
as possible in the design process. For instance, can the architecture provide sufficient
support for the level of fault tolerance required by the proposed system? Can it
provide sufficient computing power to fulfil the timing requirements of the system? If
no variant of the generic architecture, that is an architectural topology, can be found
to fulfil all these requirements, within given cost and size constraints, an alternate
generic architecture will need to be chosen. Moving to a new generic architecture is

potentially very costly both in discarded design work and time.

(iii) Configuration Level Decisions

By the configuration stage in the design process a set of sub-systems to provide the

required functional and fault-tolerance properties of a system will have been identified.



An architectural topology for the system has been proposed. The form of the actual

hardware platform still needs to be set.

The distinction between the configuration and architectural levels is blurred in practice.
Some sub-systems may have developed to the point where coding has been undertaken.
Others may only have WCET budgets set. The chosen topology selection approach

must take this into account.

At this level a number of issues remain, including placement of software units onto the
hardware platform. This placement will impact on the size of the required hardware
platform and the timing characteristics of the system. These issues are relatively
well defined with known alternatives, but providing solutions is very computationally
expensive. The schedulability of the system is set at this stage and the sensitivity of

allocations to changes in the WCETSs of software units investigated.

(iv) Operational Life

A great many issues must be addressed in the selection of a topology. Some are highly
visible such as meeting timing and reliability requirements. Others permeate the oper-
ation and evolution of systems such as a short system lifespan, difficulty in maintaining
the system, and an inability to evolve within changing requirements. Evolvability may
be defined as the ability of a system to adapt to or cope with changes in requirements,

environment and implementation technologies.

Rowe [148] has produced an ontological framework to formalise the assessment of
the evolvability of a computer system architecture. A similar ontological framework
for a topology would allow the evolvability of a system to be included in a topology
selection process. For instance, what would be the effect on the quality of a topology
of a reduction in the Worst Case Response Time (WCRT) requirements for a service?
Could this be accommodated by simply swapping to faster processors, or would a re-
allocation of software units be required, or would this be possible only if a different
topology was implemented? This enhancement is outside the scope of this thesis but

could provide an important value-added element to the approach.

1.3 The Topology Selection Design Issue

In this thesis emphasis is placed on the resolution of the General Topology Problem
(GTP) at the architectural and configuration levels of the design process, see Table 1.1.
A Topology consists of a configured set of units employed to fulfil a given set of logical
control actions. It may employ multiple, possibly diverse, copies of these units to ensure

that dependability, timing, cost and functional requirements are met. Resolution of the



GTP requires the designer to select an acceptable topology with respect to a number

of attributes that can be measured quantitatively.

Quantitative measures allow the quality of a proposed topology to be evaluated with
respect to a topology model. Since the topology problem may be addressed at a
number of points in the design process a hierarchical model is required, see Figure 1.3
and Chapter 3. The main feature of this model is that the set of fixed and variable
elements in a topology change as design progresses. The variable elements constitute
the degree of design freedom available to the designer at each point in the design

process.
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Figure 1.3: Hierarchical Model of a Topology

A control system must provide a number of control actions [23]. Control actions are
implemented as a set of control Services (s € 1,...,S) that form the logical architecture
of a computer based distributed control system. A logical architecture is primarily
aimed at satisfying functional requirements and embodies commitments that can be
made independently of the constraints imposed by the execution environment. Services
are the highest level of functional abstraction considered during the topology selection

process. A single service is shown in Figure 1.3.

The logical architecture can be decomposed into a set of tasks (t €1,...,T). Each Service
conceptually consists of three tasks; an input task, a processing task and an output
task. Tasks form the second highest level of functional abstraction. A decomposition
of the single service into three tasks is shown in Figure 1.3. The input task polls
the environment for data pertinent to the required control action, the processing task
determines the appropriate control action based on data provided by the input task,

and the output task uses actuators to effect changes to the environment of the system
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in an appropriate manner. At some later stage in the design process these tasks are

decomposed into a set of precedence constrained sub-tasks (active processes).

The logical architecture for a control system also employs one or more communication
networks. A network consists of one or more data buses which a given set of tasks have

access to. Messages sent between, and within, tasks may be replicated for redundancy.

Designers need to physically implement the tasks in a dependable manner. One set of
architectural components (¢ € 1,...,C) can be employed to achieve the required level of
dependability. A set of architectural components are shown in Figure 1.3. Note that
not all of the components shown have been employed in the topology represented by
Figure 1.3. The simplest component is known as a simplex component and consists
of a single hardware unit. More complex components such as parallel, cold spare and
triple modular redundancy can be implemented. The designer chooses exactly one
admissible component for each task. This is a variable element in the selection of a

topology at the architectural level and represents a degree of freedom to the designer.

Why should a designer choose to employ a hot spare parallel architectural component
instead of a simplex component? The answer is influenced by dependability require-
ments. A task implemented as a parallel component can continue to provide a control
action even when one hardware unit has failed. A task implemented as a simplex com-
ponent ceases to provide a Service as soon as the single hardware unit fails. For control
systems one important measure of the dependability of a Service is reliability. Relia-
bility requirements are often couched in terms of the Mean Time to Failure (MTTF)

of each Service in the system. This thesis concentrates on this reliability measure.

An architectural component may be physically implemented in a number of ways. It
will however always require at least one hardware unit to implement a component and
one hardware unit to give each task the ability to communicate with other tasks in
the system. Thus, the size and form of each communication network is determined by
the set of task components employed to implement the tasks that have access to the

network.

Each unit employed in an architectural component is of a particular type, known as
a resource. In this context a resource is a type of hardware, software or peopleware
unit. Although the set of available resources is typically fixed the decision to use a
particular resource to implement part, or all, of a component selected to implement a
task is the job of the designer. Once a set of resources have been chosen the number
of units of each resource employed can be calculated. In Figure 1.3 for instance, the
component employed to implement the input task uses sensing units of sensor resource

type 1 and bus units of bus resource type 1.

Thus, for a control system each task is implemented by picking one admissible com-

ponent and choosing a set of admissible resources, and hence units, to implement this
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component. For example, a processing task may be implemented as a simplex com-
ponent that employs a single copy (unit) of an Intel 486 processing resource and a
single copy (unit) of a software resource. The accompanying network may consist of
a single copy (unit) of an Arinc 629 data bus resource. The overall set of hardware
units employed by all the tasks in the system determines the hardware platform (set

of configured hardware units).

Determining an optimal set of architectural components and resources to implement
each task is the architectural topology problem. This problem is an architectural level

issue and is investigated in detail in Chapter 3.

Software units employed in the proposed topology need to be placed onto an appro-
priate processing platform. At early stages in the design process during the resolution
of the architectural topology problem a simplistic resource utilisation measure may be
used to predict the number of units of each selected resource required in the hardware/
software processing platform. At some point in the design process the set of architec-
tural components and resources becomes fixed, or at least subject to little change. At

this point the aim is to

1. determine an allocation of software units to individual hardware units, and

2. determine which sensors and actuators may be shared by which Services.

This is the allocation problem, which is a configuration level issue and is addressed in
Chapter 4.

1.3.1 Awudience for the GTP

The audience for the GTP partly dictates the appropriate formulation of the problem,
and includes

e Designers of the distributed computer based control system

e Maintainers of the system.
Designers are responsible for producing the best control system given a set of con-
straints and system maintainers are responsible for the evolution of a system during
its operational life. For this audience, there is also a desire to produce an optimal

solution and so the GTP is formulated as an Assignment Type Problem (ATP), see
Section 2.1.

There are other potential audiences for an approach to selecting a topology including:

e Equipment procurers
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e Requirements engineers

This audience is more interested in the feasibility of a system. That is, given a set of
constraints can a system be produced to meet these constraints. This audience wishes
to consider different scenarios early in the design process, particularly of new and
novel systems. For this audience the GTP can be formulated as a Satisfiability (SAT)

problem, see Section 2.1, which are known to be NP-complete decision problems [52].

The exposition above has shown that the assignments to be made for the architectural
topology problem are a single architectural component to each task and a set of re-
sources to each component. A good architectural topology minimises cost and platform
size while ensuring that Service reliability requirements are met. The assignments to
be made for the allocation problem are a set of software units to hardware units of an
appropriate type. A good allocation minimises cost and platform size while ensuring

that worst case response time requirements (deadlines) are met.

1.3.2 Design (Artefact) Space

The ability to analyse, model and describe system design artefacts, see Figure 1.2, in a
precise and unambiguous manner is vital to resolving the topology problem. Only then
can the quality of a design be assessed accurately to determine whether the proposed

system will meet the set of requirements on it.

A design artefact can be represented by a pair < R, rel > where R stands for the set of
resources which the artefact is to be comprised of and rel denotes the set of relationships
among these resources. Resources can be split into two categories: primitive resources
that cannot be defined in terms of other resources and complex resources that can be

defined in terms of previously described primitive resources.

A design (artefact) space [101] denotes the set of design artefacts that may be pos-
tulated for a particular design problem. The units used in a topology are particular
instances of primitive resources that form one point in the topology design space.
Sub-tasks, tasks and services are complex resources built from a combination of the
primitive resources (units). Architectural components denote the relationships between
primitive resources that form a complex resource (task). Thus, the set of topologies

considered as part of a selection process may be represented as a design space.

The design space investigated by a design team is usually constrained to make trawling
the set of available alternatives tractable. In fact, in industry the design space is often
very heavily constrained [42]. The set of solutions to a design issue can therefore be
split into three regions: typical solutions, feasible solutions and infeasible solutions
(Figure 1.4).

The set of typical solutions may contain infeasible solutions, or at least very poor solu-
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Figure 1.4: A Design (Artefact) Space

tions. This is because typical solutions are drawn primarily from past experience and
domain knowledge. The rapid advancement in the complexity of system requirements
for SC-RT systems may make such solutions infeasible. The aim is therefore to con-
strain the design space in such a way that the minimum number of infeasible solutions
are investigated, while ensuring that the constraints do not inhibit investigation of

good solutions.

For the topology problem a number of constraints are placed on the set of admissible
topologies. These include the maximum number of diverse resources and the maximum
number of hot/cold spares that may be employed per task. Other constraints may be
placed on a topology selection space including resource usage, cost, reliability and
timing. These constraints relate to the quality of a topology and indicate whether a
topology is infeasible or feasible. Nevertheless the topology design space can become

very large, see Chapter 3.

1.3.3 Analysis-Synthesis-Evaluation

The topology selection process can be viewed as a goal directed derivation process
which starts with an initial set of design specifications and terminates with a topology.
Topology selection can therefore be thought of as a process of synthesis with each

synthesis step corresponding to a move from one synthesis state to another.

A synthesis state is described by a proposed design solution and the set of require-
ments that remain to be satisfied. After each synthesis step evaluation is undertaken.
Evaluation attempts to test and verify the current proposed design against the avail-
able specification. Analysis is undertaken by the designer to determine whether a new

design solution or a change in the specification is required in the next synthesis step.

A synthesis state is terminal if the specification is satisfiable by the design, in which
case a design solution has emerged. A state is also terminal if neither the design nor
specification can be further modified, in which case no feasible solution has emerged

and the specifications have not been met.

This sequence of events is known as the Analysis-Synthesis-Evaluation (ASE) design

14



paradigm [101]. ASE is applied in the topology selection process presented in this
thesis. A topology is selected by a synthesis step and evaluated with respect to a
specification of a good topology. This process continues until an acceptable topology
emerges. Analysis is then undertaken by the designer. If the topology is feasible
then a solution to the topology selection problem has been found. If the topology is
not feasible then the set of admissible synthesis steps is changed. That is either the
specification of a good topology or the set of admissible topologies is changed. ASE

continues until an appropriate topology emerges.

1.3.4 Definition of the GTP as an ATP

Three elements are required to define a problem as an Assignment Type Problem
(ATP) [49], a set of items (i=1,...,I) to assign to a set of resources (j=1,...R), an
evaluation function to determine the quality of the assignments (F(x)), and a set of
technical side constraints (G1(x), G2(z), ..., Gg(x)). A solution can be represented by
X= [z;;] where x(i,j) = (0,1) and x(i,j) = 1 implies item i is assigned to resource j.
Thus, an ATP takes the form:

Minimise F(x)
subject to
Gy(x) =0 1<g<G

The set of resources item i can be assigned to is R; € 1,2, ..., R, which is a sub-set
of the set of admissible resources. The function F(x) is not restricted to having any
specific property other than being calculable. A side constraint, G4(x), is defined to
take on a value of zero if and only if the constraint is met. If one, or more, constraints
are not met G,4(x) takes on a value greater than zero. The function G4(x) must be

calculable.

The set of assignments employed in an ATP formulation of the GTP represent a
single possible solution to the GTP introduced in this Section, see Figures 1.3 and 1.4.
Designers need to generate a set of control services and tasks. Five sets of assignments

are employed to produce the remaining elements of a topology:

Al: An architectural component to each task in the system, xq. The set of admissible

components for task t is Cy.

A2: A set of resources to each component-task combination in the topology. The set

of admissible resources for combination ct is R).

A8: Units of one resource to units of a second resource, x,5. For instance, software

units need to be assigned to processing hardware units. The set of admissible units for
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unit u s R,.

In Figure 1.3 the buses employed in a topology are represented as being part of an
architectural component. However, since more than one task can use the same network
two further assignments are required to determine the networks employed in a proposed
solution to the GTP.

A4: An architectural component to each network in the system, xc,. This assignment
determines the number of copies of each message sent for fault tolerance purposes. The

set of admissible components for network n is C,.

Ab: A set of resources to each component-network combination in the topology. The

set of admissible resources for combination cn is R(c).

To summarise, the particular values for these assignments form one possible solution
to the GTP. Solution x can be formally defined as X= [z;;] where ij are the set of
assignments represented by Al to A5.

Solution x can be evaluated with respect to the goals of the designer, represented by
F(x), and the constraints on what constitutes a feasible solution, represented by G(x).
The goals for the GTP are:

Fy: Minimise cost of the topology

Fy: Minimise size of the platform

The constraints on the GTP are:

G1: a set of Service WCORT targets, Max W CRT

Go: a set of Service dependability targets, Min depend,

G3: a set of unit capacity constraints, Maz numyg

Gy4: a set of restrictions on unit to unit assignments, Reqd parallel,,
For a solution, x, to be feasible all four sets of constraints must take on a value of zero.

A mathematical formulation of the GTP as an ATP is presented in Section 2.1 and
the elements of a solution to the GTP are investigated in the remainder of Chapter 2.
A satisfiability (SAT) formulation of the GTP is also presented.

1.4 Motivation for Approach Employed

The approach developed in this thesis is primarily aimed at providing the designer
with automated help in resolving the topology problem. It can however be extended
up the design life-cycle to be of assistance to procurers and requirements engineers. It
can also be extended into the operational life of the system. Comments on these issues

will be made as they arise.

Four characteristics of existing SC-RT control systems have led to the development of
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the approach presented in this thesis:

1. Complexity of design solutions. Many SC-RT control systems are inherently
complex. However, examination of systems produced by a number of industrial
organisations has revealed extra complexity introduced to overcome problems
identified late in the design process. Complexity may be introduced when a
proposed system fails to meet timing and reliability requirements. This is a

problem as complexity often increases the risks attached to a system.

2. Inter-dependence of attribute values. SC-RT systems require values of a num-
ber of attributes to be within a given range. Unfortunately, the values these
attributes take are inevitably inter-dependent. Any approach to the topology

problem must take this into account.

3. Failure to adopt quantitative reliability prediction techniques. A plethora of pre-
dictive reliability models have been produced. These models allow quantitative
measures of the ‘likely’ reliability of a proposed system to be produced. They

are not currently widely used as a design aid.

4. The mapping problem. The mapping problem is a well known problem that
has historically focused on allocating processes so that timing requirements can
be met. Mapping has generally not been done well in industrial practice with
consequent inefficiencies and expensive reworking of the proposed design solution.
However, mapping problems can be simplified by addressing elements of the

problem earlier in the design process.

Previous work by the author has centred on the allocation of software processes to a
given platform late in the design process. The result is pass if an allocation can be
found that meets a set of timing requirements and fail otherwise. A fail result often
leads to costly reworking and increased design complexity. Design complexity creeps
in because it is too expensive to start from scratch. A trade-off between timing and
functional complexity is made. The answer is to help the designer predict whether
a valid allocation can be made earlier in the design process. Rework is cheaper the

“higher up” in the design process any required functional reworking can be undertaken.

As a result emphasis shifted to answering two questions. First, which attributes of
a system can be predicted before an artefact has been produced. Second, which ele-
ments of the allocation problem should be extended to facilitate better solutions to the
mapping problem. The architectural topology appears to be the appropriate element

in the allocation problem to address.

An architectural topology partly determines the set of software units to be allocated

by setting the extra functional units to be employed for fault tolerance and reliability.
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It also indicates the hardware resources to be used in the system platform. Software

units are mapped to the processing elements of this platform.

A number of questions arise from a decision to address the architectural topology

problem as a variable in the setting of a system topology:

e Is it possible to facilitate the emergence of a topology alongside the functional

design process?

e Can an approach be devised that allows an architectural topology to be proposed

and evaluated from an early stage in the design process?

e Will producing an architectural topology early in the design process allow a
mapping of software units to hardware units to be proposed earlier in the design

process than existing mapping techniques?

e Can the techniques employed to predict a topology during design be employed
during the operational life of the system?

The resolution of these questions requires more detailed questions to be answered, such

as:

e Can a set of quantitative measures be produced that allow a postulated topology

to be evaluated to determine cost, reliability and timing attributes?

e Is it possible to produce tools to automatically search a set of possible archi-
tectural topologies and allocations to suggest a topology to the designer that

exhibits appropriate characteristics?

This thesis contends that the answer to these questions is yes.

The topologies produced by the approach presented in this thesis exhibit fault-tolerance,
a configured set of resources and an allocation of software units to hardware units. A
physical architecture provides the link between the architectural topology and alloca-
tion sub-problems. The approach is new and novel. Evidence is provided to justify
the approach. The utility of the approach is also shown in the form of illustrative

examples and case studies.

Tool support is provided by guided search techniques that can be applied throughout

the design process. Guided search techniques are employed because they

e are compatible with an ASE design process

e are able to search large design (artefact) spaces effectively
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e use designer experience to guide the search during each experiment
e use designer knowledge to alter the artefact space during the design process

e employ quantitative measures of the quality of a topology that take into account

the inter-dependencies of cost, reliability and timing
e are flexible in that there is a family of related techniques

e are powerful search techniques that are relatively easy to code, understand and

extend

Two prototype tools, X-Topmeter and X-Alloc have been produced to demonstrate
the approach. In particular the power and flexibility of the approach as a design aid

is emphasised.

1.5 Structure of Thesis

In Figure 1.3 a representation of a topology was presented. Selecting a topology in the
context of the design process for safety-critical real-time systems, and previous expe-
rience, forms the basis of the structure of this thesis. Thus, in Chapter 1 the elements
of a SC-RT control system, the ASE design process and an informal formulation of the
GTP have been presented.

The approach and information required to implement the approach are very entwined.
Thus, a review of the literature is introduced, where appropriate, in Chapters 2 to 4.
In Chapter 2 the elements of a topology and the techniques that may be used to select
and evaluate a proposed topology are introduced. Structures investigated include
the units employed in a topology (hardware and software) and, logical and physical
architectures. Techniques investigated include designing for dependability and fault-
tolerance, evaluation of the dependability and timing attributes of a topology, and

guided search techniques.

In Chapter 3 a Genetic Algorithm is employed to aid selection of an architectural
topology. The results of this selection process are then used in Chapter 4 as part of
the resolution of the variable platform size allocation problem. A Simulated Annealing

algorithm is employed in Chapter 4.

Interactions between the the architectural topology problem, allocation problem and
the functional design process are discussed in Chapter 5. Supporting evidence for the
quality of the topology selection process introduced in Chapters 3 and 4 is presented,

including a Computer Assisted Braking system case study.
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Finally, in Chapter 6 a summary of achievements, comparison with related research and
proposals for future work are presented. Appendix A expands on the implementation

of the prototype guided search tools employed in this thesis.
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Chapter 2

The Elements of a Topology

Selecting a topology is an N-dimensional design issue. The aim of this chapter is to
investigate whether two fundamental requirements for a topology selection approach
can be determined for a wide range of potential control applications. Namely, the abil-
ity to determine an appropriate set of plausible topologies and the ability to evaluate
the quality of each proposed topology. To set the scene for this investigation formal
definitions of the GTP as an assignment type problem and a satisfiability problem are

presented in Section 2.1.

The set of admissible topologies determines the design space for a topology selection
process. That is it acts as a constraint on the form of the final topology selected by the
process. The quality of a topology is dependent on the set of hardware and software
resources available to a designer. It is also dependent on the functionality, timing and

dependability attributes of the topological configuration employed.

A review of the units (resources) required in a topology and the attributes of these units
is undertaken in Section 2.2. In Section 2.3 the dependability attributes of a proposed
topology are presented. One method by which the dependability of a system can be
improved is to introduce fault-tolerance and therefore a set of possible fault-tolerance
techniques is investigated. Fault tolerance is the ability of a system to continue to
perform its tasks after the occurrence of a fault. The literature on reliability modelling
and evaluation is reviewed to show that predictions of the reliability of systems that

employ a range of admissible topologies can be produced.

If a designer wishes to use a predictive reliability measure to aid the topology selec-
tion process an approach which takes into account the system design framework is
required. The ASE approach introduced in Section 1.3.3 is employed in this thesis.
This approach is compatible with the V-model introduced in Figure 1.2. Reibman &

Veerarghavan’s [144] six step approach would be an acceptable alternative.

These approaches allow the designer to change the reliability model employed as the

21



design process progresses. This is a very important ability, given the nature of the
design issues to be supported. In particular it allows reliability measures to be em-
ployed at multiple levels in the design process. A reliability measure is proposed as
one means of evaluating the quality of any topology proposed by the designers of a

system in Section 2.4.

In Sections 2.5 and 2.6 the aim is to introduce a schedulability analysis that can
predict whether the timing requirements for a control system can be met by a proposed

topology. The review considers both uni-processor and distributed systems.

Finally, in Section 2.7 guided search techniques that may be used to traverse the topol-
ogy design space are investigated. Particular emphasis is given to Genetic Algorithm
(GA) and Simulated Annealing (SA) techniques.

2.1 Formal Definition of the GTP

Given the model and assignments presented in Section 1.3, the GTP can be formulated
as an ATP. Thus, for a given generic architecture, the formulation for the GTP as an
ATP is:

Minimise F(x) = Y, cpy (numy, *Wy,) + (v, costy,) Size & cost goals
subject to Constraints:
docec, Tet =1 1<t<T Assignment
YceC, Ten =1 1<n<N Assignment
ZreR(ct) Tp(ery > 1 1<t <T Assignment
Z,eR(m)xr(cn) >1 1<n<N Assignment
max WCRTs - WCRTs; > 0 1 <s<S Timing
depend, - Min depends > 0 1<s<S Dependability
max NUMqyg - NUMyg > 0 1<u<U Capacity
parallel, - Reqd parallel,, > 0 1<u<U Fault Tolerance

The elements of a GTP formulated as an ATP are:

X Set of proposed assignments, X = [z;;]

s Service: logical control action to be provided by the system.
S Number of services in the system.

t Task. Total number of tasks is T.

n Communication network. Total number of netwoks is N.

r Resource: type of unit that may be selected for a topology.
¢ Architectural component

u Unit: smallest indivisible item, such as processor.

U number of units in the system.
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F(x) quality of proposed resource assignment

NUMy, number of unit u employed in the system, 0 if non employed
W penalty for using unit u

Yu penalty weighting factor for cost of unit u

coSty, ownership cost of unit u

max WCRT; maximum permissible WCRT of service s
WCRT; predicted worst case response time of service s
Min depend, minimum level of dependability required

depend measure of the dependability of service s

max numyg maximum number of unit u employable on unit «
NUMyg number of unit u to be implemented on

Reqd parallel, number of units to be placed in parallel with u
parallel, number of units actually placed in parallel with u

These elements are discussed in some detail in this chapter. Furthermore, in Sec-
tion 3.2.1 an ATP formulation of the Architectural Topology problem is presented.
The resulting architectural topology, including a set of software units, provides data

to the allocation problem, which is also formulated as an ATP (Section 4.1.5).

The General Topology Problem as SAT

Propositional Satisfiability (SAT) [155] is an NP-complete decision problem which
poses real challenges for optimisation methods, see Section 2.7. In fact it has been
stated that a problem is NP-complete if a good algorithm for it would entail a good
algorithm for SAT. It can be informerly defined as:

“Given a formula of the propositional calculus, decide if there is an assign-
ment to its variables that makes the formula true according to the usual

rules of interpretation [155].”

In other words define a set of boolean variables (v=1, ...,V) that take on the value
true if a specified constraint is met and false otherwise. One or more of these boolean
variables can be combined by the or combinator to form a clause (cl=1, ...,CL). If only
a single boolean value in a clause is to take on a value of true the sum operator may
be employed. This is because the sum of booleans equal to one is stronger than the
inclusive or operator, and implies it is true. The aim in a SAT problem is to minimise
the number of unsatisfied clauses. If the set of all clauses are true then a feasible

solution to the SAT problem exists.

For the GTP the set of assignments that can be made is the same as the ATP formu-
lation. The size and cost goals are reformulated as constraints. In total 11 clauses can
be identified for the GTP. The formulation of GTP as a SAT is:
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Minimise F(x) =) cor, €a Clauseq Feasibility goal

subject to Clauses:
Min depend; - depends; < 0 1 <s<S Dependability
WCRT - max WCRT; < 0 1 <s<S Timing
> ucrcosty - max cost < 0 Cost
> ueynum, - max numu < 0 Size
NUM,, - MaAX num, < 0 1<u<U Size
NUMyg - MAXY_,cp Tyg < 0 1<u <U Capacity
Reqd parallel, - parallel,, <0 1 <u<U Fault Tolerance
docec, Tet =1 1<t<T Component-Task
dcec, Ten =1 1<t<T Component-Network
\/TeR(d) Ty > 1 1<t+<T Resource-component-task
V,eR(m) T(en) = 1 1 <n <N Resource-component-network

The elements of a GTP formulated as a SAT are the same as those employed for the
ATP definition except:

cl clause (cl=1,..., CL)

Clauseg 0 if clause cl satisfied, 1 otherwise

max cost maximum acceptable cost for a topology

numu number of units in the topology

max numu maximum number of units in the topology

max numy, max allowable number of unit u in the topology
NUMyg number of unit u on unit «

2.2 Topological Units and Resources

Units (u=1, ..., U) are the indivisible items employed to form a topology. Examples of
topological units include a software module, a processor, an actuator and an operator.
A number of units are grouped together to form structures that provide particular
functionality such as sensing, determination of an appropriate control action and im-

plementation of an action.

A resource (r=1, ..., R) is a type of unit, such as an Intel 486 processor or a software
voter module. In a project to produce a distributed SC-RT control system the set
of resources that may be employed by the system designers form one limitation on
the system that can be produced. The set of resources available to designers, and
maintainers, of a system may not remain constant through time. For instance, new

versions of particular software modules or new types of processors may be introduced.

In this thesis it is assumed that a library of admissible resources is available. Some
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of the resources in this library may be the product of previous projects or result from

particular procurement decisions. Others will be produced specifically for the project.

The approach presented in Chapter 3 may be employed to aid procurement decisions,
as the effectiveness of topologies employing different resources can be predicted and
compared. Furthermore, if necessary the approach can help determine a new topology

for a system when a new resource is introduced.

2.2.1 Reliability of Units and Resources

One attribute of a non-repairable control system that is determined by the chosen
topology is reliability. The time to failure of individual units fundamentally deter-
mines the reliability of a proposed topology. Stochastic modelling is used to produce
a distribution function, F(t), to characterise the dynamic behaviour of the time to

failure of units.

Units are combined to form tasks and services and the time to failure of these complex
resources can also be characterised by a failure distribution function. It can be shown
that

Reliability(t) = 1 - F(t)

Many failure distribution functions have been used in the literature. In this thesis
the Exponential Polynomial [152] (EP) family of distributions is employed. The EP
family is closed under operators such as addition, multiplication, convolution, and
probabilistic sum. Thus, a hierarchy of models may be constructed for the units,
sub-tasks and tasks in the system. The distribution functions produced can then be
combined to produce service failure distribution functions and hence a measure of the

reliability of each service, depend;.

The most commonly employed failure distribution is the exponential distribution,
which is an EP distribution with a single parameter, A, that characterises a constant

failure rate per unit time. That is
F(t) = 1 - exp[-At]

Other well known failure distributions, such as the Weibull, can be approximated using
EP distributions.

Hardware

Failure rate predictions for hardware have been considered by many authors. Most

large companies have their own standards, some of which are now in general use. Of
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particular importance is the MIL-Hdbk-217 standard [166], although this has now been
downgraded to advisory status. It is assumed in this thesis that the failure distribution
of any hardware can be predicted. The interested reader is pointed towards Bowles [16]
who considers the predictions of six hardware component reliability prediction proce-

dures.

The bathtub curve is the most commonly employed hardware component life-time
distribution model and consists of a burning-in section where failure rates fall; followed
by a section with a constant failure rate; followed by a section of increasing failure rates.
The exponential distribution is used to model the constant failure rate portion of this
curve. More complex distributions, such as the Weibull distribution, can be used to

model the full curve.

Work at the European Space Agency (ESA) [176] that considers both random ageing
failures and design failure in complex hardware, indicates that the life-time distribution
should be a roller-coaster curve. In the roller coaster curve an initial burning in is
followed by an increase in the failure rate of the unit. This is caused by the exercising
of design faults. After a short period the failure rate falls to a low and constant rate.
There is little evidence of increasing failure rates due to age in modern electronic
equipment. This failure curve can be modelled using EP distributions and therefore

could be incorporated into the reliability model of a topology.

Software

Software does not fail in the same way as hardware. Hardware can fail on a random or a
systematic basis, as shown by the bathtub and roller-coaster curves considered above.
Software can only fail as a result of failures designed into it, either by an incorrect
specification against intent or an incorrect implementation of this specification. Defects

are exposed by triggering some deficiency in the software design.

A number of authors, including Arlat et al [4], Carmen et al [25] and Nikora & Lyu [123]
have modelled the general behaviour of a software unit. Arlat, see Figure 2.1, talks
in terms of a benign failure or a permanent malign failure. If a failure is benign the
consequences of the failure are of the same order of magnitude as the benefit delivered
in the absence of the failure. If a failure is malign the consequences of the failure are
immeasurably disproportionate to the benefit provided by the system in the absence
of the failure. Techniques to tolerate software failures are based on information about

the state of the system, see Section 2.3.4.
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Figure 2.1: Software Failures

A control system employs software units, each of which is built to a particular Safety
Integrity Level (SIL). A feature of the integrity level approach is the ability to make
claims about the failure rate of software built to the development strategy mandated
by the chosen integrity level. That is, the standards provide bounds on the reliability
which can be claimed for software developed to each integrity level. Failure rate claims
such as those produced by MISRA, see Table 2.1 [109], may be used in the early stages

of the topology selection process.

SIL

Safety related continuous con-

trol systems (failures per hour)

Safety related protection sys-
tems (failures per hour)

>102to <1078
> 1078 to < 1077
> 1077 to < 1076

> 1075 to 10~*
>10* to 1073
> 1073 to 1072

— N W

>10"2 to 10°L

> 106 to 10°°

Table 2.1: Failure Rate Claims for Software Units

Once a project has progressed to the stage where code is being produced, estimated
failure rate data [124] [123] can replace failure rate claims. Carman et al [25] have
produced a Software Reliability Engineering (SRE) method that is compatible with our
approach. It should be noted however that such activities take place relatively late in
the design process when a first version of the system has been produced. The approach
presented in this thesis assumes that the point at which real software failure rate
estimates are incorporated into the data sheet of a software resource is an application

/ company best practice decision [81].
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2.2.2 Logical and Physical Architectures

The concept of a separate logical and physical architecture was introduced by Lister
& Burns [23] as part of a framework for building dependable systems. A logical ar-
chitecture introduces commitments that can be made independently of the constraints
imposed by the platform the system is to be placed on. A commitment defines prop-
erties of the system design which designers operating at a more detailed level are not
at liberty to change. A logical architecture is primarily aimed at meeting functional
requirements. It thus forms the basis on which a topology selection is made by restrict-
ing the set of admissible topologies. For instance, the fact that a particular topology
must employ a bus based communication system and support three control services

are commitments on the topology.

A physical architecture forms the basis for asserting that non-functional requirements
will be met once detailed design and implementation have taken place. It does so by

refining the logical architecture in two ways:

1. it instantiates the elements of the logical architecture by mapping them to a
target execution environment (platform) such that the set of given constraints
are met. The platform for a system consists of a set of hardware and associated

software units;

2. it annotates the elements of a logical architecture with non-functional attributes,
such as dependability (depend) and timing (W CRTy).

A topology is one possible implementation of the physical architecture of a system.

In Chapters 3 and 4 the resolution of the topology problem is guided by the ability
of a designer to produce a logical and physical architecture for a proposed distributed
control system. Chapter 3 focuses mainly on producing a physical architecture and
determining the set of resources to be employed in the platform, for a given logical
architecture. Chapter 4 focuses on producing a system platform, and allocating soft-
ware to this platform, such that timing commitments are met, for the given physical

architecture.

2.3 Designing for Dependability and Fault Tolerance

Computer systems that control real-world applications must have certain ‘desirable’
properties if they are to be relied on by both users and the public. One such desirable
property is dependability. This is particularly evident for the type of control systems
introduced in Chapter 1. For example, in a fly-by-wire aircraft the flight control

system must have an acceptably low failure rate. Authors ranging form Hosford [72]
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to McDermid [107] and Laprie [91, 92] have attempted to define dependability. The

most widely accepted definition is from Laprie:

“Dependability is defined as the trustworthiness of a computer system such
that reliance can justifiably be placed on the service it delivers. The service

delivered by a system is its behaviour as it is perceptible by its user(s)”

The literature does not agree on the terminology used to describe the attributes of a
‘dependable’ system. A great deal of confusion has arisen as a result. The dependabil-

ity terminology proposed by Laprie, see Figure 2.2, is employed in this thesis.

The dependability of a computer based system is partly determined by the type of
impairments that can arise as a result of the design employed, the means by which
impairments are overcome in the form of a topology, and the requirements of a proposed
control system. To produce a set of plausible topologies and analyse them for their

dependability all three aspects must be addressed.

2.3.1 Impairments to Dependability

The dependability concepts of fault, error and failure are fundamental terms in fault
tolerant design. Unfortunately, once again, no fully accepted set of definitions has been
produced [77]. A fault may be defined as a defect, or flaw, that occurs within some
hardware or software component that can give rise to an error under some circum-
stances. This defect may be a systematic or a random defect. An error is a deviation
from accuracy or correctness that results from a fault. Finally, if an error results in the

system performing one of its functions incorrectly, then a system failure has occurred.

The interaction between these concepts has been characterised by a number of authors
in terms of a three-entity model. For instance, Prasad et al [132] talk in terms of types

of system ‘badness’ that are linked both causally and chronologically:

1. A dormant ‘bug’ exists in either hardware or software. It may be activated
at some point during the lifetime of the system or get fixed by some recovery

mechanism.
2. The active manifestation of the dormant bug is an error.

3. The externally visible result of the active entity, when it has escaped to the

‘outside’ world, is a failure.

Prasad’s dormant, active and externally visible model is adopted in this thesis. The

topology selection approach does not preclude other views on this issue.
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The quality of a selected topology is partly determined by the ability of a system to
cope with errors. A classification of the type of failures that can arise in a computer
based control system is required. Once this set has been established means by which
errors can be stopped by a topology from becoming failures can be addressed. A design

philosophy can be adopted to enable a set of alternative topologies to be defined.

Not all systems may exhibit all types of failure as a result of the computational model,
see Section 2.5, and safety kernel employed [22]. The computational model and safety
kernel guard against, or transform, particular types of failures. For instance, an in-
correct computation fault may be transformed to an omission failure. In this case no

extra fault tolerance against value failures is required.

The literature has produced a number of fault classifications that appear appropriate
for SC-RT control applications. For example, Ezhilchelvan & Shrivastava [48] introduce
a five element classification. Barborak et al [9] present an ordered fault-classification
taxonomy that has the property that a stronger class is a subset of a weaker class.

Barborak’s classification is:

e Fuil-stop fault: hardware ceases operation and alerts other units of this fault.
e Crash fault: hardware looses its internal state or halts.
e Omission fault: hardware fails to complete a task

e Timing fault: hardware completes a task either before or after its specified time

frame or never. Timing faults will be considered in Section 2.5.

e Incorrect computation fault: hardware fails to produce the correct result in re-

sponse to the correct inputs.

e Authenticated Byzantine fault: an arbitrary or malicious fault, such as when one
hardware unit sends differing messages during a broadcast to its neighbours, that

cannot imperceptibly alter an authenticated message

e Byzantine fault: every fault possible in the system model. Solving this fault is
the famous Byzantine Generals Problem, which requires 3f+1 copies to tolerate

f failures.

Software and smart hardware, such as smart sensors and actuators, may potentially
exhibit the full range of faults classified by Barborak. A simple hardware unit cannot
alert other units that it has failed. Therefore, the type of failures exhibited by simple
hardware are a subset of those given here. For the purposes of this thesis Barborak’s
classification has been chosen because it is intuitive and complete. Other classifica-

tions are not prohibited. The particular types of failure that a system can exhibit is
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important in that it affects the set of topologies that may need to be implemented by
the designer.

2.3.2 Attributes of a Dependable System

Failure of a control system to provide the required control actions may be catastrophic.
In Figure 2.2 Laprie indicates six attributes of interest to a designer of dependable
systems. Although confidentiality may be important it is not central to this thesis.
Thus, the quality of a topology is assumed to be a function of the reliability, availability,
safety, integrity and maintainability of the proposed topology. A system is subjected
to techniques designed to ensure fault tolerance in an attempt to provide acceptable
values for these five attributes.
FAULTS

r— IMPAIRMENTS ERRORS

FAILURES
FAULT PREVENTION
—— PROCUREMENT {
FAULT TOLERANCE
FAULT REMOVAL
~ VALIDATION {
FAULT FORECASTING

— AVAILABILITY

DEPENDABILITY MEANS

— RELIABILITY

— ATTRIBUTES—|
— SAFETY

—— CONFIDENTIALITY
— INTEGRITY

— MAINTAINABILITY

Figure 2.2: Laprie’s Dependability Terminology

The availability of a system is defined to be the probability that the system is working
at time t, regardless of the number of times it may have failed and been repaired in the
interval (0,t) [152]. For control systems availability is often not an issue as the system
is not normally subject to repair while in operation. It is not proposed to consider

availability in the prototype tools introduced in Chapters 3 and 4.

The first failure to occur may cause the system to exhibit a catastrophic failure and
therefore reliability is important to the system designer. Reliability may be quanti-
tatively defined as the ability of a component or system to function correctly over a
specified period of time [152]. It may also be defined qualitatively as no failures oc-
cur in a specified period of exposure, usually a mission duration or inter-maintenance
period. Different fault tolerance approaches can guard against particular types of

faults and hence failures thereby increasing the reliability of the system. The designer
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chooses from a set of available fault-tolerance techniques to ensure acceptable system

reliability.

Safety is the ability of a system to avoid causing unacceptable harm, that is loss of
life or environmental damage [168]. Safety is not synonymous with reliability in that a
control system may be operating but initiate erroneous control actions. If the failure is
benign it may be deemed acceptable to put little or no effort into tolerating the failure.

If the failure is malign then great efforts should be made to tolerate the failure.

Fault-tolerance can be employed to improve the safety of a system. Different fault-
tolerance techniques imply different levels of safety. Choi et al [28] employ a Mean
Time Between Hazardous Event (MTBHE) as a measure of the impact of a system
architecture on system safety. They present a comparison of a number of dependable
architectures. A measure of this kind could be employed in the architectural topology

evaluation function introduced in Chapter 3.

The Integrity of a system is the likelihood that a safety related system will satisfactorily
perform required safety functions under all stated conditions within a stated period
of time. Safety Integrity Levels (SILs) provide an indication of the required level of

protection against failures.

Maintainability is the ability of an entity to be maintained in, or restored to, a state
in which it can perform a required function. Maintainability is an attribute of the
system that is difficult to predict quantitatively. Decisions made in order to improve
maintainability may have a beneficial or detrimental effect on reliability and safety.
Conversely, the application of fault-tolerance may affect the maintainability of a pro-
posed system. For instance, if a system employs a number of copies of a single type of
processor it is likely to be easier to maintain than a system with a number of different
types of processor. The ownership cost of hardware and software employed in a sys-
tem will partly reflect the ease or difficulty of maintaining the system when particular

fault-tolerance techniques are employed.

These five attributes provide the justification for employing a fault-tolerant topology.
A topology employing different fault-tolerant techniques will improve one or more
dependability attributes of the system, but may be detrimental to other attributes.
Trade-offs of this nature form the core of the design decisions for a topology selection

process.

2.3.3 Fault Tolerance Design Philosiphies

Three primary philosophies have been employed to improve or maintain a system’s
normal performance in an environment where failures are of concern. These are fault

avoidance, fault masking and fault tolerance. These philosophies can be linked to
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Prasad’s three-entity model. Fault avoidance techniques attempt to prevent the oc-
currence of dormant bugs in the first place. Techniques include testing, design reviews
and techniques to overcome specification mistakes. Fault masking is any process that
prevents dormant bugs in a system from introducing errors into the informational
structure of that system [172]. The aim of fault-tolerance is to stop errors causing

failures.

Perusal of the literature soon shows that these design philosophies are not applied in
isolation. A single technique may be employed by a designer to both mask and tolerate
a particular failure, such as an Omission failure in a processor. A set of techniques that
may be employed to stop bugs becoming active or errors becoming externally visible

are required. Fault Tolerance is used as a portmanteau term.

The common factor in all fault tolerance approaches is redundancy. Redundancy is
simply the addition of information, resources, or time beyond what is needed for normal
system operation. The set of admissible fault tolerance techniques for a particular

system will be a subset of the techniques outlined in the following sub-sections.

2.3.4 Topologies for Dependability

System designers have a range of fault-tolerance techniques to draw on. These tech-
niques can be employed at any level in the system, that is unit, sub-system or the
system as a whole. In this Section work by Kazmann et al [82], Laprie [4], Kelly et
al [84], Welke [172] and many others is drawn on to develop a set of topologies that
exhibit the ability to tolerate different types of failure. The set of possible failures is
presumed to be that surveyed by Barborak.

Of particular interest to a designer of a topology are redundancy techniques [27, 161].
A five element classification of the techniques that are most likely to be employed in

non-repairable RT-SC systems is:
1. Static redundancy - Faults are masked through a majority vote involving a fixed
group of redundant components.

2. Dynamic redundancy - Faults are not masked from causing errors at the output,
but the faulty components are detected, isolated and reconfigured out of the

system.

3. Hybrid redundancy - Faults are masked through a majority vote involving a group

of redundant components which are reconfigured when spares are available.

4. Adaptive voting - Faults are masked through a majority vote involving a variable

group of redundant components without spares.
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5. Adaptive hybrid - Faults are masked through a majority vote involving a variable

group of redundant components which are replaced when spares are available.

Many fault tolerance techniques use some form of decision mechanism. For instance,
sensing tasks may employ sensor fusion mechanisms. Similarly, processing tasks may
employ voters or acceptance tests to determine an appropriate control value. In Kelly
et al [84] elements of the decision process for determining consensus are considered
in some detail. Here a set of possible redundant topologies, some of which employ

decision mechanisms, are presented.

Hardware Fault-Tolerance

Consider a very simple logical architecture consisting of a single hardware unit. The
system may also support a single software unit, which is assumed to be 100% reliable.
The system can fail due to a hardware failure. This is known as a simplex topology
and can be represented diagramatically as a single block. The topology can tolerate no
failures and the reliability of the system is dependent on the reliability of the hardware
employed.

The designer of a hardware system could decide to implement a hot spare topology, see
Figure 2.3. In hot sparing the system has m extra components all of which are active.
Data from whichever component completes first is taken as the correct output value.
This topology allows fail-stop, crash or omission failures to be tolerated. The number
of such failures that can be tolerated is n-1, where n is the number of hardware units

employed.

Figure 2.3: Parallel Hardware Redundancy

The designer could decide that an omission failure is more acceptable than producing
an incorrect value. Thus, an acceptance test is added to each unit in an attempt to
guard against incorrect computation failures, see Figure 2.4. The reliability of this
topology may be greater or less than that of the parallel design depending on the

relative probabilities of a value failure and a failure in the acceptance test.
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Figure 2.4: Acceptance Hardware Redundancy

A second extension to the hot spare topology, is to employ a decision mechanism in the
form of a majority voting algorithm. This is known as N-modular redundancy (NMR).
In an NMR topology n copies of the hardware component are employed in parallel and

a majority voter used to identify an acceptable result (Figure 2.5).
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Figure 2.5: N-Modular Redundancy

One of the most common versions of this topology in common usage is Triple Modular
Redundancy (TMR) which has three parallel copies of a component and a majority
voter (Figure 2.6).

h2 voter

L h3 ||

Figure 2.6: TMR Hardware Redundancy

A further extension is to employ two complete TMR topologies in parallel (Figure 2.7).

The first result to emerge is employed downstream.
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Figure 2.7: Twin TMR Hardware Redundancy

Cold spares can be used to implement a fault-tolerant topology in preference to hot
spares (Figure 2.8). In cold (standby) sparing only one copy of each component is
active at a time. The component is designed to be fail-stop. A switch determines
whether the active hardware has failed and switches over to a spare hardware unit. It
is assumed that the failure of each hardware unit is independent of the failure of other

units. This assumption is not valid if common cause failures [80] can occur.

A cold spare topology can tolerate as many fail-stop and omission failures as there are
spare hardware units. However, it does so at the price of extending the time taken
to complete the task and may thus cause a timing fault. It may also lose data and

produce an estimated result leading to a value failure.
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Figure 2.8: Cold Spare Hardware Redundancy

The topologies presented in Figures 2.3 to 2.8 assume independent failures. Techniques
to overcome common cause failures may be employed to alleviate the symptoms of
Byzantine failures. A Common-cause / Common-mode (CC/CM) failure occurs when
multiple copies of a redundant component suffer faults near simultaneously, generally

due to a single cause [88].

Kalbarczyk & Christmanson [80] have produced an excellent survey of the techniques

applied to reduce the probability of a CC/CM failure. Three types of statistical de-
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pendence involved in CC/CM have been identified:

1. dependence among failure events

2. dependence of failure events on conditions under which the component is ex-

pected to perform

3. dependence among the environmental conditions the system operates in

The main cause of common cause failures are design failures. Mistakes may have been
made during specification, design or implementation that causes all units of a particular
type to fail in the presence of a particular environmental circumstance. Design failures
can occur in both hardware and software. In this case employing multiple copies of
the same resource will not help tolerate the fault. A topology that employs resource
diversity [84] can be selected as a means of tolerating CC/CM failures. In Section 2.4
reliability models for systems that exhibit CC/CM dependencies are introduced and
used to analyse the quality of a proposed topology.

Topologies may exhibit redundancy in the form of multiple copies of the same hardware
unit. This is known as replication. Diversity can be introduced by employing hard-
ware units from multiple manufacturers in a topology. For instance, Boeing [43] have
employed hardware diversity in the 777 project control system. Three lanes are used
with each employing processors produced by independent manufacturers, in this case
Intel, IBM and Texas Instruments. This approach has proved effective at detecting
and tolerating physical faults.

Software Fault-Tolerance

Consider a logical architecture consisting of a hardware unit supporting a single soft-
ware module that is not 100% reliable. In Section 2.2.1 the differences in the failure
characteristics of software and hardware were introduced. Equivalents to hardware
fault tolerance techniques can be employed to tolerate software faults. The software
fault tolerance equivalents to standby sparing and N-modular redundancy are Recov-
ery Blocks [71] and N-Version Programming [18]. A third hardware fault-tolerance
technique, active dynamic redundancy, has a software equivalent in the form of N-self
Checking Programming (NSCP) [4].

In the Recovery Block (RB) approach each program is divided into a primary block, an
acceptance test and a set of alternate blocks. Error detection is therefore by exception
test and backward recovery. Thus if the results of the primary alternative do not pass
the test the secondary alternative is executed, and so on. RB can tolerate f failures

by implementing f+1 alternatives. The RB approach is an extension of the topology
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shown in Figure 2.8. Each component exhibits design diversity. The delivery of a
result is suspended during error processing and a timing failure may be introduced. In
the worst case all alternatives must be assumed to run. The ability of a task subjected

to RB techniques to meet its timing requirements is considered in Chapter 4.

Problems arise in the RB approach when concurrent processes are implemented on
distributed platforms as the ability to provide exactly the same environmental condi-
tions for each alternative may not be guaranteed. Conversations [138] and recovery
caches have been proposed to overcome this problem. The use of conversations does

not affect the structure of the topology employed, but does affect timing.

N-Version Programming (NVP) is defined as the independent generation of two or more
functionally equivalent programs from the same initial specifications. Each program is
executed in parallel and a voter employed to identify an acceptable result. This is the
software equivalent of NMR, see Figure 2.5. Wherever, possible different algorithms
and programming languages should be employed in each variant. The approach taken
by Boeing in the 777 project was to write a single logical variant in Ada but compile
each variant using a compiler supplied by a different vendor. Thus, both replicated

and diverse variants of the NMR/NVP topology can be employed.

An extensive analysis of faults in NVP is presented by Brilliant et al [18]. NVP can
tolerate unanticipated errors, time overheads are negligible and the problem of CC/CM
failures is reduced. However, implementation costs are very high, related failures can
occur and the voter can be very complex. Processor assignment and Mean Time to
Completion measures for NVP have been investigated by [94]. In this thesis a measure
of the WCRT of a task or service that employs NVP is employed.

A self-checking program results from adding redundancy to a program so that it can
check its own dynamic behaviour during an exception. A self-checking software topol-
ogy consists of either an alternative and an acceptance test or two variants and a
voter [4]. Thus NSCP can be represented by the topologies shown in Figures 2.4
or 2.5.

Joint Software-Hardware Fault Tolerance

Hardware FT techniques have typically assumed perfect software and software fault-
tolerance techniques perfect hardware. This is not sufficient for a topology selection
process. The ability to postulate and analyse a variety of topologies that employ
both hardware and software is required. In Section 2.4.2 a unified reliability model
and accompanying reliability evaluation techniques are presented. The aim being to
evaluate each alternative topology with respect to its predicted combined hardware

and software reliability.
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The first step in such an approach is to choose an architectural component. The pieces
for an architectural topology are provided by the topologies investigated in this Section
and the units introduced in Section 2.2. By way of a round up of the set of possible
topologies consider Figure 2.9. This is a hybrid topology consisting of a diverse TMR
topology with cold spare.
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active unit * * + *disagreement identifcation

outputs
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Figure 2.9: TMR plus Spare Hardware Redundancy

The three redundant components designated 1,2,3 may be three sensors or three soft-
ware programs. They may be replicated or diverse units. A switch mechanism is
employed to determine if one of these units has suffered a crash failure. Cold spare
standby hardware units are used to replace the faulty component in the next activation
of the system. A voter is used to determine an appropriate output each activation.
The voter results are used by the disagreement detector to determine if one of the
components is exhibiting an incorrect computation failure. This topology can guard
against multiple failures and a number of different failure types. It is able to do so at

a high cost in redundancy, diversity and voting.

2.4 Analysing the Quality of a Dependable System

The aim of this Section is to show that the literature facilitates prediction of the quality
of a proposed topology with respect to the dependability of the services provided by a
control system, depends. A number of different measures based on the characteristics
discussed in Section 2.3.2 could be employed. Assuming that a SC-RT control system is
not repairable during operation, reliability is the most indicative quantitative measure

of the dependability of the system.

The reliability of an artefact is the probability that it can perform a required function
under given conditions for a given time interval [0,t]. This interval could for instance
represent a mission time. From a mathematical viewpoint reliability, R(t), can be

expressed by:
R(t) = Pr{A is fully functional in [0,t]}
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where A is a unit, sub-task, task, service or system. In a continuous system R(t) is

usually considered to be a measure of the time to failure.

To produce a reliability measure for a range of topologies that may be selected to
provide a dependable control system a Reliability Model Generator (RMG) is required.
RMGs attempt to produce system level dependability models that incorporate both
hardware and software reliability models and evaluate them to produce a predictive

reliability measure. The elements of a RMG are:

1. A system description
2. A reliability model specification
3. Automatic generation of a combined model

4. Automatic solution of a combined model

Tools to produce elements one, two and four of a RMG have been produced by nu-
merous authors. The difficult part appears to be the third element. The guided search
approach put forward in Chapter 3 employs a library of combined system and reliabil-
ity models, see Section 2.4.3. The iterative nature of the design process allows models
to be updated as a design emerges. Methods exist that allow information from a model
to be used in later, more complex, models. The author is aware of only two attempts
to produce a full RMG [97, 173].

The NASA [97] approach is to present the designer with a Graphical User Interface
(GUI). The main input categories to the GUI are requirements, architectural com-
ponents and system parameters. A block diagram reliability model is then produced

using this information and a reliability measure calculated.

The White RMG [173] generates all possible operating configurations of a block dia-
gram representation of a system. These configurations are then combined into a set
of states, which are evaluated to produce a reliability measure. White identifies nine
distinct types of design information for his block structure RMG. Not all of this design

information is required for non-repairable control systems.

The remainder of this Section is split into five sub-sections, one for each step in the
production of an RMG and a sub-section for a collection of related issues. The ability to
predict the relative reliabilities of a range of topologies is a pre-requisite for a topology
selection process. Control systems are assumed to employ both hardware and software

units.

40



2.4.1 System Description

A system description takes the form of a set of descriptions of the characteristics of the
selected topology for a system. Two main types of system description can be employed,
combinatorial and state based. To illustrate these two approaches block diagrams and
Markov models are introduced. Both models will be employed as part of the selection
process for the Architectural Topology problem in Chapter 3. The allocation problem
will employ a system description in the form of a Directed Acyclic Graph (DAG) [8].

Block diagrams, see Figure 2.3, can be used if the assumption that system components
exhibit stochastic independence is valid. In other words the failure of one hardware
or software unit does not affect the operation of other hardware or software units. In
a block diagram model, components are combined in series, parallel or in k-out-of-n
configurations. Components can be units, sub-systems (tasks), services or systems.
Units of the same type that appear more than once in a diagram are assumed to be

copies.

Markovian models can be employed if the stochastic independence assumption is not
valid. A stochastic process is a family of random variables X(t) defined on a sample
space. The values of X(t) are called states, and the set of all possible states is the state
space [152]. Thus, Markov models represent a system as a set of states and transitions

between states.

Consider a Simplex Topology comprising a single task for a single control action. This
can be represented as a two state Markov chain, see Figure 2.10. Obviously more
complex topologies can be represented using this state based approach.
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» al h . [ i % & faliae
{—1: d | Ef;::: b rafe of task

Figure 2.10: Simplex Markovian Model

The system is assumed to be operational when the task is first activated. The values of
a,b,c,d represent the number of on-line units the topology ‘thinks’ it has, the number
of units the topology actually has, the number of spares the topology ‘thinks’ it has
and the number of spares it actually has respectively. This representation allows
topologies with spares and coverage factors less than one to be investigated. Coverage
is the probability that an artefact can automatically recover from a permanent fault

(hardware or software) given that a permanent fault has occurred.

Each time a task is activated the system may undertake a state transition to the failed
state with probability A\. In a non repairable system once the system has entered

a failed state it cannot exit. The system may of course remain operational with a
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probability of 1-\ each activation.

2.4.2 Reliability Model Specification

A plethora of reliability models have been put forward [57, 58, 144]. These studies
informally discuss various model types and the kinds of dependencies that can be
modelled by each type. Reliability models aim to allow prediction or estimation of
the reliability of an artefact to be undertaken. Predictive techniques use parameters
and developmental environment to predict dependability, while estimation techniques
apply statistical techniques to observed failures during testing to forecast reliability.

In fact many of the reliability models are applicable to both measures.

The reliability model employed by a designer is dependent on factors such as:

e Familiarity of the designer with the model

e Ease of use in a particular application

Kind of system and system behaviour to be modelled

Measure of system behaviour to be computed

Conciseness and ease of model specification

Availability of an appropriate modelling toolkit

Corporate best practice guidelines within which the designer works will also guide the
models to be used. The use of simple reliability models implies a restricted view of
the reliability characteristics of a component. Reliability predictions made over such
models are likely to be somewhat naive and will not accurately predict the actual

differences in reliability of different topologies.

In Chapters 3 and 4 automated tools are employed to choose between a set of alter-
native topologies. Thus, the granularity of a reliability measure is an important issue.
The granularity of a measure is its ability to distinguish between two alternatives that
have similar characteristics. If a measure is able to distinguish between very small
changes in the characteristics of a component, in this case reliability, it is a fine grain
measure. If it is only able to distinguish large changes in reliability it is a coarse grain
measure. Allowance must therefore be made for the reliability model employed to pre-
dict the reliability of a topology to change as the design process progresses. Otherwise,

an appropriate granularity for the selection process cannot be maintained.

Malhotra [102] has produced a formal comparative evaluation of the modelling power
of various types of reliability model, see Figure 2.11. Modelling (expressive) power is

defined by the kinds of system behaviour that can be modelled and measures that can
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be computed. A hierarchical composition [45, 152] can be employed. In hierarchical
composition an overall model is not generated. Instead, a set of smaller models whose
solutions are combined to yield the overall model solution, are produced. This approach
is used extensively in Chapter 3 and is supported by the SHARPE tool [152].

GSPN iCTMC SRN -~ MRM RBD - Reliability Block Diagram

FT - Fault Tree
RG - Reliability Graph
FTRE - Fault Tree with Repeated

Events

FTRE State-based
A models GSPN - General Stochastic Petri
Net
Combinatorial SRN - Stochastic Reward

RG models Network
CTMC - Cyclic Transient Markov

Chain

N MRM - Markov Reward Model
RBD > FT

Figure 2.11: Hierarchy of Reliability Models

Among the combinatorial models Fault Trees with Repeated Events (FTREs) are the
most expressive. Reliability graphs are less expressive than FTREs but more powerful
than reliability block diagrams (RBDs) and Fault Trees (FT) [47] without repeated
events. The construction of Malhotra’s hierarchy allows automated translation between

some models to be undertaken, represented by the arrowed lines in Figure 2.11.

State-based models include Continuous Time Markov chains (CTMC) and General
Stochastic Petri-Nets (GSPN) [29]. These models are only tractable under certain
assumptions, such as exponential failure rates. It is well known that CTMC and

GSPN are equivalent and therefore automated translations can be undertaken.

This hierarchy is a vital part of the topology selection approach presented in this
thesis. In the early stages of design simple combinatorial models can be employed. As
design progresses, or the complexity of the proposed topology increases, more powerful
Markovian models are required. This hierarchy allows data to be re-used between
models and more importantly refinement of an appropriate reliability model to mirror

the system design process.

A set of combined system and reliability models have been produced to predict the
reliability of an RT-SC control system for a variety of topologies. These combined
models are introduced in Section 2.4.3 and summarised in Appendix A. Failure rates

and failure distributions for individual units were introduced in Section 2.2.
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Hardware Reliability Models

Topologies that employ only hardware units can be produced. First, consider a hard-
ware topology consisting of a single hardware unit, i, that fails at a constant rate, A;.

The reliability of the unit can be estimated / predicted using:
Ri(t) =1—e N

If n independent units are employed in series then the reliability of the (sub)-system

can be produced in a simple combinatorial manner:
Rserz'es(t) =R (t).RQ (t)Rn (t)

Now suppose replication is introduced to facilitate data diversity, there are n units
producing the same result in parallel, with no decision mechanism employed. The

reliability of the (sub)-system is given by:
Rparallel(t) = [1 - (1 - Rl(t))'(l - RZ(t))"'(l - Rn(t))]

As an example, suppose there are B buses each of which exhaustively connects a set of
processors. Fach bus has a constant failure rate and there is no voting on the messages
arriving. The bus structures contribution to reliability [36] is the probability that at

least one bus is operational at time t.
Ryus(t) = 1= (1= Ry(t))”

A more general combinatorial reliability model for a hardware topology considers the
probability that m or more out of n components are working at time t. A vote is taken
on the result. The simplest approach is to consider the voter (decision mechanism)
to be a separate unit executed in sequence. Reliability of a general NMR hardware

topology [57, 36] can be calculated using the formula

S (M(RE)R(1 = R(t)"*

The reliability of series connected components is produced when m equals n. The
reliability of parallel components is produced when m equals 1. The reliability of
a TMR component is produced when m equals 2 and n equals 3. Note that R(t)
assumes identical components in this formulation. This is not realistic if diverse spares

are employed.
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Standby redundancy employs cold spares. Assuming that cold spares do not fail when
powered down and that switching is perfect the reliability of an m cold spare topology

1s:
Yy R(t)

A reliability model for a cold spare non-repairable topology using a CTMC approach [98]

can also be produced.

If Common-cause/ Common mode (CC/CM) failures are deemed to be a problem
fault tolerance techniques to reduce their likelihood or effects, and hence increase the
reliability of the topology subject to such failures, are required. For instance, the
CTMC model for a cold standby non-repairable topology can be updated by adding

extra states to the model to show the effect of near coincident faults.

Unified Hardware and Software Reliability Models

Extra modelling complexity can be added by introducing an integrated software and
hardware reliability model. Why consider hardware and software integration issues?
Well, interaction of hardware and software is realistic, particularly when the designer
needs to distinguish between the reliability provided by topologies using different Fault

Tolerance protocols.

Markov models can be produced that represent hardware failures, software failures, and
the coverage of hardware failures [24]. This is accomplished by determining a transition
probability for a software failure and then incorporating the software failure into the
hardware reliability model. The assumptions of Welke’s [171] combined hardware and

software model are:

Software failure is described by a Goel-Okumoto Non-Homogeneous Poisson Pro-
cess (NHPP)

Time between hardware failures is an exponentially distributed random variable

Probability of failure occurring in a period is approximated by A

Failures are permanent

Consider a topology which has no fault tolerance; a single software module and n
hardware units of the same type and implementation. Any single hardware failure
causes the system to fail. The simple Markov model for this task has just two states,

operational and failed, see Figure 2.12. The probability of being in a failed state by
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the end of a mission can be computed relatively easily as the sum of the hardware and

software failure probabilities per unit time.
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Figure 2.12: Unified Simplex Model

This model may be extended to consider a TMR topology, see Figure 2.13. Voting is via
majority vote and spare processors may be used. This model allows both reliability and
safety characteristics of the TMR topology to be investigated. The states of the model
have the following form: Failed Unsafe (FU), Failed Safe (F'S), (a,b,c,d) represents the
values introduced in Section 2.4.1. That is, the number of on-line units the topology
‘thinks’ it has, the number of units the topology actually has, the number of spares

the topology ‘thinks’ it has and the number of spares it actually has respectively.

In Figure 2.13 state transitions are marked with three elements, hardware failure rate
(Ahw), software failure rate (Agy) and the coverage factor (COV). Note that software
can cause a complete failure from any state. This model also assumes that fault
masking is applied so that state 3,2,0,0 is an operational state. Setting Ag,, to zero
gives the standard hardware Markov model for a TMR topology. The reliability of the
topology is given by the sum of the probabilities of being in states FS or FU by the

end of the mission.
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Figure 2.13: Unified Model for a TMR Hardware/Software System

The two models shown above could have been considered either as hardware tasks or
software tasks alone. However, if diverse standby sparing is employed all the interac-
tions cannot be modelled accurately by considering hardware and software separately.
For instance, the software in the on-line hardware component may be different from
that in the spare component. Welke [172] has produced a model similar to Figure 2.13

for such topologies.
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Issues remain in reliability modelling. Trivedi & Geist [58] have produced a list of

current research areas including;:

e integration of system design and evaluation
e integration of measurement data and modelling
e integrated evaluation of hardware and software, and

e multilevel, hierarchical model decomposition.

All of these issues are addressed to some degree within the topology selection approach
presented in this thesis. The aim is to use existing techniques in a more constructive
manner. It is noted that theoretical shortcomings limit the granularity and expressive
power of the models available. Work on incorporating performance measures within a
reliability modelling framework, such as Performability, and modelling common cause
failures, such as joint reliability importance [5] indicate that existing models are open
to improvement. Research into Markov Reward Models also holds out the chance of

being able to consider risk as part of a topology selection approach [119].

2.4.3 Generation of a Combined Model

There is little tool support for combining a system description and reliability model.
This process remains very much in the expert domain. Therefore, the approach em-

ployed in this thesis uses a set of libraries.

Three libraries are required, a reliability model library, a hardware library and a soft-
ware library. The contents of these libraries are considered in detail in Appendix A.
Here an overview of the features of the reliability model library is presented. The
hardware and software libraries will include failure rate data for individual hardware

and software units, see Section 2.2.

A reliability model library contains a set of models for the different topologies to be
investigated as part of a topology selection process. These models can initially be
imported from similar projects or the designer could produce a set of simple reliability
models. As design progresses and hence knowledge about the system increases, the

reliability models employed will need to develop.

Results of testing of completed (sub)-systems or more complex modelling can be used to
upgrade the reliability models employed. Automatic translation algorithms produced
by Malhotra ensure that minimum information is lost as the modelling exercise pro-
gresses. The hierarchy of reliability models allows appropriate models to be employed

throughout the design process.
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2.4.4 Automatic Solution of a Combined Model

A number of powerful general purpose solution engines have been produced. These
tools take a specification of a topology model and allow a set of dependability measures
to be produced. In this Section six automatic evaluation tools are introduced, each
of which has features of interest to the designer selecting a Topology. The choice
of computing engine is partly determined by the required expressive power of the
topology reliability model employed by the model specification part of the RMG. The

main comparative work on reliability tools is by Trivedi & Geist [58].

HARP (Hybrid Automated Reliability Predictor) [44, 11] provides a general Markov
modelling capability. The main features of HARP are:

e Model specification is via dynamic FTREs [46]

Sequence dependent failures are modelled as dynamic FTREs and evaluated using

Markovian techniques.

Hot and cold spare systems can be evaluated.

Produces guaranteed parametric bounds on system reliability

Solves truncated models for very large systems

The NASA RMG employs an evaluation tool called SURE (Semi-Markov Unreliabil-
ity Range Estimator) [24]. This tool produces reliability measures for fault-tolerant
systems that have slow fault-arrival processes and fast system recovery processes. It
employs a semi-Markov technique and a path pruning algorithm to reduce the compu-

tational complexity of the specified reliability model.

SURE has a number of features that make it attractive for large complex systems.
The use of paths and the production of reliability bounds make it relatively fast, an
important feature for a tool employed as part of a topology selection strategy. SURE’s
ability to deal with hierarchical models is however somewhat limited and Semi-Markov

models have not proved attractive in industrial practice.

SPNP (Stochastic Petri-Net Package) [29] is a tool that evaluates General Stochastic
Petri-Nets. This tool can evaluate the complex system models required late in the

design process. Petri-nets are only required for detailed analysis.

UltraSAN [153] allows model-based evaluation of systems represented as Stochastic
Activity Networks. A GUT allows easy specification of models in an hierarchical fashion.
Reward structures can be used to define performance, dependence and performability
measures. Analytic models are solved using Markovian techniques. Discrete event

simulations can be used to obtain transient results.
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As well as the ability to perform evaluation of instantaneous dependability models
UltraSAN also allows timed activities to be explicitly modelled. This tool may be

used as a link between the dependability and timing characteristics of a system.

SDAT (System Dependability Assessment Tool) [17] automatically generates mathe-
matical dependability models based on simple parametric representations of system
component characteristics, maintenance and logistics capabilities, sub-system redun-
dancy structures and critical mission functionality. Specification in SDAT is oriented
towards capturing design information that is relevant to system reliability model anal-
ysis (RMA). The design elements that can be defined by the user are shown in Fig-
ure 2.14:

Refersto AMA Refersto Reliability Contains
Capability % graph
object node
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o

Figure 2.14: SDAT Dependability Model Object Types

Reliability
graph

Physical hardware units are modelled at the level of line replaceable units (LRUs) that
are replaced when a failure occurs during system operation. This tool has features

employed in Chapter 3.

Finally, SHARPE (Symbolic Hierarchical Automated Reliability and Performance Eval-
uator). SHARPE [152] provides a specification language and solution methods for the
following model types:

‘ Combinatorial Models State Based Models
Series-parallel block diagrams Acyclic Markov Chains
Fault Trees Cyclic Markov chains with absorbing states
Reliability Graphs Irreducible Cyclic Markov chains
Series-parallel directed graphs Acyclic semi-Markov chains
Product-form Queueing Networks | Irreducible Cyclic semi-Markov Chains
Generalised Stochastic Petri-nets

Input/Output distribution functions are exponential polynomials that are symbolic in
time t. A hierarchical combination of different model types is used to derive overall
models for a system. SHARPE was chosen as the solution engine for the reliability

models employed in this thesis for a number of reasons including:

e Ability to specify a set of generic models that can be instantiated with different

values. For instance, the generic RBD model for a parallel topology can be used
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if two copies of processors of type 1 are used or if two processors of type 2 are
used. The failure rate of each processor determines the reliability of the parallel

sub-system.

e Text based input/output makes the integration of SHARPE into a topology

selection tool relatively easy.
e All main model types can be evaluated

e SHARPE is inherently hierarchical because of the nature of the exponomial fam-

ily of distribution functions employed by the tool.

e SHARPE was available to the author.

A library of SHARPE reliability model specifications has been produced, see Appendix

A. This library forms an important element in the topology selection process.

Extension to RMGs

Attempts have been made to extend the use of dependability measures of a proposed
topology into the design process. For instance, Tillman [161] considered N-stage
parallel-series systems and attempted to optimise the reliability of the system sub-
ject to constraints such as cost, and weight. This paper employed a combinatorial

model and dynamic programming.

More recent work has concentrated on optimisation using guided search techniques.
Coit & Smith [31] produce a problem-specific GA to:

“ analyse series-parallel systems and to determine the optimal configura-
tion when there are multiple component choices available for each of several

k-out-of-n subsystems.”

They call this configuration problem the redundancy allocation problem for a series-

parallel system.

Painton [125] presents an optimisation model to:

“ ... identify the types of component improvements and the level of ef-

fort spent on those improvements to maximise one or more performance

measures subject to constraints.”

Painton employs a GA and concludes that the integration of GA capabilities with
reliability analysis software can provide a robust and powerful design-for-reliability

tool.
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Results from these studies are promising. These papers along with previous work
by the author have informed the decision to use guided search techniques to aid the
designer resolve the Topology issue. In particular, a GA will be used to aid resolution of
the Architectural Topology Problem. This GA improves on the existing techniques by
providing a much larger set of system topologies and explicit assignment of resources to

functional elements of a topology. An interface with the allocation problem is provided.

2.5 Designing Hard Real-Time Systems

A second non-functional attribute of a distributed control system must be addressed
when selecting a topology: timing. The need to produce a model for the real-time char-
acteristics of an application stems from the need to ensure efficient resource sharing and
to meet Worst-Case Response Time (WCRT) requirements. The timing characteristics

of a topology are determined by four factors:

1. Computational model
2. Allocation of functional units (software units and messages) to hardware units

3. Worst-Case Execution Time (WCET) of functional units when allocated to a

particular hardware unit.

4. Worst-Case Response Time of tasks, in the topology.

The interface between software and hardware is the computational model. In this Sec-
tion a simple computational model along the lines discussed by Burns [21] is presented.
The model is compatible with the work on dependability introduced above and includes
sub-tasks, messages, transactions, a communication model, and a scheduling model.

The assumptions made in this model are also assumed in the X-Alloc tool.

The allocation problem is considered in detail in Chapter 4. In Section 2.6 techniques to
calculate the WCETSs of units and WCRT's of transactions are introduced. Transactions
are sequences of precedence ordered sub-tasks that form paths through a system. That
is they take data from the environment, process it in some way, and produce an output

to the environment.

Consider a system architecture that employs Preemptive Priority Based Scheduling
(PPBS). It employs a fixed set of processors onto which a fixed number of processing
sub-tasks (software units) are placed. Each sub-task has a unique priority which deter-
mines the order in which it is processed. That is, if two sub-tasks want to use the same
hardware resource at the same time the unit with the highest priority is executed first.

Scheduling analysis produces a guaranteed WCRT for each software unit, transaction,
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and hence processing task, in the system. Priorities are set so that timing requirements

are met. Thus the priority of each software unit is a degree of design freedom.

Restrictions are placed on the number of sub-tasks that may reside on any single
processor. Furthermore, each sub-task resides on exactly one processor and all sub-
tasks may be modelled as periodic events. That is, events released at regular intervals.
All sub-tasks in a single transaction have the same period. The usefulness of these

restrictions will be assessed in Section 2.6 and Chapter 4.

In Hard Real-Time (HRT) systems each transaction has a WCRT requirement placed
on it, which is expressed as a deadline. A deadline is the maximum time allowed
from the expected transaction release until execution is completed. In Figure 2.15 a
transaction with three precedence ordered periodic sub-tasks is presented. There is a
flow of data, but no flow of control, between these sub-tasks. Sub-tasks are offset in
time. That is, sub-task 2 cannot be processed before sub-task 1 has completed, as it

requires data from that sub-task.

sub-task 1 sub-task 2 sub-task 3
= message | message —»
P P P

—»  DataFlow Processing Task

Figure 2.15: Periodic Transaction

Each sub-task is assumed to be a permanent element of the system. It is placed on
the run queue by an invocation event. It gains access to the processor it resides on
when it is the highest priority sub-task wishing to run. Each processing sub-task has a
potentially infinite number of such invocation requests. A cold spare is modelled as a
hot spare with the WCET of the sub-task adjusted to take into account the ‘warm-up’

time of a cold spare.

Extensions to this simple model are possible. Sporadic sub-tasks are released by an
originating event from either another sub-task or the environment of the processing
task. Sporadic sub-tasks arrive at irregular intervals, but with a minimum inter-
arrival time between triggering events. Bate [10] shows that sporadic sub-tasks can be
analysed as if they were periodic with offset in order to predict their WCRTs. Mixed
sporadic and periodic transactions are often used in control applications to reduce

gitter. Jitter is the allowed variation of sub-task completion from precise periodicity.

Thus the elements of the computational model used in this thesis are:

e Entities: Periodic or sporadic software units (active objects) and messages (pas-

sive objects).
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e Communication via shared data areas. These areas may be implemented using

buses or shared memory units.

e Precedence relationships and priority orderings define the order in which sub-

tasks run.
e Entities are allocated to a single processor or shared data area.
e Transaction deadlines capture end-to-end timing requirements.

e Pre-emptive Priority Based scheduling.

2.6 Analysing the Quality of an HRT System

The quality of an HRT system is partly determined by how quickly it can perform a
required set of actions. The system must produce results within a maximum response
time. Off-line analysis techniques can help predict whether a proposed topology for
a system will allow these requirements to be met. The results of this analysis are
employed in the evaluation function for the GTP, WC RTs.

Software units consist of a number of instructions that must be executed by a processing
hardware unit. The time required to execute these instructions typically varies between
invocations of the unit. The execution time of a unit may also change if the type of

processing hardware (resource) the unit is assigned to changes.

Messages also take a non zero time to complete transmission. In the case of a bus
communication system the time for a message to be sent between sub-tasks on different
processors is the time for a message to be encoded, transmitted down the bus and
decoded at the other end. In this thesis it is assumed that the coding and decoding of
messages is factored in to the WCET of the sending and receiving sub-tasks. The worst
case communication time (WCCT) of a message is therefore a function of the number
of bytes to be transmitted and the speed of the bus. Intra-processor communication

is thus assumed to take zero time.

The central goal of a timing analysis system is to determine a safe and tight bound
on an active object’s execution time by a purely static analysis of the program’s source
code, object code or both [26]. The analysis is static since it does not involve running
the program. This is not currently possible even with a state of the art static code

analyser. Thus bounds are placed on the execution time of a piece of code.

A safe result is one where the predicted WCET is strictly larger than or equal to the
actual WCET of an object. A tight result is safe, but also within a reasonable margin
of the actual WCET. The conservatism of the predicted result is often known as the
pessimism of the predicted WCET. An overly pessimistic result will lead a designer
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to believe that a system does not have sufficient capacity to run a given set of software

units when, in fact, it does.

A number of tools have been produced to determine the WCET of active objects. Chap-
man et al [26] present an excellent survey which includes work by Park & Shaw [126],
the MARS group [86] and York [6]. The designer of any timing analysis system faces
several problems that are independent of programming language and target hardware,
but are beyond the scope of this thesis [26]. Assuming that these problems may be
addressed the designer of a topology may assume that WCET data is available. In the
early stages of the design process ‘time-budgets’ in the form of maximum instructions
per invocation, are employed. As coding progresses WCET bounds based on program

code analysis are produced.

One important factor for this thesis is the effect of placing software units onto different
hardware resources. How is the WCET of an active object affected by being placed on
a 486, rather than a 68040 processor, for instance? Traditionally, CPU manufacturers
have been unwilling to release detailed information about their products, so worst case

timing analysis remains a problem [117].

Assume that a safe overall worst case number of instructions independent of processor
allocation for a software unit, can be produced. Thus the effect of assigning a sub-task
to a different processing resource on the WCET of a sub-task is purely a function of

the relative speeds of the processors. The WCET of a software unit is given by

fixed worst case number of instructions

speed of processing resource in instructions per unit time
Similarly, the WCCT of a message is given by

fixed worst case number of bits

speed of bus resource in bits per unit time

This assumption is pessimistic and may lead to rejection of valid allocations. If data is
available a table of WCETsS for a software unit can be produced for the set of admissible
processing resources. Once an architectural topology has been selected a much tighter
bound on the WCET of a sub-task can be produced, as detailed analysis of the chosen
software / hardware interface may be undertaken. Manipulation by the designer of
the interface between the architectural topology and allocation problems is therefore

essential, see Chapter 5.
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Worst Case Response Time

If each sub-task is placed on a dedicated processor and each message on a dedicated
bus the WCRT of a transaction is calculated by simply summing the WCET of each
software unit and WCCT of each message in the transaction. This is unrealistic for
industrial systems. Typically, more than one sub-task is placed on each processor and
more than one message per bus. In this Section calculation methods for determining
the WCRT's of sub-tasks/messages, distributed transactions and processing tasks are
presented. The exposition is based on the work undertaken in the Real-Time Systems
Group [6] and Rolls-Royce UTC [10] at the University of York.

Assume that an assignment of sub-tasks to processors and messages to buses has
taken place. Tindell et al [163] introduce an holistic approach to the prediction of
WCRTSs for bus based systems. A system is assumed to be implemented as a set of
transactions, with the first sub-task being periodic, and subsequent sub-tasks/messages
being sporadic. Sporadic sub-tasks are triggered by the arrival of the preceding sub-
task/message. For modelling purposes sporadics are given a fixed minimum inter-

arrival time.

Timing analysis is performed for each processor in the selected hardware platform.
Variability in the arrival time of consecutive invocations of a sporadic sub-task is ac-
counted for by a factor known as the release jitter, J. The WCRT of sub-tasks allocated
to a processor is predicted using equation (2.1) taken from [162]. This equation as-
sumes all sub-tasks have a fixed priority, zero offset and deadlines are not greater than

period.

R, =C;+B;+ I (2.1)
where i ranges over the sub-tasks for a given processor, R; is the WCRT of sub-task i,
C; is the WCET of sub-task i, and B; is the blocking time of sub-task i.

The interference a sub-task suffers is the total computation time higher priority soft-
ware units can generate in any arbitrary time interval. Interference is calculated using

equation (2.2).

L= Y {fﬁg%;;li‘cy (2.2)

j€hp(i) J

where J; is the release jitter of sub-task j and hp(i) the set of higher priority sub-tasks
than sub-task i.

The blocking time a sub-task suffers is the total computation time a lower priority

sub-task can stop the sub-task from executing and is calculated using equation (2.3).
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B; = mazpeip(i) (C) (2.3)

where Ip(i) is the set of lower priority sub-tasks than sub-task i.

Equation (2.1) is solved by forming a recurrence equation as shown in equation (2.4).

R} + J;
R = Ci + maz i) (Ck) + Z { + -‘ f (2.4)
semny | T

which terminates when R?'H = R} or R?'H > D;. D; is the deadline of sub-task i.
When the analysis converges the WCRT is expressed as:

R; = R + J; (2.5)

These equations can be used to perform timing analysis of the data bus, with WCET
being interchangeable with WCCT and i denoting a message.

Analysis of this approach by Bate & Burns [10] has focused on convergence. Conver-
gence is defined to have occurred when R?'H > R? for all sub-tasks and R > R
for all messages. Bate presents a revised schedulability analysis, which is designed to
overcome the perceived convergence problems with the analysis presented in equations
(2.1) to (2.5).

In the revised approach all sub-tasks are modelled as periodic events. Offsets are
employed to enforce the correct precedence ordering in transactions. The offset of a
sub-task is set such that it is always greater than the WCRT of the event that triggered
it. A change in the offset of a sub-task on one processor may lead to a change in the
response time of a sub-task on another processor. Convergence occurs when no further
increase in response time occurs for any sub-task, or message, during an iteration of

the schedulability algorithm. This new analysis is applied in Chapter 4.

The existing uni-processor timing analysis is extended to account for offsets. A com-
posite sub-task with zero offset is used to represent sub-tasks with non-zero offsets. In

this case equation (2.6) may be used directly.

Ri—C;+9
R; = Cimazyeppi)(Ck) + Z {7_%-‘6'] (2.6)
€hp(i) T

where i is a sub-task, T;(7}) is the period of sub-task i(j), ¢ is one clock cycle, hp(i) is
the set of higher priority sub-tasks than sub-task i and Ip(i) is the set of lower priority
sub-tasks than sub-task i.
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Equation (2.6) is a reworking of equation (2.4) with the jitter factor set to 0. The algo-

rithm terminates when R?'H > R? for all sub-tasks and R > R for all messages.

On termination the WCRT of sub-tasks and messages can be extracted directly. If
some, or all, sub-tasks or messages, fail to meet their deadline this can also be deter-
mined. The WCRT of a transaction is given by the WCRT of the last sub-task in the

transaction. The WCRT of a processing task can be determined by using the formula
WCRT; = max(WCRTy, * Tryy,) for all tr € t.

where T'ry 4 = 1 if transaction tr forms part of processing task t and 0 otherwise.

Given a complete allocation of sub-tasks and messages the schedulability of each pro-
cessing task can be predicted, along with the WCRT of schedulable tasks. This analysis

has been extended by the author to investigate shared memory systems [120].

2.7 Search Techniques for Combinatorial Optimisation

In Figure 2.16, based on work by Ribeiro et al [50], three classes of search technique
that may be employed to solve optimisation problems are shown. Calculus based tech-
niques employ a set of necessary and sufficient conditions that have to be satisfied.
Enumerative techniques investigate every point in the search space, they are exhaus-
tive. Implicit enumerative techniques are based on enumerative methods, but use extra

knowledge to guide the search process.

The Topology Problem may be formulated as an NP-complete decision problem (SAT)
or an NP-hard combinatorial optimisation problem [56, 27] (ATP), see Section 2.1. The
important features of an NP-hard optimisation problem, with respect to producing a

solution for non-trivial sized problems, are:

1. checking whether a proposed solution is “acceptable” with respect to a given set

of criteria can be undertaken in polynomial time.

2. finding the optimal solution, with respect to a given set of criteria, is non-
polynomial (NP). That is, calculus and enumerative searches cannot in general

be guaranteed to find an optimal solution in polynomial time.

This implies that an implicit enumerative (guided) search, or some other form of
problem specific heuristic, is required in order to find good solutions within a ‘usable’
time period. In this thesis elements of a variety of guided search heuristics are used
to find acceptable solutions to the topology selection problem. All these guided search
techniques fit within a single unified search paradigm, see Section 2.7.1. A GA has
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been chosen to address the Architectural Topology problem, see Section 2.8. A second
technique, Simulated Annealing has been chosen to address the Allocation Problem,
see Section 2.10.

Search Techniques

e

Calculus-based Imp||C|t Enumerative Enumerative
techniques tech ‘mques\ Techniques
Guided search Neural
Techniques Networks

e

Simulated Evolutionary Tabu
Annealing Algorithms  Search

Evolutionary

Strategies GEndiic

Algorithms

Figure 2.16: Search Techniques for Optimisation

2.7.1 A General Search Paradigm

Consider the neighbourhood of a solution to a combinatorial optimisation problem. A
neighbourhood N(s,0) of a solution s, is a set of solutions, S, that can be reached
from s by a simple operator, o. These operators are often called moves. If a solution
5 € §' is better than any other solution in its neighbourhood N(3, o), then 3 is a local
optimum with respect to this neighbourhood. In some cases it is possible to find a
move o such that a local optimum is also a global optimum, s*. A wunified approach
to the resolution of combinatorial optimisation problems through the use of guided
neighbourhood search techniques has been postulated by Rayward-Smith [139], see
Figure 2.17.

The pool of solutions, P, contains at least one potential solution drawn from a set of
admissible solutions, S. In some cases, such as simple GAs, S may contain multiple
copies of a given solution forming a multiset. In other cases S may contain only a single
copy of any particular solution, forming a set. Q contains a selection of solutions from
P that are manipulated to create a (multi-)set of new solutions, R. Finally, (multi-)sets

P, Q and R are merged to produce a new pool of solutions each iteration.

To instantiate this general paradigm as a guided neighbourhood search each solution is
associated with a set of neighbours which can be reached directly by an operation, or set
of operations. Thus in the general search paradigm Initialise selects some starting set
of solutions and assigns them to P. The Select function picks members of the population

to form Q. Create applies a set of neighbourhood operations to the members of Q to
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P, Q, R: (multi-)set of solutions € S;
Initialise (P);
while not finish(P) do

begin
Q:= select(P)
R:= create(Q)
P:= merge(P,Q,R)
end
end

Figure 2.17: General Search Paradigm

produce a set of new solutions, R, in the neighbourhood of P. Merge selects the subset
of the solutions in S € (R U P) with the lowest evaluation function values. Finish
ensures termination, either after a given number of iterations, or when a stopping

criterion is met.

To implement a guided neighbourhood search, the heuristic designer must decide:

1. how solutions are to be represented, i.e. specification of S,

2. the cardinality of P and starting set Py C .S,

3. the set of totally ordered values (C, >) and the evaluation function: S — C(S5),
4. what constitutes a “neighbour” (i.e. the definition of neighbourhood),

5. the definition of the select function used to pick an appropriate subset of neigh-

bours,
6. the defining properties of the subset R C @, constructed by create,

7. the definition of merge, which determines the starting point for the next iteration,

and

8. the termination criteria (i.e. the definition of finish).

The simplest form of neighbourhood search has only one solution in P. The algorithm
moves from this solution of value c(s), to a neighbouring solution of value ¢(s’), only
when ¢(s) > ¢(s'). The algorithm terminates when there is no neighbour with a smaller
value, in a minimisation formulation. This is Hill Climbing, or more appropriately
Hill Descending. The main problems of this approach are that it tends to find a local,
rather than global, optimal solution and the number of solutions to be evaluated can be

very large. More complicated neighbourhood searches can escape from local optima.
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The unified search approach allows a suite of tools to be produced to aid resolution of
the topology selection problem in which the designer’s experience can be harnessed,
while allowing analysis to be undertaken throughout the system development process.
It provides a framework to produce heuristics to tackle both the Architectural Topology

and Allocation problems.

2.7.2 The Beauty Contest!

In this section a comparison is made between the search techniques employed in this
thesis. Heuristics considered include Genetic algorithms, tabu search and simulated
annealing. In many ways such a comparison resembles that of a beauty contest in that
the criteria by which the decision is made are not very well defined and the results are
often highly subjective, with different groups of judges each having their own preferred
candidate. Thus, problems arise in making comparisons between heuristics, mainly
because of the amount of domain knowledge being used to produce the algorithm.
Heuristics that have domain knowledge applied to them will generally produce better

results than the ‘Vanilla Flavoured’ (standard software) versions of other techniques.

The performance of one heuristic, relative to another, can be measured against two
main criteria: the quality of the final solution produced and the computation time
required to converge to good solutions. As in many aspects of the class of heuristics

considered in this thesis a trade-off between these two criteria is usually required.

The choice of a heuristic for a given problem is not easy either. Factors that should
be considered include; problem size, problem structure, cost of using a sub-optimal
solution, data relating to performance on similar problems, and data relating to com-
putational cost on similar problems. In general no one technique will allow a definitive
decision to be made as to which heuristic is most appropriate. For many problems it
may be that different elements of the problem need to be solved using different, but

related techniques.

In the early stages of this DPhil project Tabu Search (TS) was seriously considered
as an appropriate search mechanism for the general topology problem. It became
apparent however that sufficient data on the set of alternatives and knowledge of the set
of appropriate tabu restrictions were not available given the current state of industrial
practice. However, TS has a number of elements that may well add considerably to the
quality of tools to aid resolution of the topology problem. TS hybrids are considered
in Section 2.9, Chapter 3 and Chapter 4.

The topology problem is addressed as two inter-related problems in this thesis. Why
wasn’t a single formulation produced and a single search engine employed? First,
there is insufficient data available during some phases of the design process to address

allocation along with the architectural topology. Second, previous experience with
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GAs has shown that they are not good optimisation techniques [63, 54].

The split is also made on philosophical grounds. Human intervention is vital in a tool
produced as a design aid. It is not clear that a fully automatic tool to resolve the
topology problem is plausible in the near future. It must be stressed that the aim of
this thesis is to produce an ability to search the design space rapidly in an attempt
to indicate good topologies that can be assessed by the designer. Using two searches
allows the user to change the moves allowed and the parameter settings of the tools.
What is effective at one stage in the process is unlikely to remain effective throughout

the design process.

The architectural topology problem is computationally very expensive because eval-
uation of each alternative can take a long time. State-based reliability models in
particular are prone to very long computation times. However, it is likely that com-
putationally expensive alternatives will employ many spares and decision mechanisms
making them large and costly. Thus, the search is likely to reject such alternatives
early in the search process. GAs have been employed on control problems for which
each evaluation may take several hours [127]. In these cases GAs have been modified

to converge to acceptable results in a very small number of generations.

GAs are considered to be robust, but weak optimisation methods [63]. The robustness
of GAs comes from the ability to work on extremely fuzzy problems, in which little
information is available to help traditional methods [51]. The ability of GAs to work
on such problems is one reason why they are used to aid resolution of the Architectural
Topology problem in Chapter 3. In the early stages of the design process the available
information about a proposed system is limited, and the issues being addressed are
often somewhat fuzzy in nature. GAs have previously been employed to address simple

variants of the architectural topology problem, see Section 3.3.

Previous work by the author [117] has shown that SA performs poorly when:

e the search space is ill-formed. This may be due to solutions that lie close to local
optima being given high penalty values. This may also occur if the evaluation

function is sensitive to small changes in the values of some parameters.

e moving from a poor solution to a good solution requires multiple moves, some of

which reduce the quality of the solution

e easily side-tracked. This may occur if a number of parameters are heavily inter-
related

GAs can overcome these problems at the price of a tendency to find a non-optimal

solution.
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The tool to aid resolution of the allocation problem in Chapter 4 employs an SA
algorithm. There are a number of reasons why this change in search approach was
made. The first two are the flip side of the reasons why GAs are employed in Chapter 3
namely, lack of data and quality of optimisation. The allocation problem is essentially
a well defined optimisation problem. The architectural topology and set of sub-tasks
to be placed on the hardware platform have been chosen. The exact number of each
hardware resource is not fixed. This reduces some of the problems found with the

search space in previous attempts to use SA for allocation [117].

A third reason for the change is that the author has previous experience with SA for
the allocation problem and can therefore employ a non-vanilla flavoured algorithm.
Finally, since the environments for GA and SA are compatible, it is easy to move from
one to the other. This compatibility means that users can attempt to employ a GA

for the allocation problem if they desire.

In conclusion, a GA is used for the architectural topology problem because of the
fuzzy nature of this problem and the computational complexity of function evaluation.
SA is used for the allocation problem because it is a better optimisation technique.
The decision to split the problem was made on computational and user involvement

grounds.

2.8 Genetic Algorithms

A GA is a guided search technique, based on models of Darwinian [165] and Lamarkian [73]
evolution. Solutions are represented by fixed length strings over some alphabet. The
value of a solution is a measure of its “fitness for purpose”. In terms of the algorithm

presented in Figure 2.17 the general search paradigm becomes a GA search when:

(1) P is a multiset and contains more than one element.
(2) The create function employs genetic operators to generate new solutions.

(3) Both select and merge functions depend on the evaluation of solutions and together

favour the preservation of higher value solutions.

A number of overviews on GAs have been produced, including work by Whitely [174]
and Beasley et al [12] and the following review draws heavily from these papers. A

number of bibliographies of GA references have also been produced [1, 62].

Representation

GAs use a direct analogy of natural behaviour. The salient features of each individual

population member are represented by a string, usually of fixed length and referred to
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! or a genotype. The components of the strings are often called genes

as a chromosome
and the possible values they can take alleles. The chromosome is decoded to form the

phenotype and this is the incarnation that is tested for fitness.

In GAs it is often assumed that System Design Factors (SDF) can be represented by
bit strings. Genes that represent a parameter are discretised to take on values that
correspond to a power of 2. A 10 bit gene could therefore take on values between 0
and 1023. Problems arise if a parameter has an exact finite set of values that is not a
power of two, as a number of unnecessary bit values may occur. This can be tackled by
using default worse possible evaluations, representing some parameter settings twice,

or other similar techniques.

Non-binary codings can be used. Higher cardinality alphabets such as integers and
non-negative reals have been considered. One advantage of using such codings is that
it is easier to define meaningful, problem-specific genetic operators. In this thesis both

binary and integer coding is employed.

Initialisation

In simple GAs the initial population is often created by randomly generating the values
of genes and subsequently chromosomes. Domain knowledge can be used to perform
heuristic initialisation so that the search begins with some reasonably good population

members.

The appropriate population size and mix is determined during initialisation using
existing population sizing theory [61]. The bounds produced indicate the size to which

a population can be increased before convergence may no longer occur.

Select

The Select function determines a number of “fit” solutions which form the “mating
pool”, Q. In order to produce this (multi-)set of solutions an ability to determine which

solutions are “fit” and to select from these fit solutions is required.

In GAs a fitness (evaluation) function assigns a score to each individual in a popula-
tion that indicates the “quality” of the solution the individual represents. The fitness
function is often given as part of the problem description 2. In combinatorial optimi-
sation problems, most points in the search space are not feasible. A fitness function is
produced where the fitness of an invalid chromosome is viewed in terms of how good

it is at leading the search towards valid chromosomes.

!Chromosome stands for “coloured body” after the colouring of nuclei in early experiments to

identify DNA.
?Multi-Criterion Decision Analysis (MCDA) can be employed to determine a fitness function [83].
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Once a population has been generated a mating pool is produced. In simple GAs the
probability that a chromosome in the current population is copied into the mating pool

is proportional to its’ fitness. There are many ways of accomplishing this selection:

(1) Roulette wheel sampling: Each individual in the population is represented by a
space proportional to its fitness. By repeatedly spinning the wheel, individuals are

chosen using random sampling with replacement.

(2) Implicit fitness remapping: The most common variant is K-tournament selection
where K individuals are drawn from a population with replacement. The most fit
individual of the K selected is copied into Q. The process is repeated until Q is
full.

(3) Ezponential sampling: Selects strings at random using an exponential distribution

random number generator so as to favour the best solutions in P.

(4) Steady state (proportional) replacement: The maximum proportion of individual
chromosomes to be replaced is limited. For example, GENITOR [175] selects
parents according to ranked fitness scores, and the offspring replace the two worst

members of the population.

The tournament approach can be applied in both the select and merge functions. At
the selection stage a single acceptance/rejection tournament is often held. By adjusting
the tournament size or win probability the tournament can be made arbitrarily large
or small. Other tournaments can be held, such as double acceptance/rejection (both

parents compete against both offspring) tournaments.

Create

The create function applies genetic operators to the mating pool, Q, to generate a
new set of chromosomes, called offspring. The operators used can be categorised by
whether they intensify or diversify the search space being considered. The standard
intensification operator is crossover and the most common diversification operator is

mutation.

Crossover takes two individuals and cuts their chromosome strings at some randomly
chosen position(s). The substrings produced are then swapped to produce two new

full length chromosomes. Crossover techniques include:

(1) Single point crossover: A single random cut is made, producing two “head” sec-

tions and two “tail” sections. The two tail sections are then swapped to produce
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(2)

two new chromosomes:

1010 001110 0011 010010
PARENTS

[ﬁl ] 1 1

1010 010010 0011 001110 OFFSPRING

Two point crossover: Chromosomes are regarded as loops formed by joining the
ends together. Segments of these loops are exchanged to form offspring. Re-
searchers generally agree that 2-point crossover is better than 1-point because it

samples uniformly across the full length of a chromosome [141].

Uniform Crossover: Each gene in the offspring is created by copying the corre-
sponding gene from one or other of the parents. The selection of the donor parent
is undertaken via a randomly generated crossover mask. Where there is a 1 in the
mask the offspring gene is taken from the first parent; where there is a zero, the

gene is taken from the second parent.

Partially Mapped Crossover (PMX): This operator has been proposed for permu-
tation problems to allow sequences in the parents to be maintained. Two crossover
points are picked uniformly at random. The substrings within the marked points
are exchanged. Then, multiple copies of alleles outside the substring are eliminated

by substitution:

984|567|13210 984]2310[13210

step 1
87123109546 = 871|567|9546
984(2310/13210 sep 2 984|2310/1657
871|567|9546 : 8101]567|9243

Domain knowledge can be used to design local improvement operators [142] which allow

more efficient exploration of the search space around good solutions. For instance,

knowledge could be used to determine the appropriate sites for crossover points.

Diversification schemes allow jumps to different areas of the search space. The basic

mutation operator for binary coded problems is bitwise mutation. Mutation occurs

randomly and very rarely with a probability p,, (per bit). Typically the mutation rate

is less than one percent. In some cases mutation is interpreted as generating a new bit

and in others it is interpreted as flipping the bit. In high order alphabets mutation

takes the form of replacing an allele with a randomly chosen value, in the appropriate

range, with probability P,,.
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Merge

The merge function is used to create the next generation of chromosomes. It thus
combines the old population, P, mating pool, Q, and new population generated by

intensification and diversification operators, R. Possible merge mechanisms include:

(1) Replace All: New P is simply R.

(2) Best fit: Best solution in R is used to replace worst solution in P until either R is

empty or all solutions in P are better than those left in R.

(3) Tendency: Same as best fit, except that all chromosomes in R that exist in P are
discarded beforehand.

(4) Tournament: Competitions are run between sets of strings from R and P, with

the winners becoming part of the new population [100].

2.8.1 Hard Problems for GAs

There are a number of problem characteristics that make it difficult for GAs [54] to find
a “good” solution including epistasis, genetic drift, deception, and premature

convergence.

Many problems that GAs are used to tackle are non-linear in nature, which often indi-
cates that parameters cannot be assumed to be independent. That is, the contribution
of a gene to the fitness of a chromosome depends on the value of other genes in the
chromosome. Three levels of interaction between genes are put forward by Beasley et
al [13]. Level zero indicates no interaction. Level one indicates mild interaction where
a particular change in one gene always produces a change in fitness of the same sign.
Level two indicates epistasis [14] where a change in a gene causes a change in fitness

that varies in sign and magnitude, depending on the values of other genes.

Epistasis may be tackled in two ways: as a coding problem or as a GA theory problem.
If it is a coding problem then a different representation and decoding method must
be found that does not exhibit epistasis. For many difficult problems a non-epistatic
representation may involve a great deal of effort. A hybrid that takes account of

epistasis may be more appropriate.

One of the fundamental principles of GAs is that chromosomes that include elements
of the global solution increase in frequency as the algorithm progresses. Eventually
these elements combine, via genetic operators, to create the global solution. However,
if elements that are not in the globally optimal solution increase in frequency faster

than those that are, the GA is misled. This is a form of epistasis and is known as
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deception. Deceptive problems are difficult to solve. Reordering operators, such as

inversion [63], may be one way of coping with such problems.

If by chance a gene becomes predominant in the population it can eventually be copied
into every member of that population; it becomes fixed. The convergence of this gene
causes a ratchet effect and other genes begin to converge. This process is known as
genetic drift. Higher mutation rates reduce the effects of genetic drift, but if rates are

too high the search effectively becomes random.

If a GA converges as a result of genetic drift before a globally optimal solution has
been reached, it is said to have prematurely converged. Premature convergence can
be blamed on the loss of critical alleles due to selection, schema, disruption due to
crossover; and parameter settings such as mutation rate, crossover rate, and population
size. A critical allele is lost whenever no chromosome in a population has that allele
value [129].

Research indicates that the best parameter settings for online performance are popula-
tion size (20-30), crossover rate (0.75-0.95) and mutation rate (0.005-0.01) [13]. These

values are used as a starting point in Chapter 3.

2.8.2 Smorgasbord of GA Topics

GAs are inherently parallel, that is the degree of parallelism is directly proportional to
the population size [66]. Parallelism will not be employed in the proof of concept tool,
X-Topmeter. It is however an obvious method of speeding up the tool for industrial

use.

In simple GAs it is assumed that attributes can be combined linearly. In reality tech-
niques used to produce appropriate fitness functions, such as Multi-Criteria Decision
Analysis [83], are unlikely to produce functions that exhibit such a restrictive charac-
teristic. Horn et al [70] have considered ways of using methods from decision analysis
to allow characteristics of a solution to be applied multiplicatively within a GA frame-
work. Their approach also accommodates uncertainty in the attribute values, although
it does not give the full flexibility of MCDA.

During a search run the optimal value for each operator probability may vary. Linear
variations in crossover have been used and been found, in many cases, to be effective.
A dynamically variable crossover rate, depending on the spread of fitness, allows a
more flexible approach. Davis [37] describes another technique which is based directly
on the success of an operator at producing good offspring. These approaches have

“hints of” the Tabu Search approach.

A number of formulations of guided search techniques for SAT problems have been
presented by Ferland & Fleurent [52]. SAT GA solutions are encoded as bit strings
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and therefore the standard bit-string genetic operators can be employed. Ferland has
produced a crossover operator specifically for SAT that hybridises a GA with a local
search. This operator attempts to find clauses that are satisfied in one parent, but
unsatisfied in the other. The corresponding solution variables are assigned values ac-
cording to the parent satisfying the identified clause. Values of the remaining variables
are then generated as per the standard uniform crossover operator. The mutation

operator is the classical bit-wise operator.

2.9 Search Space Evolution via Tabu Search

Tabu Search (TS) [60] is a neighbourhood search technique that starts from some
initial feasible solution. It escapes local optima by imposing restrictions, based on a
short-term memory of recent solutions and strategies that mimic long-term memory

processes, to guide the search process. Reeves [141] indicates that

“The notion of exploiting certain forms of flexible memory to control the

search process is the central theme underlying Tabu Search”

TS has been used to solve combinatorial optimisation problems [15], including schedul-
ing [169, 99]. Each admissible solution s is evaluated according to the cost function

c(H,s), where H is the history record of the states encountered during the search.

During each iteration of a TS an admissible move is applied to the current solution,
transforming it into its neighbour with the smallest cost. In terms of the unified ap-
proach (Figure 2.17) the initialise function produces both the starting solution and the
history of that solution. The select function chooses the current solution. The create
function uses c(H,s) instead of c(s) to generate new solutions. The merge function
uses c¢(H,s) to determine which solution survives to the next iteration. The algorithm

finishes after a given number of iterations.

The admissible set of neighbours each iteration is determined by a Tabu list. A po-
tential solution can become tabu for a number of reasons, such as the move has been
tried previously. In its strictest form a tabu move can never be made. However, in the

‘long run’ this is not the case because of three features of the list:

1. Items on the list are not permanently tabu (recency). One possible static rule is
choose a move to be tabu for t moves. One possible dynamic rule is choose t to

vary randomly between bounds t,,;, and t,,4;; t is an integer.

2. Frequency based memory. History is used to create a modified evaluation of
currently accessible solutions. Residence and transition frequency measures can

be used.
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3. Aspiration level conditions may override the Tabu status of a move. Consider a
Tabu move m on solution s. This move may be accepted if it has an aspiration
level, a(s,m), greater than a threshold value A(s,m). Aspirations can be move

or attribute based.

Memory in TS is also used as a kind of learning process. Information on the charac-
teristics of moves that produce better results is built up and an intensification scheme

developed to exploit this information.

GAs and TS

The designer of a Topology is likely to rule out a number of alternative topologies
as the design process continues. These restrictions are made as a result of derived
requirements, previous experience and previous iterations of the Topology selection

process [42], see Section 3.2.5.

The more fractured a design space becomes the more likely a GA search engine is
to suffer premature convergence. A fractured search space has many solutions that
are deemed to be infeasible dotted around it. TS systematically imposes and releases
constraints to allow exploration of otherwise forbidden regions of the search space.
Implementing elements of TS within the GA framework for the Topology selection

problem may therefore be appropriate.

Reeves [140] suggests that recency can be adopted at a variety of levels within a GA.

For instance,

e treat a crossover point as an attribute so that the GA is encouraged to explore

the effect of crossing over at different places.

e make a chromosome tabu, effectively forbidding it to reproduce until its tabu

tenure has expired.

Reeves also suggests that frequency measures can be employed in a GA context to guide
mutation of particular bits of a chromosome and promote fitness values of chromosomes

based on their frequency in the population.

2.10 Simulated Annealing

Simulated Annealing (SA) is a variant of the general search paradigm presented in
Section 2.7.1, and has been applied to a wide range of practical problems [40]. A
simple sequential SA algorithm for a minimisation problem, is presented in Figure 2.18.

Maximisation problems can be addressed as the dual of this algorithm.
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Problem:minimise P(s) such that s € S
Algorithm:
Select an initial Solution Sp;
Select an initial temperature ¢y > O;
Select a temperature reduction function o
Repeat
Repeat
Randomly select s € N(sp);
0=P(s)-P(sp);
if (0 >0)
then sp=s;
else
generate random x uniformly in the range (0,1);
if (x < exp(-dt)) then sy =s;

Until iteration_count
Set t = a(t);

Until stopping condition = true;

nrep;

sp is the approximation to the optimal solution.

Figure 2.18: SA Minimisation Algorithm

SA was initially inspired by the laws of thermodynamics which state that at tempera-

ture, t, the probability of an increase in energy of magnitude, §F, is given by

P[OE] = exp(—0E/kt) (2.7)

where k is the physical constant known as Boltzmann’s constant and t can be considered
to be a parameter of the process. In a simulated version this equation is used within

a system that is ‘cooling’ towards a steady (frozen) state.

In the author’s paper [117], the initialise function picks a solution sg, with random
characteristics. The value P(sg) of this solution is calculated. The select function used
is the identity function, that is the current solution is placed in Q. A point in the
neighbour space, s, is chosen using the create function and P(s) calculated. A logistic
acceptance criterion is applied [79] and the merge function is simply to make P the

new solution if it is accepted.

In Figure 2.18 the energy change resulting from a potential move from s to sg is
calculated (0 = P(s) - P(s¢)) and the move is accepted if § is greater than 0. However,

if 0 is 0 or less the move is only accepted with the probability given by equation (2.7).
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The initial temperature, tp, is chosen automatically by the algorithm [85] so that

virtually all proposed jumps are taken.

Once a suitable starting solution and temperature have been produced, the main it-
erative cycle is started. The temperature is reduced by a factor «, where 0 < a < 1.
Values of a between 0.9 and 0.99 are common in the literature. The number of down-
ward (penalty decreasing) jumps are counted and equilibrium is said to be achieved
when the count exceeds a threshold. This approach leads to potentially infinite chains
(especially at low temperatures) and so an upper bound on the number of trials is
enforced. Once equilibrium has been achieved the temperature is reduced and another
set of solutions tried. The finish function for the algorithm is also determined auto-
matically; the search is terminated when no upward or downward jumps have been

taken over a number of reductions in temperature.

2.10.1 Extensions to SA

The standard SA algorithm uses uniform random sampling with replacement of a
neighbourhood. Other schemes can be envisaged [64]. The number of neighbours
considered before an accept/reject decision is made can be increased as the temperature
falls so that the local area is searched more intensively. More complicated strategies for
local searching have been put forward. For instance, Localised SA (LSA [96]) contains
a local and a global annealing schedule, allowing a more extensive search of particular

neighbourhoods.

Researchers have created schemes to alter the accepted to generated ratio dynamically.
For instance, Adaptive SA (ASA) produced by Ingber [75] allows an exponential tem-
perature annealing scheme to be applied. Other researchers have produced schemes
with constant [33] and increasing temperatures. Tempering employs a parameter that
specifies the threshold percentage, which when reached reheats the annealing algo-

rithm.

In cases where the evaluation (cost) function is necessarily computationally complex
it may be desirable to use an estimate for most moves and only apply the full cost
function at specified intervals. Estimation can be undertaken by simulation to provide
a strategy for the use of estimates [164]. Cost functions for which the calculation of
the difference between old and new solutions is quick can significantly speed up the

search. Such functions are often referred to as delta functions.

2.10.2 Applying SA

As for GAs an evaluation function can be formulated as a penalty function that gives

high scores to ‘bad’ attributes of a solution and low scores to ‘good’ attributes. The
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penalty function can be formulated as a linear combination of non-linear factors. For
instance, in the allocation problem the square of the number of excess sub-tasks on
a processor is penalised. Considerable effort is often expended to choose weighting
factors and cooling rate, so that an appropriate mix of intensification and diversification

operations is achieved.

Comparisons have been made between SA and other techniques. For instance, Crab-
tree [34] compares SA and the state based Constraint Programming approach for
the optimisation of a general resource allocation problem. He concludes that there
is a smooth transition between problems for which constraint programming is domi-
nant to those for which SA is dominant. The most influential factor is the number
of precedence constraints, with SA being dominant for resource allocation problems
with a high proportion of precedence constraints. In Brind et al [19] five stochastic
techniques (GA, hill climbing, random search, SA, and TS) are applied to a vehicle
routing problem (VRP). In a 10 minute run (on a sparc IPC) SA dominates the other
techniques, and performed well on all problems. With more time available the GA
outperformed other techniques for under-resourced problems. SA performed well on

both under- (and over-) resourced problems.

The application of SA to allocation and scheduling [135, 41], has been investigated by
many authors, see Section 4.2. SA has also been applied to synthesis problems. Smith
& Setliff [157] produced RT-Syn a low-level software synthesis architecture targeting
real-time software design, that searches the implementation design space. RT-syn

generates functional C code from high-level algorithmic descriptions.

SA and TS can be hybridised [55]. Temporal memory can be exploited by employing
a tabu list for particular moves. That is, once tried a move may not be tried again
for n moves. Spatial memory may also be incorporated to pick candidates from the
neighbourhood of the current solution. The penalty function is chosen to inhibit the
selection of undesirable candidates. In order to ensure the convergence-in-probability
feature of SA with the Tabu element added, the Tabu element must not employ incen-

tives, time-dependent penalties and neighbourhoods, and unbounded memory [55].

2.11 Discussion
In this Chapter a number of essential attributes of a topology for a real-time safety-
critical control system have been introduced. Anyone wishing to select a new topology,

or evaluate an existing topology, needs to consider the following:

e units employed,

e dependability characteristics (selection and analysis),
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e timing characteristics (selection and analysis), and

e search techniques to determine an ‘acceptable’ topology.

The notion of selection is however more multifaceted, representing as it must academic
and industrial experience of best practice. Many of the elements of a topology presented
here appear to be prescribed. For instance, thou shalt use this computational model
and employ pre-emptive priority based scheduling that should be analysed using these
schedulability techniques. This exact set of implementations is very unlikely to be
appropriate for all industrial applications. They are however, one set of valid techniques
and topological alternatives that could be employed as part of a topology selection
process. This, or a similar, set of techniques are required to show the effectiveness of

the approach presented in this thesis.

As a result of this insight it became obvious early in the project that a set of flexible
topology selection techniques were required. The techniques also needed to be generic
in nature to minimise the amount of rework for each application. A guided search and
data/technique library based approach has been adopted in the next two chapters. A
fully automated topology selection process is not possible, partly because of the need
for flexibility in the techniques employed. User intervention, whether by designers,

procurers or maintainers is vital if an appropriate topology is to be selected.

The user should ensure that the WCRT and dependability prediction techniques em-
ployed to evaluate the quality of a distributed control system are pessimistic and safe.
The user should also bear this pessimism in mind when the approach finds it difficult
to select a valid topology. For instance, are the assumptions and prediction techniques

employed too pessimistic?

Finally, the user should consider the validity of the independence assumptions made
during the architectural topology selection process. Independence between transac-
tions and Services is unlikely to hold throughout the design process. This does not
necessarily invalidate the topology selection decisions made. However, careful analy-
sis and investigation should be undertaken before the timing attributes of a proposed
topology are investigated to ensure that the user is satisfied with the proposed archi-
tectural topology. This is one of the factors behind splitting the topology problem into

two distinct sub-problems. These sub-problems are addressed in the next two chapters.
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Chapter 3

The Topology Problem at the

Architectural Level

The aim of a topology selection process is to compare the relative merits of a set
of alternative topologies, not provide precise MTTF predictions. Thus, an iterative
multi-level approach is required so that a topology can emerge during the functional
design process. The first level at which it is practicable to address topology selection
is the architectural level. At this level the generic architecture to be employed by the
system, along with a set of admissible resources, has been determined. Furthermore, a
set of control services have been postulated. The design issue addressed in this chapter
is: given this architectural, resource and control information, determine an architec-
tural topology of minimum complexity that meets a set of dependability requirements.
Complexity is measured in terms of the size and cost of the platform of hardware and

software units implied by the selected architectural topology.

Thus in Section 3.1 a generic architecture and a straw-man topology development pro-
cess are presented. In Section 3.2 the architectural topology problem is formulated as
an ATP. In Section 3.3 the use of GAs to aid resolution of the architectural topology
problem is discussed. A tool, X-Topmeter, that employs a GA is presented in Sec-

tion 3.3.1. A number of illustrative examples have been investigated, see Section 3.4.

Finally, in Section 3.5 a discussion of the remaining issues surrounding the prototype
tool, as currently implemented, are presented. In particular the effect of using a
different generic architecture is discussed. Essentially, existing results are invalidated,

but re-implementation is often relatively straight-forward.
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3.1 The Architectural Framework

The architectural topology chosen to implement a distributed control system is based
on a generic architecture. A plethora of architectures have been put forward for this
class of problem. Essentially they fall into two categories: bus (e.g. IMA [78]) and
shared memory (e.g. DIA [177]) architectures. In this thesis the prototype tool,
X-Topmeter, is based on one of the latest generic architectures, GUARDS (Generic
Upgradeable Architecture for Real-Time Systems) [130]. GUARDS was chosen purely
as an exemplar. There is no reason why the approach employed cannot be adapted to

investigate shared memory architectures, or other bus based architectures.

The GUARDS generic architecture consists of a set of hardware units and software
mechanisms, together with rules for configuring various instances of the architecture
for different end-user requirements. An instance of a GUARDS architecture forms an

architectural topology and can be defined using three concepts (see Figure 3.1):

e the number of channels (C),
e the multiplicity of resources within a channel (M), and

e the number of integrity levels supported (I).

Software
integrity

levels
Application
/) ) OS servers

|«

Channel
redundancy

BN W A —

pkernel based FT and
integrity management

Intra-channel multiplicity

Inter-channel Inputs and Output data
communication network unccf)nsolidated Consolidated consolidation
outputs outputs

Figure 3.1: The GUARDS Generic Architecture

If two channels are implemented (C=2) a fail-safe topology can be produced by using
duplication and comparison to guard against physical faults, and/or diversification and
comparison to guard against design faults. If three channels and a decision mechanism
are implemented, a TMR topology that enables faults in one channel to be masked is
indicated. If four channels are implemented a single Byzantine failure can be guarded

against. A four channel topology also allows off-line testing of one channel while
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a degree of fault tolerance is guaranteed through voting on the remaining on-line
channels. The topologies introduced in Section 2.3.4 can be accommodated within the
GUARDS framework.

The Multiplicity axis, M, allows secondary fault containment regions to be defined
within a channel. In other words individual tasks, such as Input, Processing and Out-
put can be subjected to different levels of redundancy. Multiplicity can be employed
to improve both fault-tolerance and real-time performance. For instance, the Boeing
777 [108] employs an m=3 architecture for the processing tasks; that is it employs

diversely implemented processing lanes in each channel.

Integrity levels [110] were introduced in Section 2.2.1. Assume that the applications of
interest employ four levels of software integrity. In the GUARDS architecture a number
of protection features are also provided, such as memory protection and temporal
firewalls. Any protection measures that operate at run-time are assumed to be the

responsibility of the real-time safety-kernel.

To produce a topology based on an instance of this architecture two requirements need
to be considered [159]:

e amount of data to be transmitted around the bus-based system and

e best way of exploiting redundancy in the distributed system.
An architectural topology based on GUARDS must therefore contain:

e inter-channel communication network(s),

e an output data-consolidation system used to ensure physical outputs are safe.

The chosen system topology may employ a number of decision mechanisms,

e the basic operating system kernel needed to manage the underlying F'T hardware.

An Integrated Modular Avionics (IMA) [78] network has significant advantages over
topologies employing multiple networks, including reduced development costs, reduced
cost of spares and the possibility of sharing resources. An IMA architecture in which
groups of modules form a Topology for a task is shown in Figure 3.2. Each module
within the group performs one function and is connected to other modules by a sin-
gle logical data network. Multiple physical data buses may be employed to increase
dependability. The GUARDS generic architecture can be formulated as an IMA by

implementing an appropriate inter-channel communication network.
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Figure 3.2: An Integrated Modular Architecture

So to summarise, a control service may employ an architectural topology drawn from
the set of topologies made possible by the use of the GUARDS architecture. Single
or multiple network communications may be employed. The software used is designed
to a particular integrity level and decision mechanisms may be employed to produce
a consolidated output. Redundancy is either at the channel (input, processing and

output) level or at the task level (input, processing or output).

Straw-Man Development Process

Thompson [159] has proposed a development process for the production of a distributed
fault-tolerant topology. This work is based on experience from industrial sponsors, as
well as work in academia, and attempts to push forward best practice in the production

of architectural topologies. The thirteen elements of the approach are:

1. Propose architecture
2. Initial control law design
3. Coarse selection of a topology
4. Choice of a topology
5. Evaluation of reliability and availability
6. Positioning for safety and environmental considerations
7. Modelling of fault-tolerance mechanisms
8. Modelling of databus delay
9. Control law redesign to tailor to chosen topology
10. Scheduling of control functions on the processing platform

11. Power requirements and heat dissipation
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12. Full Markov modelling of refined processing topology

13. Full linked series of models of the proposed system topology.

The approach can be split into three phases. First, an analysis phase (steps 1-3) that
sets the form of the architecture to be used and the control laws to be implemented
by a distributed computer based system. Second, a synthesis phase (steps 4 to 9)
in which the topology and system to be implemented emerge. Finally, an evaluation
phase (steps 10 to 13) in which the distributed control system is evaluated relative
to the proposed topology. Step 10 of this cycle is considered in detail in Chapter 4.
This approach follows the general Analysis-Synthesis-Evaluation (ASE) methodology
for the design of an artefact proposed by Maimon & Braha [101] (see Chapter 1).

In industrial practice the synthesis phase consists of the designer proposing a topology
from experience. Future demands on the system [147] are then considered. Changes are
made to the proposed topology and an evaluation of characteristics, such as reliability
and availability, is undertaken. This process continues until an acceptable topology is

found.

The ASE method appears to be a reasonable approach to the production of an ar-
chitectural topology. However, a number of ways of enhancing this approach are
apparent. These enhancements focus on the synthesis and evaluation phases of the
development cycle and form the main improvements to the distributed control system
development process proposed in this chapter. The approach improves the synthesis
phase by employing predictive reliability modelling and evaluation techniques, together
with automated search techniques, to investigate and evaluate a much greater range of

topologies. Thus reliability is explicitly introduced into the topology selection process.

3.2 The Architectural Topology Problem

In Thompson’s approach it is implicitly assumed that the functionality of a control
system can be produced to fit any one of a set of topologies in a simple manner. To
stretch a point, a set of control laws are determined, a topology is produced with these
laws in mind and the control laws are then tweaked to ensure that the functionality
works. This is almost never the case in practice because of three interacting factors:
system complexity, novel aspects and people factors. In this chapter therefore an
architectural topology is deemed to be an emergent property of the system design
process. That is design for functionality and selection of a system topology occur

together, rather than separately or in parallel.

To aid resolution of the architectural topology problem the following information must
be obtained:
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e representation of an architectural topology
e measure of the quality of a proposed topology
e operations to produce new topologies

e restrictions on the set of admissible topologies

3.2.1 Formulation of the Architectural Topology Problem

In Section 1.3 the topology selection design issue was introduced and in Section 2.1 a
definition of the problem as an ATP was presented. In this Section a formulation of
the Architectural Topology problem as an ATP is presented. That is assign a set of
architectural components and resources to produce a topology. It is important to keep
the flexibility of a formulation that allows both goals and constraints to be expressed in
a single formulation. The goals can however be transformed into constraints, allowing

formulation as a satisfiability problem, see Appendix B.

A solution to the architectural topology problem, x, requires four assignments of items

to resources:

1. exactly one architectural component, from the set of components {c € 1,..., C},
is assigned to each task {t €1,..., T} (see Figure 1.3). Thus z. — (0,1), where

e = 1 implies component ¢ is employed by task t.

2. Exactly one component per network. Thus, z., — (0,1), where z., = 1 implies
component c¢ is employed by network n. In fact the set of components each task
(network) can employ is restricted to C; C C (C, C C) because some tasks

(networks) may not employ particular architectural components.

3. A set of resources to each component-task combination. Thus, z,y) — (0,1),
where z, () = 1 implies resource r is employed by component-task combination
ct. The set of resources that can be employed by any component-task combina-

tion is restricted to R for each task in the topology.

4. A set of resources to each component-network combination in the topology. The

set of admissible resources for combination cn is R(c).

The subsets Cy, Cp, Ry and R, may change as the design process progresses
and are used to ensure that incompatible resources are not employed in a topology.
Multiple copies (units) of any resource can be employed in an architectural topology.
The number of units required is calculated from the set of resource assignments. The

architectural topology problem formulated as an ATP is:
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Minimise F(x)

subject to Constraints
docec, Tet = 1, 1<¢t<T - Task
Ycec, Ten = 1, 1<n<N - Network
ZreR(ct) Tp(er) > 1 1<t <T - Component-Task Resources
Z,eR(m)xr(cn) >1 1 <n<N - Component-Network Resources
min mittfs - mitfs <0, 1<s<S - Reliability
where
F(x) function indicating quality of proposed resource assignments
s service
t task
n network
Tet 1 if task t employs architectural component c, 0 otherwise
Ten 1 if network n employs architectural component ¢, 0 otherwise
Cy C  set of admissible components for task t ({t=1, ..., T})
{1,2,...,C}
Ch C set of admissible components for network n ({n=1, ..., N})
{1,2,...,C}
R set of admissible resources for combination ct
Ren) set of admissible resources for combination cn
mitfs predicted mean time to failure for service s
min mit f minimum acceptable mean time to failure for service s

The value of the reliability side constraint is measured using the predicted MTTF of
each Service. The objective function, F(x), employs cost and size measures. Timing
properties are used to indicate the minimum number of processing hardware units
of each type in a proposed topology. The evaluation function for an architectural
topology is a combination of the objective and side constraint functions. The set of

architectural components will be discussed in Section 3.2.2.

The assumptions required to address an architectural topology problem are common to
both SAT and ATP formulations. They reflect the desire to keep the approach simple
and hence tractable. They are however realistic and can in most cases be relaxed if de-
sired. In Section 2.3.4 the effect of common-cause / common-mode (CC/CM) failures
on the reliability models are discussed. CC/CM failures break independence assump-
tions. The following set of assumptions are employed in the illustrative examples in
this thesis:

1. Resources, Components, Tasks and Services are all 2-state (good, bad)
2. Failures of individual units are independent.

3. Failed units do not damage the system and are not repaired.
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10.

11.

. Failures are due to fail-stop, Omission, Timing or Incorrect computation faults,

see Section 2.3.1.

. Hardware failure rates are known, deterministic, and are constant per unit time.

. Software failure rates are known and follow a Non-Homogeneous Poisson Pro-

cess [114].

. Four software Integrity levels may be employed, max(I) = 4
. Maximum of three channels may be employed, max(C) = 3

. Maximum of three units per task may be employed, max(M) = 3

Four combinations of sparing and decision mechanisms may be employed per
task (network).

All communication networks are assumed to be implemented as buses.

These assumptions are compatible with the GUARDS architecture introduced in Sec-

tion 3.1. They are also compatible with the V-model and ASE approaches to resolving

design issues.

3.2.2 Representing a Topology

In Figure 1.3 a solution to the topology problem, x, was shown to consist of a set of

configured hardware and software units. The type of units employed is determined

by selection from the set of available resources, R, and the topological configuration

is determined by the set of architectural components, C, employed. The number of

units required is inferred using assumptions about independence and the maximum

utilisation of resources.
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Figure 3.3: Logical Architectural for a Single Service

In Figure 3.3 a representation of a single service is shown. This representation consists

of three tasks, all of which must work correctly for the system to apply appropriate
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control activities. Each task can be further decomposed into sub-tasks, shown as
hexagons. These sub-tasks provide the functionality and fault tolerance capabilities of
a distributed control system. In Figure 3.3 for instance, the sensing task employs two
sensors in parallel. This may be either to provide values for two different environmental
variables or to provide redundant sensing of a single environmental variable. Results
from these sensors are employed by three processing sub-tasks in parallel resulting in
three control values. An action sub-task takes the value of the first of these results to

arrive and provides the appropriate control action.

The graph of sub-tasks forms a precedence ordered Directed Acyclic Graph (DAG),
which can be analysed to produce a measure of the reliability of a Service [8]. Different
DAGs are produced for different configurations of sub-tasks generated by the use of

different functional designs and fault-tolerance techniques.

For the architectural topology problem, setting a topology at the sub-task level is
inappropriate. For instance, assume that in Figure 3.3 four logical sub-tasks are em-
ployed to implement the processing task. These sub-tasks are represented by the four
hexagons in sequence along the top of the processing task section of the diagram. All

other sub-tasks in this processing task are employed to provide fault tolerance.

The desirability of this processing task topology is not obvious. Neither is it obvious
how to implement such a topology in architectures such as GUARDS. Furthermore,
at early stages in the design process, where the architectural topology problem should
first be addressed, the design will not be decomposed into sub-tasks, indicating that

redundancy should be implemented at a coarser level.

In this thesis therefore architectural topologies are set at the task level and a mapping
onto sub-tasks made when the design has been decomposed to an appropriate level.
For example, suppose the processing task in Figure 3.3 is to be implemented as a dual-
replica task topology. Each of the four functional sub-tasks employs a single replica.

This dual-replica topology consists of the sub-tasks above the dotted line in Figure 3.3.

In Figure 3.4 a simple model of a control action implemented as a single control Service
is presented. Extra services can be added to the system simply by repeating the
structure shown here, with the task id’s changed as appropriate. In this case, data is

transmitted around the system via three bus-based networks;

1. between the sensors and the computer system,
2. within the computer system, and

3. between the computer system and the actuators.

The amount of data transmitted around each network is determined by the number

of copies employed for fault-tolerance as well as the functional requirement for data
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Figure 3.4: Three-task and Three-network Service

transmission indicated by a proposed design. An alternative service structure that

employs a single IMA network, see Figure 3.5, may be used.
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Figure 3.5: Three-task and One-network Service

Task, network and hence service topologies, may be represented as block diagrams.
In Figure 3.6 a selection of architectural topologies based on topologies presented in

Section 2.3.4 are shown.
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Figure 3.6: Sample Topologies

Task topology (a) represents a simplex topology that uses hardware of type (resource)
one. In task topology (b) resource one is employed, along with a software based
acceptance test to transform value failures into omission failures. In task topology
(c) a redundant set of sub-tasks are employed in parallel. That is the task runs the
required functionality twice, once on units of resource type one and once on units of
resource type two. In task topology (d) the task is implemented as a redundant cold-
spare topology. Finally, in task topology (e) the task is implemented as a redundant
TMR with voter topology. In this case each sub-task has three copies implemented on

different hardware resources.
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Network topology structures can be represented in a similar manner. It should be noted
however that neither action tasks nor networks may employ decision mechanisms.
Furthermore networks share resources among a number of tasks. For instance, all
sensing tasks are linked to all processing tasks via a single network. Reliability and
system models must take this into account. In the GUARDS architecture ensuring that
the failure of one element of a network cannot affect other elements is the responsibility

of the real-time kernel and the underlying operating system.

A numerical, as well as a graphical representation, can be produced. An integer rep-

resentation of an ATP formulated architectural topology employs three sets of values:

e number of copies of each admissible resource employed [0 - mazx;) per task
e combination of sparing and decision mechanisms employed [0 - mazs) per task

e number of copies of each admissible resource employed [0 - max3) per network

For an architectural topology problem formulated as a SAT a solution may be encoded
as a bit-string of size n. Each element in the bit-string takes on a value of one if the
constraint governed by the accompanying system variable is met and zero otherwise.
A clause is true if a given set of constraints are met. For instance, if the MTTF for
task i is greater than the required target MTTF then the string element for the MTTF

of task 1 takes on a value of 1.

3.2.3 Evaluating an Architectural Topology

Determining an appropriate evaluation function is vital as it encapsulates the quality
of a proposed topology in a single measure. For instance, suppose the reliability of a
proposed topology is to be used as part of the evaluation function. To produce such a
measure reliability models of the proposed task, network and service topologies need
to be produced and the MTTF of each task, network and hence service calculated.
The value used by the evaluation function to encapsulate all this information could
then be based on the number of services that fail to meet their MTTF requirements.
The quality of the evaluation function and the information it encapsulates to a great

extent determine the quality of the results from the search process.

To produce an evaluation function proposed design decisions need to be evaluated with
respect to a variety of System Design Factors (SDFs) [143] such as reliability, cost and
performance. There is no general agreement on either the set of SDFs to be employed
nor on models for evaluating any given SDF. There have however been a number of
decision support tools that allow MCDA [20] to be undertaken. Thus for a given design

issue the ability to evaluate a proposed solution is dependent on three elements;
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1. set of SDF’s chosen to characterise a particular design decision,
2. measures used to produce a quantitative evaluation of each chosen SDF,

3. combination of measures of the SDF’s into a single evaluation function.

A set of topology SDFs have been identified, see Table 3.1. There are guidelines avail-
able for checking whether this set has certain desirable properties, such as completeness
and non-redundancy [146]. These properties are meta-evaluators for the design deci-
sion. A balance needs to be struck between considering all SDF's of a decision and

keeping the problem simple to analyse.

‘ Attribute Description

hardware Hardware resources employed
software Software resources employed
size Number of units employed

dependability Dependability of control services

cost Cost to implement topology

Table 3.1: Task Attributes

Glocker et al [59] introduce a two stage system architecture analysis (SAA) method
developed to allow evaluation of proposed system architectures at Siemens. In stage
one a set of evaluation criteria are produced based on customer requirements, project
requirements and quality attributes. A team is formed which includes experts from
marketing, sales and servicing. The team identifies a set of evaluation criteria. Re-
quirements are ordered according to their level of abstraction. Then, requirements at
a certain hierarchy level are selected as evaluation criteria. Finally, requirements are
weighted by assigning weights in a pairwise comparison procedure. In stage two system

implementations are proposed and evaluated using the criteria produced in stage one.

Stage two for the architectural topology problem has already been covered in Sec-
tion 3.2.2. Having canvassed widely with industrial partners, MSc students from in-
dustry, the research literature, and the METHOD project personnel the following
three SDF's are used to evaluate a given architectural topology in the prototype tool,

X-Topmeter.

1. Cost of the proposed topology
2. Size of the proposed topology

3. Reliability of the proposed topology
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Once a set of SDF’s have been identified measures to produce a quantitative evaluation
of a topology can be addressed. The effectiveness of a measure of an SDF is determined
by the granularity of the measure and expressive power of the models (see Section 2.4.2)
used to produce the measure. Furthermore, the speed with which a measure can be

calculated must be borne in mind if the measure is to be used as a design aid.

Minimising the value taken by the first two SDFs identified above form the goals of the
architectural topology problem and are therefore incorporated into the optimisation
function (F(x)). The required level of reliability imposes a constraint on the set of fea-
sible architectural topologies and is therefore incorporated into the constraint function

(G4(z)). The proposed measures are:

e cost of ownership of a proposed topology,
e size of the hardware platform implied by a given topology, and

e predicted Mean Time to Failure of each service in the topology.

Finally, the three measures need to be combined to form an evaluation function. This
function determines the ability of the selection process to choose an appropriate archi-
tectural topology. The functional form of the evaluation function could be additive,
multiplicative, polynomial, etc. Corporate knowledge of designers on how to approach

particular design issues may be employed to determine the functional form.

In the case of an architectural topology a fairly naive additive evaluation function
can be employed to encapsulate the relevant information about a topology. Further
industrial based research is required to produce a more accurate evaluation function.
Results with this additive function are sufficiently encouraging to support the viability

of the approach. The evaluation function proposed for an architectural topology is:

Viepology = F(x) + G(z) = (kcost * cost) + (ks * size)2 + (kper * mttf)2 (3.1)
where

e Lk, = weighting factor for element x determines the change in the evaluation

function value of an incremental change in factor x.
e cost = production and ownership cost of resources in the topology
e size = number of units of each hardware resource used in the topology.

e mttf = difference between predicted mean time to failure (MTTF) and required
MTTF. If predicted MTTF is greater than required MTTF then mttf equals

Zero.
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The most complex element of the proposed evaluation function to evaluate is the mttf
element. This requires the production and evaluation of a number of task, network and
service reliability models. The MTTF of each Service is predicted using the formulae
proposed in Section 2.4. If a service is predicted to meet its MTTF target then a value
of 0 is added to mttf. If a service is predicted to fail to meet its MTTF requirement a

value equal to the number of time units it is predicted to fail by is added to mttf.

For an architectural topology formulated as a SAT the solution string may be eval-
uated with respect to the number of satisfied clauses. If the SAT is formulated as a
minimisation problem the aim will be to minimise the number of system variables that

fail to meet the constraints that define the set of clauses [51].

In conclusion, whichever evaluation function is chosen the results of a search for a
topology is determined by this function. If the evaluation function is a poor repre-
sentation of the actual value of a proposed topology then the chosen topology will
not provide the required characteristics. Explicit justification for the form of evalua-
tion function used is required. This justification may take the form of best practice,
company standards or explicit evaluation using MCDA. In this thesis the form of the
evaluation function is chosen from informal perusal of academic papers and discussions
with industrial partners. In an industrial setting work like that presented by Glocker

et al [59] is more appropriate.

3.2.4 Producing New Solutions

A set of alternative topologies can be generated by altering a small number of attributes
of task and network topologies. In an ATP formulation each task (network) is assigned
to exactly one architectural component. The elements of this component are then
assigned to a set of primitive resources. So the algorithm is; determine an architectural

component and then choose a set of primitive resources to implement the component.

A systematic approach could be employed with each possible combination of architec-
tural components and resources being taken in turn, evaluated, and the best result
used. The theoretical basis of this systematic approach is a design space [89] in which
possible topologies for a system are modelled as points in a space spanned by so-called
design dimensions [59]. A design dimension corresponds to exactly one SDF. Each
possible design decision corresponds to a co-ordinate in the design space. The concept

of a design space was introduced in Section 1.3.2.

The set of possible alternatives is vast. Suppose that the design space for a single
service system, represented as three tasks and three networks, is to be determined.
The set of admissible architectural components is restricted to those using up to three
copies of three different resources. This restriction applies to both tasks and networks.

Four combinations of sparing and decision mechanisms are allowed: none, cold spare
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and acceptance test, hot spare and no decision mechanism, hot spare and voter. Thus,

the design space is defined by seven restrictions

1. maximum of three copies of resource A; per task, i
2. maximum of three copies of resource B; per task, i
3. maximum of three copies of resource C; per task, i

4. four combinations of sparing / decision mechanism per sensing and processing
task

5. maximum of three copies of resource D; per network, j
6. maximum of three copies of resource E; per network, j

7. maximum of three copies of resource Fj per network, j

More complex search spaces are possible. However, bounding the design space in
this manner appears reasonable. The total number of potential service topologies is
1.02x10'2. This design space is far too big to address using a brute force enumerative
search approach. In Section 2.7 methods by which large design spaces can be traversed

were discussed in detail.

The design space for an architectural topology problem formulated as an ATP, is gener-
ated by setting the value of four characteristics of each task, and three characteristics
of each network, within defined limits. Production of these values may be accom-
plished by a systematic sequence on a very restricted design space or by a set of search

operators.

For a SAT formulation a new solution can be generated by taking a bit and swapping
its value. The underlying topology is changed to ensure that the corresponding system
attribute either fails (swapped to zero) or succeeds (swapped to one). So for instance,
if a dependability measure for a service should have a MTTF of at least 3000 units the
set of resources and decision mechanisms used are altered to ensure that the system
either fails or meets this target, as required by the appropriate binary value. In practice

this design space is also be subjected to a set of operators.

3.2.5 Topology Evolution via Search Space Restrictions

The architectural topology issue is addressed more than once during the design process.

Elements that may be changed during the topology selection process include:

e functional design for which a topology is to be produced
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e set of admissible resources

e set of admissible components for given tasks, networks or combinations of tasks

and networks
e set of SDFs and measures of SDFs
e formulation of the combination of SDF measures

e set of requirements to be met

Changing the functional design is a fundamental part of the design process. As the
design process progresses attributes of the design, such as the predicted (estimated)
failure rate of resources and coverage factors, may change. The designer must en-
sure that any restrictions on the design space are still relevant when the proposed

functionality of the system is changed.

Restrictions to the design space can be employed to allow the designer to play what-if
games. Scenarios are invented and the approach applied to indicate a good topology
given the scenario. Thus, a designer may undertake multiple iterations at a single
point in the evolution of a topology in order to settle on a design decision. This is
particularly useful if meta-characteristics, such as maintenance or changes made during
the operational lifetime of a system, are to be taken into account during a topology

evolution process.

Two sets of restrictions can be employed: those that restrict the design space and
those that change the evaluation function. The design space is inherently restricted
by the minimum and maximum number of units from a library of resources that may
be employed to implement tasks and networks. The designer may decide to change,
or restrict, the set of admissible resources in the library. For example, reducing the
number of admissible resources increases homogeneity but may also increase the level

of replication required to provide appropriate levels of dependability.

The evolution of a topology may require changes in the evaluation function. For
instance, an increase in the dependability requirement for a topology will change the
set of feasible solutions, but not the overall set of topologies in the design space. A

feasible solution is one where all side constraints are met.

Design Space Restrictions

Restrictions on admissible task and network components arise for a variety of reasons
including rejection in previous iterations of the approach, domain knowledge of the
designers and corporate knowledge from previous projects. Physics may also play an

important role in restricting the set of alternatives. One combination of task topologies
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that may be deemed unacceptable is sensing and action tasks employing different levels
of redundancy. For instance, a designer may wish to declare that a dual redundant

sensing task may not be employed with a triple redundant processing task.

Restrictions on the set of admissible topologies may allow an exhaustive search of
the remaining design space [42]. In the early stages of the selection process this is
unlikely. Therefore methods to implement searches over restricted search spaces need
to be employed. One method is to employ a hybrid technique, such as local search
with guided search techniques, see Section 2.7. A second approach is to transform
inadmissible solutions into admissible solutions. A third approach is to heavily penalise

inadmissible points in the design space.

Changes to the Evaluation Function

The set of SDFs may change as design progresses as different elements of a topology
become amenable to evaluation. For instance, introducing a maintenance SDF early
in the design process may not be possible due to the granularity of the data required.

It can be introduced once the design has developed to an appropriate extent.

The way in which SDFs are combined may also change as the interactions between
characteristics of the system become clearer and the goals of the designer change.

Finally the weighting factors for each SDF may be subjected to evolution.

Future Systems

A log of the restrictions made can be kept and an investigation of their impact on the
resulting topology undertaken at each level of decomposition. For instance, would the
appropriate topology become clearer earlier in the selection process if certain types of
restrictions were made before other restrictions? This log provides supporting evidence
for decisions made by the designer. The designer also needs to consider which restric-
tions should be preserved into the next level of decomposition. This allows decisions

to be maintained but reduces the scope for innovative changes in the topology.

The changes made and the order in which they occurred is an important piece of
information to future designers that is currently lost for the topology problem. It
allows future projects to attempt those changes that produced good results, including
the best weighting factors. This data will hopefully allow designers to converge to a
good solution more quickly and hence less expensively. For instance, there may be

particular design steps that should always take place before others.
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3.3 Resolving the Architectural Topology Problem

The GA literature abounds with attempts to apply GAs to combinatorial optimisation
problems, with varying degrees of success. However, work on the use of GAs to solve

mapping problems is relatively scarce [158, 170, 69].

Painton & Campbell [125] employ a GA to investigate how a system can be improved
during its lifetime by adding to, or changing, hardware components in the system. A
component may employ a number of hardware units in parallel. The problem formu-
lation is both combinatorial and stochastic: optimise the reliability of a system design
by identifying the best combination of component improvements to yield the highest
5th percentile Mean Time Between Failures (MTBF), while remaining within a budget

constraint.

A number of features of Painton’s approach are of interest. First, the approach uses a
series-parallel reliability model. Second, three improvement options, based on the effect
on the failure distribution of each component, are produced for each component. The
improvement options are “no improvement”, a “low cost improvement” and a “high
cost improvement”. Third, the GA uses tournament selection, two-point crossover and
mutation. The coding of the chromosomes is integer; each allele is the number of the
improvement option employed for a component. Fourth, the GA fitness function has
two parts; a cost constraint and a MTBF goal. An example is given and favourable
results presented. The GA finds a best fitness value within 0.0006% of the best fitness
value in the search space. This approach is encouraging as the results it produces
show the efficacy of the approach over existing Integer Programming and Hill climbing

approaches.

Coit & Smith [31] produce a GA to address the redundancy allocation problem for
a series-parallel system. They present an overview of previous research in this area
which has mainly employed dynamic programming, Integer Programming and heuris-
tics. They expand the type of series-parallel systems that can be investigated to include
k-out-of-n redundancy. The GA has an integer coding based on the number of redun-
dant units employed per sub-system. The fitness function is a penalty function based
on the squared constraint violation in the system. Uniform crossover and a predeter-
mined number of mutations per generation are employed as the genetic operators. The
merge function employs a form of elitism. Coit & Smith’s exemplar GA converges to
a ‘good’ solution having traversed only 0.0021% of the search space. Overall, their
work appears to imply that GAs are an appropriate tool to address the architectural

topology problem.

Draber [42] has produced a “consistent strategy for the configuration-variant depend-
ability problem.” Draber’s approach employs a set of restrictions on the configuration
solution space based on the results of a Failure Modes and Effects Analysis (FMEA),
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and a set of rules determined by the implicit interdependencies between task config-
urations that must hold if the global configuration is to make sense. The evaluation
criteria for each proposed global configuration is based on a set of Markovian reliability

models and the cost of hardware per unit.

The approach by Draber is interesting in that it allows certain intra-task and inter-
task configurations to be explicitly ruled out. Together these configuration restrictions
define the admissible search space. However, Draber’s approach relies on the ability to
restrict the search space sufficiently so that an exhaustive enumerative search can
be employed to determine the optimal solution amongst the remaining admissible
configurations. If this assumption holds this appears to be an appropriate approach.
It is easy to envisage circumstances during the design process under which it is not
possible, or desirable, to constrain the solution space to this extent. In this case some
form of implicit enumerative search technique is required. Elements of Draber’s work

can be applied during a GA search.

Programming Environments

Filho et al [50] consider a number of different GA programming environments, which
they break down into three categories. Application oriented systems are essentially
“black boxes” that hide the activities of the GA solver from the user. Algorithm-
oriented systems support the solution of particular GAs. They are either algorithm

specific or library based. Finally, toolkits provide many GA programming utilities.

A toolkit, GAmeter [105], has been chosen for this thesis. GAmeter provides an envi-
ronment for the development of GA based optimisation tools. Each potential solution
in GAmeterV1.5 is characterised by a bit-string. The GAmeter environment has three
operators: select, create and merge. All the standard variants of the genetic operators
discussed in Chapter 2 can be employed in GAmeter. More than one stopping criteria
may be applied. A sister tool SAmson allows the same problem to be investigated

using Simulated Annealing.

GAmeter provides a set of ingredients from which a recipe to solve a particular problem
can be chosen. It also provides the ability to ‘cook’ the chosen recipe to select the
best architectural topology, in the form of a GA. However, producing a particular
recipe from the given ingredients is non trivial. Not only do the ingredients have
to be included in the correct proportion (in the form of an evaluation function and
accompanying weighting factors) but herbs and garnish (in the form of problem specific
elements and heuristics) added. For the architectural topology problem the ingredients

and garnish that need to be coded for each problem include:

e set of tasks for which an architectural topology is to be selected
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e connections between tasks in the system

e set of admissible topologies

e how to produce new topologies from existing topologies

e set of dependability models and which topologies they ‘go with’
e dependability measures

e evaluation function and weighting factors

The recipes employed for different problems are likely to be similar in form. To extend
the analogy: many variants on pasta in a red sauce can be envisaged. The basics
however remain the same. All recipes are likely to require considerable coding effort.
This effort falls as the design process continues. Re-evaluation of the appropriateness

of the current ‘recipe’ is required each iteration.

Search Space Evolution

In Chapter 2 the concept of a hybrid GA and TS was introduced. The aim of such a
hybrid is to allow restrictions to be applied to a search space in a structured manner

so that disruption to the search space is minimised.

A tabu list can be applied to determine when to penalise particular alternatives and
when to make them inadmissible. The evaluation function is extended to penalise

inadmissible alternatives. The GA is amended as follows:

1. Each restricted alternative has a tabu list element indicating the iteration it will

next be admissible.
2. The tabu status of each alternative is determined

e If a restricted alternative is chosen and the iteration number is less than
that shown in the tabu list the penalise inadmissible alternatives element is
employed.

e If a restricted alternative is chosen and the iteration number is greater than
that shown in the tabu list the penalise inadmissible alternatives element is

not employed.

3. The set of tabu restrictions is updated by setting the tabu value for the selected
element to be the current iteration number plus tabu. Tabu can take on any
positive integer value up to the maximum number of iterations allowed in the

search. It is fixed for any particular run of the algorithm.

4. Repeat steps 1 to 3 for each iteration of the GA.
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3.3.1 X-Topmeter Tool

A tool, X-Topmeter, that supports resolution of the architectural topology problem
during the topology selection process has been produced. This tool is based on the
X-GAmeter environment. It presents a set of possible topologies based on the data
given by the designer. It takes note of any restrictions to the quantified design space
and the form of the evaluation function. An ATP formulation is assumed. However, a
SAT based GA could be produced within the environment.

Elements of the Painton & Campbell [125] paper are used in X-Topmeter. For instance
X-Topmeter uses an approach based on the failure distribution function of combina-
tions of units in series and in parallel. X-Topmeter however is more flexible in that it
provides many more options such as Markovian reliability models, decision mechanisms

and up to 27 different combinations of resources to implement each task.

The assumptions employed in Coit & Smith [31] are very constrictive to the designer.
For instance all redundancy is active (hot sparing). In X-Topmeter a library of re-
liability models is employed to allow the designer to overcome these limitations by
constructing appropriate reliability models for the search space options under consid-

eration.

This Section is divided into the following topics:

1. Prototyping Process

2. Input data

3. Search space

4. Traversing the search space

5. Evaluation function and extensions

6. Results from X-Topmeter

The exposition is based on the concepts introduced earlier in this thesis. The aim is

to focus on implementation issues.

Prototyping Process

The prototyping process for the baseline X-Topmeter tool was split into two phases:
production of an architectural topology “example generation program” and incorpora-
tion of this program into a GA. The example generation program employs seven steps

to produce an example architectural topology for a given control problem:
1. Produce a DAG representation of the logical architecture of the system
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2. Decompose this DAG into a set of service DAGs
3. Determine a set of hardware and software resources

4. Decompose the service DAGs into a set of task DAGs and determine the set of

resources that can be used in each task
5. Determine a set of architectural components and assign one to each task
6. Determine a set of network topologies

7. Produce an example architectural topology by combing results of steps 2 to 6.

Previous work by the author [117] employed a DAG of precedence ordered processes.
This work was extended to incorporate sensing and activation elements of a system. At
the architectural level, when the architectural topology problem is first addressed, such
a detailed DAG is unlikely to be available. A number of different abstractions of this
DAG were formulated and attempts made to automatically produce example services.
In the end a model incorporating a hierarchy of three levels (tasks, services and system)
was chosen, see Figure 1.3. Thus, in step 2 a simple service DAG consisting of three

tasks and one (or three) network(s) is produced.

A topology employs a set of hardware and software units. Given the simple representa-
tion of a topology to be used at the architectural level it was not possible to accurately
predict the required number of processing hardware and software units. In order to
accurately predict the size of a topology an allocation of software units to hardware is
required. This allocation problem is addressed in Chapter 4. At the architectural level
a set of resources, employed to produce a reliable system, can be determined. A simple
utilisation measure may be employed to indicate the minimum number of processing

units required in a proposed architectural topology.

In step 3 the example generation program produces a set of hardware and software
resource data sheets. Particular attention was given to producing plausible failure
rates, speed and cost values. For instance, industrial partners indicated that sensors
tend to be an order of magnitude less reliable than processors or actuators. Despite
extensive literature searches accurate failure rate figures remain elusive. However,

industrial partners have indicated that they keep such information.

In step 4 service DAGs are decomposed into three tasks and a set of admissible re-
sources for these tasks produced. This proved to be a relatively easy process. Particular
care was taken to ensure that processing resources could not be assigned to sensing or

action tasks.

Step 5 proved to be one of the most difficult. A set of architectural components that

could be automatically produced and evaluated for any task was required. A number of

96



different components were formulated. The approach used in the generation program
was to have a look-up table for each task that determined the set of components it
could employ. A component was chosen at random and a second table used to assign

resources to 1it.

In step 6 a set of network topologies are produced. Modelling networks caused some
difficulty as the independence assumption used for tasks does not hold. Multiple
services can employ the same communication network. The final version of the gen-
eration program built network topologies in a similar manner to that employed to
produce tasks. Each network is modelled as a separate component that forms part of
the service model. For simplicity it was assumed that any software used by a network
formed part of the processing tasks in the system. It is clear that modelling networks
and incorporating them into a more expressive service model is one of the key areas of

future work for X-Topmeter.

Once the ability to generate an example problem and a solution had been sufficiently
refined only two elements of X-Topmeter needed to be produced. First, an ability to
evaluate each proposed topology. The example generation program was used as a basis
for this extension. Each element in the look-up table of architectural components for a
task was extended to point to an appropriate reliability model to allow task reliability
predictions to be made. Similar extensions were made to networks. A wide variety
of models were employed. In the end RBD and Markov models were chosen. RBDs
are used to model simple architectural components and Markovs to model complex
components. These models were then composed into a simple service reliability model

to produce predictions of service reliability.

Second, an ability to generate a set of new solutions in order to traverse the design space
for an architectural topology. A GA has been chosen to accomplish this. Thus, the
current X-Topmeter tool employs a GA, elements of the example generation program
and a set of reliability models to aid resolution of the architectural topology problem.
In the remainder of this Section more details on the baseline version of X-Topmeter are
presented and illustrative examples produced. This version is the result of extensive

prototyping. A number of further extensions can be envisaged, see Chapter 5.

Input Data

X-Topmeter makes explicit use of data libraries that contain data on a set of admissible
resources. Data libraries facilitate reuse of data about the dependability and cost
characteristics of resources within and between projects. Reuse is a feature of modern

control systems.

The input file for X-Topmeter contains five sets of data structures: Hardware resources,

Software resources, Tasks, Services, and Networks, see Table 3.2. Details of these
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structures are introduced in Appendix A and the exposition in the remainder of this

chapter draws on these structures.

Structure ‘ Elements

Hardware id, type, failure probability per unit time, speed in items (instructions
resources or bits) per unit time, cost of ownership for first unit and % marginal

cost of extra units, capacity constraints

Software id, type: O=logical, 1=variant, 2=decision, 3=comms, failure proba-
resources bility per unit time, computation time (in instructions), period, own-

ership cost per unit

Tasks id, number of time units task must remain operational, tabu value,
type of task: 0=sensing, 1=processing, 2=communicating, 3=action,
4=decision, number of each of three named hardware resources em-
ployed, number of each of three named software resources employed,
service task belongs to, bytes of messages sent from task per activa-

tion, number of bits used to represent a task in GA

Services id, number of tasks in service, set of tasks in service, period of service,

number of time units service must remain operational

Networks id, proportion of multiprocessor load inter-processor, type of network,
number of three named hardware resources employed, number of time
units network must remain operational, number of bits to represent

networks in GA

Table 3.2: Data Structures

In Table 3.3 initial values that define the way X-Topmeter traverses the design space

are introduced.
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‘ GA Parameters ‘ Value

Task (network) search space restrictions employed, 5 available Oor1l (0orl)
Weighting factor for predicted reliability of tasks in f(x) 1

Weighting factor for predicted number of hardware units in f(x) | 10

Weighting factor for predicted cost of topology in f(x) 0.1

Penalty for attempting to choose tabu task (network) configura- | 100000

tion (1000000)
Iterations each inadmissible task (network) configuration is tabu | 20 (20)
Number of iterations each inadmissible network is tabu 20

Multiplier factor for processor load. A 2 indicates each processor | 2

has a Maximum utilisation of 50 %

Table 3.3: Search Space Data

Five search space restrictions are available in the prototype X-Topmeter:

1. At least one admissible resource per task. Maximum number of units is six.

2. Redundancy must be employed in all tasks. Inadmissible components are trans-

formed to admissible components.

3. Redundancy must be employed in all tasks. Inadmissible components are pe-

nalised.

4. Redundancy must be employed in all tasks. Inadmissible components are made

tabu for tabut evaluations each time they are encountered.

5. Sensing tasks are restricted to be identical in form to action task topologies for

each service. Inadmissible topologies are transformed to admissible topologies.

Network topologies can be restricted in a similar manner. The evaluation function

elements determine the set of weightings to be employed.

Search Space

X-GAmeterV1.5 is only able to manipulate a problem formulated as a bit-string. So,

in X-TopmeterV1.5 eight bits are employed to represent the search space for each task

e two bits to determine number of units of hardware R; used (0-3)

e two bits to determine number of units of hardware Rs used (0-3)
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e two bits to determine number of units of hardware R3 used (0-3)

e two bits to determine combination of sparing and decision mechanisms employed

Bits 1-2, 3-4 and 5-6 indicate that between zero and three units of resources R;, Ro
and R3 can be employed per task. A bit string of 00 00 00 ** is always transformed
into a bit string of 01 00 00 **. A * indicates that a 0 or a 1 may be present. The
combination of values the first six bits can take is limited by the requirement that
a maximum of six units be employed for any task. Any bits outside this range are
transformed to the string 10 10 10 ** indicating two copies of each task resource are

employed. The bit strings deemed to be outside the quantified design space are
1111171 % *|111110 * *|111011 % %|101111 % %|111101 * %|111010  %|101011  *|101110 * x|

Bits 7 and 8 indicate whether no sparing and decision mechanism (00), cold spares and
switch (01), hot spares and no voter (10), or hot spares and voter (11) are employed.
The total number of options per task is therefore 28 -8 =256-8=248.

The design space for each network is limited to six bits as decision mechanisms are not
employed; that is:

e two bits to determine number of units of hardware Ny used

e two bits to determine number of units of hardware Ny used

e two bits to determine number of units of hardware N3 used

The number of units per network is restricted to six. Thus the total number of net-
work topologies in the quantified design space in X-Topmeter is 26-8=56. The total
number of alternatives per service, with a single network, is 2483 * 56, that is 8x108.

A representative bitstring for a single task and network is shown in Figure 3.7.

for each task for each network
00 ,00, 00 O
E P 00 ,,00 EO
numof numof  numof type of  decision numof  numof num of 2nd
default ~ spare 2ndspare  gpares  mechanism? | default spare  gpare bus R .
resource  resource resource (cold / (yes/no) busR, busR,
R, R, R, hot)

Figure 3.7: Bit String for a Task and a Network

To represent a single service and single network topology (3*8 +6) 30 bits are required.
If three networks are employed this rises to (3*8 + 3*6) 42 bits.
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Traversal of the Design Space

In Table 3.4 the parameter set for the default X-TopmeterV1.5 search is presented.
An initial pool, P, of 10 solutions is generated randomly. The four genetic operators
used to produce new solutions from the members of the population pool are starred.

For more details see the GAmeter manual [104] and Section 2.7.

Parameters Value
Crossover (Mutate) Probability 60 (1.00)*
Pool Size 10

Minimum (Maximum) number of parents 2 (10)

Best fit inaccuracy 3

Selection mechanism tournament™*
Crossover mechanism 2-point*
Merge mechanism best fit*
Number of Crossover points 2

Maximum time, generation, no change limits '7200,1200,200

Table 3.4: X-TopmeterV1.5 Parameter Set

A crossover probability of 60% implies that each solution in P has a 60% chance
it will undergo crossover with another solution per iteration. The best-fit operator
used is slightly non-standard in that a mechanism to introduce ‘noise’ is employed.
The inaccuracy percentage mechanism employs a 3% chance that a solution will be
allowed to enter the solution pool regardless of its evaluation function value. This
noise mechanism is used to help maintain diversity and resist the effects of deception.

The standard bit-flip mutation operator is employed.

Evaluation Function

The default X-Topmeter evaluation function is:

Viopology = F(x) + G(x) = (ke * cost) + (ks * size)2 + (kpey * mttf)2

This evaluation function encapsulates information about a number of characteristics

of each topology in a single measure.

The reliability of each service is measured in terms of the predicted service MTTF.
A positive value of mttf indicates that one or more services have failed to meet their
reliability target. Note, the reliability term is a square term. It is generally accepted

in the GA community that a square term for constraints is appropriate. The set of
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reliability models employed is based on the exposition in Chapter 2 and Appendix A.
The SHARPE tool is called by X-Topmeter to determine the predicted MTTF of each

task, network and hence service in a topology.

The cost of a topology is determined by the number of units of each type of resource
employed in a proposed topology. Both hardware and software may be subjected to

replication and diversity of implementation. The cost of a topology is given by:

COSttopology = Costpardware + COStsoftware

The cost of the hardware units employed in the minimum size platform implied by a
given architectural topology is calculated as the sum of the number of each type of
hardware resource employed times the purchase plus ownership cost of each hardware

resource. That is:

COSthardware = Zh Np * (COSth,purchase + COSth,ownership)

where h is a hardware resource and ny, is the number of units of h employed.

Ownership costs may include the cost of maintenance and replacement of the unit
during the lifetime of the system. It reflects an interaction with another design issue,
that of supporting the system during its life time. Thus upgrade costs may also be
factored in. In X-Topmeter ownership costs have been formulated as the average cost

per unit time of activation of the system it is incorporated into.

The cost of the software resources employed must also be calculated. The cost of
multiple copies of the same software is the same as that of a single copy. However,
software that employs software based fault tolerance will cost more to develop than
software that is not fault tolerant. For instance, production of diverse variants of
software incurs extra design or purchase costs. Laprie [90] has investigated the effect
on cost of employing a range of fault-tolerance techniques, see Table 3.5. The overall

cost of the software employed in a topology is (Laprie [90]):

COStsoftware = ESW C’FT/CNFT X Now

where

Crr = cost of fault-tolerant software,

Cnrr = cost of non fault-tolerant software

N, = number of variants of a software resource

SW = number of software resources

The minimum size of the computing platform is calculated using a parts count formula:
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No. Faults Component N Min Max Average
Crr/ Cnrr | Crr/ CnFr | Crr/ CNFT

1 Recovery block 2 1.33 2.17 1.75
1 Acceptance check | 2 1.33 2.17 1.75
2 Comparison 4 2.24 3.77 3.01
1 NVP 3 1.78 2.71 2.25

Table 3.5: Cost of N-Version Software

where sensors=se, actuators =a, buses=b and processors=p.

Calculation of the number of sensors and actuators employed is simply a summation
of the number of units used in each task topology. Calculation of the number of
processors, N, and buses, IV, is a function of the utilisation of these resources. Util-
isation figure thresholds are taken from existing scheduling theory. The utilisation of

processing resource p is:
Ulp) = sSquVZI Low/(Rp * Tsuw)

where

sw = software module

R, = speed of processor p in instructions per unit time
T, = period of software module

I, = number of instructions per iteration of software module.

The utilisation of a bus is calculated in a similar manner. Instead of instructions,
bytes of data per second are used. The processor utilisation threshold is 50% and bus
threshold 33%. So for instance, a total utilisation of a processing resource of 126%
indicates that at least three units of the resource will be required in the hardware
platform. These utilisation figures are taken from industrial standards and existing

scheduling theory.

The weighting factors are given default values of k.=1, ks=100 and k,¢=0.1. These
values provide a starting point and have been found by the author to be effective over

a number of problems.

Additional elements can be added to the default penalty function. For instance, sup-
pose that the designer restricts the search space. Undesired bitstring values can be

penalised by adding the following generic function element
kreq * (num_inadmissible)?

This element can be used in conjunction with TS elements. The weighting factor for

103



this element, k.4, aims to ensure a low probability of a restricted solution joining the

solution pool.

Results from X-Topmeter

X-Topmeter produces three primary forms of output. First, a graph window that
displays a plot of the statistics stored during an experiment. The default setting is
best fitness on the y-axis against number of generations on the x-axis. Second, a
statistics window is used to display data on the GA in progress. Finally, at the end of
the experiment an accumulated set of statistics can be saved to a file. The designer
can also save details of the best solution in a file. The data placed in this file is a user

defined function coded, in this case, by the designer.

3.4 X-Topmeter Illustrative Examples

In this Section three examples are presented to give a flavour of the approach em-
ployed to aid resolution of the architectural topology problem. These examples are
also employed in Chapter 4 to illustrate the allocation tool. Example one is a sim-
ple one Service system. Results of this example are contrasted against a brute force
search undertaken on the same example. Example two is a two service example taken
from [116]. Example three is a five service IMA network. A set of design scenarios is

introduced for this example.

3.4.1 Illustrative Example One

In Figure 3.8 a DAG represents the logical architecture of a single service control
application. The parameter set employed for the GA search is also presented. For
more details see Table 3.4 and Appendix A. This example consists of three tasks and

a single IMA network.

red_reqt/red_regn 10000
1

net 0 krel
q ksize 100
net 0 net 0 keost 01
——— | Tak0 kredt/kredn 10000
tabut/tabun 20,20,20,20

util_mult 2

Figure 3.8: Three Task Model

The hardware library for this example is a subset of a larger library. The set of possible
hardware is 0-2, 5-8, 10-12 and 15-17, see Table 3.6. A value of -1 indicates no value is

set. The coverage factor indicates the probability of detecting and recovering from a
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failure when no decision mechanism is used, an acceptance test is used and a majority

voter is used.

id 0 id 1 id 2
type proc type proc type proc
FR  .000017 FR  .000015 FR  .000013
Coverage .610,.721,.963 | Coverage .651,.717,.984 | Coverage .670,.728,.973
speed 100000 speed 137000 speed 152000
cost  978,.16 cost  195,.45 cost  1434,.20
capacity 16 capacity 32 capacity 16
id 5 id 7 id 8
type  bus type  bus type  bus
FR  .000001 FR  .00000053 FR  .00000063
Coverage .574,.659,.845 | Coverage .558,.642,.895 | Coverage .529,.602,.835
speed 1030000 speed 1100000 speed 1200000
cost  1500,.05 cost  1700,.03 cost  1800,.02
capacity 14 capacity 8 capacity 14
id 10 id 11 id 12
type sensor type sensor type sensor
FR  .000017 FR  .000051 FR  .000013
Coverage .5,.75,.95 Coverage .5,.75,.95 Coverage .5, .75,.95
speed -1 speed -1 speed -1
cost  1000,.05 cost  1100,.04 cost  1200,.03
id 15 id 16 id 17
type actuator type actuator type actuator
FR  .000017 FR  .000015 FR  .000013
Coverage .45,.7,.9 Coverage .45,.7,.9 Coverage 0.45,0.7,0.9
cost 500, .05 cost  600,0.04 cost  700,0.03

Table 3.6: Hardware Resources for Example 1

The software library consists of three alternative software resources, see Table 3.7.
Two decision software resources representing acceptance and voting mechanisms re-

spectively are also indicated.

id O id 1 id 2
type logical type  variant type variant
FR  .0000001 FR  .0000001 FR  0.000001
variants 1,2 variants -1 variant -1
C 1833 C 1900 C 1800
period .075 period .075 period .075
cost 1377 cost 1924 cost 924
id 3 id 4
type  test type voter
FR  .0000001 FR  .0000008
C 100 C 200
period .075 period  .075
cost 1000 cost 2000

Table 3.7: Software Resources for Example 1

Details of the three application tasks are given in Table 3.8. Task structures are also
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employed to store details of the decision mechanisms employed.

id 0 id 1 id 2
tabu  0,0,0,0,0 tabu  0,0,0,0,0 tabu  0,0,0,0,0
type  processing type sensing type action
hardware 0 hardware 10 hardware 15
software 0 software -1 software -1
spares 1,2 spares 11,12 spares 16,17
variants 1,2 variants -1 variants -1
operational 12000 operational 12000 operational 12000
service 0 service 0 service 0
mes_total 0,300,300 mes_total  300,0,0 mes_total  0,0,300
no_bits 8 no_bits 8 no_bits 8
id 3 id 4
tabu  0,0,0,0,0 tabu  0,0,0,0,0
type decision type  decision
hardware 0 hardware 0
software 3 software 4
spares 1,2 spares 1,2
operational 12000 operational 12000

Table 3.8: Task Data for Example 1

In Table 3.9 data for the service and network are presented. The network is able to
employ hardware 15, 16 and /or 17. Note that the service has tasks ordered 1,0,2. The
order tasks are presented in each service is important (sensing, processing, action); the

numbering convention is not.

service 0 network 0
no_tasks 3 tabu  0,0,0,0
deadline .075 hardware 5

period .075 spares 7,8

operational 12000 | operational 12000
tasks 1,0,2 no_bits 6

Table 3.9: Service and Network Data for Example 1

Three X-Topmeter experiments were undertaken for the default parameter settings.
The experiment lasted for 17 Steps. Multiple experiments are required as the underly-
ing GA is non-deterministic and therefore cannot be guaranteed to converge to a good
solution on each experiment at an acceptable speed. Statistics for those steps where

an improvement occurred are shown in Table 3.10.

The best evaluation function value found is 4863 from a bit string with the following

integer values:
taskl|taskO|task2||net0 = 0,0, 3, 3|0,0,2,0|3,0,0,2||2,0,0
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Steps Generations Time Evaluations Fitness Average Fit ]

1 1 0.00 10 6358199 49577388.10
2 2 11.00 19 6060391 20568495.80
3 4 32.00 33 6028802 6103524.40
4 8 53.00 46 5998385 6035237.00
5 17 102.00 91 5995435 5998090.00
6 21 146.00 115 5994937 5995385.20
7 22 154.00 118 5994902 5995331.90
8 39 293.00 189 4808260 5876237.80
9 45 314.00 207 8890 4328323.00
10 51 341.00 234 7950 8796.00
11 53 352.00 246 7550 8148.00
12 58 364.00 268 6670 7462.00
13 63 376.00 290 6199 6622.90
14 64 377.00 295 5810 6442.70
15 71 387.00 321 5790 5808.00
16 79 395.00 342 5230 5734.00
17 214 576.00 824 4863 5193.30

Table 3.10: Results for Best Experiment for One Service Example

X-Topmeter took 10 minutes and 214 generations to find the best solution. The evalu-
ation function result for the best solution is shown below. This is the standard format
for X-Topmeter output files. It indicates that all task, network and service MTTF

requirements were met. A platform of at least 10 hardware units is predicted.

mttf fitness: task= 0.00

number bytes to be transported=24000.0

bandwidth = [.0699, .0655, .0600] network fitness= 0.00
mttf service 0=12242.0 service fitness= 0.00

util (num) of hware 2 = 0.316 (2)

util (num) of hware 5 = 0.000 (2)

util (num) of hware 12 = 0.000 (3)

util (num) of hware 15 = 0.000 (3)

cost fitness: hardware= 3761.40, software= 292.40
overall fitness = 4863.00

The best topology consists of a sensing task that uses three copies of sensor 12 and a

1. a processing task that uses two copies of processor 2;

sensor fusion voting mechanism
and an action task that employs three copies of actuator 15 in parallel. The utilisation
figures imply a single type 2 processor. However, since two parallel copies of the
processor are employed in task 0 at least two processor 2 units are required in the
platform. X-Topmeter takes the larger number. The IMA communication network

employs two copies of hardware 5 in parallel.

L A sensor fusion mechanism processes sensor data in much the same way as a voter processes control

data output.
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Brute Force Search

The illustrative example introduced above was subjected to a brute force search to
show the size of the search space and to give an impression of the time to solve a
problem using enumerative techniques. Each bitstring is tried in turn. The first eight

alternatives in integer form are:

(000000000000000) (OOOOD0ODOD0O0O0O0O00001)
(000000000000002) (DOOO0OD0O0O0O0000000 3)
(000000000000010)(OO0ODO0ODO0O0O00O000T11)
(000000000000012)(OO0O0O0O000000001 3)
The search took three weeks to run on a sun sparc classic workstation. The best
evaluation function value was 4859.9. Thus, the GA found a solution within 0.062%

of the optimal solution in 0.03% of the cpu time. The best solution for this example
in integer form is 0200 0033 3000 110.

In Figure 3.9 results of the X-Topmeter and bruteforce searches are shown in block
diagram form. Blocks placed left-to-right represent resources placed in series and
blocks stacked vertically represent resources in parallel. The block diagrams to the
left of the vertical bars represent task topologies and those to the right the proposed
topology for the IMA network. Data is passed between, and within, each task via
the network. The form of topology employed by both the X-Topmeter and Bruteforce
experiments is identical. However, the processing tasks use different processors, and

the X-Topmeter network swaps one resource 5 bus for a type 7 bus.

12— —| 15—

' Topalogy For

7 —— ¥ | 15— Brute-farce
1 = Search

-| 12 - | i5 |

—lil_ — IT —Iﬂl_ i Tapalogy Far
'-| 12 e V¥ —i~ E—— K-Topmetel

Search

I

Figure 3.9: X-Topmeter Versus Bruteforce

3.4.2 Illustrative Example 2

Consider a hypothetical control system for which an initial functional decomposition

has occurred and two services identified. The two services are modelled using a simple
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three tasks representation, see Figure 3.10. Three networks are employed: sensors to
processors, processors to processors, and processors to actuators. Design data including

periods and MTTF requirements for each service are shown in Table 3.11.

Sensing Processing Action
@ net 0 @ net 2 @
net 1
Sensing Processing Action
@ net 0 @ net 2 @
net 1

Figure 3.10: Services for Illustrative Example 1

Service Id | Period Target MTTF

0 0.005 secs 12000 secs
1 0.006 secs 12000 secs

| Task Id | Type | Message size | Target MTTF |

0 0 42,0,0 14000 secs
1 1 0,10,42 12000 secs
2 2 0,0,0 10000 secs
3 0 60,0,0 10000 secs
4 1 0,100,85 12000 secs
5 2 0,0,0 10000 secs

Table 3.11: Library Data for Services and Tasks

A data library of admissible resources, see Table 3.12, has been produced. A dash

indicates that this characteristic is not relevant for the identified resource.

To represent a set of architectural components for this problem 66 bits are required.

The integer version for a typical string is:

taskO|taskl|...|task5||networkO|netl|net2 =
1,2,0,2/2,0,0,0]3,0,0,1/2,0,0,2/0,1,1,0/2,0,0,0]|1,1,1|1,1,1|1,1,1

In this example task 0 employs one copy of resource 1, two copies of resource 2 and no

decision mechanism. The first element to produce a result is used downstream.

Results for a variety of bit strings for one task with different resources and copies of
the resources under a perfect coverage assumption are shown in Table 3.13. In each

quarter of the Table a sequence of models is shown. The model with the lowest ability
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|Id | Type | FR | Coverage |[Speed]| Cost |
0 | sensor .000031 | 0.642, 0.707, 0.925 | 107000 | 527, .006
1 | sensor .000046 | 0.667, 0.767, 0.969 | 166000 | 785, .009
2 | sensor 00019 | 0.674, 0.759, 0.945 | 187000 | 838, .048
4 | processor | .00017 | 0.610,0.721,0.963 | 137000 | 978, .045
5 | processor | .00014 | 0.651,0.717,0.984 | 152000 | 195,.016
6 | processor | .00028 | 0.670,0.728,0.973 | 128000 | 434,.015
8 | bus .000076 | 0.681, 0.744, 0.914 | 1030000 | 501, .029
9 | bus .00013 | 0.658, 0.742, 0.995 | 1023000 | 454, .016
10 | bus .0000045 | 0.629, 0.702, 0.935 | 1047000 | 318, .029
12 | actuator | .0000082 | 0.622, 0.736, 0.945 | 116000 | 631, .0073
13 | actuator | .000025 | 0.659, 0.753,0.900 | 186000 | 279, .013
14 | actuator | .000023 | 0.648, 0.783,0.955 | 136000 | 570, .053
12 | software .000018 - - 1616
13 | software | .000010 - - 1962
14 | software .000014 - - 1072
15 | variant .000015 - - 1720
16 | variant .000010 - - 1865
17 | variant .000010 - - 2121

Table 3.12: Library Data for Resources

to detect and tolerate a fault is shown at the top and the model with the most fault

tolerance at the bottom. Intuitively, the first model should have the lowest rank and

the last model the highest rank. If coverage is assumed to be perfect for all of these

options this is not always the case. This is because fault tolerance has been purchased

at the cost of extra units that may fail, and hence reduce reliability.

To gain a more accurate measure of the ability of a topology to detect and tolerate faults

the MTTF measure is adjusted by using different coverage factors for the situation

where no decision mechanism is used, an acceptance test is used and a majority voter is

used. The Nuclear industry employs a similar approach, called Beta factors. Coverage

factors are employed in all three examples presented in this chapter.

Model | String |

MTTF | Rank ||

Model | String |

MTTF | Rank |

simple
acceptl
parallel
majn
parallel
binomial
standbyu?2

majn

1000 16290
1001 21020
2000 24440
2003 40560
3000 29870
3000 13580
3001 38770
3003 48920

25 parallell

21 standbyu

20 acceptl

7 parallel

14 standbyu2

- majn

6 parallel
standbyu2
majn

1110
1101
1103
2202
2201
2203
3301
3302
3303

20580 23
35970 10
35310 11
28790 16
37770 9
49520 3
34020 13
42810 5
58100 1
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| Model | String | MTTF | Rank || Model | String | MTTF | Rank |

simple 0100 10770 28 parallel 1110 20700 22
acceptl 0101 14000 27 standbyu3 | 1111 28500 17
parallel 0200 16160 26 accept3 1113 36060 9
majn 0203 28440 18 parallel2 2220 28830 15
parallel 0300 19750 24 standbyu3 | 2221 38630

standbyu2 | 0301 25800 19 maj3 2223 49610 2
majn 0303 34330 12

Table 3.13: MTTF for Task 1

Results for a typical experiment are shown in Table 3.14. Parameters of the GA are
the default settings, except for the mutation probability, which is set to 5%. The
experiment lasted for 38 Steps, the first and last five of which are shown. A further
four experiments with the same parameters gave the following best fitness values: 6586,
7007, 9960, 6721. The average fitness value for the five experiments was 7370.

| Steps Generations Time Evalns Fitness Average Fit of Pool |

1 1 0.00 10 15002246.0 59620922.7
2 5 183.00 34 8924752.7 14417004.1
3 6 221.00 42 7377400.0 13362878.8
4 7 275.00 49 4281630.2 9151211.6
5 10 372.00 63 3687291.9 5596778.3
34 177 4892.00 1108 7143.3 7501.5
35 232 5204.00 1417 7036.1 7132.6
36 266 5445.00 1642 6782.8 7131.4
37 412 6284.00 2484 6757.6 6945.9
38 415 6297.00 2498 6586.6 6760.7

Table 3.14: Results for 2 Service Example

The best fitness function value of 6586 results from a string with the following integer

values:

taskO0|...|task5||net0|netl|net2 =
17 27 07 17 0|27 07 07 07 0|37 07 07 07 1|27 07 07 17 0|07 27 17 07 0|27 07 07 07 0||17 17 1|17 17 1|17 17 1

Both services have predicted MTTF values greater that their requirements; 12020 and
10100 seconds respectively. The cost element value is 1616 units for hardware and 560
units for software. The size element is 4410 indicating a platform of 21 items. Thus

the search has found a feasible solution, see Figure 3.11.

The solution has just achieved its MTTF requirements for each service. In fact this
is not surprising. The penalty function penalises tasks and services that fail to meet
their reliability targets heavily. Once a feasible solution has been found, mttf=0, the

tool selects for topologies with the smallest cost and size. Since reliability is partly a
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4 | N 4 N
1 copy of 2 copies of
sensor 0 sensor 1 2 copies of
| sensor 0
1 copy of 1 copy of 1 copy of
bus8 bus9 bus8
2 copies of 2 copies of 1 copy of
processor 4 processor 5 processor 6
1 copy of 1 copy of 1 copy of
bus8 bus9 bus 10
1 copy of 1 copy of
bus8 bus8
3 copies of 2 copies of
actuator 12 actuator 12|
. Service 1l
g Service 0 Y, L Y,

Figure 3.11: Best RBD Formulation

function of the number of copies employed there is an incentive to reduce the number
used to a minimum. In other words the tool is formulated so that it will attempt
to meet MTTF targets, but minimise the number of resources employed once this is

achieved.

In order to assess the quality of the GA implementation a simple sensitivity analysis

of the parameters of the GA has been undertaken. The parameters investigated are:

1. overall GA parameters: crossover probability, mutation probability, pool size

2. select function: tournament, exponential, proportional (steady-state)

3. create function: two-point crossover, three point crossover, uniform crossover

4. merge function: bestfit, tendency, replace
The baseline model is that used to produce the results shown in Table 3.14. A single
parameter is changed and 5 runs for each new search undertaken. For instance, in line
one of Table 3.15 a crossover rate of 40%, rather than 60%, is employed. In Table 3.15

the results of this analysis are presented. FE is the number of function evaluations to

obtain the best result.
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Parameter | value resl(FE) | res2(FE) | res3(FE) | res4(FE) | res5(FE) |
xover prob | 40% 6587(2498) | 6587(2403) | 7007(2469) | 18960(4200) | 6721(2812)
xover prob | 80% 6726(3066) | 7201(2765) | 6764 (11207) | 6750(2820) | 8113(741)

mutation prob | 0.5% 7106(1894) | 7828(1034) | 31690(615) | 7600(754) | 8426(799)
mutation prob | 10% 8625(975) | 7737(2012) | 7247(2497) | 10809(545) | 8955(1270)
pool size | 20 6198(4093) | 60037(472) | 12355(822) | 6555(1953) | 8370(2975)
pool size | 30 6576(1800) | 7584(1334) | 8555(2141) | 6768(1326) | 11529(1275)
selection method | proportional | 7444(818) | 7733(639) | 6721(464) | 7159(1028) | 9103(1542)
selection method | exponential | 8195(1341) 7738(683) 11310(680) 13489(933) 7136(795)
xover method | 3 0827(680) | 8457(717) | 7720(2270) | 8241(1109) | 9393(1659)
xover method | uniform 11870(490) | 11113(708) | 7313(2126) | 7137(1485) | 9609(820)
merge method | tendency 11025(848) | 11121(1055) | 8544(6642) 6628(8970) 8042(1166)
merge method | replace 7775(1189) | 7550(2398) | 7034(2920) | 8940(761) | 7732(1174)

Table 3.15: Sensitivity Analysis

The average fitness values for each of these sets are 9172, 7111 12530, 8675, 18703,
8202, 7632, 9574, 8728, 9406, 9032 and 7808. This indicates a fairly robust search
space, although the small size of the example should be noted. The best single result
was 6198 produced using a pool of 20 possible solutions. In this case 4093 function
evaluations (200 generations) were undertaken. Similarly, an evaluation function value
of 6587 was produced for two runs of the tool employing a low crossover probability.

In this case the tool converged in 2500 function evaluations (250 generations).

The number of function evaluations required to find the best results varied wildly.
It should be noted that the search was truncated by time, so that searches which
investigated areas with complex, and hence time consuming, reliability models tended

to complete fewer iterations.

Overall the results from this simple sensitivity experiment indicate that parameter
settings that maintain diversity and therefore slow convergence are likely to produce
better results. This is consistent with results in the literature for combinatorial opti-

misation problems.

Consider a restriction imposed as a result of a safety requirement that The computer
hardware implementing the design must have redundancy. This implies that the fol-

lowing bit strings for tasks are removed from the set of admissible components:
(01 00 00 * *) (00 01 00 * *) (00 00 01 * *)

One method of dealing with this restriction is to change the inadmissible alternatives
into admissible alternatives. That is strings (01 00 00 **) (00 01 00 **) (00 00 01 **)
are transformed to strings (10 00 00 **) (00 10 00 **) (00 00 10 **) respectively. This

option has been implemented for this illustrative example.
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A second alternative is to penalise inadmissible alternatives by adding an extra element
to the evaluation function. A third approach is to employ a history function based on
TS. The history list is used to determine how often a particular value for a variable
can be investigated by the search. Results of five experiments for each alternative, for

the standard parameter set, are given in Table 3.16

| Parameter | resl (FE) | res2 (FE) | res3 (FE) | res4 (FE) | res5 (FE) |
Add extra copy | 10062(1022) 6768(2818) 7613(625) 7914(515) 9611(883)
Penalise results | 1933506(91) | 12664(1454) 10402(620) 8155 (1810) | 11846(1121)
Tabu 8899 (2168) 7504 (799) 8233 (806) 7072 (2968) 8297 (774)

Table 3.16: Removal Experiments

In this example the T'S hybrid produces the best results indicating that this hybrid may
be an appropriate addition to the X-Topmeter tool. Note that the penalise inadmissible
alternatives version led the tool in one case to explore very time consuming options.
Since the experiments were time constrained this experiment terminated after only a

few generations.

3.4.3 [Illustrative Example 3

This example shows the effect on the required Task, Network and hence Service topolo-
gies of changes to the reliability requirements for each Service in a system. All other
characteristics of the problem remain constant. Consider a distributed control system
that must provide five control Services, see Figure 3.12. Tasks 0 to 4 and 7 to 11
may employ acceptance tests or voters. The designer has also determined a library
of resources. The resources each task may employ are presented in Table 3.17 and in

more detail in Appendix A.
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Figure 3.12: Logical Architecture for Example 3
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Task [0 1 2 3 4[7 8 9 10 11|12 13 14 15 16| Net0 |
hware 1 1 2 2 1[/10 10 10 10 10|15 15 15 15 15| 5
hware 2 2 3 1 2|11 13 11 12 11|16 16 16 17 17| 7
hware3 |2 3 4 3 3|12 14 13 13 14 |17 18 19 18 19| 8

Table 3.17: Admissible Resources for Example 3

In the early stages of the production of a system the designer may be unsure of the
level of reliability that can be assured given the available resources and may therefore
wish to investigate the effect of changing reliability requirements on the reliability, cost
and size of an acceptable topology. The designer may use the results in discussions
to determine acceptable trade-offs between reliability, cost and size of the computer-
based system being developed. The designer may also consider other issues, such as

maintainability, based on the predicted topology.

A pool of ten solutions, mutation rate of 1% and 2-point crossover rate of 60% are
employed in the baseline model. The initial weighting factors are 0.1 for reliability,
100 for cost and 1 for size. The tool terminates if 200 generations have elapsed since a
new best solution was found, or if 7200 seconds have elapsed, or if 10000 generations

have elapsed.

Three experiments were undertaken for each of the following MTTF targets for the
Services in the system: 3000, 5000, 7000, 9000 and 11000 time units, see Figures 3.13
to 3.17. In this illustrative example the tool was most likely to run out of time for high
MTTF requirement experiments. This is mainly because the complexity and therefore

resolution time of reliability models increases as more redundancy is employed.

Service MTTF target of 3000

The best experiment produced a minimum evaluation function value of 21840 units.
All Services are predicted to meet the 3000 MTTF target. The predicted Service
MTTFs were 3150, 3920, 3890, 3140, 4490 and the bandwidth on the bus was 0.20.

In Figure 3.13 topologies for the control services are presented. To show the demar-
cation between tasks a solid vertical line is drawn. The topology for Service 2 for
instance, consists of a sensor (implemented on hardware resource 13), a processor (im-
plemented on hardware resource 3) with an acceptance test on the resulting control
data, and an actuator (implemented on hardware resource 15). Data is assumed to

flow between the boxes along a bus (implemented on hardware resource 5).
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Overall Hardwar e Platform

Figure 3.13: MTTF Target of 3000 Units

The overall platform, in terms of the predicted set of hardware resources, is also shown
in Figure 3.13. The double arrowhead line indicates a bus resource. A 14 unit hardware

platform is predicted:

e 2 copies of sensor resource 12, 2 copies of sensor 13, 1 copy of sensor 14,
e 5 copies of actuator resource 15,
e 1 copy of processor resource 1, 2 copies of processor 2, 1 copy of processor 3, and

e 1 copy of bus resource 5.

In this version of X-Topmeter each instance of a sensor / actuator is assumed to
indicate a unique physical hardware unit. Processors and Buses can be partitioned in
such a way that more than one Service can have access to the same hardware unit.
Thus the number of buses and processors of each type employed is determined by an

utilisation formula.

Figure 3.13 shows that Services 0, 1 and 4 employ simplex topologies for all tasks.
Services 2 and 3 employ simplex sensing and action tasks, but implement an acceptance
test on the processing task results. A simplex IMA network is employed. This simple
arrangement is expected due to the small reliability requirement. The GA penalty

function in this case has selected a solution primarily by its size and cost.

Service MTTF target of 5000

In the best X-Topmeter experiment the minimum P(x) value found was 35700. All
Network and Service MTTF targets were met. The predicted Service MTTFs were
5820, 5020, 5220, 5200, 5220 units respectively and the bandwidth on the bus was 0.26.
The size of the predicted hardware platform was 18, see Figure 3.14.
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2 copiessensor 14 2 copies processor 2 Overall Hardwar e Platform

Figure 3.14: MTTF Target of 5000 Units

The tool has increased the complexity of the Service Topologies over those employed for
a 3000 MTTF requirement. Service 0 implements a cold spare sensing task topology.
Services 3 and 4 implement a parallel action task. In a parallel topology the first
actuator to become active is taken. It is assumed that all actuator failures are omission
failures. The overall topology is a single IMA bus topology with seven hardware

resources. Only a single processor type is used.

Service MTTF target of 7000

In the best X-Topmeter experiment the P(x) value was 52600. All Network and Service
MTTF targets were met. The predicted Service MTTFs were 7030, 7030, 7180, 7220,
7190 respectively and the bandwidth on the bus was 0.28. A platform of 21 hardware

units is predicted, see Figure 3.15.

The increase in reliability requirements has led to additional replication in the sensing
and action tasks. Processing tasks remain relatively simple. This is due to the cost of
producing software and the probability of hardware and software failures. A number
of task topologies are now somewhat skewed in that clear lanes through a Service are

no longer obvious. Restrictions could be placed by the designer to correct this feature.
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Figure 3.15: MTTF Target of 7000 Units

Service MTTF target of 9000

In the best X-Topmeter experiment the minimum P(x) value was 83170. All Network
and Service MTTF targets were met. The predicted Service MTTFs were 9070, 9500,
9230, 9100 respectively and the bandwidth on the bus was 0.47. A platform of 26

hardware units is predicted, see Figure 3.16.

Service 0 Servicel

h=13 h=2
Service? H H Services
h=13 h=2

5 copies sensor 10
Buses h=7 4 copies sensor 12
H 4 copies sensor 13
h=7 4 copies sensor 14
1 copy actuator 15
hi=i ——J | 5 copiesactuator 17
[ P 1 copy actuator 18
[h=10] [h=12] [h=13|[h=14] ~ [h=2] [h=15] [h=17] [h=18][h=19] 1 copy actuator 19

Service4

Overall Hardwar e Platform

3 copies processor 2
2 copiesbus7

Figure 3.16: MTTF Target of 9000 Units

The increase in replication exhibited previously as reliability requirements rise has
continued. Extra data buses can be employed for two reasons. First, to carry the

volume of data being sent between tasks. Second, to replicate messages so that a lost
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message does not cause an omission failure. In this example two buses are required to
carry the volume of data that needs to be transferred between elements in the system.

Processor resource 2 remains the favoured processing resource.

As replication increases the tool has swapped to using different resources to implement
tasks in the system. This may be due to a cost for reliability trade-off. Once a decision
is made to switch to a parallel topology from a simplex topology the reliability of each
unit does not need to be the same as for a simplex unit. Since cost is often related
to reliability lower cost units with less reliability may be employed in the parallel

topology.

Service MTTF target of 11000

In the best X-Topmeter experiment the minimum P(x) value was 269230. The pre-
dicted Service MTTFs were 11020, 10050, 11220, 10890 and 11160 respectively and the
bandwidth on the buses was 0.63. Services 1 and 3 have failed to meet their reliability
target. This implies that there was no acceptable result within the constraints on the

search. A platform of 44 hardware units is predicted, see Figure 3.17.

Service 0

7 copiessensor 10 6 copies actuator 15 3 copies processor 2 4 copiesbus 8
4 copiessensor 11 3 copies actuator 16 2 copies processor 3

3copiessensor 12 5copiesactuator 17 1 copy processor 4
7 copiessensor 13 2 copiesactuator 18
3copiessensor 14 1 copy actuator 19 Overall Platform

Figure 3.17: MTTF Target of 11000 Units

Data requirements in the system imply two buses should be employed. Both of these
buses are replicated. Thus the IMA network employs a single hot spare network
topology. Overall the system topology is very large. Most tasks employ redundancy

and decision mechanisms to provide appropriate reliability.
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Results show that the tool is unable to find a topology that ensures all Services meet
a MTTF requirement of more that 11000 units, see Table 3.18. Services 1 and 3 have
MTTF times of 10050 and 10910 respectively. This is either because no such topology
exists or because the tool has converged to a local, infeasible, topology. The latter
would indicate that for high MTTF requirements the tool is unable to traverse the
search space effectively. The designer may wish to rerun the tool using parameter

settings that emphasise diversity over intensification operators.

| MTTF | Fitness | Costhuare | Costovare

Size ‘ Steps ‘ Evalns ‘ Met? ‘

>3000 | 21840 13800 85620 14 63 2524 Y
>5000 | 35700 18410 14560 18 50 2156 Y
>7000 | 52600 22400 19560 21 47 2203 Y
>9000 | 83170 31340 16560 26 42 4485 Y
>11000 | 269230 | 52390 16730 45 93 1268 N

Table 3.18: Overall Topology Results for Default Weightings

Hardware library data shows that sensors are an order of magnitude less reliable than
processors or actuators. The failure rate of the sensors in the resource library is ap-
proximately 1* 10-5 per hour, whereas the failure rate for processors and actuators
is 1* 10-6 per hour. Therefore, sensing tasks are the first tasks to be subjected to
redundancy. Processing is relatively expensive due to the cost of producing software.
Hence processing tasks are often subjected to little redundancy. In practice, the de-
signer may wish to balance the search differently. For example, spread software costs

over N instances of the system.

Processing tasks are subject to hardware and software failures. This may however be
ameliorated by the ability of software to detect and mask failures. The designer can
use a Coverage factor to reflect this ability, see Section 2.4.1, and in this case employing

software redundancy may become a preferred choice.

The results presented in Figures 3.13 to 3.17 show that topological complexity increases
with reliability requirements. Furthermore, it costs 20400 price units more in hardware
and 3800 more price units in software to ensure a service reliability of 9000 time units
than it costs to ensure a service reliability of 3000 units. The size of the Topology

increases from 14 units to 26 units.

Many more copies of resources are used when the reliability requirement is 11000 rather
than 3000 units, but the tool has still failed to find an appropriate topology. This result
shows the sensitivity of Architectural Topology problems to changes in requirements
when using a set of alternate resources with similar reliability characteristics. The

designer may wish, in this case, to extend the range of admissible resources to ensure
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the required MTTF is attained.

To show the effect of changing Service reliability requirements on the topology model
consider Table 3.18 showing results for the overall platform and Figure 3.18 showing the
evolution of a Topology for Service 0. For clarity only tasks are shown in Figure 3.18.

The thick black vertical lines indicate task boundaries.

h=12 h=15 mttf=3000
fitness =21836

f=h
mttf =9000

h=12 switch = fitness =83170
12 ness=3569

h=10 h=16
R

s mitt 7000

finess =52596

mttf=11000
fitness=269233

Figure 3.18: Task Topologies for Service 0

The designer can now make decisions based on the Topologies presented by X-Topmeter.
A simplex topology is employed to produce a Service topology with a target MTTF
of 3000 time units. For the 5000 unit target a cold spare is employed for the Sensing
task. The reliability gains from replicating sensors are greater than the gains from
replicating processors or actuators. If the reliability requirement is 7000 time units an
acceptance test on the processing output and hot spare actuators are also employed.
At 9000 time units a TMR sensing task and hot spare action task topology is used.
Finally, by 11000 units a TMR. sensing task, hot spare with voter processing task and
quad redundant actuators are used in an attempt to ensure an acceptable level of

reliability.

3.4.4 Design Freedom for the Topology Problem

The designer now has a baseline architectural topology to use during the design process.
As design progresses the designer revisits the topology problem to ensure that the
baseline topology remains feasible. However, the approach presented in this thesis also
allows the designer to set out different design scenarios and predict their impact on the
topology. In this Section the following four scenarios show the power and flexibility of

the approach:

e Alternative set of resources to the baseline model.

e Effect of emphasising different elements of the evaluation function. For instance,

in areas with very severe size restrictions, such as a satellite, the ks factor can
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be increased.
e Restrictions imposed by the designer, including mandating replication.

e Effect of changing the probability of detecting and recovering from a failure.

Alternative Resource Set

The designer has decided, as a result of the analysis undertaken in Section 3.4.3 and
subsequent discussions on the maintainability of the control system, to restrict the set
of admissible resources to three per task (network) type for the entire system. The set

of admissible hardware resources for this topology is shown in Table 3.19.

Task | 0-4|7-11 | 12-16 | net 0 |
hware1 | 0 | 10 15 5
hware 2 1 11 16 6
hware 3 2 12 17 7

Table 3.19: Restricted Resource Set

Results for the five Service MTTF requirements introduced in Section 3.4.3 but chang-
ing the resource set, are shown for Service 0 in Figure 3.19. Data relating to the

performance of the tool and the predicted system platform is given in Table 3.20.

[h=22H—{ h=1 }{ switch-—-{ h=15] 1 h=10h
h=T MTTF=3000 | | | =1z} vote |
h=12
M TTF=9000
(=10 —{accept H{ =2 )—|—< h=15]
h=10
MTTF=5000 h=10 P
h=10
—| vote |- h=2
M
h=2 h=15 L=tz | MTTF=11000
h=12 -
h=2

MTTF=7000

Figure 3.19: Results for Alternate Resource Set

Service 0 meets the required reliability for all five targets. In comparison with the
baseline model (Figure 3.18) more replication has been employed. For instance, for
the 7000 MTTF target the sensing task employed is triple hot sparing in the restricted
example and a single cold spare in the baseline model. The topology implied for the
11000 MTTEF is less complex than for the baseline model.
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MTTF | Fitness | Costpyare | CoStsware

Size ‘ Steps ‘ Evalns ‘ Met? ‘

>3000 | 27700 15400 5560 16 47 1336 Y
>5000 | 66010 23500 11560 25 40 1554 Y
>7000 | 96890 30400 16320 30 o7 2108 N
>9000 | 113780 | 31330 17380 33 o7 3258 Y
>11000 | 202870 | 42930 18450 44 63 1909 N

Table 3.20: Performance Data for Alternate Resource Set

In this example the restriction has not been entirely successful for the overall system.
The tool has a tendency to become ‘stuck’ in local minima. For instance, the tool was
unable to find an acceptable topology for all Services if the MTTF requirement is 7000
units. Service 4 was predicted a MTTF of 6950 units. In an attempt to meet the 7000
unit target the size and cost of the predicted hardware platform has increased by 9%
and 45% respectively over the baseline model. Note, that since a topology that meets
the 9000 target exists, one must exist that can meet the 7000 target. The tool has
been deceived. In practice the designer would need to alter other parameters, such as

the weighting factors or pool size, in order to find an appropriate solution.

The tool has however done better than the baseline model at finding a topology for
Service MTTF requirements of 11000 units. Only Service three has failed to meet
this requirement (predicted MTTF of 10940). This is probably partially due to the
reduction in the complexity of the search space engendered by reducing the set of

admissible resources. The size of the resulting topology is 44 units.

As a result of the analysis undertaken on this reduced resource set scenario the designer
may wish to introduce alternative resources with greater reliability. Alternatively a
cheaper actuator may allow actuator redundancy to be cost effective. For the 7000
MTTF requirement Service 4 employs three sensors in parallel and two processors with
voting, but only a single actuator. The tool has deemed the cost of adding an extra
actuator to be prohibitively expensive relative to the gain in reliability for the Service

as a whole.

Alternate Weighting Values

In the reduced resource set example a better, lower fitness value, result was found for
the 11000 unit MTTF target than for the baseline model. The tool in the baseline
search converged to a relatively poor local minimum. The rate at which the tool
converges to a solution is partially determined by the set of weighting factors: kg;,e,
keost and k¢;. The resulting topology may, in some cases, be highly sensitive to changes

in these factors.
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One of the areas in which reuse between projects of a similar type may be appropriate is
in the setting of weighting factors. Parameters, such as weighting factors, encapsulate
the corporate knowledge of designers of particular types of systems on the relative
importance of different characteristics and the area of the solution space the tool
should be investigating. It is therefore envisaged that the quality of the results will

increase as designer knowledge is brought to bear.

To illustrate the effect of weighting factors on the topology produced, the baseline
model is subjected to changes in the value of each k factor. The baseline X-Topmeter
tool employs weighting factors of 1, 100 and 0.1 for the MTTF, size and cost elements
of the penalty function respectively. Three alternative sets of weighting factors (20,
100, 0.1),(1, 200, 0.1) and (1, 100,1) are employed to emphasise each factor in turn.

Other combinations of weights can be envisaged.

The Service 0 topologies resulting from increasing the k,.; weighting factor to 20 are
shown in Figure 3.20. Data relating to the overall platform and performance of the
tool is presented in Table 3.21. This shows that the tool is unable to find Topologies
for Services 2 and 3 if the MTTF requirement is 11000 units. As expected, size and
cost increase as MTTF requirements become more stringent. The tool undertakes the
largest number of evaluations to find solutions for topologies with MTTF requirements
of around 7000 time units. For small MTTF requirements a solution is found relatively
quickly. For large MT'TFs the tool converges to an unacceptable topology quickly. This

gives some indication of the problems that X-Topmeter finds hard.

‘| =1 =15

MTTF=3000 |
h=10 MTTF=9000
 ~oter 12 1 =15
h=10
MTTF=5000
h=10 - switch h=1 h=16 — h=2 |accept H
voter H
h=12 h=1 UI'h=16 MTTF=11000
MTTF=7000

Figure 3.20: Results for k. = 20
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MTTF | Fitness | Costpyare | CoStsware

Size ‘ Steps ‘ Evalns ‘ Met? ‘

>3000 | 24850 15480 9560 15 o8 1401 | Y
>5000 | 39220 19800 11390 19 46 1979 |Y
>7000 | 82260 29640 9000 28 61 3838 |Y
>9000 | 134520 35790 13390 36 43 1224 |Y
>11000 | 334490 51550 18750 ol 72 3582 | N

Table 3.21: Performance Data for k=20

Compare the results shown in Figure 3.20 with those in Figure 3.18. The effect of
increasing the emphasis on reliability is mixed at low MTTF requirements, with the
processing task of the 3000 target service having more redundancy and the sensing task
on the 5000 target service less. The 9000 target topology exhibits more redundancy,
whilst the 11000 target exhibits similar levels of redundancy. A topology to meet the
11000 unit reliability requirement remains elusive, service 2 fails to meet the target
(predicted MTTF of 10940).

Weightings are now changed to reflect an emphasis on the size of a topology. Hence
weightings of (1, 200, 0.1) are employed. Data relating to the overall platform and
performance of the tool is given in Table 3.22. Figure 3.21 shows results for Service 0

for the usual set of five reliability requirements.
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Figure 3.21: Results for kg;,.=200

All Services are able to meet their MTTF requirements for all five targets. In particular
the tool was able to produce an acceptable topology for the 11000 unit requirement.
This indicates that results for the illustrative example are sensitive to the value of the
combined cost and size weights used. The previous weighting led the tool towards a
non-optimal part of the search space. A smaller number of units are used to fulfil the
11000 MTTF requirement than in the baseline model for the processing and action
tasks.
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MTTF | Fitness | Costpyare | CoStsware

Size ‘ Steps ‘ Evalns ‘ Met? ‘

>3000 | 47540 13860 11560 15 o8 2248 |Y
>5000 | 61030 17710 14560 17 48 1555 |'Y
>7000 | 92350 22980 18560 21 46 3080 |Y
>9000 | 139780 29210 16560 26 46 1493 | Y
>11000 | 185330 347333 18560 32 67 2914 | Y

Table 3.22: Performance Data for kg;,. = 200

Overall the fitness value is smaller than the baseline topology, indicating that the fitness
function is consistent in that smaller values are generated for feasible than for infeasible
solutions. These results also indicate that increasing mutation to maintain diversity in
the population, and hence increase the number of generations in an experiment, may

be effective.

Finally, consider a situation where cost is the most vital characteristic of the topol-
ogy. The weightings for this option could be (1, 100, 1). Results for the five sets of

experiments using these weightings are given in Table 3.23 and Figure 3.22.
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Figure 3.22: Results for k.ps:=1

MTTF | Fitness | Costpyare | CoStsware ‘ Size ‘ Steps ‘ Evalns ‘ Met? ‘

>3000 | 43060 13900 9560 14 56 2235 |Y
>5000 | 62170 19200 10560 19 50 2785 |Y
>7000 | 92530 25070 14560 23 49 1163 |Y
>9000 141120 32260 15810 30 50 2671 N
>11000 | 190100 39220 16380 36 60 1655 | N

Table 3.23: Performance Data for k.ys;=1

The tool is unable to find a feasible solution for high MTTF requirements when the
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penalty for the cost of the topology is high. The tool trades reliability against cost.
The size of the overall platform has been reduced by 0, 1, 2, 4 and 8 units respectively
for the five MTTF targets. This has come at a cost of a reliability 0.6% below the
9000 requirement for Service 2 and a reliability of 0.6% below the 11000 requirement

for Service 0.

The designer is faced with a choice. Is the reduced size of the platform sufficient
to warrant arguing for a 0.6% fall in reliability? Are aspects of the design open to
refinement to increase reliability, while maintaining the reduction in size? Use of this
approach cannot answer these questions. However, it does inform the designer both of
the gains to be made and allows analysis of the designer’s decisions at an early stage

in the design process.

Restricted Search Space

A feature of the sequence of baseline topologies shown in Figures 3.13 to 3.17 is that
different topologies may be employed to implement each task within the Service. It may
be that some combinations of task topologies are not acceptable to the designer [49].
For instance, different sensing and processing task topologies may not be acceptable if
implemented in the same Service (Figure 3.23). Second, the designer may wish to stop
topologies that have been rejected on previous visits to the topology problem being
employed. Third, the designer may insist on redundancy, see Figure 3.23. Finally, a

re-use strategy from previous systems of the same type may be in force.

Consider implementing a redundancy must be employed restriction on the baseline
model. In this scenario the standard weightings of (1, 100, 0.1) are used and non-
redundant moves are made inadmissible. Results for the overall topology are presented

in Table 3.24 and the topologies for Service 0 are shown in Figure 3.23.

h=10] h=2 h=15 |
h=2

MTTF=3000

h=10
o
h=10

MTTF=5000
MTTF=11000
h=12 | switch =T h=15
voter
h=1 h=15
MTTF=7000

Figure 3.23: Results for Redundancy Required Alternative
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MTTF | Fitness | Costpyare | CoStsware

Size ‘ Steps ‘ Evalns ‘ Met? ‘

>3000 | 75980 22270 8560 27 46 1386 | Y
>5000 | 71040 23830 10560 26 52 2308 |Y
>7000 | 76770 26130 12560 27 50 1325 |Y
>9000 | 83070 28110 18560 28 68 2403 |Y
>11000 | 190100 39220 16380 36 60 1655 | Y

Table 3.24: Performance Data, Redundancy Required

Results show that a topology that meets the MTTF requirements has been found
for all five topologies if redundancy is mandated. The size and cost of topologies for
small MTTF requirements is somewhat larger than the baseline model. In fact 13
extra units are employed for the 3000 target problem. This is to be expected and
may indicate that in some circumstances mandating redundancy produces topologies
that are larger and more costly than necessary. This is particularly likely as hardware
reliability improves. Projects that previously required redundancy may eventually be

acceptable with a single unit.

For larger MTTF requirements, mandating redundancy has led to feasible solutions
that were not found in the baseline model. Removing the possibility of low cost, and
low reliability, options has led the tool to focus on new areas of the design space. The
topologies produced for Service 0 appear somewhat more plausible than the baseline
model. In particular the topology for the 11000 target now seems much more plausible

as an implementation.

A second demonstration of scenarios involving restrictions is to link the topology of
the sensing task to that of the action task. The configuration of resources available to
the sensing task is forced to be the same as the configuration of resources available to
the action task. However, the sensing task is allowed to employ a decision mechanism,
the action task is not. Data on the resulting platform is given in Table 3.25 and the

topology for Service 0 in Figure 3.24.
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Figure 3.24: Results for Sensing Equals Action

MTTF | Fitness | Costpyare | Costouare

Size ‘ Steps ‘ Evalns ‘ Met? ‘

>3000 | 21900 16620 6380 14 35 2627 |Y
>5000 | 66120 25670 10560 25 39 1187 |'Y
>7000 | 66370 27100 11560 25 35 976 Y
>9000 | 102060 32310 17570 31 36 2917 | N
>11000 | 166700 45350 14380 40 37 2117 | N

Table 3.25: Performance Data, Sensor Topology Equals Actuator Topology

This restriction leads to balanced topologies at the expense of increased cost for small
MTTF requirements and the possibility of failing to meet MTTF requirements for
larger topologies. Services 0 and 3 failed to meet their MTTF requirement for the 9000
and 11000 MTTF target experiments. It should be noted however that the approach
used to implement this restriction is very simplistic. Since two thirds of the tasks
are now linked the likelihood of premature convergence of the GA employed is greatly
increased. Methods to overcome this problem are available, including increasing the

mutation rate and TS techniques.

Effect of changes in Predicted Coverage Rates

The effects of using a decision mechanism in a topology are three fold; it increases
the probability of detecting and hence recovering from a hardware failure, it increases
the cost of implementation and it may reduce the reliability of the system. There is
a trade-off between an increase in reliability due to detection and a reduction due to

the extra resources employed to implement the test.

To reflect the effect of a decision mechanism on overall reliability a coverage factor is

used in the reliability models employed to predict task, network, and service reliability
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in X-Topmeter. A coverage factor takes on a value between O and 1 and indicates
the proportion of failures that can be identified and masked by the topology using the
decision mechanism. Since two different decision mechanisms can be employed three

coverage factors are required:

1. No decision mechanism employed
2. Acceptance test employed

3. Voter employed

Topologies that employ no decision mechanism, such as a parallel topology, are given a
low coverage value. Topologies that employ an acceptance test can detect some value
failures and are therefore given a higher coverage factor. Topologies that employ voting
mechanisms can identify and mask a variety of failures (e.g omission, early and value
failures) and are therefore given the highest coverage factor. The exact value of the
coverage factors are selected by the designer from previous experience or analysis of

the failure properties of the system being designed.

In Table 3.26 the coverage factors employed for each resource in the baseline search are
presented. Thus, for instance, a tuple of (.610, .721, .963) indicates that 60% of failures
can be detected and masked by the resource if no decision mechanism is employed. It
also indicates that 72% can be masked if an acceptance test is employed and 96% if a

voting mechanism is employed.

Model Coverage Values for Hardware Resources

.610,.721,.963)(.651,.717,.984)(.670,.728,.973)(.642,.707,.925) (.66 7,.767,.969)
574,.659,.845)(.581,.744,.814) (.558..642,.895) (.529,.602,.835) (.522,.636,.845)
5,.75..95) (.5,.75..95) (.5,.75..95)(.5,.75..95) (.5,.75..95)(.45,.7,.9) (.45,.7,.9)
45,.7,.9) (.45,.7,.9)(.45,.7,.9)

Baseline

51,.721,.963)(.551,.717,.984)(.57,.728,.073) (.542,.707,.925) (.567,.767,.969)
574,.659,.845)(.481,.744,.814)(458,.642,.895) (.429,.602,.835) (.422,.636,.845)
5,.75,.95) (.5,.75,.95) (.5,.75,.95) (.5,.75,.95) (.5,.75,.95)
45,.7,.9) (.45,.7,.9) (.45,.7,.9) (.45,.7,.9) (.45,.7,.9)

New

~—~ ~ ~ —~N |~~~

Table 3.26: Coverage Factor Tuples

Producing accurate coverage data for each resource that may be employed in the
system is likely to be difficult. For instance, the resource may not have been used in
a comparable control environment before. Therefore, it is necessary to determine how
sensitive the results of a search for an architectural topology are on the coverage values

chosen. Hence, in Table 3.26 a second set of coverage factor tuples is proposed.
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Topologies resulting from changing the coverage factors are shown for service 0 in
Figure 3.25 and results for the platform are shown in Table 3.27. The results are very
similar to that of the baseline model, showing that the topology is relatively insensitive
to changes in coverage rates. It may well be that the relative size of each factor is more

important that the absolute size.

mitf=3000 | }
fithess=28193 II mttf=9000
fitness=67072

mttf=5000
fitness=39201

] mttf=7000

fitness= 66477 mttf=11000 fitness=126283

Figure 3.25: Results for Coverage Factors

MTTF | Fitness | Costpyare | C0Stsware ‘ Size ‘ Steps ‘ Evalns ‘ Met? ‘

> 3000 | 28190 16380 9560 16 42 1255 |'Y
> 5000 | 39200 20480 10560 19 92 3211 |Y
> 7000 | 66480 28220 11560 25 52 1582 |'Y
> 9000 | 67070 27330 18390 25 67 3788 |Y
> 11000 | 126280 38280 16560 34 75 4007 | N

Table 3.27: Performance Data, Coverage Factors

The 11000 target MTTF experiments failed to produce a topology that met the target
for all five services. Service 4 was predicted to have an MTTF of 10930.

3.5 Discussion

The architectural topology problem considered in this chapter has hitherto been ad-
dressed in an ad hoc manner leading to a system topology being set very early in the
design process. A fixed topology makes it more difficult for the designer to produce a
system design that meets the reliability requirements of the system. Automated tool
support would allow the designer to play out scenarios with a set of possible topologies
so that the architectural topology of a system emerges during the design process. The

topology becomes a degree of design freedom.
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In this chapter a first attempt at an approach that supports the production of an
architectural topology has been introduced. The approach and supporting tool are
flexible enough to allow the designer to investigate different design scenarios. The tool
produces a set of task and network topologies for each Service in the control system
under consideration. It employs reliability models, based on block diagram and Markov
models of proposed topologies. Cost and size characteristics of a proposed topology

are also taken into account during the selection process.

There are many scenarios that could be investigated using the approach. It has been
shown that the designer is able to vary the relative importance given to the three main
characteristics of a topology. The weights used represent the corporate knowledge of
the designers of previous applications as to the most appropriate trade-offs between
cost, size and reliability. It has also been shown that restrictions on the set of admissible

architectural topologies may be introduced.

A quantitative approach to resolving the architectural topology problem appears on
the evidence presented in this chapter to be viable. However a number of issues remain.
First, the architectural forms considered have been confined to those covered by the
GUARDS architecture. The exposition in Chapters 2 and 3 appears to be prescriptive
in parts. However, there is no reason in principle why the approach, and tool, cannot

be adapted to consider other architectural forms, such as shared memory.

The changes required to investigate a shared memory system could require consider-
able effort and in the worst case the work presented in Section 3.2 would need to be
reconsidered in its entirety. This is because the reliability models and search space
investigated would be different for a shared memory system. For instance, designers
may have to consider copy tasks for non fully connected shared memory systems; this
would have a considerable impact on the models and search space employed. On the
plus side, the generic architecture employed is a system level decision and is therefore
likely to remain constant throughout the design process. In this case the work implied
by Section 3.2 should only need to be undertaken, at worst, once per project. The
work required to implement X-Topmeter for a different bus based system is likely to

be less profound, see Section 5.5.6.

Second, there is the independence issue. How independent are the services provided by
a system? More importantly can a reliability measure be produced for these Services in
isolation. Independence is unrealistic. However, at early stages in the design process
the interactions between services may not be clear. The ability to cope with inter-
service dependencies is therefore based on the quality of the system and reliability
models employed. In Chapter 5 a case study is presented in which a single sensing
task provides data for two services to show one way in which this issue could be
addressed. The approach is designed to support the selection process, it is therefore

realistic to make assumptions about independence in the early stages of the process
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and upgrade the models employed as appropriate.

A third, and related, issue is that of the set of reliability models employed to predict the
MTTF of a service. At present these represent a limited set. More complex, and system
specific variants can be envisaged. This may involve a large amount of modelling work
at various points in the design process. However, in many cases analysis of this type
needs to be undertaken anyway. For the purposes of this tool the designer should
employ the minimum level of modelling complexity possible. The aim is to compare the

relative merits of a set of alternative topologies, not provide precise MTTF predictions.

A fourth issue is that of computational load. As a design becomes more complex the
reliability models employed impose an increasing computational requirement. It should
become apparent when the modelling and computational loads make the continuation
of this approach unviable. However, by this point the architectural topology of a system
should be stable. Techniques exist to minimise the number of evaluation function calls
required to produce an acceptable solution. Restrictions on the search space should

also minimise this problem.

A final issue relates to the flexibility of this approach with respect to the desired
dependability characteristics of a system. Libraries allow different characteristics to
be evaluated. There is no reason in principle why these libraries cannot, for instance,
be adapted to support the production of availability measures of a topology. In this way
systems with different non functional requirements can be investigated. Furthermore,
the strings used to represent a solution in X-Topmeter can be changed to accommodate
any desired number of different configurations of resources, including different decision
mechanisms. The author contends that the approach put forward in this chapter is
flexible and powerful enough to allow such extensions. A tool like X-Topmeter should
prove to be a valuable aid to the designer of an architectural topology. It will be even

more valuable if research into reliability model generators is successful.

In Chapter 4 the allocation problem takes the resolution of the architectural topology
problem discussed in this chapter and focuses on the processing tasks. The aim is to
allocate the software units to hardware units. Results from the allocation problem
may require the architectural topology problem to be revisited, especially if the cost
and platform size are deemed to be too high. Interactions between these two problems

are discussed in Chapter 5.
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Chapter 4

The Topology Problem at the

Configuration Level

Resolving the allocation problem facilitates the construction of complex software sys-
tems from real-time software units. These software units can be passive data objects or
active processes, that have periods and deadlines. Software units are assigned to, and
eventually executed on, the processing resources (processors) of a distributed parallel

execution platform. The emphasis of the allocation problem is therefore:

e prediction of the Worst-Case Response Times (WCRT) of Services given a com-

plete mapping of software units to processing hardware units.

e assignment of software units to a set of processing hardware units derived from

the proposed system architectural topology.

The problem of optimal assignment and precise timing analysis of units of real-time
systems is NP-hard [93]. As well as timing goals for an assignment, cost goals and
resource usage constraints can be envisaged. Sensors and actuators are not typically
considered as part of the allocation problem, although Thompson [160] is looking at
the “optimisation of smart and dumb sensors and actuators”. Thompson’s approach

employs a GA and is complementary to the work presented in this thesis.

A chosen allocation represents one possible partial solution to the topology problem
for a given system. Thus, in the context of the GTP the allocation problem can be

informally defined as

“map the set of software based active processes (sub-tasks) proposed for a
given architectural topology to a known set of processing hardware units.
Furthermore, assign the messages arising from this allocation to a given set

of network hardware units.”
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The resulting allocation should be feasible in that all resource usage constraints and
all Service WCRT deadlines are met. If more than one feasible allocation exists the
size and cost of the allocation should be minimised. The allocation problem may be
formally defined as an ATP or SAT problem.

The allocation problem presented here differs from the standard problem formulation
addressed in the literature in two respects. First, the set of active objects (sub-tasks),
passive objects (messages) and configured resources (processing and network) to be
employed are determined by the resolution of the architectural topology problem. A
processing hardware platform is produced with the sub-tasks and messages assigned to
it. The predicted hardware platform can be thought of as a physical implementation

of the selected architectural topology.

A second feature introduced by considering the allocation problem as part of the GTP
is an increase in variability of the size of the hardware platform. Hitherto, attention
has focused on cramming software units onto a fixed hardware platform. In this case
the emphasis of the allocation problem is schedulability. A feasible allocation exists,
or it doesn’t. By relaxing the fixed size constraint the designer is given extra design
freedom. The allocation problem is transformed into producing the minimum size of

platform required to implement the topology, such that timing requirements are met.

Multiple routes through a control Service may be introduced to provide fault tolerance
and reliability (Chapter 2). As a result the allocation problem needs to focus on
transactions. A transaction takes the form of a sequence of sub-tasks that describe
a path through a Service. Some sub-tasks may be constrained to run on particular
processors (for example input and output sub-tasks), the rest are able to execute on any
copy of the processing resource they have been assigned to in the selected architectural
topology for the system. Other restrictions on allocation are possible. For instance,
if transaction replication is used for fault recognition, or increased availability, the

replicas must be physically separated.

Architectural topologies may be selected from an early stage of the architectural level
of the design process and revised as design progresses. Thus, the allocation problem
may be revisited on a number of occasions. Resolution of the allocation problem
provides feedback to the architectural topology problem. For instance, the appropriate
percentage of messages that are inter-processor can be set. If a feasible, and acceptable,
hardware platform cannot be found this obviously has an impact on the validity of a

proposed architectural topology.

In Section 4.1 previous research into the allocation problem is reviewed and in Sec-
tion 4.1.1 the elements required to resolve the allocation problem are presented. Recent
results have shown that the use of Simulated Annealing is appropriate [117]. Thus,

in Section 4.3 a tool that employs SA is presented. Finally, in Section 4.4 illustrative
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examples show the efficacy of the tool.

4.1 The Allocation Problem

The literature on the allocation problem can be split into three categories: papers that
address static allocation [117, 163, 3], papers that address static allocation and schedul-
ing problems simultaneously [32, 39], and papers that address dynamic allocation of
sub-tasks. The last of these categories relates mainly to multistage interconnection
networks [113] and is not appropriate to the models used in this thesis. Scheduling is
assumed, in this thesis, to be via priority based scheduling, as presented in Section 2.6.

Hence, schedulability analysis can be employed as part of an allocation process.

The majority of allocation papers focus on load balancing in order to minimise com-
munication overheads [38]. The hard real-time allocation papers however focus on the
NP-hard nature of the allocation problem for these systems. The ‘strange shape’ of
the search space for this problem has been noted [117]. That is, good allocations are
often found close to poor, or inadmissible, allocations making it difficult for search
algorithms to converge to an optimal solution. Tindell et al [163] address the stan-
dard allocation problem for a TDMA bus based multiprocessor system. Nicholson et
al [117] extend this work to consider non fully connected point-to-point shared memory

networks.

A platform is one physical implementation of an architecture and consists of configured
hardware units. The platform required for a particular allocation problem is a function

of a number of factors:

e maximum number of units of each hardware resource that may be employed

the number of sub-tasks to be allocated,

the number of sub-tasks (messages) that cannot be placed on the same processor

(bus) because of the form of the selected architectural topology,

the WCET of sub-tasks and messages, and

the WCRT requirements for each processing task

An architectural topology sets the type of platform to be employed and is a given in
the allocation process. For instance, a shared communication (bus-based) architec-
ture is investigated in this thesis. A number of generic architectural topologies have
been produced for platforms of this architecture, including the GUARDS architectural

topologies introduced in Section 3.1.
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Point-to-point architectures have a number of advantages over other forms of distribu-
tion: there is no physically shared communication media to schedule and they re-scale
(off-line) with the minimum of disturbance. One example of a point-to-point network
is DIA (Data Interaction Architecture) [156]. This architecture has been designed
specifically to support real-time applications. In DIA, nodes are linked via dual port

memories; the network is not fully connected.

In a point-to-point architecture some transactions need to be extended so that they
can be mapped onto the available hardware platform. For example, if sub-task 0 and
sub-task 1 need to communicate but are bound to nodes that do not have a direct
link, routing of messages is required. This routing takes the form of extra sub-tasks

on intermediary nodes.

In the rest of this Section the elements of the variable platform size allocation problem

for bus based systems are introduced.

4.1.1 Representing an Allocation

A Directed Acyclic Graph (DAG) of precedence constrained sub-tasks is produced by
the designer of a system based on the functional design and the Architectural Topology
selected for each processing task in a computer based control system, see Figure 4.1.
The DAG indicates a set of possible paths through a Service and therefore determines
the set of transactions in a system. If diverse copies of tasks are employed then each
copy may employ a different number of sub-tasks. Thus, the number of sub-tasks to
be allocated is partly a function of the level of replication, and diversity, employed in

the architectural topology selected to provide fault tolerance and reliability.

Service

Processing Task

Figure 4.1: An Allocation Problem

Assume that each sensor and actuator indicated by the architectural topology tool
(X-Topmeter) represents a physical hardware unit. Thus, allocation of sensors and

actuators is not required. Furthermore, assume that the deadlines for each transaction
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can be adjusted to take into account the WCRT of sensors and actuators.

Emphasis is placed on transactions as not all processing elements form part of a pro-
cessing task. For instance, software based sensor fusion sub-tasks, that are logically
part of a sensing task, need to be allocated to processing resources. A sensor fusion
sub-task receives data from a number of sensors, manipulates this data, and acts as
a congruent data source for the transactions in the service. A congruent data source
is one in which a single message is broadcast to multiple locations. It is assumed
that if the WCRT of the transactions in the system can be met the WCRT of the

corresponding Services can be guaranteed.

In schedulability analysis the path (transaction) with the longest WCRT determines
the WCRT of the Service . In Figure 4.2 a processing task consisting of two transac-
tions is presented. Sub-tasks 0 to 4, and 9 represent transaction zero and sub tasks 0,
and 5 to 9 represent transaction one. A third transaction would be formed if the two
transactions were linked by a communication between psts and pst;, for example. In

this case the third transaction would consist of sub-tasks 0,1,2,7,8,9.

| pst, —h-. pst, |—|- psl, == ps, Y

, o -
i - - L - =

Ff" e o r’/ Pl )
N e A I e -

Figure 4.2: Processing Sub-tasks

Sub-task (pst) 0 is a sensor fusion sub-task that acts as a congruent data source. Sub-
task 9 is an output voter sub-task that receives data from a number of transactions
and produces a congruent data source. This data source is used by actuators to control
the application. The WCRT of a task is the maximum WCRT of the transactions that
form the task. In this case max(transy,transy), or max(transy,transy,transs) if the

extra message is employed.

Two attributes of each sub-task are used to determine a set of possible allocations,
namely: Priority and Processor Residency. The Bus Residency of the messages ema-
nating from each sub-task also needs to be determined. Messages are passive objects.
They inherit the priority of the sending/receiving sub-tasks. Each allocation can thus

be represented as a set of three ‘genes’, see Figure 4.3.

!For the sake of brevity in the remainder of this chapter the phrase processing task will refer to not
only a processing task but also any sensor fusion sub-tasks. The deadline of a processing task thus

represents the deadline for the processing elements of a Service.
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Figure 4.3: Allocation Problem Representation

The setP term in Figure 4.3 indicates the set of processing units that a sub-task may
be placed on. This set is determined by the appropriate resource assignment in the
selected architectural topology. Similarly, setB indicates the set of buses that a message
may be placed on. The number of sub-tasks is no_pst, number of processors is no_proc,

number of messages is no_mes and the number of buses is no_buses.

Possible numerical alphabets for the allocation problem include integer, permutation
and binary. The priority gene requires a permutation alphabet. A permutation prob-
lem has a set of elements each of which takes on a value from a set of admissible
values. No two elements may have the same value. For example, one permutation of
the sequence 0123 is 0213. The processor and bus residency genes employ an integer
alphabet in which more than one element may take the same integer value. For ex-
ample, one value for a four element integer string is 0121. The user defines the range
of values for each element in the string. As a result more than one sub-task may be

resident on the same processor.

The values to be set to resolve an allocation problem formulated as an ATP, are:

Priority for each sub-task: a PERMUTATION with range 0 to (no_pst-1),
Processor Residency for each sub-task: an INTEGER with range 0 to (no_proc-1)
Bus Residency for each message: an INTEGER with range 0 to (no_buses-1).

4.1.2 Evaluating an Allocation

Once an allocation has been produced, by setting the values of the three gene structures
for each processing sub-task and message in the system, an evaluation of the quality
of the allocation can be made. The evaluation function contains a number of capacity
and timing constraints that must be met for a proposed allocation to be feasible. The

allocation evaluation (penalty) function is:
P(x) =  F(x) + f G(x)

The function F(x) determines the value of an allocation with respect to the following

goals:
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1. minimise cost of hardware and software employed in the platform (cost)
2. minimise number of physical hardware units employed (numhware)
3. minimise total WCRT of tasks in the system (WCRT)
Parentheses indicate the name of the goal. The weighting factor « is a vector of three

elements. For instance, each unit of cost is multiplied by a factor of «y. Thus, F(x) is

a linear function.

The function G(x) determines the evaluation function value resulting from any con-
straint violations. It takes the form of the sum of the square of total constraint vi-
olations. That is the number of units a constraint is missed by is counted and this
value squared. The resulting number is subjected to a weighting factor. The vector

currently consists of weighting factors for the following 9 constraints 2:
1. Given sub-tasks (messages) must not be allocated to the same hardware unit
(parallel)
2. Memory capacity per processor must not be exceeded (memp)
3. Maximum band-width of buses must not be exceeded (memb)

4. Maximum number of messages received per processor must not be exceeded

(numesp)
5. Maximum number of messages per bus must not be exceeded (numes)
6. Maximum number of sub-tasks per processor must not be exceeded (numpstp)
7. Number of sub-tasks that fail to meet WCRT requirements must be zero (wertpst)
8. Number of tasks that fail to meet WCRT requirements must be zero (wcrtt)
9. Number of bytes of inter-processor communication between sub-tasks within a

task must not exceed the budgeted task total (transmes)

In order to calculate P(x) for a proposed allocation schedulability analysis of the sub-
tasks, messages, transactions and ultimately Services in the system is undertaken. The

schedulability techniques introduced in Section 2.6 are pessimistic, and therefore, safe.

2Parentheses indicate the name of the constraint.
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4.1.3 Producing New Allocations

Consider, a set of possible changes to the three primary attributes of an allocation;
priority, processor residency and bus residency. First, the priority gene. To maintain
exactly one copy of each priority value in an allocation only swap moves are allowed.
A swap move transposes the values of two elements of a gene structure. Restrictions

may be placed on the set of elements that may be swapped.

Second, both change and swap moves can be performed on a processor residency gene.
A change move is one where the value of a single element in the gene structure is
changed. For instance, assign a randomly chosen sub-task to a processor randomly

chosen from a set of admissible processors (setP) for that sub-task.
Finally, for the bus residency gene, change and swap moves can be employed.

One possible set of admissible moves for the allocation problem is therefore:

1. Swap priorities of two sub-tasks (50%)
2. Move a single sub-task to a different processor in setP (15%)

3. Swap the processor residency value of two sub-tasks. Ensure that the two sub-

tasks use the same hardware resource. (10%)
4. Move a message to a different bus (15%)

5. Swap the bus residency of two messages. Ensure the two messages use the same

hardware resource. (10%)

Assignments 2 to 5 determine the size of the hardware platform. So, for example, if
two communicating sub-tasks are allocated to the same processor a single processor is
required. However, if the sub-tasks are allocated to different processors, two processors
and a bus are required. Assignment 1 partly determines the timing characteristics of
a set of sub-tasks allocated to the same processor. It therefore indirectly determines
the size of the platform. For example, extra processors may be employed to ensure the
WCRTs of particular sub-tasks.

In Figure 4.4 the effect of the five admissible moves on the gene-string is shown graph-
ically. The double headed arrows indicate swap moves and the single headed arrows
change moves. The percentages indicate the default probability that each move is
used in an iteration of a search algorithm. In this example an average of 50% of moves

involve sub-tasks swapping priority value.
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Figure 4.4: Moves for the Allocation Problem

4.1.4 Evolution of an Allocation

Allocation has typically been undertaken late in the design process once a set of sub-
tasks and a hardware platform have been proposed, and in many cases implemented.
The sheer number of alternative allocations makes the resolution of this problem dif-
ficult. Furthermore, a majority of possible allocations may be infeasible in that the
transactions cannot be guaranteed to meet their required WCRTs. A failure to produce

an acceptable allocation can be very costly.

Resolution of the architectural topology problem, for a particular level of design decom-
position, allows the allocation problem to be addressed earlier in the design process.
It also allows the designer to predict any changes to the optimal allocation implied by
a design decision. Since, in the formulation of the allocation problem presented in this
chapter the size of the platform is not fixed, a resolution to the allocation problem
can almost always be found. However, the size and cost of the platform required to

produce a schedulable system may be deemed excessive by the designer of a system.

If an allocation is deemed acceptable, given the currently selected architectural topol-
ogy, then design can progress further. If the allocation resulting from an allocation
search is deemed unacceptable then one of the factors that determined the allocation

must be changed.

Suppose that for a given topology 10 processing units were required to meet all timing
and resource usage constraints. The designer was aiming to produce a platform with

eight processing units. Four design choices are available:

1. relaxation of the reliability requirements leading to a topology with less sub-tasks
to be allocated
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2. relaxation of the size constraints
3. relaxation of the timing requirements

4. change in the functional design.

The first choice will lead to a reworking of the architectural topology problem. Choices
2 and 3 will probably require only a reworking of the allocation problem. Choice 4 will
require reworking of both elements of the topology selection process. The ability to
allow an allocation to emerge as part of a resolution to the GTP is one of the desirable

features that prompted the particular approach put forward in this thesis.

4.1.5 Problem Formulation - ATP

The allocation problem is a known NP-hard [93] combinatorial optimisation problem.
An allocation x requires three assignments to be made. First, each sub-task is assigned
a unique priority number. Thus, z,, — (0,1), where 24, = 1 implies priority 1
is assigned to sub-task z. Second, each sub-task is assigned to a processor. Thus,
Z,p — (0,1), where z,, = 1 implies sub-task z is assigned to processor p. Finally, each
message is assigned to a bus. Thus, z,,;, — (0,1), where z,,, = 1 implies message m is

assigned to bus b.

The primary side-constraint is to ensure that the WCRT of each task is met. Further,
side-constraints are used to ensure that the 9 constraints presented in Section 4.1.2 are

not exceeded by the chosen allocation.

In order to solve, or at least postulate a solution for, the allocation problem a great
deal of information is required about the design of the system and its hardware plat-
form. However, given a proposed architectural topology a prediction of an appropriate
resolution to the allocation problem can be produced during the design process. The

default set of assumptions for the baseline X-Alloc guided search tool are:
1. Only processing tasks, and inter-processor communication networks, need to be
allocated to a hardware platform.

2. Processing tasks consist of a set of precedence constrained sub-tasks (Figure 4.2)

and can be modelled as periodic with offsets (see Section 2.6).

3. Each sub-task (message) in parallel must be allocated to a different hardware

unit. More that two sub-tasks (messages) in parallel can be required.

4. Priority of sub-tasks is set on a global basis, since the number of sub-tasks is

fixed by the resolution of the architectural topology problem.
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5. The Dependability predicted by the X-Topmeter tool is NOT changed by the
allocation process. An unrealistic assumption, but one that allows the tool to

concentrate on the timing characteristics of an allocation.

6. Number of hardware units that must remain operational for a task to remain

operational is assumed to be one of each type employed by a task.

7. Assumptions presented in Section 3.2.1 are still in force.

4.2 Resolving the Allocation Problem

Like the architectural topology problem, a variety of heuristic and search techniques
have been employed to aid resolution of the static allocation problem, see Figure 4.5.
The relative effectiveness of each technique varies depending on the exact formulation
of the problem. A survey of these techniques with respect to the allocation problem

and a justification for the use of Simulated Annealing (SA) is presented.

STATIC ALLOCATION

ystics\ approximate

iterative greedy

P

general specific
purpose

Optimal

SA TS GA Hill Climbing

Figure 4.5: Search Techniques for The Allocation Problem

Since the standard allocation problem is NP-hard optimal search techniques, such as
branch-and-bound or network flow techniques, cannot be used. Non optimal techniques
have therefore been applied. All the techniques discussed below have been subjected
to hybridisation in an attempt to overcome perceived weaknesses. Hybridisation with
Tabu Search (TS) may prove effective and is within the scope of the approach employed
in the prototype allocation tool, X-Alloc. Hybridisation of constructive heuristics and

search techniques may also be effective.

Steepest Descent

Steepest descent (Hill Climbing) is the simplest search approach applied to the al-

location problem. A single allocation is produced and an exhaustive set of single
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change moves applied. The best of these allocations is taken as the start of the next
iteration. The search terminates when no better allocation is found. Two major
disadvantages of this approach are evident: the excessive run-time required and the
inability to overcome walls between local minima. Surprisingly good results sometimes
emerge however. Most steepest descent algorithms are employed as part of a hybrid

approach [3].

Tabu Search (TS)

TS has been employed by Porto & Ribeiro [128] to allocate non real-time sub-tasks to
an heterogeneous multiprocessor network. A tabu list, see Section 2.9, is maintained for
each (sub-task, processor) pair 3. A pair is placed on the tabu list for a finite number
of iterations whenever moving the given sub-task to the stated processor results in a
worse allocation. In this case worse implies a larger evaluation function value has been

returned.

This approach can be extended to hard real-time allocation problems. In addition to a
tabu list for processor residency, lists for bus residency (message, bus) and priority (sub-
task, priority) can be employed. Furthermore, tabu list structures can be extended to
make moves that violate resource constraints tabu. For instance, a sub-task move to

a processor that has reached its sub-task residency capacity limit.

The run-time of TS is reduced by forcing elements to stay longer on the tabu list.
TS sometimes runs into a ‘dead-end’ without having found a feasible solution, when
started for an initial non-feasible solution. A TS employed by a maintainer for a new
variant of a system is likely to start with a reasonable solution and therefore is less

likely to be subject to this problem.

Elements of TS may be readily hybridised with other search and heuristic techniques
to improve the overall search strategy. For instance, a TS/SA hybrid is compatible
with the allocation strategy employed in the X-Alloc tool. This extension would be
along the lines of the hybridisation presented in Chapter 3.

Genetic Algorithms

Variants of GAs have been employed to resolve the allocation problem. For instance,
Thompson [160] employs a GA as part of a sensor / actuator allocation process. Chro-
mosomes may be formed from the list of sub-tasks on each processor, for a particular
allocation [7]. Alternatively each allocation may be represented by one chromosome
onto which all relevant information is encoded [154]. Greenwood et al [65] employ a

variant of GAs, known as Evolutionary Strategies (ES). ES works with intensification

3 A pair represents a proposed allocation of a particular sub-task to a particular processor.
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operators (e.g. crossover) and a survival of the fittest strategy.

GAs mainly suffer from sensitive parameters and the inability to find feasible allo-
cations for large examples. In addition, the basic assumption that strong parents are
likely to generate strong children is not true for the allocation of real-time sub-tasks [3].
GAs deliver better results when a very high mutation rate is employed. In large applica-
tions there is also the problem of storing large numbers of chromosomes. Furthermore,
it has already been established that GAs do not perform well on fine-tuned searches

in highly combinatorial spaces [63, 68].

Constructive Heuristics

The purpose of constructive heuristics is to find any feasible allocation by some simple
strategy avoiding spending too much time in optimisation. One such technique, List
processing [136] is based on one or more global priority lists. Ramamritham’s [137]

approach to resolving the allocation problem consists of two parts:

1. The list processing element which decides whether clusters of communicating

sub-tasks should be assigned to the same processor.

2. A search heuristic employed to assign clusters of sub-tasks to particular proces-

sors. The search also determines a feasible schedule.

The main advantage of constructive heuristics is high computation speeds. They may,
like search techniques, be highly sensitive to the implementation of elements of the
heuristic. In list processing the difficult part is to implement an appropriate priority

function.

4.2.1 Simulated Annealing

Simulated Annealing (SA) has been employed previously to address the allocation
problem [163, 117, 32, 39]. Typically, deadline misses are included as a penalty in the
evaluation function of each potential allocation. Most authors attempt to handle the

allocation and scheduling problems simultaneously.

SA is a variant of the generic search algorithm, see Section 2.7.1, which employs:

1. Selection. This is simply the allocation surviving at the end of each iteration of

the algorithm. This solution may not be the best solution found so far.

2. Creation. The current allocation is manipulated to generate a new allocation.

Two types of move are employed; change and swap.
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3. Merging. In SA only two allocations need to be considered each iteration (existing
and proposed). The proposed allocation replaces the existing allocation if its’
evaluation function value is less than that of the existing allocation. If the
proposed move has a value greater than or equal to the existing allocation it
may still replace the existing allocation with a probability based on the SA
temperature parameter. The probability of a worse allocation being accepted

falls as the search progresses.

The standard SA algorithm was presented in Section 2.10. A cooling schedule defines
the merging approach used by an annealing algorithm and hence determines the algo-
rithms ability to converge to a solution. There are two parts to a schedule; the cooling

rate and the cooling mechanism. Options for the cooling rate include:

1. Cool at a geometric rate. Typically, « = 0.95

2. Cool in arithmetic steps. Typically 0.1

In both cases the value of the temperature parameter is reduced from an initial value.
The initial value can either be set or can be determined by the annealing algorithm
as the temperature at which a given proportion of moves are accepted. Once the
schedule and associated parameter have been chosen, the user is presented with a
further choice on whether to allow increases in temperature, or not. One heating
approach is tempering. A tempering mechanism, see Section 2.10, employs a parameter
that specifies the threshold percentage, which when reached “reheats” the annealing

algorithm.

An allocation SA search is terminated once any one of three stopping criteria is met:

1. Maximum number of permissible evaluations reached
2. Maximum permissible time has elapsed

3. Number of evaluations since the last new best solution exceeds a maximum value

One perceived disadvantage of SA is that it is sensitive to its parameters and it is
difficult to find parameters that will fit for all application examples. Experimental
evidence has shown that allowing the temperature parameter to rise (tempering) as

well as fall, can produce better results than a strict cooling process.

A second perceived disadvantage of SA for the allocation problem is the inability to
converge quickly to a feasible solution. This is mainly due to the nature of the search
space and is known as the deception problem. A search is deceived into moving to a

part of the search space that does not contain good solutions. The cooling process then
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stops the algorithm escaping from this area. The search space for an allocation typically
becomes fractured as a result of resource usage constraints. Annealing techniques find
it difficult to traverse such search spaces [117]. A good solution may always be ‘hiding’

behind an inadmissible point in the search space.

Previous experience has led the author to believe in the effectiveness of SA. Further-
more, the experience gained on previous work can be transferred. It is generally true
that the standard vanilla flavour of a search technique can be improved on by domain
knowledge and familiarity with the technique. This has proved to be one of the prob-
lems with comparative evaluation of different techniques and has become known as the

“beauty contest” problem, see Section 2.7.2.

The sensitivity to parameter value problem may be perceived as an advantage, as well
as, a disadvantage. It is envisaged that the allocation tool will be applied a number of
times during the topology selection process. Before each run the parameters employed
can be adjusted. So, for a particular application the evaluation function values that
produce the best results will emerge during the selection process. The weights used will
partly reflect the relative importance given to each factor by the designers and partly
reflect the nature of the search space. This approach allows the domain knowledge of

designers to be factored into the process.

SA parameters are honed to work most effectively for a particular application by this
process. The weighting and parameter settings can be stored and used either by the
maintainers of the system when an upgrade is being contemplated, or the designers of
similar systems in the future. New systems, or variants of the existing system, may

use these settings as a starting point.

The extension to allow extra variability in the size of the platform employed implies
that a feasible allocation can nearly always be found. The size and cost of this fea-
sible platform may however be unacceptable to the designers. This extension is also
expected to help reduce the impact of the deception problem, as is hybridisation with

TS techniques.

SA was also chosen for practical reasons. The SAmson [103] environment on which
the allocation tool, X-Alloc, is based is compatible with the GAmeter environment, on
which X-Topmeter is based. Results from X-Topmeter can be employed in X-Alloc,
after appropriate interpretation and manipulation. The input data required for X-
Alloc is more extensive than that for X-Topmeter due to the level of decomposition of

the design at which the allocation problem may be resolved.

Like GAmeter SAmson provides a set of ingredients from which a recipe to solve a
particular allocation problem can be chosen. It also provides the ability to ‘cook’ the
chosen recipe to select the best allocation, in the form of an SA. Producing a particular

recipe from the given allocation problem ingredients is non trivial. The ingredients and
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‘garnish’ that need to be coded for each problem include:

e a set of processing sub-tasks for which an allocation is to be produced

e connections between sub-tasks in the allocation, in the form of messages
e set of admissible allocations

e how to produce a new allocation from an existing allocation

e schedulability and resource constraint measures

e evaluation function and weighting factors

The recipes employed for different problems are likely to be similar in form. To extend
the analogy: many variants on pasta in a red sauce can be envisaged. The basics
however remain the same. All recipes are likely to require considerable coding effort.
This effort falls as the design process continues. Re-evaluation of the appropriateness

of the current ‘recipe’ is required each iteration.

4.3 X-Alloc

X-Alloc is designed to aid resolution of an ATP formulation of the Allocation problem.
The assumptions presented in Section 4.1.5, the elements of an allocation presented

above and the SAmson environment are merged to produce a baseline tool.

An X-Topmeter search produces an architectural topology, which includes a logical
platform consisting of a set of configured sensor, actuator, processor and bus resources.
These resources form the basis for the implementation of each control Service. The
baseline X-Alloc tool investigates the allocation of processing sub-tasks and inter-
processor messages. The end-to-end deadline of each transaction is calculated to ensure

that overall Service deadlines are met.

Consider a single service system that employs a TMR processing task topology, see Fig-
ure 4.6. The topological configuration of this task has been produced by X-Topmeter
and consists of three transactions each of which terminates at sub-task 7, a voter

mechanism.

To allocate this set of transactions five new data structures are required:

1. Vector of allocation parameters (11)
2. Sub-tasks - each task is constructed from a set of sub-tasks (12)

3. Processors - each sub-task is allocated to a single processor unit (8)
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Processing Task 1

mes 1 mes 2
sub 1 sub2 —

mes 3 mesy4 mttf=8000 secs

T sub3 sub4 sub7
t wcert=75ms
mes 5
sub5 sub6
mes 6

Transaction 1: subl - sub2 - sub7
Transaction 2: sub3 - sub4 - sub7
Transaction 3: sub5 - sub6 - sub7

Figure 4.6: Transactions for a TMR Task

4. Messages - each sub-task may send up to three messages to other sub-tasks (16)

5. Buses - each message is allocated to a single bus unit (7).

The number of elements in each structure is shown in parentheses. Details are given
in Appendix A. Structures 3 to 5 are particular instances (units) of the resources

employed in Chapter 3.

A feature of the transition from an architectural topology to an allocation problem is
the modelling of hot and cold spares. Hot spares can be modelled directly, cold spares
cannot. However, the WCET of sub-tasks subject to cold sparing can be extended to
incorporate the switching time to the spare. Thus, cold spares are accommodated in the
following manner. First, each cold spare is treated as a hot spare with extended WCET.
Second, a number of processors and buses are designated as cold spare resources. The
cold-spare sub-tasks and messages are allocated to these resources, via the setP and

setB structures.

The baseline implementation of X-Alloc has the following features:

1. An allocation is represented as a set of tuples containing three integers denoting
the priority and processor residency of each sub-task and the bus residency of

each message in the system.

2. The evaluation function penalises cost, WCRT and resource constraint violations.
It does not explicitly employ a size element. Experimentation has shown that a
cost function, which implicitly includes a penalty for the number of units used,
is sufficient to find an acceptable allocation. The vectors of weighting factors «
and (§ are determined by the user on a per experiment basis. Default settings

are presented in Table 4.1.

3. An initial temperature based on an 80% acceptance rate of proposed moves by

the annealing algorithm.
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4. Move functions that are implementations of the moves presented in Figure 4.4.
The user may alter the proportion of moves of each type employed by an exper-

iment.

5. A geometric cooling schedule that employs a monotonic cooling scheme is used to
reduce the probability of accepting a move to a ‘worse solution’, as an experiment

progresses. Temperature equilibrium is attained after 1000 proposed moves.

6. Three termination criteria are employed: 7200 seconds, 100000 proposed moves

or 500 proposed moves since the last new best solution was found

Parameters Value ‘
Temperature Ratio 80%

Cooling Schedule Geometric

Cooling Mechanism Monotonic (o = 0.95)
Temperature Equilibria Mechanism proposed moves
Equilibria Proposed Moves 1000

Current Neighbourhood Operator user defined
Maximum time, proposed move, no change limits 7200,100000,500
Collect statistics every n iterations 50

Ecosty Kwert 0.1, 0.01
kparallel,kmemp,kmemb,knumes,knumesp, 200, 0.01, 0.01, 10, 10
knumpstp,kwertsp,ktransmes, kwertt 10, 500, 10, 50

Table 4.1: X-Alloc Parameter Set

In the following illustrative examples the default parameter set is employed unless
otherwise stated. The illustrative examples are those introduced in Section 3.4. The
allocations produced for these examples represent a “snap shot” of the resolution of

the GTP at one point in the design process.

The schedulability algorithm employed in X-Alloc is that put-forward by Bate and
Burns [10], see Section 2.6. Therefore, each sub-task is modelled as a periodic ac-
tive object with offsets. Appropriate offsets, along with the WCRT of each task, are
calculated by X-Alloc.

Inter-processor messages are included in calculations of the WCRT of a transaction
and hence the processing tasks in a system. An inter-processor message is given the
priority of the sender sub-task. If two messages of the same priority (i.e from the same
source) are resident on the same bus the tie is broken by the priority of the receiving
sub-task. The sub-task with the highest receiving sub-task priority is given the highest

priority value.
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The illustrative examples presented in Chapter 3 have been extended to incorporate
a set of sub-tasks for each transaction. Together these sub-tasks should reflect the
characteristics of the tasks they are a decomposition of. Thus, the cumulative WCET's
of sub-tasks in a transaction should be no greater than the WCET of the parent task.
Similarly, the cumulative number of bytes of data sent by the sub-tasks through the
bus networks should be no greater than that budgeted for in the resolution to the
architectural topology problem for the parent task. X-Alloc ensures this by penalising

allocations that exceed the appropriate budgets.

4.4 Illustrative Examples
Four elements of the X-Alloc tool production process required considerable work:

1. Extension of the existing data structures and introduction of new structures

2. Effect of search space restrictions on the ability to find a solution and the effect

of relaxing these restrictions

3. Implementation of the schedulability analysis so that a quick and safe evaluation

of the schedulability of any proposed allocation could be produced

4. Setting of the SA algorithm parameters

The data structures employed in X-Topmeter were extended so that decisions made in
the architectural phase, and subsequent decomposition of processing tasks into prece-
dence constrained sub-tasks, could be investigated. Furthermore, the characteristics
of a platform are somewhat different from the architectural topology produced by X-
Topmeter. Individual units (primitive resources) rather than generic resource types are
the focus of attention. Thus, sub-task, message, bus and processor structures were in-
troduced. These structures reflect the characteristics of their parent task and resource

structure.

The example generation program was used to test that the new structures could rep-
resent a set of example allocations. Initially, no separate structure for messages was
employed. This can be seen from the extensive message information stored in the sub-
task structure element message, see Appendix A. This however, made the program too

complex and message structures were introduced.

X-Alloc was initially produced with a small variability in the size of platform. Moves
that broke a number of constraints were made inadmissible. In this circumstance
the implemented X-Alloc found it difficult to produce a solution. A wide variety of

parameters and cooling schedules were employed. In the end it was decided to greatly
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expand the size of the virtual platform and then to penalise allocations that employed
costly allocations. This approach has proved to be very effective with the tool rapidly
converging to a solution for the examples attempted so far. The reason appears to be

the effect of such an approach on the structure of the search-space.

The author was able to employ a prototype tool produced by lain Bate, to predict
the schedulability of each proposed allocation. Work was required to interface X-Alloc
with this tool and to produce the results in a form that could be effectively evaluated
by X-Alloc. Some of the interactions were very subtle and a number of experiments

were required to gain assurance in the results being produced.

Throughout the X-Alloc development and prototyping process a variety of parameter
values have been employed. Eventually, a set of values that seem to give reasonable
results emerged. These values usually need tweaking to produce the best results for

any given example, but provide a suitable starting point.

4.4.1 Illustrative Example One

Tllustrative example one consists of a single control service implemented as three tasks,
1,0,2, see Figure 4.7. The architectural topology selected by X-Topmeter consists of
a sensing task implemented as a TMR topology, a processing task implemented as a
hot-spare replicated topology, and an action task implemented as a triple redundant
topology. Both lanes in task 0 employ copies of the same software unit and the same
processing hardware resource (processor type 2). Both lanes also employ data provided
by a sensor fusion sub-task, sub-task 0. This sub-task transmits a single message across

a single bus to ensure a congruent data source.

A single network is used to transfer data between, and within, tasks. Messages 0 and
5 are effectively the same message received by two sub-tasks. Thus, X-Alloc is able to
deal with eight separate allocations of sensor fusion sub-tasks and the sub-tasks that
receive sensing data. For example, sub-tasks 0, 1 and 6 may be on the same processor.
In this case messages 0 and 5 are intra-processor. Alternatively, sub-tasks 0 and 1 are
on the same processor, while sub-tasks 0 and 6 are on different processors. In this
case message 0 will be an intra-processor message and message 5 an inter-processor

message.

Six more scenarios of this kind can be produced. A congruent data source for three
receiving sub-tasks is even more complex. This has proved to be one of the limitations

on the effectiveness of the current X-Alloc tool.
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Topology for Transactions for Task 0
Service 0

Figure 4.7: Architectural Topology for Illustrative Example 1

In total there are 11 sub-tasks to allocate to processors and 10 messages to allocate
to buses. Messages from sensors to sub-task 0 and from sub-tasks 5 and 10 are not
included in the analysis. Extensions to include such messages can be envisaged as a

step towards incorporating sensors and actuators into the allocation process.

The selected architectural topology for example one and the set of sub-tasks for the
service are shown in Figure 4.7. The inter-processor communication network consists
of two copies of each message sent in parallel. This has been interpreted as one mes-
sage through transaction 1 and one through transaction 2. Both sets of messages are

implemented on buses of resource type 5.

A second possible interpretation is that each individual message should be sent twice,
on separate units of resource type 5. The baseline X-Alloc is unable to support this
interpretation. Extending the allocation algorithm may require changes to the message
structures and to the distributed offset analysis employed. This extension is considered
in Chapter 5.

The deadline, and period, of task 0 is 75ms. Thus, X-Alloc must find an allocation
of sub-tasks and messages for which max(transl, trans2) is less than 75. All time
measurements have been transformed to milliseconds. In Chapter 3 the MTTF of
tasks is expressed in hours. This difference in time scale must be borne in mind when

evaluating a selected topology.

Allocation Search

Three X-Alloc experiments were undertaken using the default settings, except kqost was
set to 0.01, rather than 0.1. Statistics for a typical experiment are shown in Table 4.2.
There were 19 steps recorded for this experiment. The SA algorithm converged rapidly
to a solution, requiring only a single application of the cooling schedule. In fact the
algorithm converged to the best solution before this cooling occurred. This indicates
that this example has a very well behaved, small, search space in which it is ‘easy’

to determine local acceptable minima. The algorithm effectively operated as a hill
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climbing search.

Steps Value User CPU Number of Number of Temp
Time Time proposed accepted
Moves Moves

1600005448 0 0.0 0 0 1.0
5 6357 1 0.6 42 26 1.0
10 2335 4 1.6 110 54 1.0
15 645 26 6.2 384 137 1.0
19 435 59 15.0 928 339 1.0
end 435 94 23.0 1428 512 0.95

Table 4.2: Results for Example 1

The best evaluation function, P(x), value was 435, broken down into 155 for the cost of
the platform and 280 for the WCRT of task 0. The Service met its WCRT requirements.

The best solution employed the following sub-task gene structure values:

Priority 101927356084
Processor 14433322211

Thus sub-task 0 is allocated to processor 1 and has priority 10. Similarly, sub-tasks 9
and 10 are allocated to processor 1 and have priorities 8 and 4 respectively. So overall,

the number of processing units employed in the platform is 4, allocated as follows :

Processor 1 [10][9][0] numsub=3 capacity=16
Il
I

7] numsub=3 capacity=16
5][4]  numsub=3 capacity=16

[
Processor 2 [8][6
Processor 3 [3

[

Il
Il
Processor 4 [1][2] numsub=2 capacity=16
The best solution employed the following bus residency gene values: 4 * 3 * * 4 *
* 4 * *  Starred results indicate communication is intra-processor and therefore the
stated bus is irrelevant. This illustrates why the implemented SA is configured to reject
proposed message moves that give the same evaluation function value as the existing
allocation. If a message is intra-processor any move to a different bus will have no
effect on the evaluation function value. In this example two communication buses are
employed:

Bus 3 [2] priority 9

Bus 4 [8][0][5] priority 0,10(1),10(3)
Two messages have the same priority, inherited from the source sub-task. The tie
is broken by looking at the priority of the receiving sub-task. Message [0] is given

a higher priority than message [5] because it’s receiving sub-task has a priority of 1,

“[x] = sub-task x allocated to named processor or message x allocated to named bus.
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whilst the receiving sub-task for message [5] has a priority of 3.

A total of 256 bytes of inter-processor communication are required per invocation of
task 0. No capacity constraints are violated by the chosen allocation. Two buses
are employed to keep messages 2 and 8 apart for redundancy purposes. The total
number of units required to fulfil both the real time and dependability requirements
for processing task 0 is therefore six. Task 0 met its deadline with a WCRT of 28ms,
see Figure 4.8.

Message 5 has a WCET of 0. This is because it is physically the same message as
message 0. It is included to show how X-Alloc deals with congruent data sources. The
number above each circle in Figure 4.8 indicates the processor a sub-task is allocated
to. The numbers above arrowed lines indicate the bus a message is allocated to. No

number indicates an intra-processor message.

\Id \D Offset WCET WCRT Met?

pst 0 | 75 0 2 2 1
pst1 | 75 3 1 9 1
pst2 | 75 9 6 15 1
pst3 | 75 16 4 20 1
pst4 | 75 20 2 24 1
pst5 | 75 24 1 28 1
pst 6 | 75 1 9 1
pst7 | 75 6 15 1
pst8 | 75 15 4 21 1
pst9 | 75 22 2 24 1
pst10 | 75 24 1 26 1
mes 0 | 75 1 1
mes b | 75 0 1
mes 8 | 75 21 1 22 1
mes 2 | 75 15 1 16 1
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Figure 4.8: Solution to Illustrative Example 1

X-Topmeter predicted a processing platform of at least two processors. The processing
platform produced by X-Alloc indicates that in fact four processors are required. This
increase in size is partly a result of the need to guarantee a WCRT for the processing
task. The allocation tool also attempts to minimise cost, rather than absolute size, of
the final processing platform. A cost for size trade-off may have occurred. X-Topmeter
employs a fairly naive method, utilisation, to determine the number of units required.
The decomposition into sub-tasks and explicit allocation to particular units inevitably
produces a more accurate prediction of the required processing platform. X-Topmeter

and X-Alloc agree that two buses are required in the hardware platform.

In order to ensure convergence between the results predicted by the architectural topol-
ogy and the allocation searches the accuracy of the platform size prediction made dur-
ing the architectural topology search must be as high as possible. Furthermore there is
an onus on the designer to investigate any discrepancies, like those highlighted in this
example, in the analysis phase of each Analysis-Synthesis-Evaluation cycle. A failure
to identify such discrepancies may lead to surprises late in the design process leading

to considerable reworking of the design.

In conclusion, once an allocation search can be employed for a proposed architectural
topology the designer is able to consider the combined effect of dependability and
timing requirements on the topology for the proposed control system. The designer

should investigate any discrepancies between the results from the two search engines.

4.4.2 Illustrative Example Two

This example takes the results of the two service architectural topology produced in
Chapter 3 and a decomposition of the processing tasks, and attempts to allocate the
resulting sub-tasks to an appropriate hardware platform. The architectural topology

(left-hand column), sub-tasks and messages (right-hand column) employed are shown
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in Figure 4.9. Tasks 1 and 4 are processing tasks and are implemented as dual and
triple redundant topologies respectively. Sensing and action tasks 0,2,3 and 5 are not
considered as part of the resolution of the allocation problem in this example as none

of them employ a decision mechanism.

Topology for Services 0 and 1 Transactions for Tasks 1 and 4

Figure 4.9: Architectural Topology for Illustrative Example 2

This example employs three networks. Only the allocation of messages to netl (proces-
sor to processor) is investigated by X-Alloc. Thus extra buses will be required in the
overall platform to accommodate communication in networks 0 and 2. This provides

one obvious extension that could be incorporated into a new version of X-Alloc.

Three experiments were performed using X-Alloc. The annealing algorithm for a
typical experiment on this example ran for 25 seconds (user time) and 3 steps were
recorded, see Table 4.3.

Steps | Value User Number Number Temp
Time proposed accepted
Moves Moves
30130 0 0 0 4.0
5 9662 2 52 24 3.80
10 1463 15 277 111 3.61
END 1463 46 el 327 3.43

Table 4.3: Results for Example 2

The algorithm converged very quickly to a solution. This is partly a result of the use
of X-Alloc at an early stage in the design process, partly a result of the increase in
variability of platform size, and partly a result of the architectural topology chosen for

this example. In total 777 moves were proposed and 327 accepted. The best allocation
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found employed the following values for the three gene structures:

Priority 281571454311091210136161
Processor 44441111655899101010

Message *****8**5**

Processors 0-4 are of processing type 4, 5-9 are of processing resource type 5 and 10-14
resource type 6, see Table 3.11 for details. Buses 4-7 are of resource type 9 and 8-11
are of resource type 10. The *s in the message gene indicate that only 2 inter-processor
messages were required in the allocation. The processor gene clearly shows the clus-
tering of sub-tasks by transaction. This clustering occurs because minimum WCRT's
can be produced for intra-processor messages as they are not subject to blocking or

interference from other messages.

X-Topmeter predicted a processor platform consisting of at least 5 processors and 3
buses. A further 5 sensors and 5 actuators were predicted. X-Alloc predicted a pro-
cessing platform of 7 processors and 2 buses. Three different processing resources and
two different network resources are employed °. The number of buses has been reduced
by the simple expediency of ensuring that all messages in task 1 and transaction 3 are
intra-processor. This reduces the cost of the platform, as ownership costs of different

resources are a significant proportion of the overall cost of a platform.

The priority ordering of sub-tasks on processors with more than one resident was:

proc 1 [7][6][5]4]
proc 4 [0][1][3][2]
proc 5 [9][10]
proc 9  [12][13]
proc 10  [16][14][15]

The evaluation function had a value of 1463, see Table 4.3. Only two elements of the
evaluation function had non-zero values: Cost with a value of 1383 and the WCRT
penalty element with a value of 80. The weightings employed for these elements were
0.1 and 10 respectively. All transactions, and hence both tasks, are predicted to meet

their deadlines. The resulting platform is shown in Figure 4.10.

The size of the platform in this example results from choices made in the resolution
of the architectural topology for this system and the need to keep transactions in the
same task separated. The designer may wish to investigate a number of facets of this

result in order to improve the proposed resolution of the topology problem.

For instance, the architectural topology result indicated that at least five processors
would be required. This solution uses seven processors, two of which contain a single
sub-task. Under what circumstances would it be possible to move sub-tasks 8 and

11 to processors already employed in the platform and thereby reduce the number of

SUnits (processors or buses) are particular instances of resources (e.g 486 processors).
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Figure 4.10: Solution to Illustrative Example 2

processors employed to five? It is the ability to investigate the implications of design
decisions on the required topology and hence hardware platform early in the process

that is a primary impetus for the work presented in this thesis.

4.4.3 Illustrative Example Three

In this example, one possible architectural topology for the five Service control system
presented in Chapter 3 is explored. The architectural topology employed is an exem-
plar one and does not represent any of the many architectural topologies produced in
Chapter 3. It has been devised to show the range of architectural topologies that can
be addressed by the allocation tool and to show some of the limitations of the current
X-Alloc prototype. One set of sub-tasks arising from the tasks in the architectural
topology are shown in the right-hand column of Figure 4.11. Processing tasks to be

allocated to a hardware platform are shaded.
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Logical Architectures for
Services 0to 4

Physical Architectures for tasks 0 to 4

Figure 4.11: Architectural Topology for Example 3

The processing task topologies are simplex, dual-parallel, dual-parallel with voter,
dual-parallel with acceptance tests and TMR with hot spares respectively. The dead-
lines for tasks 0 to 4 are 75, 50, 75, 25 and 75 milliseconds respectively. This results
in 30 sub-tasks, 23 messages and 10 transactions for which a WCRT needs to be
calculated. Transactions 0, 1, and 5-9 are to be placed on hardware resource two.
Transactions 2 and 4 are to be placed on hardware resource three and transaction 3
is to be placed on hardware resource four. Hardware of resource type one is reserved
for the decision mechanism sub-tasks (16 and 29). Details of the processing resources
employed are given in Appendix A. The set of admissible Processors (setP) for this

example are shown in Table 4.4.
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Sub- | setP Parallel
tasks

0-4 | 1011121314 1516 17 18 19 | none
5-8 [10111213141516171819 | 910 11
9-11 |20212223242526272829 |5678
12-13 | 30 31 32 33 34 35 36 37 38 39 | 14 15
14 - 15 | 20 21 22 23 24 25 26 27 28 29 | 12 13
16 0123456789 none
17-18 | 1011 12 13 14 1516 17 18 19 | 20 21 22
19 1011121314 1516 1718 19 | 22
20-2111011121314 1516 171819 | 17 18 19
22 1011121314 1516 1718 19 | 19
23 1011 1213 14 1516 17 18 19 | 24 25 26 27 28
24 1011 1213 14 1516 17 18 19 | 23 25 26 27 28
25 1011 12 13 14 1516 17 18 19 | 23 24 26 27 28
26 10 11 12 13 14 15 16 17 18 19 | 23 24 25 27 28
27 1011 1213 14 1516 17 18 19 | 23 24 25 26 28
28 1011 12 13 14 1516 17 18 19 | 23 24 25 26 27
29 0123456789 none

Table 4.4: SetP for Example 3

The column titled “Parallel” indicates that the row sub-task must not be allocated to
the same unit as the named set of sub-tasks. Thus, sub-task 5 should not be allocated
to the same processor as sub-tasks 9, 10 and 11. This derived requirement is employed

to comply with the structure of the selected architectural topology.

Inter-processor communication between sub-tasks is via buses of hardware resource
type five, six or seven, see Appendix A. One network is used in this example for
sensor-processor, processor-processor and processor-actuator communication. Up to
five units of each network resource may be employed in the platform. The set of
admissible buses (setB) for this example is therefore 0 to 14. Messages 0-6, 9, 10, 17,
21 reside on buses of resource type 5, messages 7, 8, 11-14, 18 and 22 reside on type 6
buses and messages 15, 16, 19 and 20 reside on type 7 buses.

Three allocation experiments were undertaken on this example. The experiment re-
sulting in the smallest evaluation function value had a starting temperature of 7 and
took 35 fitness value reduction steps to converge to a solution, see Table 4.5. The
dispersion of sub-tasks due to the chosen architectural topology has ensured that a
large platform is required. In turn this makes it easier for the X-Alloc to converge

to an acceptable local minima. Thus the search terminated after 702 seconds. The
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designer must now decide whether the final topology is acceptable.

Steps | Value User Number Number Temp
Time proposed accepted
Moves Moves

1 44512 0 0 0 7

10 17621 12 81 27 7

20 3606 56 320 106 7

30 3149 192 1067 358 6.32
35 2650 538 3099 1095 6.00
END 2650 702 4099 1402 4.41

Table 4.5: Results for Example 3

The standard parameter settings were employed, except for k.,s; which took on a value
of 0.1. Just over 1400 moves were accepted by the tool. The resulting best allocation

of sub-tasks to processors is given in Figure 4.12.
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Figure 4.12: Solution to Ilustrative Example 3

This solution employed the following gene structure values:

Priority 40220101427 1316623281829191249 11
17821 7522252615123
Processor 11 11 13 13 13 18 18 12 12 21 21 21 33 33 20 20 1
1916 14111813 1511121416 191
Message ¥ Q***Q****0*5551010100505 10
A processing platform of 11 processors and 3 buses is predicted by X-Alloc as one plau-

sible resolution to this particular allocation, and hence processing topology problem.
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The priority ordering on processors with more than one resident is:

Resource 1: proc1  [29][16] Resource 3: proc 20 [15][14]
Resource 2:  proc 11  [0][20][24] proc 21 [9][10][11]
proc 12 [7][8][25] Resource 4: proc 33  [12][13]
proc 13 [2][22]4][3]
proc 14 [19][26]
proc 16  [18][27]
proc 18  [5][21][6]

proc 19  [17][28]
The accompanying communication network employs threes buses. Bus 0 carries mes-
sages 1,5,10,18 and 20. Bus 5 carries messages 12,13,14,19 and 21. Finally, bus 10
carries messages 15,16,17 and 22. So one bus of each network resource type is em-

ployed in the final processing hardware platform.

The evaluation function employed the standard periodic with offset schedulability al-
gorithm and had a value of 2650. Only two elements of the evaluation function had
non zero values: Cost with a value of 1470 and the WCRT penalty element with a
value of 1180. So all sub-tasks that needed to remain separate were allocated to appro-
priate processors. All transactions, and hence tasks, met their WCRT deadlines. The
WCRTs of tasks 0 to 4 were 8, 22, 37, 19 and 32 respectively. The resulting platform

is shown in Figure 4.13.

Sensors
{f‘ @i‘ @; @; @q ES‘ @i‘ E; @t‘ %t‘ %; E%
BusO
Bus5
Bus 10
Actuators

Figure 4.13: Platform For Example 3

The predicted platform appears to be rather large. A designer may wish to consider
ways in which this has arisen. Would a relaxation of task deadlines or a tightening of
sub-task WCET budgets be sufficient to reduce the size of platform? This question can
be addressed by setting up appropriate scenarios and running X-Alloc experiments. If
however the size of platform is a result of the underlying architectural topology then
the designer needs to re-evaluate decisions made at that level. For example, three
processing resources are mandated. Resources 1 and 4 are somewhat under-utilised.
Maybe reliability constraints can be relaxed, or the set of available resources changed,

or other restrictions placed on the set of admissible architectural topologies. These

165



questions can be addressed by setting up new scenarios for X-Topmeter to address. In

this way the topology of a system can emerge as design progresses.

4.5 Discussion

In this Chapter the results of X-Topmeter, along with a decomposition into sub-tasks
and timing requirements, were used to define a variable platform size allocation prob-
lem. A tool, X-Alloc, was developed that employs Simulated Annealing, rather than a

GA, to predict a hardware platform and an allocation of transactions to this platform.

Questions about the approach to the allocation problem developed in this chapter

remain. For instance:

1. Why was a single search technique not employed to resolve the GTP?
2. Why has X-Alloc converged to a solution so quickly in the illustrative examples?

3. Why has the link between X-Topmeter and X-Alloc not been automated?

The illustrative examples have shown the qualitatively different nature of the archi-
tectural topology and allocation problems. The former is characterised by a compu-
tationally expensive evaluation function and the latter by a large set of alternative
allocations. To allow a wide variety of architectural topology and allocation problems

to be addressed different search techniques are applied to the two problems.

The complexity of the allocation search space may be heavily influenced by the choice of
architectural topology. For instance, diversity introduced for fault-tolerance may make
it easy to find an allocation that meets all the WCRT targets. This is because relatively
few sub-tasks are allocated to each processor. This is the case in the illustrative
examples shown in this chapter. Alternatively, if many sub-tasks are allocated to the

same resource the X-Alloc tool will find traversing the search space much harder.

The architectural topology of a system emerges as design progresses. Restrictions on
the set of admissible architectural topologies can be made during this process for a
variety of reasons. For instance, the impact on the platform required to meet timing
requirements, of particular architectural topologies, may lead to restrictions on the set

of admissible architectural topologies, see Section 5.4.

Some of the links between X-Topmeter and X-Alloc could be automated once these
tools have settled down into more stable versions. This is especially true late in the
design process once the architectural topology has for all intents and purposes been
fixed. However, architectural topology searches can be employed earlier in the design

process than allocation searches. It is unhelpful to consider producing a platform and
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allocating sub-tasks to it until a plausible set of resources and sub-tasks to be used

have been postulated.

There is a more philosophical issue relating to what the tools are attempting to achieve.
The aim is to produce a design aid based on quantitative evaluations, rather than an
automated solution technique. Thus, forcing the designer to explicitly link the archi-
tectural topology to the allocation process in a way that requires some interpretation
of results is valuable. If nothing else a clearer insight into the effect of design decisions

on the topology required to ensure dependability / timing requirements will result.

A number of additions need to be made to reduce the obligations and restrictions
imposed by the assumptions employed in X-Alloc. These extensions should aid inte-
gration between the tools. In particular, extensions to deal with multiple networks
and sensor / actuator allocations are required. In some cases how to incorporate these
additions is straight forward, in others it is not. In particular those additions that
call for changes to the schedulability analysis may prove to be the most difficult to
make. It must be said that X-Alloc does address issues not previously considered by

an allocation tool. In particular setting the size of the processing platform.

In some cases limitations on the set of architectural topologies that may be imple-
mented can result from an inability to model and evaluate the schedulability of the
resulting allocation options in X-Alloc. One limitation is the complexity of the DAG
of precedence ordered sub-tasks that can be transformed into transactions and there-
fore modelled and evaluated. For instance, the prototype X-Alloc is unable to model
multiple messages being sent between the same two sub-tasks. This is a common FT

approach. In Chapter 5 this deficiency will be addressed.

A second limitation is the use of cold spares. Schedulability analysis of cold-spares
remains a research issue in the real-time community [134]. X-Alloc currently adds
extra time units to the WCET of a task to allow for the switch over. This implicitly
assumes an omission failure for a single cycle. It is not clear at present how more

effective models of cold-spares can be incorporated.

The platform and allocation predicted by X-Alloc, along with the sensor and actuator
platform predicted by X-Topmeter, form one possible resolution to the GTP. The
resulting topology is based on information from the designer on the set of possible
topologies for dependability, and the quality of the modelling and evaluation of these
architectural topologies. Extra design information is then used to produce a platform
and allocation based on this architectural topology. There are therefore many factors
that have determined the final predicted topology. An appropriate topology will only

emerge after many iterations and refinements of the data provided to the tools.
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Chapter 5

Case Study and Evaluation of
Approach

The aims of this Chapter are three-fold. First, to consolidate the ideas and techniques
introduced in Chapters 3 and 4 by presenting a case study. This study takes the form
of two versions of a Computer Assisted Braking (CAB) system, see Sections 5.1 to
Section 5.3. CAB is taken from a real-world example analysed by the author as part
of an industrial collaboration. A third version of CAB is discussed in Section 5.5.6 to
show the flexibility and extendibility of the topology selection approach presented in
this thesis.

Second, to investigate interactions between the elements of the topology selection pro-
cess, see Section 5.4. A discussion on interactions between the topology problem and

functional design, and the topology problem and other design issues, is presented.

Finally, in Section 5.5 the new and novel topology selection approach presented in this
thesis is evaluated to determine whether it has fulfiled three primary aims. The lessons

learned from the experiments and case study are also presented.

5.1 Case Study: Computer Assisted Braking System

In this case study an ‘imaginary’ brake-by-wire control system based on research work
from the motor industry, is analysed '. Two functional solutions to this control problem
will be postulated and the topology selection process introduced in Chapters 3 and 4,
applied to them.

Various x-by-wire systems that eliminate mechanical systems in favour of electronics,

LA version of a drive-by-wire system has been introduced in the Daimler-Benz F200 design study

vehicle.

169



are already in service around the world. Examples including cruise controls, electronic
throttles and aircraft control systems. Boeing [108] have indicated the following reasons

for moving to an x-by-wire system:

e Easier to build due to reduction in number of cables, linkages, actuators, etc

Weight is reduced

Reliability and maintainability are improved

Handling characteristics are improved by automatic compensation functions

Additional protection is provided against inadvertent manoeuvres

The aim of a brake-by-wire system is to remove the mechanical linkage between the
brake pedal and the hydraulic brake system, and replace it with sensors on the pedal,
and a number of computer-controlled actuators. This allows the manufacturer to
improve the braking performance of the car by providing facilities such as anti-lock
braking (ABS), emergency stop detection and enhancement, and braking proportional

to pedal travel regardless of vehicle load (load compensation).

Anti-lock Braking Systems [151] are now standard on many vehicles. ABS is designed
to prevent skidding and help drivers maintain steering control during an emergency
stop demand. In cars equipped with ABS the driver keeps a firm foot on the brake,
allowing the system to rapidly and automatically pump the brakes. Four-wheel ABS,

which allows the braking of each wheel to be controlled, is assumed.

The aim of emergency stop detection and enhancement is to overcome a perceived flaw
in ABS technology, the driver! An article in The Times on 1st August 1996 noted that
researchers have discovered that many motorists instinctively back off after slamming
on the brakes during an emergency stop, when they feel the reaction from the ABS.
As a result 70% of drivers do not use the full potential of their anti-lock brakes. The
emergency stop detection and enhancement facility detects that a genuine emergency

stop attempt is in progress and applies the maximum braking capability of the vehicle.

The aim of load compensated braking is for the vehicle to have the same braking
characteristics regardless of the size and distribution of the load on the vehicle. The
vehicle should brake in the same way if there is a single occupant or if there are
five people and their luggage. The detectors for load compensation take the form of

pressure sensors on the axles.

Clearly, a “brake-by-wire” system is safety critical (failure to brake on demand is an
obvious hazard) and hard real-time (a long response time can lead to unacceptable

braking characteristics).
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Functional Requirements

The mechanical and hydraulic design of the braking system has already been deter-
mined. The braking system context diagram is shown in Figure 5.1. The following
specifications are reproduced from Pumfrey & Nicholson [122]. They are not intended
to represent current technical knowledge on braking systems, although they are in-

tended to be plausible. Relevant specifications include:

e Hydraulic actuators capable of supplying pressures of up to 200 bar will be
employed. Maximum rate of pressure increase and decrease must be better than
+/- 2000 bar/sec

e The hydraulic line to each wheel will be fitted with feedback pressure sensors to

allow closed-loop control and switching to the BASIC actuators

e Each axle of the vehicle will be fitted with pressure transducers to measure the

load on the axle
e Each wheel will be fitted with rotation sensor(s)

e The output from sensors, transducers and actuators are assumed to vary contin-
uously with input, with no significant latency. This allows response latencies for
sensors, transducers and actuators to be ignored when calculating the response

time of any proposed control system.

|e=zabicin

Figure 5.1: CAB System Context Diagram

Performance requirements for the system include a requirement for graceful degrada-
tion in case of failures. To accomplish this a “fallback” algorithm which is capable of
running independently on redundant hardware units, and which is capable of providing
minimum braking is mandated. Furthermore, it is mandated that this fallback algo-

rithm should be able to employ physically different actuators to the primary braking
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system. This implies that the system must be able to detect a failure in the actua-
tors via feedback sensors. It also implies that the allocation algorithm must place the

fallback software onto different processors than the ABS software.

Topological Requirements

The highly safety-critical and real-time nature of the application has lead the manu-

facturer to impose further design constraints:

1. The MTTF of each Service must be no less than 26280 hours, representing three
years of continuous usage. Assuming that usage is not continuous and failure
rates are lower during inactivity a MTTF of three years is deemed to be adequate
for the lifetime of the vehicle.

2. The maximum permissible latency from pedal movement to brake effect is 40 ms.
3. The computer hardware implementing the design must have redundancy.

4. There must be redundancy in any communication system used between the hard-

ware units.

5. Topologies are restricted to be a maximum of TMR with two spares per lane.

Topology requirement one sets the reliability side constraint targets for the architec-
tural topology tool. Topology requirement two sets the period of the computing system
and therefore the WCRT targets for each control Service. Requirements three to five

imply restrictions on the search space available to a designer.

Initial requirements and functional analysis have led the designers to postulate a set
of logical architectures [23] for the brake-by-wire control system. In Version 1 it is
postulated that an integrated computing platform employing three communication
networks is appropriate. In Version 2 an integrated computer system that employs

just one data network is investigated.

Elements of a CAB System

Versions of the CAB system are presented in Sections 5.2 and 5.3. X-Topmeter ad-
dresses the Architectural Topology problem. X-Alloc uses the proposed architectural
topologies to predict a processing platform and accompanying allocations of software
based sub-tasks and messages. Extensions to the existing prototype tools are pre-

sented.
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The topology design space traversed by X-Topmeter is bounded by the set of admissible
architectural topology components. The limitations placed on the set of admissible

architectural topology components for a CAB system are:

1  Minimum number of resources employed for each task is 1
Maximum number of resources employed for each task is 3
Maximum number of copies per resource for each task is 3
Tasks can employ hot or cold spares

Tasks can employ acceptance tests or majority voting
Minimum number of resources employed for each network is 1

Maximum number of resources employed for each network is 3

O J & Ot i W N

Maximum number of copies per resource for each network is 3

9 Networks can employ hot spares
The dependability of a proposed CAB system is calculated on the basis that for the
system to fail to provide any braking both the ABS and fallback BASIC functionality
must fail. Each CAB control service is given a dependability target in the form of
a MTTF requirement. A number of reliability models are available to calculate this

measure for different proposed architectural topologies, see Appendix A.

Dependencies between tasks and services are introduced in the extensions to X-Topmeter
used to investigate this case study. System designers need to assure themselves that
the current set of reliability models is acceptable in these circumstances. The hierarchy
introduced in Section 2.4.2 indicates the expressive power of the reliability models that

may be employed to predict the dependability of a proposed topology.

Versions 1 and 2 of CAB are assumed to employ priority based scheduling. Processing
sub-tasks and messages are modelled as periodic with offsets, which allows the schedu-
lability analysis introduced in Section 2.6 to be employed. X-Alloc picks the offsets for
each sub-task and message in a proposed allocation. The value this offset may take
for any sub-task is constrained by the WCRT of the previous message in the system

DAG. If a sub-task has no predecessors it is given an offset of 0.

In Table 5.1 the set of resources that may be selected for a CAB System is presented.
Sensors provide data on four different characteristics of the environment. Three types
of actuator are required. Note that some sensing resources are not only from different
vendors but employ logical diversity, that is qualitatively different means of sensing
the required characteristic. Three network resources are included in the library. In

total X-Topmeter may select from 28 resources.

Data for this table was gleaned from a number of sources including the US military
standard Hdbk-mil-std-217E [166], Bowles [16], ARINC [74], members of Rolls-Royce
Aeroengines division [35], members of Airbus and web-sites of sensor, actuator and

processor vendors. The actual numbers used however are inventions based on this
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data. Commercial organisations record failure rate data but keep it out of the public

domain. Data on hardware resources includes coverage factors for the hardware based

on no decision mechanism, acceptance and voter decision mechanisms.

Resource Type Description
0-2 Pedal sensor Indicates how hard the brake pedal has been
pressed

3 Rotation sensor Toothed wheel, and an edge detector. These
sensors are accurate for rotational speeds of be-
tween 0.35 and 56 rps (equivalent to 1.8 to 288
km/h).

4 Rotation sensor Rotating disc with alternate conductive and
insulating sections. The conducting sections
ground a voltage from a carbon brush, produc-
ing a square wave.

5 Rotation sensor A toothed wheel, but this time it spins between
a light source and an opto sensor

6-8 Pressure transducer | Measures load on the axle
9-11 Pressure sensor Hydraulic pressure sensors to provide feedback
on actual braking pressure applied.
12-14 Annunciation Indicates state of brake-by-wire system to driver
15-17 Feedback actuator | Provides feedback pressure onto brake pedal
18-21 Pressure actuator | Hydraulic actuator: supplies pressures > +/-
2000 bar/sec.

22 Data Bus 1 Bus from Vendor 1

23 Data Bus 2 Bus from Vendor 2

24 Data Bus 3 Bus from Vendor 3

25 Proc 1 Processor from vendor 1

26 Proc 2 Processor from vendor 2

27 Proc 3 Processor from vendor 3

Table 5.1: Library of Admissible Resources

5.2 CABV1: Integrated Architecture with 3 Networks

In an integrated CAB system environmental data is sent to a central processing plat-

form which calculates the appropriate control response and drives all four-brake actu-

ators at the required pressure, see Figure 5.2.
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Figure 5.2: Integrated CAB System

Six Services are provided by the system:

Service 0 BASIC: Fallback functionality. Provides braking relative to pedal
sensor input

Service 1 ABS: Performs anti-lock braking for each wheel

Service 2 LOAD(1): Performs load balancing calculations for front two wheels

Service 3 LOAD(2): Performs load balancing calculations for rear two wheels

Service 4 STOP: Performs emergency stop detection calculations and actions

Service 5 FEEDBACK: Checks feedback sensors for actuator failures. Performs
driver feedback in the form of back-pressure on the brake

pedal.
Two services are used for the enhanced braking (LOAD) facility as the effect of load

characteristics on the axle with the driving wheels will be different to that on the
axle with the passive wheels. The actuators employed in Service 0 are physically
different to those employed in Services 1 and 4. This is implemented to fulfil the
logical redundancy requirement for the braking activity. Further redundancy can be
added by the X-Topmeter tool.

In Figure 5.3 the CAB Version 1 system description is shown. The engine bay of
a motor vehicle is a very hostile environment for communication devices due to the
possibility of electromagnetic interference and noise (EMC) [111]. As a result it has
been decided that separate communication networks will be employed between the
sensors and the computing platform, within the computing platform, and between the
computing platform and the actuators. Values in parentheses in Figure 5.3 indicate

the minimum number of units of that type required to implement the system.
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SENSING PROCESSING ACTION

Network 0 Network 2
pedal (1) _> _> pressure (8)

pressure(4) pedal (1)
load(2)
= 9

Figure 5.3: CABV1: System Description

The processing tasks employed in Services 0 to 5 can be further broken down into a
set of sub-tasks. The logical architecture for these tasks is shown in Table 5.2 and

Figure 5.4.

Service | Sub-tasks

0 pedal sensor - In - basic - monitor - out - BASIC pressure actuators
pedal & wheel sensors - In - ABS - monitor - out - ABS pressure actuators

front axle sensors - In - load - monitor - out

pedal sensor - In - emergency - monitor - out - ABS pressure actuators

1
2
3 rear axle sensors - In - load - monitor - out
4
5

pressure sensors - In - Monitor - Out - pedal actuator

Table 5.2: CABV1: Sub-tasks

sensors | N {. _____ —n———————{ﬂuni’tur;— ouT mli
| T - :
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Figure 5.4: CABV1: Logical Architecture of Processing Tasks

One critical shared component of these Services is the OUT sub-task. This sub-task
takes results from the processing tasks in Services 0 to 5 and calculates the final brake

pressures to be applied.

5.2.1 Implementation of X-Topmeter and X-Alloc

X-Topmeter has previously been implemented using binary search strings, see Sec-

tion 3.3.1. However, the latest version of the X-GAmeter environment [104] allows
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integer representations of string alleles. X-Topmeter was therefore updated to X-
TopmeterV2. Each task now employs a gene consisting of 4 integers. Similarly, each
network employs a gene consisting of 3 integers. New functionality has been added
to allow each version of the CAB system to be analysed. The default X-Topmeter

parameter set remains unchanged.

Five features of CAB Version 1 required changes to the prototype X-Topmeter tool:

1. Service 1 employs data from sensor task 0 (brake pedal sensing), as well as data
from wheel rotation sensors, to calculate the ABS breaking pressure to each
wheel. The resulting pressures are further modified by the load values. Thus the

topologies for tasks 0 and 3 have been explicitly linked.

2. Services 2 and 3 employ dummy actuators. There is no direct throughput to the

actuators via these Services.

3. The actuators employed in Services 1 and 4 are the same physical actuators.

Similarly, the sensors in services 0 and 4 are the same sensor units.
4. The processors employed in Service 0 and 1 are separate hardware units.

5. The Sensing task for Service 1 must provide data on the rotation of all four
wheels. This task is therefore a k-out-of-n task with k and n taking a value of
4. The sensing task for Service 5 and actuators for services 0 and 1 are also

modelled in this manner.

To allow a task to use data from another task a new element has been added to
the structure of each service (servicemapfi].joint[r]) indicating whether a result from
another sensing [r=0], processing [r=1] or action [r=2] task is used by the ith service.
The topology for the joint task must have already been processed this iteration of
X-Topmeter. This restriction is not onerous as tasks and services can be presented
in any order to X-Topmeter. The structure of the Service reliability model has been
altered to take into account joint tasks. It is assumed that all the joint tasks must
provide an output for the overall task to operate correctly. As a result the joint task

is modelled as a series RBD.

A dummy task is given a model number of 200. This indicates to X-Topmeter that
a Service reliability model with only two tasks should be employed. It also indicates
that 0 cost, perfect task reliability and 0 size should be ascribed to this task. The task
remains part of the system and the designer can consider the effects of a task simply

by removing the 200 value and stating appropriate resources.

To model the use of the same actuator units in two or more services the gene values for

the appropriate action tasks are linked. For instance, the gene value for action tasks
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2 and 14 are forced to be identical. The evaluation function is altered to give a zero

cost and size to the action task 14.

Altering the evaluation function to accommodate the requirement for task 1 to use
a physically different processor to task 4 is straightforward. The adjustment is only

required if both services use a processor of the same type.

In a k-out-of-n (kofn) structure a (sub)-system can function if k or more components
are working. Hitherto a l-out-of-n system has been assumed in this thesis. A kofn
model is required for the internal structure of the sensing tasks 3 an 15. Sensing task
3 produces four rotation sensor data streams. It is therefore assumed that any failure
will cause a failure of the ABS and a 4-out-of-4 model is required. Alternatives, such
as 2-out-of-4 could be implemented if only a diagonal pair of sensors need to work for

safe braking.

X-TopmeterV2.1 uses the existing three network illustrative example as a baseline
search implementation. The services, tasks and admissible resources for CABV1 are
given in Table 5.3. The standard evaluation function has been amended to take note

of the use of dummy tasks and shared units.

Service 0 1 2 3 4 5

task 0 1 2 3 ) 6 7 89 10 11|12 13 14|15 16 17
hwarel |0 24 18 |3 24 18|6 24 *|6 24 * |0 24 189 24 12
hware2 |1 25 194 25 19|7 25 * |7 25 * |1 25 19|10 25 13
hware3 | 2 26 20|15 26 208 26 * |8 26 * 2 26 20|11 26 14
Net 0o 1 2

hwarel | 21 21 21
hware2 | 22 22 22
hware3 | 23 23 23

Table 5.3: Resource set for CABV1

A pre-emptive priority-based scheduler is proposed for the CABV1 design. To meet the
requirement for a 40 ms latency from pedal movement to the start of braking activity,
a 20 ms period is employed for the IN and OUT modules. This implies an end-to-end

deadline for the Services, and hence processing tasks in the system, of 20 ms.

The X-Alloc tool has been extended to accommodate two deficiencies of the prototype
X-AllocV1.5, namely

1. ability to deal with one sub-task receiving data from multiple sources.

2. ability to employ multiple messages between the same two sub-tasks
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In X-AllocV2.1 the set of data items each sub-task employs is logged. These data items
imply messages that must arrive before the sub-task can be processed. Thus, the offset
of a sub-task is adjusted to be the maximum WCRT of the messages it requires. For
instance, if there are two messages incident on a sub-task the offset for the sub-task is
given by Ops = max(WCRT,,1, WCRT,,2).

To be conservative this maximum WOCRT rule is also applied to a topology where
multiple messages are sent between the same two sub-tasks. A less pessimistic rule for
this case would be to take the WCRT of the first message to arrive. The tool may be
easily changed to employ this rule as a WCRT minimisation function is provided in
X-AllocV2.1.

The priority of multiple messages with the same source and destination remains an
issue. In X-AllocV2.1 if messages of the same priority are employed on the same
bus then the id number is used to break the tie. Other more complex rules may be
envisaged. However, since in this case all such messages should be placed on different

buses, for fault tolerance purposes, this rule has proved adequate.

5.2.2 Results from X-Topmeter and X-Alloc

Two sets of experiments have been undertaken using X-TopmeterV2.1 to set a free-form
and a full redundancy architectural topology for the CAB system. In the free form
version redundancy is implemented in the form of physically separate implementations
of the BASIC and ABS services. In the full redundancy version all tasks are subject

to redundancy.

The service models have been refined over four iterations around the problem using
X-Topmeter. Initially, for instance, the way to deal with the use of the same physical
hardware units in multiple services was not clear. Similarly, the reliability model that
should be employed for each action task became clearer once an initial architectural

topology had been selected.

The data generation process for the initial iteration was expensive in time and designer
effort. In particular, producing the data libraries and system structures in a form X-
Topmeter could interpret was complex and time consuming. Future prototypes will
need a better GUI for this aspect of the tool. The turn-around time for subsequent
iterations was relatively quick. The most time consuming part proved to be coding of
new reliability models for specific tasks. It was found that the need to interpret the
results for a particular experiment made the structure of the proposed system, and its

interaction with a hardware platform, much clearer.

The architectural topology for services resulting from a typical free-form experiment

are shown in Figure 5.5. Results from task, t0, are used in service 1. Each resource
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5 sensor in task 3 and resource 9 sensor in task 14 implies 4 wheel sensors. Similarly
each type 18 resource actuator employed in services 0 and 1 implies 4 hardware units.
The dotted boxes labelled with an 18 are the same physical units. Thus, failures of

service 1 and 4 are linked.

The processors implied by the use of resource 24 in services 0 and 1 (see Figure 5.5)
are physically different processors. Thus, the minimum size hardware platform for this
topology consists of 20 sensors, 17 actuators, 9 buses, and 4 processors. Sensors have
been subjected to the most replication because they are relatively inexpensive, fail at
a rate an order of magnitude above other hardware resources and must be relied on
for the services to work. These results are consistent with real-world control systems.

This topology is predicted to meet the given reliability requirements.
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Figure 5.5: CABV1: Free-form Architectural Topology

One area the designer may wish to investigate in the next version of the CAB design
is the large number of buses employed in the system. Each communication network is
triple redundant, that is three copies of each message are sent. Analysis of the data
volume for each bus should be undertaken. This analysis is one of the reasons why a
single IMA network is employed in CABV?2.

In Table 5.4 statistics on the steps taken by the algorithm are presented. The solution
(soln) value represents the evaluation function value of the best architectural topology
in the pool of solutions. The evaluation function penalises alternatives that miss
reliability targets. It also penalises alternatives that indicate more costly (or larger)

topologies more than those that indicate cheaper (or smaller) topologies.

The average fitness (Av Fit) value is the mean evaluation function value for the pool
of 20 solutions. Note that the average fitness may increase despite a reduction in
the value of the best solution in the pool. This experiment took 6 hours 10 mins to

complete on a Sparc workstation. A value within 10% of the best value was found
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after 12338 seconds (3 hours 26 mins).

‘Steps Soln Time Gens Evalns Av Fit

1 7569470 0 0 20 537642035
10 462653 3654 32 207 626611
20 276748 5651 105 626 317569
30 183947 7232 241 1383 27901989
40 148919 12338 667 3876 162997
45 139450 15139 898 5274 39275
END 138366 24749 1678 10001 139436

Table 5.4: Results for Typical CABV1 Free-form Experiment

Results for the ‘forced redundancy’ architectural topology are shown in Figure 5.6.
The minimum hardware platform implied by this topology consists of 23 sensors, 9

actuators, 9 buses, and 4 processors.
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Figure 5.6: CABV1: Redundant Architectural Topology
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In this example 3 more sensors and 9 more actuators are employed than in the free-
form version. The size of the minimum platform is mainly increased because of the
extra actuators employed. All services are predicted to meet their MTTF targets. In
Table 5.5 statistics on the steps taken by the algorithm are presented. The minimum
value topology took on a P(x) value of 204366. This experiment took 5 hours 40 mins
to complete on a Sparc workstation. A value within 10% of the best value was found
after 8110 seconds (2 hours 15 mins).
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Steps Soln Time Gens Evalns Av Fit

1 34938753 0 0 20 554213800
10 423593 5369 52 332 432601
20 353033 5942 78 517 385055
30 261143 7259 169 1018 277612
40 218745 8526 272 1598 224832
50 217872 11103 465 2781 217881
60 204366 13735 643 3833 204367
End 204366 20295 1143 6802 204366

Table 5.5: Results for Typical CABV1 Redundant Experiment

The X-Alloc tool is employed to find a mapping for the processing tasks in the proposed
architectural topology. The DAG of processing sub-tasks and messages to be mapped
is shown in Figure 5.7. This DAG incorporates elements of Figures 5.4 and 5.5.

®:®:@:@:@E@E@ transactions: 0-6 service0
Q ° ° @ & @ @ @ transactions: 7 - 13,6

14-21
e e e e OO I

C) @ transactions: 30 - 32 service2

C >: C >: @ transactions: 33- 35 service3
@transaction:36,14,37-41

=== == == servicast

KEY

transactions: 42,14.43,29 serviceb

boundary between services
sub-task x
message

Figure 5.7: System-DAG of CABV1 for Free-form Architectural Topology

A set of statistics for a typical X-Alloc experiment for this problem are shown in
Table 5.6. The solution value (soln) is a measure of the cost, resource usage and timing
characteristics of the proposed allocation and accompanying processing platform. The
temperature (temp) value indicates the probability of a worse solution being accepted
per iteration. The experiment ran for 41 minutes on a Sparc workstation and a smallest

P(x) value of 15406 was found. The temperature parameter cooled from 12 to 0.92
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during the experiment. A value within 10% of the best value was found in 30 minutes.

During the run approximately 50% of proposed moves were accepted.

Steps Soln Time Proposed Accepted Temp

1 181943 0 0 0 12.0
10 92493 292 918 517 12.0
20 70527 846 1949 1120 10.3
30 47681 1472 3457 1935 4.53
40 21655 1794 4508 2384 2.85
45 15406 2179 5841 3008 1.47
END 15406 2430 6841 3475 0.92

Table 5.6: Results for Typical CABV1 Free-form Allocation Experiment

X-Alloc produced a platform and allocation that met all the timing requirements on
the system, see Figure 5.8. Service WCRT's are predicted to be 20,20,10,3,20,19 re-
spectively. In total 18 hardware units were employed, consisting of 5 processors of type

24, 3 processors of type 25, 3 processors of type 26 and 7 buses of type 21.
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Figure 5.8: Results of CABV1 Free-form SA

The topology predicted for this version of CAB implies a large platform. The amount
of data being transferred between elements in the system is somewhat greater than
predicted during the architectural topology experiment. In particular inter-processor
communication in services 1 and 5 exceeded the expected level. This data can be put

back into the X-Topmeter tool for a second iteration of the selection process.

These results are similar to the findings of a qualitative analysis of this version of
CAB by the author [106] and students attending the MSc in safety critical systems
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at the University of York. This is an encouraging result for this approach. Note that
a negative result is still useful in terms of the design process. Safety analysis also
highlighted the sharing of processing resources exhibited in Version 1, especially the
critical nature of OUT, as a problem. Thus the designer decides to produce a second

variant with this information in mind, CABV2.

5.3 CABV2: Integrated Architecture with IMA Network

In the light of the X-Topmeter / X-Alloc results, and other design information, for
CABV1 the designers have produced an alternative set of sub-tasks to implement
the processing task for the CAB system, see Figure 5.9 2. The DAG of precedence
constraints between sub-tasks and the interactions between these sub-tasks and the
sensing / action tasks have also changed. The generic architecture for the system

remains unchanged from CABV1.

In each period, a processing channel calculates a basic braking value from the pedal sen-
sor value. The values of all the other sensors in the system are then used to determine
whether the three modifiers (i.e. Anti-lock, Emergency stop enhancement and Load
compensation) are required in the current cycle, and calculate the necessary changes
in braking for each wheel to implement these modifiers. This implies that a decision
mechanism is always employed in the architectural topology for each processing task.

A channel may employ multiple processors and send messages over buses.

J | v L
From IN Modifier Bus Modifier To

. ouT
Sensors Selection Watcher R Addition - Actuators
— >

v
A

VOTES

Periodic Periodic Sporadic Periodic Periodic
BASIC
CHANNEL

Sporadic

Figure 5.9: CABV2: Logical Architecture

The number of channels in the proposed topology determines the type of decision
mechanism employed. If a single channel is employed an acceptance test is used to
determine which modifiers to use. If two channels are used then both must agree.
If three channels are used a modifier is added if at least two of the channels have
determined that it is required. The actual amount by which braking at each wheel is
to be increased or decreased to implement the modifiers is not communicated, as it is

so dependent on the precise value of the sensors read by each channel. This means

2Figure 5.9 is reproduced from Pumfrey [133].
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that, if one channel has not calculated a value for a modifier that has been voted
necessary (i.e. other channels require it), then this channel must revert to the basic

value initially calculated.

Analysis of the previous design has led to a decision to implement communication
between tasks as a single IMA network. Calculation of the control action remains
centralised, with hydraulic pressures being transmitted to the wheels. In Figure 5.10

the revised system is shown. In fact this version retains the same set of Services as

Version 1.
Y I
l Hetwark 0
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Figure 5.10: CABV2: System Description

Implementation of X-Topmeter and X-Alloc

The logical architecture for V2 implies a simple X-Topmeter search space for the pro-
cessing tasks. The aim is to implement each channel, consisting of all 6 processing
tasks, on a single processing resource. In fact, wherever possible a single processor
should be employed. This implies that all processing tasks employ the same archi-
tectural topology component. Furthermore, voting must take place and therefore the
processing tasks must employ a voter. The free-form and redundant experiments un-
dertaken for CABV1 are amalgamated. At least two sets of processing channels are
to be employed. Redundancy is also mandated in the sensing and action tasks. So, to

implement X-TopmeterV2.2 three changes to X-TopmeterV2.1 are required:
1. Change the input data to reflect the changed WCET of processing sub-tasks and

WCCT of messages.

2. Change the search space to reflect the fact that the logical architecture man-
dates a redundant architecture with decision mechanism. Sensing tasks may also

employ decision mechanisms as part of IN.
3. Change the network structure to reflect the use of a single IMA network
Once the selected architectural topology and logical architectures have been combined

a simple timing model of the proposed CABV2 processing tasks can be produced.

For WCRT analysis the system can be decomposed into a single Service in which
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one, two or three transactions are employed. Each transaction contains six sub-tasks:
IN, BASIC, Modifier Selection, Bus Watcher, Modifier Addition and Out. As design
decomposition occurs these sub-systems may be decomposed into a greater number
of sub-tasks. The X-Alloc tool does not need to be changed from that employed in
CABV1. The data input to X-Alloc needs to reflect the structure of the new logical

architecture and proposed architectural topology.

Results from X-Topmeter and X-Alloc

The search space for the processing tasks in X-TopmeterV2.2 is severely constrained.
However, the architectural topologies for the sensing and action tasks must also be
determined. The reliability model for each service therefore has identical processing

task elements, but may employ different sensing and action task topologies.

In Figure 5.11 the results for a typical X-TopmeterV2.2 experiment are shown. The
architectural topology for each processing task employs 2 channels and 3 copies of each
inter-processor message are sent along type 22 hardware resources. All six services are
predicted to meet their MTTF requirements. The implied minimum size of platform
is 47, consisting of 22 sensors, 18 actuators, 4 processors and 3 buses. The minimum
P(x) value was 172895.

Service 5

configuration of
network

Figure 5.11: CABV2: Architectural Topology

In Table 5.7 statistics on the steps taken by the algorithm are presented. This experi-
ment took 2 hours to complete on a Sparc workstation. A value within 10% of the best
value was found in less than 30 mins. This reflects the highly constrained architectural

topology search space for this design.
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Steps Soln Time Gens Evalns Av Fit

1 467750 0 0 20 950158197
10 298289 859 92 204 349231
20 187303 2423 375 770 187570
30 172906 4675 947 1914 173155
END 172895 6992 1460 2940 174181

Table 5.7: Results for Typical CABV2 Experiment

X-Alloc is employed to find a mapping for the processing elements of the architec-
tural topology represented by Figure 5.11. The DAG of sub-tasks and messages to
be mapped is shown in Figure 5.12. The main requirement on the tool is to produce
appropriate priority and bus assignments to meet the WCRT of 20ms for each channel.

The aim is to place the sub-tasks on two processors; one per channel.

ions:
0-5
6-11

sub-task x

—— message
A Represents 3 messages

Figure 5.12: DAG of CABV2 Processing Topology

Statistics for a typical run of X-AllocV2.2 are shown in Table 5.8. The tool converged
rapidly to a solution, due to the nature of the search space. The total run time was less
than 7 minutes. This was not surprising as the tool only had to allocate 12 sub-tasks
and 38 messages. As expected the temperature parameter fell during the allocation
process. A reasonable result was found very quickly and most of the search effort went

into producing slightly better results.
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Steps Soln Time Proposed Accepted Temp

1 934941 0 0 0 2.00
15 38185 37 254 143 2.00
20 940 117 820 465 1.90
25 703 270 2025 1155 0.98
END 703 393 3025 1697 0.58

Table 5.8: Results for Typical CABV2 Allocation Experiment

The allocation resulting from this search is shown in Figure 5.13. Unfortunately, the
tool was unable to meet the timing deadlines and keep all sub-tasks in a transaction
(channel) on the same processor. In total four processors and 5 buses are required.

However, this platform ensures that the WCRT requirements are met.

WCRT=19

@ sub-task resident on processor x

[X¥2]  messages resident on buses[x.y,7]

Figure 5.13: Results of CABV2 SA

The results of this system design are much more promising than those for CABV1.
The data load on the system is manageable. However, since a single processor channel
is not possible, timing requirements remain a problem. The designer may wish to
investigate faster processors, which will require re-running X-Topmeter. Alternatively
more stringent WCET budgeting may be applied. This would only require a re-working
and re-running of the allocation process. The SA employed here is still at a fairly high
level of abstraction. More detailed allocation searches can be employed as the sub-

systems are developed.

Concluding Remarks

In Sections 5.2 and 5.3 two integrated platforms and accompanying allocations for the
six service CAB system have been postulated. The deficiencies in the topology for

CABV1, namely large quantities of data transfer and an excessively large platform,
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were used to postulate a new set of processing sub-tasks for CABV2. The computing
platform for CABV2 was much simpler than that for CABV1. The architectural
topology problem for this version was essentially to determine a set of sensors and
actuators and the number of computing channels so that Service MTTF requirements
could be met. For timing purposes a very simple system-DAG was employed and
an appropriate platform and allocation found. Subsequent iterations of the design
and topology selection processes will need to concentrate on methods of reducing the
computational load, or speeding up processing, so that each channel can be placed on
a single processor. CABV2 appears at this stage to be a design that could provide

acceptable reliability and timing characteristics.

5.4 Interaction Between Topology Selection and System

Design

Interactions exist both between elements of a topology and between a topology and the
system design. At a particular level of design decomposition a proposed control sys-
tem has a number of attributes such as functionality, cost, set of admissible resources
to implement it, resources currently employed to implement it, data communication
requirements, timing attributes and dependability attributes. These attributes ini-
tially take the form of requirements, but predictions and estimates of the attributes
of the final system are added as design progresses. The topology selection process
first produces an architectural topology. This topology is then annotated with timing

attributes and an allocation of software units, and messages, to a hardware platform.

Consider a high level functional design for a control system. To address the archi-
tectural topology problem, transition 1 in Figure 5.14, this functional design is trans-
formed into a set of services, each of which contains 3 tasks and at least one commu-
nication network. For instance the CAB example can be modelled as 6 services. The
set of attributes is similarly transformed to determine the dependability requirements

for each task and service in the system.

This representation of the system is subjected to a search for an architectural topology.
As part of this search the reliability of each task, communication network and service
is modelled, and MTTF values predicted. The search also produces information on
the resources employed. The resulting architectural topology is combined with the
functional design to produce a new representation of the system, which incorporates

functional units employed for reliability and fault tolerance purposes.

Interactions between different runs of the architectural topology tool and an architec-
tural topology and system design (feedback link 2) can now be seen. For instance, the

designer may restrict the set of admissible architectural topologies in a search based
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Figure 5.14: Interactions between Topology Selection & Design

on analyses of previous iterations of the X-Topmeter tool. Any control task or service
that does not change when the functional design is changed may be re-used in the next
architectural topology search. In the most restrictive case the designer may mandate a
particular architectural topology for part of the system. In this way the architectural

topology for the system emerges alongside system design.

Interactions between the architectural topology and other design issues relate mainly
to the effect of introducing a particular architectural topology on the attributes of a
system. The maintainability of a functional element may only be predicted once an
assignment to resources has been made. Thus, for instance, maintainability may be
improved by the decision to employ a redundant, rather than diverse, architectural
topology. The maintainability of a system can emerge alongside the functional design

and topology selection process.

Changes in other aspects of a system can have an impact on the topology selection
process. For instance, a decision to change the computational model employed, or to
change the design because of safety features of the proposed system, will have an effect

on the quality of different topologies.

The effect of design decomposition can also be seen. As design progresses more effort
is required to encapsulate the design as a set of tasks and Services. Similarly, more
complex task reliability models will be required to produce a prediction of the reliability

of a proposed architectural topology.

The architectural topology problem addresses dependability and resource aspects of a
design. The set of sensors and actuators to be employed in the hardware platform can
be predicted directly from the architectural topology selected for the proposed system
design. However, the timing attributes of processing tasks remain as WCET budgets

and WCRT requirements. At some point in the design process these processing tasks
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are decomposed into a set of software processes that can be allocated to individual

Processors.

Effort is concentrated on the allocation of processing sub-tasks (messages) to particular
processing (bus) units, link 3 in Figure 5.14, for a given design and architectural
topology. The architectural topology determines both the set of sub-tasks and the
resources they are to be allocated to. The processing platform, and timing attributes,
of the proposed architectural topology and system design, can be predicted via an

allocation search.

Results from an allocation search can have an impact on the acceptability of the pro-
posed architectural topology, feedback link 4. For instance, suppose a particular pro-
cessor is employed to provide fault-tolerance for one Service. The allocation search in-
dicates the processing unit required for this dependability assignment is under-utilised.
The designer may wish to place restrictions on the architectural topology to limit the
effect of such resource allocations on the size of the required hardware platform. Simi-
larly, suppose the selected architectural topology employs a large number of sub-tasks.
The allocation search may indicate that the required Service timing properties can

only be met if an unacceptably large number of processors are employed.

The architectural topology and allocation results are used to aid production of a new
functional design, feedback links 2 and 5. They may also be used to determine a
revised set of resources and /or architectural topologies 3. This new design is then
subjected to an architectural topology search. The resulting architectural topology
is subjected to an allocation search. This process continues until a stable topology,

allocation, hardware platform and system design emerge.

One aspect of the topology selection process needs to be emphasised. The emergence of
a functional design and a topology during the design process is not purely mechanistic.
The approach adopted in this thesis employs automated synthesis and evaluation steps.
However, an analysis step is also mandated in the ASE process. It is during the analysis

step that the designer has a considerable influence on the topology selection process.

The analysis stage involves the designer looking at the topologies produced by the tools.
For instance, the designer should investigate the results of the two tools to ensure that
no discrepancies, in the predicted size of the platform for instance, are evident and
that the tools are converging towards an acceptable solution. The designer may decide
to change the search spaces or the evaluation functions to investigate different design
scenarios. Changes to the search space may include changes to the library of resources
and the set of admissible topologies. Changes to the evaluation functions may include
changes to the weighting factors, coverage factors or way in which the dependability

of a topology is evaluated. The designer may also decide that system requirements,

3The new functional design may also require changes to existing reliability models.
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such as WCRT targets, cannot be met using a topology of acceptable cost and that

therefore some renegotiation of requirements is necessary.

In conclusion the convergence of the topology selection process to an acceptable topol-
ogy is a function of the design process, the effectiveness of the architectural topology
and allocation search engines, and the skills of the designer in guiding the emergence

process. The primary agent for producing a good topology remains the designer.

5.5 Evaluation of the Approach

One aim of this thesis was to produce a set of quantitative measures that allow a
topology to be selected with respect to its cost, reliability and timing characteristics. A
second aim was to produce tools to automatically search a set of possible architectures
to suggest a topology to the designer. The third, and most important aim, was to
provide flexible support to the system designers so that the topology of a system could
emerge during the design life-cycle. The X-Topmeter / X-Alloc approach has been

produced to fulfil these aims.

Results of the illustrative examples and the case study provide much of the supporting
evidence for the validity of the X-Topmeter / X-Alloc approach. Reference will be
made to these studies in this exposition. The following attributes of the X-Topmeter

/ X-Alloc approach are evaluated to show that these three aims have been met:

Off-the-shelf tools and coding of examples

Evaluation functions

Interactions

Speed and scalability of the search tools

Flexibility and extendibility

Usability issues are considered as part of the comparative analysis undertaken in Chap-
ter 6.

5.5.1 Off-the-shelf Tools

The X-Topmeter / X-Alloc approach employs four off-the shelf tools; GAmeter, SAm-
son, SHARPE and a schedulability analysis tool. No formal evaluation of these tools
has been undertaken. An informal evaluation takes the form of an analysis of their use

on illustrative examples and the case study.
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The GAmeter and SAmson tools have performed as expected. For instance, the
CABV1 architectural topology search was a complex search involving computationally
expensive reliability calculations. The tool was able to navigate this space effectively
by discarding the more complex, and hence time consuming to evaluate, architectural
topologies in favour of less complex topologies. In fact, the first 200 evaluations per-
formed on CABV1 took an average of 17 mins 40 seconds per evaluation, whilst the
last 1000 evaluations averaged 30 seconds per evaluation. The steps taken by the algo-
rithm show the expected characteristics of an initial rapid fall in solution value, then a
more steady improvement and finally very slow progress, once a feasible local optima

has been found.

The X-Topmeter tool for CABV1 required 5500 lines of problem specific code to im-
plement. Similarly, the X-Alloc tool for CABV1 required 3000 lines of problem specific
code. GAmeter is coded in 16000 lines and SAmson in 15400 lines. Thus, production of
X-Topmeter and X-Alloc for topology problems is not trivial. It should be remembered
that a proportion of this code can be reused each time the tool is employed during the
design process and between projects. This is particularly true of the reliability models

and schedulability test employed.

The GAmeter and SAmson tools are flexible enough to provide a variety of alternative
search profiles. The full capabilities of these search engines have not been exercised by
the current set of examples. This gives some assurance for the ability of these tools to

cope with larger or more complex examples.

The SHARPE reliability evaluation tool is the product of many years academic and
industrial expertise. The tool has been presented with a variety of reliability models
to solve during the production of the illustrative examples introduced in this thesis.
A check by hand of a number of simple models was undertaken and the results con-
firmed the SHARPE output. A plausibility check for more complex models was also
undertaken. SHARPE is able to produce measures, such as availability and performa-
bility, that have not yet been employed in X-Topmeter. This allows extensions to the

X-Topmeter tool to be made in the future.

The hierarchical modelling and evaluation capabilities of SHARPE have proved par-
ticularly important as they facilitate the sub-task, task, network and Service structure
presented in this thesis. The ability to produce a reliability model library and auto-
matically generate reliability models that SHARPE can solve has also proved to be an
effective part of the architectural topology selection process. This can be shown by
consideration of CABV1. Different reliability models are employed for different sens-
ing tasks in the system. More than one Service model is employed with, for instance,

Service 1 being able to employ the results of the Service 0 sensing task.

The schedulability tool is a research tool. It was also the tool that was ‘changed’ the
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most to conform with the allocation problem formulation. The results produced have
been checked to ensure that offsets larger than period, or WCRT, are not produced.
Transactions were also checked to ensure that the WCRT of messages were not greater
than the offset of subsequent sub-tasks. A number of unusual features were found
if no feasible schedule could be found. This is primarily due to the truncation of
the convergence process for such allocations. The X-Alloc evaluation function was
amended to take these features into account. Results for the CABV1 case study show
that schedulability of a realistic sub-task DAG, resulting from a particular architectural

topology, can be analysed using this schedulability tool.

Results produced in this thesis indicate that existing tools can be incorporated within
the framework. There appears to be no reason why other specialist tools cannot be

used to evaluate each proposed topology for characteristics such as maintainability.

5.5.2 Evaluation Functions

Two evaluation functions are employed in this thesis, one for the architectural topology
problem and one for the allocation problem. They take into account both system goals
and constraints on the quality of a topology. They were produced from perusal of the
literature and domain knowledge from a number of industrialists. Formal analysis
using the techniques presented by Prasad [131] was not undertaken, due to the lack
of application specific knowledge. However, the results produced are encouraging and

provide information on the relative merits of different topologies to designers.

The evaluation functions have been used in a variety of illustrative examples and the
case study. The X-Topmeter evaluation function has also been employed to evaluate
a sequence of solutions of known quality, see Table 3.13. These solutions differ by a
single value of the gene string in the accompanying search engine. A coverage factor
was added as a result of this analysis. A similar exercise was undertaken for X-Alloc.
Results show that the evaluation function is well behaved in that a better solution
produces a smaller value. This approach was used on simplistic examples, there is
no reason however, to believe that this should not also be the case for more complex

examples.

The example generation tool introduced in Section 3.3.1, was used to produce a num-
ber of example architectural topologies. These examples were then subjected to the
reliability algorithms employed in X-Topmeter and the results analysed. The reliability
values produced were consistent with the expected results, given the reliability models
employed. The reliability models used were chosen to be as simple as possible, while
still providing the ability to distinguish between different proposed topologies. The

suitability of the models employed is an issue not addressed explicitly in this thesis.

The evaluation functions employed in this thesis are open to change, both within and
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between projects. A single universal evaluation function for every iteration of the
approach and for each project is not possible. In particular the weighting factors will
evolve as a design progresses. However, the quantitative values are employed to aid
designers make qualitative decisions and therefore some inaccuracy in the evaluation
values can be tolerated. For instance, although the allocation employed in CABV1
may not be optimal it was able to show the deficiencies in the design of this variant.
Furthermore, the evaluation function values provided information that was used to

determine a new design for the processing tasks in the CAB system.

Designers will need to undertake a more rigorous modelling and evaluation exercise
once a topology has emerged to assure themselves that reliability targets have been
met. However, results produced by the evaluation functions employed in the illustra-
tive examples and case study are encouraging. They indicate that using quantitative

evaluation techniques to select an appropriate topology is feasible.

5.5.3 Interactions

The X-Topmeter / X-Alloc approach can accommodate analysis of interactions, and
trade-offs, at a number of levels. X-Topmeter makes explicit trade-offs between reli-
ability, platform size and cost. The value of these trade-offs is shown in illustrative
example 3 for the architectural topology problem. In this example a number of sce-
narios are generated, and evaluated, during one iteration of the architectural topology
problem. The results of these scenarios feed back into the topology selection process
and provide information to the designers of the system. X-Alloc makes trade-offs be-
tween WCRTSs, platform size and cost. Together these tools produce a topology. The
effect of employing this topology on other design factors can then be analysed. The
set of acceptable trade-offs by the tools can be changed in the light of this analysis.

The architectural topology resulting from X-Topmeter has a significant effect on the
size and cost of the processing platform predicted by the X-Alloc tool. It also has an
effect on the complexity, and difficulty of the allocation problem presented to X-Alloc.
The designers may use results from iterations of the X-Alloc tool to place restrictions on
the set of admissible architectural topologies. This feedback loop is a valuable addition
to the data available to the designers of a system. The interaction between design, and
topology selection is particularly evident in the decision to abandon CABV1 in favour
of CABV2.

No explicit analysis of the trade-off sequences made by each tool has been undertaken.
However, analysis of the topologies resulting from the illustrative examples and case
study shows that acceptable topologies are produced. The author found the results
of one iteration of the tools to be extremely helpful in producing the next refinement

of the search. This indicates that the results of the trade-off sequences within a sub-
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problem are transparent and can be used to aid the emergence process.

The link between an iteration of the allocation problem and the architectural topology
it employed is clear. For instance, under-utilisation of a processor could often be linked
directly to an architectural topology resource allocation decision. Similarly, the size of
the communication network could be linked back to a network topology decision. This
allows attention to be focused on particular elements of the proposed architectural

topology.

5.5.4 Speed and Scalability of the Algorithms

Automated traversal of the topology design space is provided by the X-Topmeter and
X-Alloc tools. The speed and scalability of the algorithms employed forms part of
the evaluation of any tool based approach. X-Topmeter and X-Alloc are prototype
tools employed to show that the concepts presented are viable. The code is in no way
optimised for speed, neither with respect to the efficiency of code or the parameter
settings for individual experiments. The experiments were undertaken on relatively
slow machines by modern standards, namely a Sparc classic and a 133Mhz Pentium.
However, a number of features are apparent. For instance, the allocation problem is

relatively quick to resolve in comparison with the architectural topology problem.

Consider first the speed of an X-Topmeter experiment. The most time consuming
experiments were those for CABV1 which took up to 6 hours to execute. Other less
complex illustrative examples took considerably shorter time; of the order of 3 hours.
The deciding factor on the speed of solution appears to be the time to predict the
reliability of services. Some of the more complex topologies employing multiple copies
per task have taken up to 25 minutes to evaluate the reliability of a single service.
This is particularly the case for services 1 and 5 of CABV1, which employ a kofn
model within each copy of the sensing task employed. Furthermore, service 1 employs
results from another sensing task, the reliability of which is factored into the reliability

calculations for the service.

To place the execution time of X-Topmeter into context a brute-force search was un-
dertaken for a very simple example. The brute-force search took three weeks to run
on a sun Sparc classic workstation. The best evaluation function value was 4860. The
X-Topmeter tool found a solution within 0.062% of the optimal solution in 0.03% of

the cpu time.

X-Topmeter is never going to be a fast tool due to the nature of the search space it is
traversing. However, the assumptions used and the level of abstraction at which this
approach sets a topology appear to give a good balance of accuracy versus speed. An
experiment that can be completed overnight would appear to be practicable as a design

aid. Activities can be undertaken to increase the speed of an X-Topmeter experiment.

196



In control system design a single Fourier transform evaluation can take many hours
to evaluate [127, 167]. A run time of many days for a GA search engine to complete
an experiment is not uncommon. This has led to a great deal of work to ensure
convergence to reasonable solutions in a small number of evaluations. It is not unusual
to see runs of 400 to 500 evaluations. Elements of this work could be incorporated
into the X-Topmeter search process when the evaluation functions becomes very time

consuming.

Perusal of the statistics files produced by the X-Topmeter tool for the illustrative
examples and case study experiments show that solutions within 10% of the best
solution were found after only 36% of the final number of evaluations made. This
information can be employed to truncate the experiments to save time. Finally, obvious
solutions such as parallelisation and faster processors can be employed. Stand-alone
PCs running linux now run at more than twice the speed of the machines employed

here.

The X-Alloc examples have shown that for smaller problems a rapid convergence to a
solution occurs. In CABV1 a much more difficult problem was presented to the tool.
Nevertheless, convergence occurred in 40 minutes. Scalability problems are reduced
by the use of restrictions on the admissible allocations implied by the architectural
topology employed. The variable-size allocation approach helps to overcome some of
the scalability problems experienced with other SA approaches by allowing the tool to
escape from local minima by adding extra hardware units. The addition of TS restric-
tions should also reduce scalability problems. Scalability issues remain a fundamental

feature of X-Alloc due to the NP-hard nature of the allocation optimisation problem.

5.5.5 Flexibility and Extensibility

Flexibility is one of the main criteria for the usefulness of a tool to aid the design
process. This flexibility must be allied with the ability to re-use as much information

and designer effort as possible. Of course, good topologies must also be produced.

X-Topmeter and X-Alloc were specifically designed to allow a great deal of flexibility
and re-use. In particular the use of generic architectures, data-libraries, generic relia-
bility models and standard fault-tolerance techniques minimises the effort required by

the designer, while allowing a wide variety of systems to be evaluated.

The Ilustrative examples and case study show that the X-Topmeter / X-Alloc ap-
proach is extremely flexible. For instance, task level models can be adjusted to take
account of sub-models, such as the need for 4-out-of-4 wheel rotation sensors for ABS.
The service level models can similarly be adjusted to model the use of sensing results
from multiple sensing tasks. The set of resources employed can also be changed. At

the allocation level the schedulability analysis employed can be changed and the set of
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possible allocations can be tailored to the particular architectural topology.

Flexibility is built in by the use of evaluation functions that can employ both goals,
such as platform size and cost, and side constraints, such as reliability. The evaluation
functions are only restricted to those functions which are calculable, provide an appro-
priate level of granularity and are well behaved. A well behaved function increases in

value as the quality of a solution falls.

The search engines employed have also be chosen with flexibility in mind. Guided
search techniques, such as GAs, are very good at traversing poorly defined search
spaces. Search techniques, such as SA, are able to produce optimal results. Both
of these approaches can be parameterised to improve the search undertaken for a
particular example. A wide variety of alternative select, creation and merge functions

are available in both the search engines employed in this thesis.

Flexibility, in itself, is not adequate for an approach which aims to provide a frame-
work to aid a designer resolve the topology selection problem. The approach must be
extendible to consider different generic architectures and accompanying dependabil-
ity and timing evaluation techniques. To show the extendibility of the X-Topmeter /
X-Alloc approach a third version of the CAB case study is presented in Section 5.5.6.

5.5.6 CAB Version 3: Independent Architecture

CAB variants 1 and 2 employ the GUARDS generic architecture and priority based
pre-emptive scheduling of processing elements. To show that the X-Topmeter / X-alloc
approach can be extended to consider systems that do not employ this framework CAB
Version 3 is presented in this Section. Considerable effort would be required to imple-
ment this Version of CAB in X-Topmeter and X-Alloc as the schedulability analysis,
and some of the reliability analyses, employed in Versions 1 and 2 will no longer be
relevant. This Section therefore takes the form of a discussion of the implementation

required for Version 3.

In CABV3, see Figure 5.15, a processing hardware ‘node’ is placed at each wheel. Brak-
ing demands arrive from the central computing sub-platform and the local computing
element employs appropriate braking activities. Each distributed wheel-braking action
may be assumed to be independent of other wheel-braking actions. This is clearly haz-
ardous and may lead to asymmetric braking of the vehicle. To introduce ‘dependence’
between the braking activities at each wheel cross-communication between computing

hardware units on the same axle is required.
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Figure 5.15: CABV3: System Description

Each ‘tyre node’ implements a BASIC and an ABS algorithm, which determines the

braking-pressure to employ. Enhanced braking is implemented as a separate set of

services. Load balancing is undertaken by each wheel node based on the data from load

sensors on each axle. The logical architecture for this system is given in Figure 5.16.

The central computing node captures the pedal pressure sensor values, pre-processes

them and passes a value to the tyre modules. It also provides the driver feedback

function. The tyre nodes deal with all other sensor values, processing and actuating.

Seven communication networks are employed in CABV3. Network 0 links the central

node to the tyre nodes. Networks 1 to 4 facilitate inter-node communication. Finally,

networks 5 and 6 allow cross axle communication.
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Figure 5.16: CABV3: Logical Architecture

Nine Services are to be implemented to provide the required braking activity on this

multi-node platform:
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Service 0: braking front left Service 1: braking front right

Service 2: braking rear left Service 3: braking rear right

Service 4: cross check across front axle Service 5: cross check across rear axle
Service 6: LOAD (F) - front axle load Service 7: LOAD(R) - rear axle load
balancing balancing

Service 8: DRIVER - Feedback to driver

In this Version an alternative generic architecture, the Time-Triggered Architecture
(TTA) developed at the Technical University of Vienna [145], is to be employed. Par-

ticularly affected by this change are the processing task and network topologies.

In a TTA all system activities are initiated by the progression of a globally synchronised
timebase. The key advantages are claimed to be composability and the transparent
implementation of fault-tolerance. An autonomous communication controller provides
de-coupling between the host sub-system and the communication sub-system. Together
these sub-systems form the platform. Communication between electronic units is per-
formed using the Time-Triggered Protocol (TTP/C). The communication sub-system
decides autonomously, according to a static schedule, when to transmit a message and

whether a received message is relevant for a particular electronic unit.

An electronic unit has the general structure shown in Figure 5.17. It consists of a host
sub-system, a communication sub-system, and a Controlled Object Interface (COI) to
the sensors and actuators. The host sub-system executes the application software. The
communication sub-system employs the TTA communication controller and executes
the TTP/C protocol.

During operation, each communication controller synchronises its local clock to gener-
ate a common time base of known precision. Whenever the common time reaches an
instant that is contained in the message descriptor list (MEDL) the actions specified
in the MEDL are carried out. Clock synchronisation is performed by the fault-tolerant

average algorithm [87].

One or more electronic units can be combined to form a fault-tolerant unit (FTU) to
provide a specified control service. An FTU consists of two or more electronic units,
see Figure 5.18. The FTU layer is responsible for the management of the replicated
electronic units within an FTU, i.e. it performs redundancy management. An FTU

can be employed as an architectural component. For example,
e A single unit (Figure 5.18(c)) can be configured if redundancy is maintained at
the system level (e.g. four wheel nodes in the braking system of a car).

e Two units (Figure 5.18(a)) can be grouped into an FTU that will provide the
specified service as long as one of the two units is operating. Fail silence in the

value domain has to be ensured by the host.
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Figure 5.17: Structure of an Electronic Unit

e Three units (Figure 5.18(b)) can be grouped into a Triple Modular Redundancy
FTU. This FTU will tolerate a single failure of any one of its units.

e Four units can be configured if the system has to be available in a TMR mode,

even if one of the units is in maintenance (Figure 5.18(d)).
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Figure 5.18: FTU Configurations: (a)2 units (b)TMR units (c)Single unit (d) 4 units
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It is possible to form FTUs of software units executing on the hosts of different elec-
tronic units. Thus, allocations of multiple software units to the same processor can be

undertaken. Furthermore, different FTUs may employ the same or different buses.

Possible Implementation of X-Topmeter

This version of CAB has not been implemented in X-Topmeter or X-Alloc, mainly
due to the coding effort required. However, the required extensions to these tools to
select a topology for CABV3 can be envisaged. A number of features relating to the

extendibility of the topology selection approach are introduced.

In Chapter 2 a generic guided search algorithm was introduced. This required: a
representation of the problem and solution, a select function, a create function, and
a merge function. One version of these elements has been used to produce a GA to
address the architectural topology problem for a GUARDS architecture. This GA can
be adapted for the TTA employed in CABV3.

The logical architecture for CABV3 can be represented as a set of Services. The
sensors and actuators employed can be modelled as tasks. The differences come in
the representation of a processing task and the interface between the three tasks in a

service.

Each electronic unit employed in a TTA platform employs a COI and can therefore
be connected directly to the appropriate sensors and actuators. Two electronic buses
are used to transfer data between electronic units in an FTU. Different FTUs may
employ the same physical buses. The number of networks in the system is a function
of the processing tasks that share buses. In CABV3 seven networks are required. Each
network may employ a gene structure consisting of two integers denoting the resource

employed for the two buses.

An FTU forms an architectural topology for a processing task. Integral to an FTU
is a set of redundancy management protocols, including a set of decision mechanisms.
Only hot sparing is employed in a standard FTU. Therefore the topologies for each

processing task can be expressed using three integers:

1. an integer with value 0 to 3 to indicate the number of processing resource alter-

nate 1 employed,

2. an integer with value 0 to 3 to indicate the number of processing resource alter-

nate 2 employed, and

3. an integer with value 0 to 3 to indicate the number of processing resource alter-

nate 3 employed.
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Thus in X-TopmeterV2.3 27 integers would be required to represent the set of task

topologies and 14 integers to represent the communication networks.

Provision can be made to employ shadow units. These are units that may be employed
by a number of different FTUs. In other words they are shared cold spares. If shadow
units are employed then the representation of a processing task needs to be extended.
Suppose up to 3 shadows could be employed per FTU. Each FTU gene would require
3 extra integers, each of which would take on a value between 0 and the number of
admissible shadow resources. A zero indicates the FTU cannot employ that shadow

unit.

The X-TopmeterV2.1 select and create functions may be employed. The merge function
is based on an evaluation function, which must be able to distinguish between good,
and bad, TTA architectural topologies. This function uses measures of cost, size
and reliability. A cost measure can be easily constructed to take into account the
implementation of each electronic unit. A size measure that takes into account the
requirement for five processing nodes in CABV3 can also be constructed. The minimum
number of buses used in a TTA system is dependent on how the seven logical networks
are implemented. Existing reliability models need to be changed, or extended, to

ensure that an accurate measure of the reliability of each service is produced.

The reliability model for an electronic unit should take note of the hardware resources
being employed and the communication interfaces. Since processing and bus hardware
form an integral part of an electronic unit a single detailed reliability model can be
produced. This will probably be state-based. The variable element of the reliability
of a unit is provided by the different type and number of processing and bus resources

that may be employed.

The processing task (FTU) level reliability model must take account of the possibility
of common cause electronic unit failures on the reliability of the task. This can be done
simplistically using a set of coverage values for the different configurations of shared

electronic unit hardware.

If FTUs use shadow nodes then there is a dependency between failures in the system.
That is whether an FTU has access to a shadow is dependent on the set of failures in
the system. This will require a Markov model similar to that used for shared repair
engines [152]. Hidden Markov models, such as that employed by HARP [46], may be

used.

The existing generic Service reliability models must be altered to reflect the config-
uration of networks employed in each service. Thus, the main change required to
implement X-TopmeterV2.3 is the running of a reliability model generator to produce
a set of electronic unit, FTU and Service reliability models for the proposed TTA

topologies, see Section 2.4.

203



Possible Implementation of X-Alloc

Once an architectural topology has been selected an allocation process can be under-
taken. A TTA platform employs a single global static schedule [53]. This schedule is
based on a tree-search of the set of possible schedules for a given allocation of sub-
tasks to processors and messages to buses. The tree is based on the DAG of precedence

constrained sub-tasks for the allocation.

The trade-off for this scheduling approach is a reduction in the flexibility of the system.
Sub-tasks have allotted slots on the processor and can only run at this time. Thus
the maximum utilisation of a processor, or bus, using this scheme is reduced relative
to the priority based scheme employed in CABV1 and CABV2. This implies a larger
platform may be required. Since TTA does not employ a priority based approach, only
a single integer is required to indicate the allocation of each sub-task. A second integer

indicates the allocation of each message.

The select and create functions for X-AllocV2.3 may be identical to those employed
for X-AllocV2.1. However, two attributes of the merge function need to be investi-
gated. First, the probability of undertaking a move of a particular type. Second, the

fragmentation of the platform due to the use of nodes needs to be taken into account.

The use of computing nodes places tight restrictions on where a sub-task and message
may be placed, which can be taken into account by adjusting the setP and setB pa-
rameters for each sub-task and message. This may lead to a problem with deception.
To overcome this elements of T'S may be employed. In this circumstance illegal moves
may only be proposed if the move is not currently tabu. The probability of an illegal

move being accepted is determined by the X-Alloc cooling schedule.

The resource constraints employed in X-AllocV2.1 can be used in X-AllocV2.3. The
same set of resource constraints can be employed. The cost and size elements of
the evaluation function will change, especially if TS methodology is employed. TTA
employs a different scheduling approach to that used in the current X-Alloc. Therefore,
a different schedulability algorithm is required. The scheduling algorithm introduced
by Fohler & Koza [53] employs a schedulability test and generates a measure of the
quality of the resulting schedule. This measure should be incorporated into the X-

AllocV2.3 evaluation function to guide the search process.

Summary

The topology for CABV3 is somewhat different to that of the other two CAB versions.
A distributed rather than centralised platform is employed. Both X-Alloc and X-
Topmeter can be extended to consider a set of possible topologies for this new version.

The discussions for this variant have shown that the TTA and TTP/C communication
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protocol are compatible with the approach taken in this thesis to resolving the topol-
ogy selection problem. The changes required to provide guidance for selection of an

appropriate topology centre on reliability and timing analysis.

The TTA is a very prescriptive generic architecture in comparison to GUARDS. Thus,
the reliability models employed can reflect this extra information. The trade-off is
increased work on producing the models, potentially extra layers to the model to
incorporate common cause effects, and increased computation time. The plus side is
an increase in the ability of the evaluation function to distinguish between alternatives

and a reduction in the size of the architectural topology search space.

Timing analysis requires a schedulability analysis. Fortunately, TTA employs a static
schedule which can be analysed for the schedulability of its elements off-line. Unfortu-
nately, the approach used is computationally expensive. A number of heuristics may
help reduce the time taken by the scheduling algorithm. This is important as the

scheduling algorithm is run many times during an X-Alloc experiment.

5.6 Summary

In this Chapter a case study has been presented to bring together the elements pre-
sented in Chapters 3 and 4. This case study shows that the topology search space
and evaluation functions can be customised for particular examples. It also shows
that detailed computing task designs can be incorporated into the architectural topol-
ogy selection process. Finally, it shows that the allocation problem can be addressed

relatively early in the design process.

The evaluation of the approach undertaken in this Chapter has addressed three aims
of this thesis. First, to show that quantitative measures of the quality of a topology
can be produced. Second, to show that automatic search techniques can be employed
to traverse the topology design space. Finally, to show that the approach presented in
this thesis can aid the designer resolve the topology problem for safety-critical real-time

systems that employ the GUARDS generic architecture.

Overall, the flexibility, extendibility, evaluation function and speed factors evaluated
in this Chapter indicate that the X-Topmeter / X-Alloc approach can provide support
to the system designers so that the topology of a GUARDS system can emerge during
the design life-cycle.

It is also clear from the evaluation and results of the case study that the approach is
flexible, extendible and fast enough to provide support for the development of SC-RT
systems that employ different generic architectures, such as TTA or shared memory

systems.
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Chapter 6

Conclusions

This thesis is concluded with:

e a summary of achievements
e a comparison of the work with related research

e a set of proposals for future work

6.1 Summary of Thesis

Selecting a topology is a fundamental issue for the designers, procurers and maintainers
of a safety-critical real-time control system. A topology has hitherto been set early
in the design process. Considerable effort is then expended on three aspects of the

system-topology interface:

e Provision of an appropriate level of control functionality within the topology

framework
e Allocation of software units to hardware units on a given platform

e Evaluation of the dependability and timing attributes of a full system design

Any problems arising from this effort may cause costly redesign and an increase in

system complexity.

This thesis has introduced an approach that allows a topology to co-evolve with the
design of a control system. The approach indicates a topology, if one exists, that can
meet timing and dependability, as well as functional, requirements. The designer then

decides on the appropriateness of the proposed design and accompanying topology.
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The approach utilises existing quantitative evaluation techniques within an Analysis -

Synthesis - Evaluation framework.

The approach is first employed once a generic architecture and initial high level design
(logical architecture) have been produced. Procurement information is used to deter-
mine a library of admissible hardware and software resources. Design information is
used to determine a set of control services that must be provided by the system and the
dependability requirements on these Services. A set of admissible architectural com-
ponents are selected by the designer. Finally, a Reliability Model Generator is used to
determine a set of reliability models that will be used to predict the dependability of
proposed architectural topologies. This data is extensive, but most of it is employed

within existing design processes or can be obtained from domain knowledge.

The resulting design space is traversed using a tool, X-Topmeter, that employs an
appropriate evaluation function. This tool was developed as part of this thesis and
employs a GA, selected as the appropriate version of the generic search algorithm for
this problem, to choose an architectural topology. An analysis is then made of the
acceptability of the proposed topology and, by inference, the proposed design. This
analysis may include a more detailed reliability analysis of the system. In later stages
of the process analysis of the reliability of the system will need to be reassessed in the

light of the proposed allocation of processing resources.

A new functional design is proposed and the topology design space analysed in the
light of the new design and previous iterations of the approach. This may lead to a
change in the set of admissible resources, architectural components, control services or
requirements on these control services. X-Topmeter is then re-applied. The ability to
analyse, and change, the characteristics of both the design space and what constitutes
a valid solution to the topology problem within a single framework, is a new and novel
feature of this approach. This Analysis-Synthesis-Evaluation approach is repeated

throughout the design process.

Once a set of processing sub-tasks is produced for a particular design the timing at-
tributes of the control system may be predicted. An evaluation of the timing properties
of a topology can only be undertaken once an allocation of the processing sub-tasks to
particular processing units has been postulated. A second tool, X-Alloc, is employed
to determine this allocation. X-Alloc employs a Simulated Annealing algorithm, which
was selected as the appropriate version of the generic search technique for this prob-
lem. Since an assignment of software resources to hardware resources is an integral
part of X-Topmeter the allocation problem can be addressed relatively early in the

design process.

A postulated solution to the architectural topology problem and the functional units

given in the system DAG are used to determine an allocation search space. Each
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allocation is evaluated with respect to its timing and resource usage attributes. X-
Alloc determines an allocation of sub-tasks to processing units and an allocation of the
accompanying messages to communication hardware. It also determines the processing

platform implied by this allocation.

This allocation process is undertaken each time a new architectural topology, or set of
functional sub-tasks, is postulated by the designer. Analysis of previous iterations and
the system design allow the allocation search space, and hence the processing platform,

to evolve as design progresses.

The framework, and topology selection techniques, developed in this thesis provide a
means of co-evolving the dependability and timing characteristics of a given control
system with the functional design. It does so using quantitative evaluations of the

timing and reliability characteristics of each proposed topology.

The efficacy and flexibility of this approach has been demonstrated using a set of
illustrative examples and a case study. The case study showed a snapshot of how
this approach could be employed on a real-world problem. It also showed the current
variety of generic architectures, scheduling regimes and fault-tolerance approaches that
can be accommodated. The framework remains the same but the set of solutions and

evaluation techniques involved are changed.

One side-effect of building the data libraries and models required for this approach has
been a greater understanding of the system being developed and the impact of design
decisions on the non-functional attributes of a design. It also allows issues of re-use,
both in terms of resources and analysis models, to be explicitly addressed. Provision

for re-use is essential if this approach is to be employed in industrial practice.

In short, this thesis has shown that quantitative measures can be used to guide the
topology selection process for a hard real-time safety-critical system. The prototype
tools show that automated help can be made available to the designer throughout
the design process. The work undertaken within this thesis is transferrable, within
limits (Section 6.4), in that it can be adjusted to the needs of developers of particular

projects.

6.2 Comparison with Related Work

Several limited attempts have been made in recent years to develop approaches to
design that incorporate reliability and timing attributes of a system. In this Section
the approach presented in this thesis is compared with research undertaken in five

areas:
1. Topology selection
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2. Architectural topologies
3. Allocation
4. Interactions with other design issues

5. Industrial practice

6.2.1 Topology Selection

Research on topology selection as a design activity is sparse. The author is aware of
three relevant studies by Thompson [159], Draber [42] and at Siemens [59].

Thompson presents a 13 stage design cycle for distributed fault-tolerant systems based
on industrial experience, see Section 3.1. Thompson’s approach focuses almost exclu-
sively on hardware issues and attempts to determine a set of “show-stoppers”, such as
an inability to meet reliability targets. Show-stoppers investigated include safety and
weight issues. Thompson addresses safety in a very simplistic manner by mandating a

replicated bus-based architecture.

Safety show-stoppers can be addressed in the X-Topmeter / X-Alloc approach by alter-
ing the system design, or the set of admissible topologies or the evaluation functions.
Similarly, weight factors may easily be added to the evaluation functions either as a
numerical goal or a side constraint. RBDs are employed by Thompson to “perform a
quick combinatorial reliability comparison of redundant configurations” and a simple

fixed cyclic schedule is employed to schedule control functions.

The X-Topmeter / X-Alloc approach is compatible with, and subsumes, most of the
aspects of the approach presented by Thompson. The use of simulation techniques
to evaluate maintainability characteristics of a proposed topology may be a useful
addition to the X-Topmeter / X-Alloc approach. X-Topmeter / X-Alloc improve on
Thompson’s work primarily in the set of alternative topologies that may be considered,
the flexibility of the approach, and the use of evaluation functions to guide the topology

selection process.

Draber’s approach is also industrially based. Considerable effort is expended in reduc-
ing the number of admissible topologies for a system to a level where an exhaustive
search can be employed. Draber’s approach is reliant on a detailed design, extensive
knowledge of the consequences of employing different topologies and the availability
of FMEA data. The set of restrictions employed by Draber appear to be realistic and

may be of help in restricting the topology design space late in the design process.

The X-Topmeter / X-Alloc approach could be employed in a manner similar to Draber.
For instance, FMEA data for the resources in the resource library may be used to

rule-out particular topologies. The topology evaluation criteria employed by the two
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approaches are similar. X-Topmeter / X-Alloc can be given appropriate parameter
values to act as simple neighbourhood search techniques or even exhaustive search
engines. Furthermore, TS hybridisation may employ variants of the rules used by
Draber to rule out particular alternatives. However, X-Topmeter / X-Alloc is a more
flexible approach. It may be employed from an earlier stage in the design process to
give design guidance. It also allows variants that appear to be unacceptable at one

level of design decomposition to be re-evaluated at later stages in the process.

The work at Siemens is also industrially based. In stage one a set of evaluation cri-
teria are produced based on customer requirements, project requirements and quality
attributes. In stage two system implementations are proposed and evaluated using the

criteria produced in stage one.

The X-Topmeter / X-Alloc approach assumes that an evaluation function for a topol-
ogy can be produced. The work at Siemens shows one way in which current industrial
practice may facilitate the production of this function. Furthermore, the function can
be upgraded at different levels in the design process. X-Topmeter / X-Alloc specifically
addresses stage 2 and provides a considerable improvement on the existing simplistic
approach used by Siemens. It is odd that so much effort should be taken to produce
an appropriate evaluation function, but relatively little use made of the result during

the design process.

6.2.2 Architectural Topologies

A number of authors have employed GAs to address problems similar in form to the
architectural topology problem, that is to select the level of redundancy to employ
in a fault-tolerant system. For instance, Painton & Campbell [125] employ a GA to
investigate how a system can be improved during its lifetime by adding to, or changing,
hardware components in the system. Coit & Smith [31] also produce a GA to address

the redundancy allocation problem for a series-parallel system.

The X-Topmeter / X-Alloc approach subsumes these approaches and extends the prob-
lem into the design arena. It is able to employ a multiplicity of system and reliability
models, including combinatorial (RBD) and state based (Markov) approaches. Fur-
thermore, SHARPE can evaluate these models to produce a wide variety of perfor-
mance and dependability measures. For instance, although the work in this thesis
has concentrated on reliability measures the models could be easily adjusted to model

system availability and SHARPE used to produce appropriate availability measures.

A significant improvement of the X-Topmeter / X-Alloc approach is the explicit use of
a reliability model generator as part of the framework for the approach. This allows
models for proposed architectural topologies to be produced as required, although not

during an X-Topmeter experiment. Joint software - hardware reliability models may
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also be employed.

6.2.3 Allocation

The allocation problem is well known and has been addressed by a wide variety of
authors. In particular the work of Tindell [163] and Alternberd [3] is representative.
Tindell employs an SA approach, while Alternberd employs a hybrid approach. Both
authors address the problem late in the design life-cycle for given hardware platforms.
Good results are produced for a variety of allocation problems. Effectively the quality
of an approach to solving the allocation problem is based on three factors; the pes-
simism of the schedulability analysis employed, the number of items to be allocated

relative to the size of the platform and the effect of restrictions on the search space.

The X-Topmeter / X-Alloc approach solves a slightly different problem to those ad-
dressed by these authors: produce a hardware platform of minimum size, and accom-
panying software allocation, that meets a set of timing requirements. This approach
increases the set of feasible alternatives. As a result, the effect of restrictions on the
search space appears to be less pronounced than for other SA based approaches. The
effect on the search engine of trying to place large numbers of sub-tasks onto a small

platform is also reduced.

X-Alloc produces results of a similar quality to that produced by Tindell and previous
tools produced by the author. In fact the WCRT predictions are less pessimistic as
they use a schedulability analysis designed to improve on the work of Tindell. No

comparative results are available for the work of Alternberd.

6.2.4 Interactions with other Design Issues

Interactions between design issues remains an area of great debate, but little research.
Trade-offs are typically qualitative rather than quantitative. Research into quantitative
trade-offs which is compatible with, and complementary to, the work presented in this
thesis has been produced by Keeney & Raiffa [83] and Prasad [131].

The X-Topmeter / X-Alloc approach allows interactions between the topology problem
and other design issues to be addressed via a set of labelled DAGs and through the
use of evaluation functions that quantify the value of a particular set of trade-offs.
The evaluation functions employed result from consultation with industrial partners,
perusal of the literature and discussion with colleagues working in similar research
areas. It has proved impossible to compare these functions with those used in industry,
as industry has only recently begun to evaluate design trade-offs quantitatively, rather

than qualitatively.

Results for the case study however, are in accordance with a qualitative evaluation
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undertaken by a wide variety of students with industrial expertise attending a module
of the MSc in safety critical systems. This case study has also been used as an example

on industrially based courses.

6.2.5 Industrial Practice

Industrial practice has lagged behind the research community in the use of modelling
and evaluation techniques to determine an appropriate level of redundancy for fault-
tolerance and allocation of sub-tasks. Modelling and evaluation of the reliability as-
pects of a system is typically undertaken by a separate group to the designers once a
full system design has been proposed. Assumptions are made in the modelling process
on a second-hand basis, with very little checking from the designers, from reports pro-
duced by the designers. Reliability measures are used as a qualitative measure of the
dependability of the design. There is often a great deal of pressure on the analysts to

produce the “correct” result.

Recently some efforts have been taken to introduce reliability modelling and prediction
into the early stages of the design process. One industrial partner has sought guidance
on the use of RBD models, and evaluation techniques, as part of an analysis of a
proposed system design at a very early stage in the design process. This is a first
for them, but shows that early predictive analysis is becoming more important in an
industrial setting. More common is to use quantitative techniques to allocate failure
rate requirements to sub-systems. This approach can be seen in proposed standards,
such as ARP 4761 [150]. These failure rates are then passed on as requirements to

sub-contractors.

One aim of the X-Topmeter / X-Alloc approach is to make a first step towards allowing
the designer to produce appropriate system and reliability models, with the guidance
of specialists. A second aim is to promote a greater understanding of the impact of
design decisions on the size of platform required and the reliability / timing aspects
of a control system. To achieve this a more extensive GUI for the production of the
resource and reliability model libraries will be required in future implementations of
X-Topmeter and X-Alloc.

The X-Topmeter / X-Alloc approach is blue-sky research as far as industrial practice
is concerned. However, as an approach it has received a good response when presented
to industrialists. In the short term aspects of this approach are likely to be taken up,
such as reliability modelling during design. In the long term it provides a framework

for future process improvement activities.

Guided search techniques are beginning to emerge as solution engines for control prob-
lems [127]. However, they have not been used as a design aid. Recently, Rolls Royce

and Associates have recognised the need to consider trade-offs as part of a design
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process and have included an investigation of the ability to perform trade-off anal-
ysis as one of its mission statements for a new University Technology Centre. The
X-Topmeter and X-Alloc prototype tools have shown that guided search techniques

are strong candidates for use in this role.

6.3 Future Work

The approach presented in this thesis attempts to bring together a number of research
strands. A set of prototype tools have been produced. Both these factors mean that
significant work would be required to bring this approach up to a state where it could

be used in industry. Three areas of future work are therefore highlighted:

e Use of this approach during Procurement and the Lifetime of the system

e Extensions to the effectiveness of the search tools and the evaluation functions

employed

e Extensions to the usability of the tools

6.3.1 Procurement and System Lifetime

The current version of the X-Topmeter / X-Alloc approach is heavily biased towards
aiding the design process. However, it may be extended up the system life-cycle to
aid procurement and requirements decisions. Procurement decisions are becoming

particularly important in industries with long development cycles or system lifetimes.

Procurers can use a high level model of the system to investigate the set of hard-
ware resources required to fulfil dependability and timing requirements. They can
employ appropriate cost and maintenance models to investigate different combina-
tions of hardware resources. Most important of all it may be possible to produce a set
of requirements for any hardware used in a particular system. This may help guard
against obsolescence since any unit that meets these requirements can be used in the

system topology.

The X-Topmeter / X-Alloc approach may also be extended into the operating lifetime
of the system to gauge the effect of a mid-life update on the dependability and timing
properties of a topology. It may also be used to evolve a new topology or to track a
topology during operation.

The ability to track a changing environment may be helpful in resolving the “in-

service” Topology Problem. That is, to reconfigure the topology to get the best re-
liability /availability out of non failed units. Cobb and Goldberg [30] postulate two

diversification operators to track changing environments: Random Immigration and
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Hyper-mutation. In the random immigrants mechanism the replacement rate specifies
the fraction of the population that is replaced each generation by randomly generated
genes. The triggered hyper-mutation mechanism uses uniformly distributed mutation.
When the adaptive mechanism is triggered due to a degradation in performance, the
level of mutation is dramatically increased. Once better performance is achieved the

mutation rate drops to a background level.

6.3.2 Extensions to the Search Tools

Human operators interfacing with a complex system will affect the flow of information
between units and will themselves have specific timing requirements [67]. Operators

have both a rate of output and a level of reliability which depends on factors such as

e decision making requirements,
e training and experience and

e amount of information received.

Suppose that an operator has three attributes; a name, a rank and a skill level per
skill. Operators can be assigned to jobs based on these attributes and an evaluation
function produced to analyse each such assignment based on a set of SDFs. The SDF's

to incorporate into the topology evaluation function would be:

e Required number of operators
e number of simultaneous (concurrent) users
e user intensity measured as system processing time over user response time

e system performance with respect to interaction with operators.

Thus, an extension of the topology problem to incorporate assignment of operators can
be envisaged. The design space increases by the number of operators times the number
of positions that the operator can be placed. Operators interact with other elements of
a topology by placing constraints on them. For instance, a set of output devices may
need to be in close proximity to the operator restricting the permissible allocations
of hardware to particular physical locations. The operator will also have an impact
on the reliability of the system. It is likely that this extension will be more useful
for sensitivity analysis, rather than during “real” design. A number of unconvincing

measures of operator reliability have been produced [112].

The X-Topmeter / X-Alloc approach can be extended to include a measure of the

quality of the control functionality. GA searches have already be employed to determine
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the optimal form of control algorithms for a fixed platform control system. Additions to
the evaluation function to allow limited trade-offs between functionality and reliability

can be envisaged.

Performability allows a trade off between reliability and performance of a (sub)-system
to be undertaken as a single measure. A state based reliability model of a (sub)-system
is produced and the transitions between states are labelled with a performance measure.
A measure of the risk attached to a solution could be used or a measure of timing
characteristics of the solution. In the latter case a multiplicative timing and reliability
evaluation function element may be employed. The existing X-Topmeter library of
state based reliability models may be extended to incorporate reward measures. The
SHARPE tool is able to produce expected value and expected accumulated reward

measures for the reward models.

Maintainability measures of a proposed topology may be employed. This extension
may require a simulation to be run of the topology, which is particularly time consum-
ing. It therefore appears better to stick with applying a maintainability measure to

the best topology produced by an X-Topmeter experiment.

A variety of TS style restrictions on the search space, and accompanying additions
to the evaluation functions of both X-Topmeter and X-Alloc, can be envisaged. The
prototype tools employ a very limited number of such restrictions and naive extensions
to the evaluations functions. This extension will be a valuable addition as the size and

complexity of examples increases.

Horn argues that GAs can be used to deal with multi-objective optimisation by adding
the concepts of Pareto domination to the genetic operators and by applying Niching
pressure to spread the population out along the Pareto optimal trade-off surface. A
Pareto surface consists of all solutions whose combinations of characteristic values
produce the same overall utility. Niches [70] are zones of the search space. Particular
elements of a solution are kept intact and allowed to compete as a group against other
zones in the search space. It may be possible to introduce topological zones, such as

groups of sensors at the same physical location, to the topology problem [160].

So, one major piece of work is to extend X-Alloc to explicitly include sensor and
actuator allocation. Allocation in this case takes the form of a grouping of sensors
and actuators, both logically and to physical locations. For instance, a logical sensing
group consists of sensors that provide data for a number of control services. A physical
sensor / actuator group takes the form of a set of units placed in the same part of the
system environment. This becomes particularly important if the ability to compare
integrated and distributed topologies is required, see CABV2 and CABV3.
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6.3.3 Extensions to the Usability of the Tools

The prototype X-Topmeter tool requires a great deal of information to be produced,
so that a set of resource and reliability model libraries can be produced. Even more
data on the characteristics of the proposed system is required by the X-Alloc tool. The
current approach is to produce an input file, with a line per data point. This is not

satisfactory.

One area of fruitful research would be to produce a set of Graphical User Interfaces
to allow the library data to be input. Of particular interest would be a GUI version
of a reliability model generator. The front-end could be similar to the front-ends
employed by X-Topmeter and X-Alloc. Interfaces of this type are not easy and require

considerable programming effort.

6.4 Final Comments

In this thesis emphasis has been placed on the use of quantitative techniques to support
the topology selection issue for safety-critical real-time systems. Production of an
‘industrial quality’ topology selection process, that may be used to investigate the
trade-offs implicit in topology selection, poses a challenge for the research community.
This process would require a synthesis of numerous strands of the existing research
into SC-RT systems. Furthermore, the problems addressed are NP-hard optimisation
problems. A first attempt at producing an approach that incorporates such a synthesis

has been presented.

In principal, the X-Topmeter / X-Alloc approach may be employed by any system
designer to investigate the set of admissible topologies for his, or her, proposed system.
In practice, a great deal of domain knowledge and analytical skill would be required
to repeat the work undertaken in this thesis. This is inherent in the nature of the

problem.

If the ultimate aim of allowing the designer to undertake topology selection is to be
fulfilled three enhancements of the current situation in industry need to be made. First,
the process for the production of safety-critical systems will need to explicitly consider
the topology selection problem. Second, significant research into Reliability Model
Generators is required. A great deal of the complexity in this thesis arises from the
need to generate dependability models to evaluate the set of alternative architectural
topologies. Finally, a suite of tailored GUIs will be required to ‘lead’ the designer
through the elements of the approach.

Although much remains to be done, this thesis has clearly shown how computer aided

support can be effectively given to complex activities, such as architectural design.
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Appendix A

Implementation of X-Topmeter & X-Alloc

A.1 Reliability Model Library

The reliability models employed in X-Topmeter are presented below. In Section A.2

an example of a service reliability model for a topology that employs the standbyu2

and parallel models is presented. This library of models may be extended or changed

by the designer as required. For instance, in CABV1 the sensing tasks for Services 1

and 5 have been amended to use a kofn model, as four wheel sensors are employed in
these tasks.

| Model | Name

| Description

0 simple(FR1) Single component model
1 standbyu(FR1,FR2, FR3) Redundancy with 2 units of possibly unequal fail-
ure rates & software resource to detect failure of
task
2 activeu(FR1,FR2) Redundancy with 2 active components with pos-
sibly unequal failure rates and no decision mech-
anism. First to arrive is taken
3 acceptl(FR1,FR2, FR3) 2 components in parallel and an acceptance test
of first to arrive
4 majn(numdefaults, numspares, | Copies in parallel provide input to a voter.
FR1,FR2,FR3)
5 parallell (numdefaults, numspares, | Parallel RBD model. First result to emerge used
FR1, FR2, FR3)
6 standbyu2 (numdefaults, nums- | Extension of standbyu for n standby copies of two
pares, FR1, FR2, FR3) resources
7 acceptn(numdefaults, numspares, | Version of acceptl in which two resources are used
FR1,FR2,FR3) and each copy has an acceptance mechanism in
series.
8 simplex (FR1,FRS1) 2 state Markov model: 1 copy of a resource
9 wtmr (numdef, numspares, cover- | Markovian TMR model for 3 copies which may be
agel, coverage2, FR1, FR2. FR3, | from different resources
FRS1, FRS2, FRS3)
10 standsh (numdef, numspares, cov- | Markovian standby sparing model. Active repli-
def, covspl, 1h0, 1h1, Isd, lspl) cation. Software allowed.
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| Model | Name | Description
11 twintmr (numdef, numsp, covdef, | Markovian TMR model for 3 copies of each re-
covspl, 1h0, 1h1, Isd, Ispl) source. 2 single resource TMR models are placed
in parallel in a RBD model. First result to arrive
taken
12 parallel2 (numdef, numspl, | Three separate resources in parallel. Each re-
numsp2, FR1, FR2, FR3) source can have any number of copies of itself in
parallel.
13 standbyu3  (numdef, numspl, | n standby copies of three resources. Cold Spared.
numsp2, FR1, FR2, FR3, FR4) Each copy has an acceptance test in series.
14 accept3 (numdef, numspl, numsp2, | Three resources employed in parallel. Hot spared.
FR1, FR2, FR3, FR4) Each copy has an acceptance test.
15 maj3 (numdef, numspl, numsp2, | Three resources each with multiple copies and a
FR1, FR2, FR3, FR4) majority voter. First to produce acceptable value
is used.
16 threetmr Markovian TMR consisting of 3 single resource
TMR models placed in parallel in a RBD model.
First result to arrive taken
17 binomial RBD model employing k-out-of-n approach. Used
if numop > 1
18 nmr (numop, numdef, numspl, | N-Modular Redundancy model which employs
numsp2, 10, 11, 12, 13, accept) ! kofn and a voter. no_op gives k. General mecha-
nism for hardware.

A.2 Reliability Model Evaluation

The SHARPE tool is used to predict the MTTF of services in a SC-RT system. Each

service reliability model is generated using a failure rate data library of individual

resources and the architectural topology employed for each task. An example SHARPE

input file is presented below for one proposed topology for service 1 of the CABV1 case

study. This example employs the sensor results from service 0. Therefore there are

four task reliability models. There are also 3 network models. The service model is

hierarchical in that it uses the failure distribution results of these tasks and networks

to produce a MTTF measure for the overall service.
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Task 0

block Fs3

comp a3 exp(.0001)

comp b3 exp(.000067)

comp c3 exp(.000025)
parallel top a3 a3 b3 b3 c3 c3
end

poly ep3() cdf (Fs3)

Task4

block Fsb

comp ab exp(.0000046)

comp b5 exp(.0000077)

comp cb exp(.000011)
parallel top ab ab b5 bb cb cb
end

poly ep5() cdf (Fsb)

Network 0

block net0

comp x0 exp(.00006)

comp y0 exp(.00006)

comp z0 exp(.00006)

parallel top x0 x0 y0 y0 z0 z0
end

poly epnet0() cdf(net0)

block servicel
comp ax0 ep3()
comp ax1 ep4()
comp ax2 ep5()
comp ax3 ep0()
comp bx0 epnet0()
comp bx1 epnetl()
comp bx2 epnet2()

series joint0 ax0 ax3

Task3

block F4

comp a4 exp(.0000023)

comp b4 exp(.0000020)
parallel top a4 a4 a4 b4 b4 b4
end

poly ep4() cdf (F4)

Taskb

block standbyu20

comp a0 exp(.000040)
comp b0 exp(.000080)
comp c0 exp(.00000045)
series d1 c0 a0

series d2 c0 c0 b0

series d3 c0 c0 c0 b0
parallel top a0 d1 d2 d3
end

poly ep0() cdf (standbyu20)

Network 1

block netl

comp x1 exp(.000060)
parallel top x1 x1

end

poly epnet1() cdf(netl)

series top joint0 bx0 ax1 bx1 bx2 ax2

end
expr mean(servicel)

end

Network 2

block net2

comp x2 exp(.000060)
parallel top x2 x2

end

poly epnet2() cdf(net2)

The service reliability model is a RBD containing six components in series: the joint
sensing task sub-model, the processing task sub-model, the action task sub-model and

the 3 network sub-models. The failure distribution for the components of the service

231



model are calculated from evaluation of the task and network sub-models. The failure
rates of the components of the sub-models are calculated using failure rate data from
the resource data library and the appropriate coverage factor. The service model is
evaluated by SHARPE to produce a MTTF of 13100 hours.

A.3 Data Structures for X-Topmeter and X-Alloc

In Table A.1 the data structures employed in X-Topmeter and X-Alloc to represent a
library of hardware resources is presented. Four categories of hardware resource may
be employed: sensor(0), processor(1l), actuator(2) and bus(3). The coverage factor

employed is determined by the decision mechanism used by a given task.

Name ‘ Description

int id; Unique identifier for hardware

int type; Category 0-3

double FR; Resource failure probability per second

double coverage[3]; | Probability of correctly detecting failure

int speed; Units per second e.g. number of instructions

double cost[2]; Ownership cost for 1st unit, % marginal cost of extra units

double utilisation; | Total utilisation of hardware of category 1 or 3.

int number; Number of copies of this resource employed
int capacity; Max number of sub-tasks, number of buffered messages
int memc; Memory capacity for processors, bandwidth per second for buses

Table A.1: Hardware Data Structure

In Table A.2 software resource data is presented. T'wo variants and one default software
are indicated for each software resource. Three categories of software resource have
been identified: logical(0), variant(1) and decision(2). This allows the designer to
employ up to N(=3)-modular redundancy if desired.
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Name Description

int id; Unique identifier for software resource
int type; Software category: 0-2

double FR; Predicted or estimated failure rate

int variantsiMAXVAR];
int C;

int periodic;

double T;

int cost;

Variant component
Computation time of component in instructions
0=no 1=yes

Minimum inter-arrival time, in seconds

int set PIMAXHARDWARE]; | Processor residency restrictions, -1 = non

Ownership cost of this sware resource

Table A.2: Software Data Structure

Tasks are the primary structuring elements of an architectural topology. The service

and system topologies are formed from the set of task topologies. A task structure

contains data on whether software is to be employed and the set of hardware resources

that may be employed to implement each task. Four types of tasks are used: sensing(0),

processing(1), communication(2) and action(3).

Name Description
int id; Unique identifier for task
int type; Type

int hardware;

int no_hardware;
int software;

int no_spares[2];

int spares|2];

int no_variants|[2];
int variants[2];

int operational;
double mttf;

double WCRT;

int service;

int mes_total[6];

int no_bits;

int tabu[MAXRES];
int trans[3][MAXTRANS];

int met;

Default hardware resource

Number of default hardware employed
Default software resource employed, none =-1
Number of extra hardware resources employed
Ids for spares

Number of extra software units employed
Software variants used in this task

Number of seconds task must remain operational
Predicted mean time to failure

Predicted worst case response time

Service task belongs to

Total bytes of messages sent from task

Number of bits/integers to represent task in chromosome

Next iteration when restrictions are lifted
Strings of precedence constrained sub-tasks

Binary indicating whether WCRT requirement is met

Table A.3: Task Data Structure
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Since no specific allocation of sub-tasks to processor units is made during an X-
Topmeter experiment the proportion of inter-processor communication is unknown.
A rate of 50% inter-processor traffic is budgeted for. This proportion can be adjusted
as the design progresses. Each network is characterised by six bits or 3 integers. At

present only two network arrangements are used: three networks and a single IMA

network.
Name Description
int id; Unique identifier for network
int type; Category of network
int hardware; Default bus resource employed
int no_hardware; Number of default buses employed
int no_spares[2]; Number of extra bus resources employed
int spares[2]; Ids for spares
int model; Reliability model employed on this network
int operational; Seconds network must remain operational
double mttf; Mean time to failure
int WCRT; Worst case response time of network in secs
double no_bytes[3]; | Bytes per second that needs to be carried
int no_bits; Number of bits/ integers to represent in gene
int tabu[MAXRES]; | Iteration when restrictions lifted

Table A.4: Network Data Structure

A service is the highest level of system abstraction employed in the X-Topmeter and
X-Alloc tools. A service provides a set of control actions within specified WCRT and

reliability targets.

Name Description

int id; Unique identifier for a service

int no_tasks; Number of tasks in service

double T; Period of a service

double D; Deadline of a service

int operational; Seconds service must remain available
int tasks[3]; Set of tasks in service

int no_hardwarelMAXHARDWARE]; | Min number of each type of hardware
double mttf; Mean time to failure of service

int jointMAXTASKS]; Data shared with other tasks?

Table A.5: Service Data Structure
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A set of weighting factors are employed by X-Alloc to determine the relative importance

of meeting each allocation goal and constraint. The parameters also guide the search

process as they are used by the allocation evaluation function to determine the quality

of any proposed allocation. Eleven weighting factors are required:

double kparallel;
double knumwhare;
double kmemp;
double kmemb;
double knumesp;
double knumes;
double ktransmes;
double kwcrtt;
double ktwert;
double kwcrtsp;
double knumpstp;

Factor for parallel sub-tasks

Factor for size of platform

Factor for processor memory utilisation

Factor for bus memory utilisation

Factor for number of messages on one processor
Factor for number of messages

Factor for max bytes of messages in task constraint
Factor for tasks failing to meet WCRT targets
Factor for total WCRT of tasks in the system
Factor for messages failing to meet WCRT targets

Factor for number of sub-tasks per processor

Sub-tasks represent the set of software units to be allocated to specified (by X-Topmeter)

processing resources. Sub-task attributes are:

Name ‘ Description ‘
int id; id of sub-task

int taskid; id of parent task

int host[3]; id of [resource, proc,no| sub-task is resident on

int setPIMAXPROC];
int message[6];

int memu;

int priority;

int C;

int WCET;

int T}

int B;

int deadline;

int O;

int jitter;

int WCRT;

int shared[ MAXSUBS];
int paralle| MAXSUBS];

int met;

Set of processors to choose from

Data, network, bus, receiving sub-task, no, hardware
Processor memory usage by sub-task
Priority of this sub-task

Computation time in instructions

C in millisecs Based on speed of proc
Period of sub-task in milliseconds (ms)
Blocking of sub-task in ms

Deadline for sub-task in ms

Offset for sub-task

Jitter experienced by sub-task in ms
Worst case response time in ms

Set of predecessor messages. none=-1

Array of sub-tasks in parallel with sub-task

Has sub-task met its deadline?

Table A.6: Sub-task Data Structure
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Processor structures represent individual processing units to which a sub-task may be
allocated. Each processing resource may spawn a number of such units. The elements

of a processor structure are:

Name Description

int id; id for processor

int hwareid; id of parent processor resource

int memu; Memory usage by resident sub-tasks

int maxmes; Maximum number of messages

int numsubtasks; Number of sub-tasks resident on this processor
int resident[MAXSUBS]; Resident sub-tasks

struct pst *primap[MAXSUBS]; | Priority ordered table of pointers

int met; Has sub-task met deadline?

Table A.7: Processor Data Structure

A message structure indicates the attributes of messages that must be transmitted
between sub-tasks either on a bus (for sub-tasks on separate processors), or via local

data areas (for sub-tasks on the same processor). The attributes of messages are:

‘ Name ‘ Description ‘
int id; id of message
int priority; Priority of message
int bus; Bus message is resident on
int setB]IMAXBUS]; Set of buses to choose from
int no; Number of buses to choose from
int paralle[MAXMES]; | Array of messages in parallel with this message
int size; Bytes: number of packets can be calculated later
int source; Index into sub-tasks
int dest; Index into sub-tasks
int deadline; Deadline for message
int jitter; Jitter experienced by the message in millisecs
int B; Blocking for messages
int WCET; WCET in millisecs for message on resident bus
int WCRT}; Worst case response time in millisecs
int O; Offset for message
int T} Period of message
int met; Met deadline?

Table A.8: Message Data Structure
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Finally, a bus structure indicates the attributes of the bus units that may be used in
the hardware platform. A number of units per bus resource may be employed. The

attributes of a bus structure are:

Name Description

int id; id for bus

int hwareid; id of parent hardware resource

double memu; Bandwidth usage by resident messages

int maxs; Max number of messages at each processor
int numes; Number of messages on this bus

int residentfMAXSUBS]; Resident messages

struct message *primap[MAXSUBS]; | Priority ordered table of pointers

Table A.9: Bus Data Structure

A.4 Data on Resources Employed by X-Topmeter

Resource Data for Illustrative Example 3

|Id [ Type | WCET | FR | Coverage | Speed | Cost |

0 | sensor - .000031 | 0.642, 0.707, 0.925 | 107000 | 527, .006
1 | sensor - .000046 | 0.667, 0.767, 0.969 | 166000 | 785, .009
2 | sensor - .00019 | 0.674, 0.759, 0.945 | 187000 | 838, .048
3 | processor - .00017 | 0.610, 0.721, 0.963 | 137000 | 978, .045
4 | processor - .00014 | 0.651, 0.717, 0.984 | 152000 | 195,.016
5 | processor - .00028 | 0.670,0.728,0.973 | 128000 | 434,.015
6 | bus - .000076 | 0.681, 0.744, 0.914 | 1030000 | 501, .029
7 | bus - .00013 | 0.658, 0.742, 0.995 | 1023000 | 454, .016
8 | bus - .0000045 | 0.629, 0.702, 0.935 | 1047000 | 318, .029
9 | actuator - .0000082 | 0.622, 0.736, 0.945 | 116000 | 631, .0073
10 | actuator - .000025 | 0.659, 0.753, 0.900 | 186000 | 279, .013
11 | actuator - .000023 | 0.648, 0.783, 0.955 | 136000 | 570, .053
12 | software 77 .000018 - - 1616
13 | software 188 .000010 - - 1962
14 | software 100 .000014 - - 1072
15 | variant 83 .000015 - - 1720
16 | variant 199 .000010 - - 1865
17 | variant 206 .000010 - - 2121

237



Resource Data for CAB Case Study

id Failure rate Coverage Speed Cost

0 .00002 4,.5,.6 -1 10.40,.01
1 .00004 4,.5,.6 -1 10.15,.01
2 .00006 4,.5,.6 -1 11,.01
3 .00003 3,.5,.7 -1 45,.04
4 .00002 3,.5,.8 -1 64,.06
5 .00001 4,.5,.8 -1 68,.09
6 .0000017 4,.5,.8 -1 20,.01
7 .000001 4,.5,.8 -1 30,.01
8 .000005 4,.5,.8 -1 40,.01
9 .000012 4,.5,.7 -1 4.35,.04
10 .000016 4,.5,.8 -1 5.79,.04
11 .00002 .45,.55,.75 -1 6.32,.04
12 .0000015 .6,-1,-1 -1 3,.01

13 .00001 6,-1,-1 -1 4,01

14 .00002 .6,-1,-1 -1 5,.01

15 .0000025 7,-1,-1 -1 7,.01

16 .000002 7,-1,-1 -1 8,.01

17 .000003 7-1,-1 -1 9,.01

18 .000003 .65,-1,-1 -1 60,.04
19 .000005 .65,-1,-1 -1 68,.04
20 .000007 .65,-1,-1 -1 76,.04
21 .00008 .65,.75,.9 2000000 35,.02
22 .000085 .6,.75,.9 2000000 40,.02
23 .0000657 .6,.7,.85 1600000 35,.02
24 .000005 .5,.65..9 110000 50,.02
25 .000005 5,.7,.9 125000 60,.02
26 .000005 .55,.75,.85 130000 50,.02
27 0.0 1,11 -1 0,0
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Appendix B: Satisfiability

B.1 Architectural Topology Problem as SAT

Satisfiability problems are known to be NP-complete decision problems. The mathe-

matical formulation for the architectural topology problem as a satisfiability problem

is

Minimise F(x) =) cor, Clause, -Feasibility goal
subject to Clauses:
min mttfs - mttfs <0 1 <s<S Dependability
Y ucrrcosty - max cost < 0 Cost
Y weynumy - max numu < 0 Size
num, - max numu < 0 1<u<U Size
dcec, Tet =1 1<t<T Component-Task
YceC, Ten =1 1<t<T Component-Network
VreR(ct> T(epy > 1 1<t<T Resource-component-task
\/reR(m> T (cn) 1 <n <N Resource-component-network

where
F(x)
X
cl
Clausey
u
¢
n
r
s
cost,,
max cost
depend
min depend
max numu
max nuty,

NUM,y,

number of unsatisfied clauses for assignment x

Set of proposed assignments, x = [z;;]

clause

0 if clause cl satisfied, 1 otherwise.

unit: smallest indivisible item, such as processor, bus, or sensor.
architectural component

network

resource. That is type of unit that may be selected for a topology.
logical control action to be provided by the system.

ownership cost of unit u

maximum cost permitted for the system

measure of the dependability of service s

minimum level of dependability required

maximum number of units allowed in the system.

max allowable number of unit u in the topology

number of unit u used in the system.
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