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Abstract—Phishing detection systems are principally based on less low level technical detail, and is more difficult to bgpa

the analysis of data moving from phishers to victims. In this py varying spoofing techniques and deception methods.

Eaper we describe a novel approach to detect phishing webel — “nhie. | the rest of the paper we use ‘interact, ‘interactio
ased on analysis of users’ online behaviours — i.e., the wa&tes . . L .

users have visited, and the data users have submitted to thes @nd ‘USer-webpage interaction’ to refer to the user supplyi

websites. Such user behaviours can not be manipulated frgeby ~ data to a webpage.

attackers; detection based on those data can not only achiewigh

accuracy, but also is fundamentally resilient against chaging Il. RELATED STUDIES

deception methods.

Index Terms—Phishing Attacks, Phishing Websites Detection,  Researchers have studied the characteristics of phishing

dentity Theft, User Protection attacks [29], [30], [38] and have provided models of phighin
attacks [4], [10], [18]. Our understanding of human factiors
|. INTRODUCTION phishing has been improved by works such as[9], [17], [19],

HISHING attacks are well-organised and financially md20], [33]. Novel security interfaces, and automated ditec
Ptivated crimes which steal users’ confidential informaSystems have also been invented to protect users.
tion and authentication credentials. They not only causeAnti-phishing email filters can fight phishing at the email
significant financial damage to both individuals and comp#Vel, as it is the primary channel for phishers to reachivist
nies/financial organisations, but also damage users’ camfiel SpamAssassin [2], PILFER [11], and Spamato [3] are typical
in e—commerce as a whole. According to Gartner analysgxamples of those systems. They analyse the incoming emails
financial losses stemming from phishing attacks have risBi applying predefined rules and characteristics often doun
to more than 3.2 billion USD with 3.6 million victims in in phishing emails. PHONEY is a phishing email detection
2007 in US [23], and consumer anxiety about Internet sgcurfgystem that tries to detect phishing emails by mimicking use
resulted in a two billion USD loss in e~commerce and bankiri§sponses and providing fake information to suspicious web
transactions in 2006 [22]. sites that request critical information. The web sitespmses

The scale and sophistication of phishing attacks have bed§ forwarded to the decision engine for further analysjs [7
increasing steadily despite numerous countermeasurgeffo Web Wallet [40] creates a unified interface for authentica-
The number of reported phishing web sites increased fivé—fdion. Once it detects a login form, it asks the user to extpyici
from 10047 to 55643 in the 10 month period between Jufirdicate the intended site to login. If the intention mathe
2006 and April 2007 [3]. The real figure may be much highdhe current site, it automatically fills webpage input fields
because many sophisticated phishing attacks (such asxton@therwise a warning will be presented to the user.
aware phishing attacks, malware based phishing attacks, anPhishing website filters in Internet Explorer [24], safe
real-time man-in-the-middle phishing attacks againstime browsing in Firefox 2/3 [27], and Netcraft toolbar [28] are
passwords [34]) may not all have been captured and reportall. blacklist anti-phishing websites detection systembeyl

In this paper we present our design, implementation agtieck whether the URL of the current web page matches any
evaluation of thaiser-behavioubased phishing website detecidentified phishing web sites before rendering the webpage t
tion system (UBPD). UBPD does not aim to replace existingsers.
anti-phishing solutions, rather it complements them. értal SpoofGurad[8] is a signature-and-rule based detection sys
users when they are about to submit credential informatiéem. It analyses the host name, URL, and the images used
to phishing websites(i.e. when other existing countermess in the current webpage to detect the phishing websites.
fail), and protects users as the last line of defence. lsatien CANTINA [41] uses the TF-IDF information retrieval al-
algorithm is independent from how phishing attacks are @nplgorithm to retrieve the key words of the current webpage,
mented, and it can easily detect sophisticated phishing weind uses Google search results to decide whether the current
sites that other techniques find hard to deal with. In contrasebsite is phishy.
to existing detection techniques based only on the incomingYing Pan et al. have invented a phishing website detection
data, this technique is much simpler, needs to deal with musystem which examines the anomalies in web pages, in par-
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Monitor

ticular, the discrepancy between a web site’s identity dad i

structural features and HTTP transactions [31]. O > Ns‘hwsbs"ei"‘he"“”’“’me User Profle
I1l. DESIGN YES
. . i i Fiu#egt _USE;AD:‘"‘ — lUpdate the user profile ifnecessary]
A. Phishing Nature and Detection Philosophy in Tralning Mode
Detection Engine

Y
Phishing websites work by impersonating legitimate web- Collect User Data Check any binding relationships
sites, andg they have a ver§ shFc))rt life timge. gn average a @ @ ’ ———
phishing website lasts 62 hours, and users rarely visit the
phishing website prior to the attack [26].
Secondly’ phlshlng attacks aIWayS generate mlsmatch@ : When A New Webpage is Opened @ : When The Current Webpage Is About To Send Data To A Server
between a user’s perception and the truth. In successful web
based phishing attacks, victims have believed they are-inte
acting with websites which belong to legitimate and replatab
organisations or individuals. Thus the crucial mismatcatth | The monitor collects the data the user intend to submit
phishers create is one of reaérsusapparent identity. and the identity of the destination websites, and activates
Phishing attacks can be detected if we can detect such a the detection engine.
mismatch. One approach is to predict a user's perception and The detection engineuses the data provided by the
then compare it with the actual fact understood by the system monitor to detect phishing websites and update the user
CANTINA is an example of this approach [41]. The mainissue  profile if necessary.
with this approach is that the data the system relies on ieund ;gpp has two working modes: training mode and detection

the control of attackers, and there are so many techniqaes i, de. |n training mode, UBPD runs quietly in the background,
attackers can apply to manipulate the data to easily evatle Iy focuses on learning newly created binding relatiorssbip
detection. For CANTINA, attackers could use images inste%daﬁng the existing binding relationships. Only in détac
of text in the body of the webpage, they could use iframes f3,qe UBPD checks whether any of the user’s binding rela-
hide a large amount of content from the users while compuigsnships would be violated if the user submitted data is &&n
programs can still see it; they could use Javascript to ohange cyrrent website. The mode in which UBPD runs is decided
the content of the page after the detection has been done.by checking whether the webpage belongs to a website

We decide to use another, more reliable, approach. Thel) whose top level domalnis in the user's personal
authentication credentials, which phishers try to elioiight whitelist, or

to be shared o_nIy_between users an_d_ legitimate _organl_satlon 2) with which the user has shared authentication creden-
Such (authentication credential, legitimate websiteyspaie tials

viewed as the userbinding relationshipsin legitimate web If either is true the system will operate in training mode,

authentication interactions, the authentication cradentre Lo : o .
sent to the website they have been bound to. In a phishicr)]therW|se, in detection mode. Phishing webpages will atway
) se UBPD to run in the detection mode, since they satisfy

attack the mismatches cause the user to unintentionalbkbre . .
heither condition.

binding relationships by sending credentials to a phiShingThe detection work flow is shown in Figure 1. Once a user

website. No matter what spoofing techniques or decept|8nens a new webpage, the monitor decides in which mode

methqu used, nor_hovy phishing vyeppages are implementﬁp,PD should be running. Then, according to the working
th(_a mismatch and V|9Iat|on of the_blndmg relatlonshlpsgqu mode the monitor chooses appropriate method to collect the
exists. So one can discover the mismatch by detecting M|atdata the user submitted to the current webpage, and semds it t

of users’ binding relationships. ; ; . .
H hishi bsit be detected when both of e detection engine once the user initiates data submissio
ence phishing Websites can be detected wnen both 0 e details of the data collection methods are discussed in

following two conditions are met: 1) the current website haéection IV. When running in detection mode if the binding

rarely or never been visited before by the user; 2) the da}@lationships are found to be violated, the data the user

which the user is about to sumbit, is bound to website Othgﬂbmitted will not be sent and a warning dialogue will be
than the current one.

presented. For the remaining cases, UBPD will allow the data
submission.

2) Creation of the User ProfileThe user profile contains

1) Overview of the detection work flowJBPD has three the user’s binding relationships and personal whiteliste T
components: binding relationships are represented as a collection iégpa

. The user profile contains data to describe the userd®Cords, i-e.{aT'opLevel Domain, aSecretDataltem). The
binding relationships and the users’ personal whiteligpersonal whitelist is a list of top level domains of websites

The profllle mUSt be _Consnuc'[ed before the system CariSuppose the URL of a webpage is “domain2.domainl.comfigesl.
detect phishing websites. htm”, the top level domain is “domainl.com”

YES NO

Fig. 1. Detection Process Work Flow

B. System Design
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‘@ Sign In - Mozilla Firefox [=E]x]
Eile Edit View History Bookmarks Tools Help

will only run in training mode. In the training mode, such
reuse of the authentication credentials can only cause UBPD
-~y ' to either create new binding relationships record or update
d) ' existing ones.
— The personal whitelist is constructed by combining a défaul
signin (Rl L whitelist with the websites the user has visited more than
M7 NS BN WSS Gl R A three times (configurable) according to the user's browsing
history. The default whitelist is constructed by identifgithe

& - - @ {2 | =¥ nttps:/isignin.ebay.comjws, |+ | | [[G]-

[v]

If you want to sign i \ Authentication completed take me to the next website |
need to register first . :

b, selling, and othg

eBay User
e ﬁ User 107 o 1000 websites that are most visited in the user’s countrig Th
Sl Password L information is obtained from Alexa, a company specialising
gﬂ‘j € in providing internet traffic ranking information. The dafa
TR whitelist could be viewed as a reflection of mass users’ enlin
™ Keep me signed in on this computer for ane day, unless | sig browsing behaviours. These most popular websites are not

phishing websites, and users are likely to have binding rela
tionships with them in the future if they do not have alreddy.
this way, websites that users currently have accounts with o
are going to have account with are very likely to be included i
the whitelist. By default, this whitelist is automaticallpdated
weekly. It is worthy noting that, the whitelist in UBPD is
To make sure the binding relationship records are creat(ﬁqiaimy used for reducing false warnings, it is not used as
UBPD makes it as a mandatory step of UBPD’s installatioghnyentional whitelist to decide whether the current wiebsi
procedure. Having installed the UBPD, when the browsgy legitimate or not.
is restarted for the first time, the user is presented with 3) Update of the User ProfileBesides the manual update
a dialogue, which asks for the websites with which thgy users, when running in the training mode UBPD has an
user has accounts. Then UBPD automatically takes usersyiomatic method to update the user profile with the other
those websites, and asks users to fill in the authenticatigknown binding relationships. It detects whether the iser
forms on those websites one by one. In addition, UBPD alg@ing a web authentication form. This is achieved by anatysi
dynamically modifies each authentication webpages, so thgé HTML source code, such as the annotation, label, use
all the buttons on the webpage will be replaced with thef certain tags (such agform)) and type of the HTML
“Train(UBPD)’ button. Once a user clicks on it, UBPD creategiements. If the user is using a web authentication form, and
new binding relationship records in the user profile and theRe user profile contains no binding relationships with the
asks whether the user wants to carry on the authenticatiQitrent website, then UBPD prompts a window to ask the
process (in case it is a multiple step authentication) orogo fiser to update the user profile. If there is an existing bigdin
the next website. A screen shot is shown in Figure 2. relationship for the current website, then UBPD will regac
On average users have over 20 web accounts [12]. We do fi8 authentication credentials in the binding relatiopshiith
expect them to train UBPD with all their binding relations$ii the lastest values the user submits. If users have enteeed th
however, we do expect them to train UBPD with their mosiuthentication credentials wrongly, those credentialb stil
valuable binding relationships (such as their online aot®u be stored, but those wrong values will be corrected, whersuse
with finanical organisations). Our preliminary evaluaidrave relog in with the correct authentication credentials. ltufe
confirmed that our assumption is valid. the detection of web authentication page usage can be much
There are two types of binding relationships that UBPBimpler and more accurate once web authentication inesfac
is unaware of: the ones that already exist but users have fid#], [35], [37] are standardised. Current authenticafiom
trained UBPD with, and the ones that users will create bhetection is still accurate because it deals with legitemat
the future. It is possible that the authentication credésin websites (automated update is carried out only in training
these unknown binding relationships have also been usedmnde), and those legitimate websites use standard web forms
the binding relationships that UBPD is aware of (as the tesaind will not deliberately disrupt detection.
of authentication credentials reuse). When this is the,case4) Phishing Score Calculationtn detection mode, UBPD
with the binding relationships records alone UBPD intetpredecides whether the current webpage is a phishing webpage
the legitimate use of the unknown binding relationships asbg calculating phishing scores. The calculation is a tw ste
violation of binding relationship, and wrongly raise a fitilgy process. In the first step, for each legitimate website, with
attack warning. To avoid such false warnings, the whitedist which the user has shared authentication credentials, a tem
automatically created to include the websites that useve hgorary phishing score is calculated. Each temporary pigshi
already got accounts with but did not make UBPD aware store is the fraction of the authentication credentialecased
and the websites they may have account with in future. Agith a legitimate website that also appear in the data to be
stated in section IlI-B1 if the website with which the usesubmitted to the current webpage. Its value ranges fodin
is currently interacting is found to be in the whitelist UBPDOo 1.0.

{J Acoount protection tips

Be

[+

Fig. 2. User Profile Creation
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Binding Relationship Records ~ Data Submits to the Current Website = UBPD Phishing Website Warning EER|
................... Ul 8
‘<domainl data1>: <current _domain, datal> The confidential data you intend to submit to "ver-yahoo.com" is only used with "Yahoo.com".
<domain], data2> <current_domain, data2> 'Ver-Yahoo.com" could use the data to steal your account with "Yahoo.com
i <current_domain, data5> Domain Name | Registrant [ Registration Time _| P Address Name Server [=]
B <domain2 data1>: <current domain, data3> Current Website ver-yahoo.com  Domain Discreet Sun, Oct 07, 2007  75.126.209.226 ns1.lovinghosting.com; ...
: oo : - Legitimate Site One  yahoo.com YAHOONET 1995an-18 217.128.76 NS4.YAHOO.COM; NS5....
: <domain2, data3>: =
: . : Reminder! ::
% :
L. domamz’ dam4> You are still sure the current website is legitimate?
If yes, have you kept UBPD up to date? UBPD protects your online accounts with the following websites :
Legitimate Site Legitimate Site. [ Legitimate Site Legitimate Site. Legitimate Site [=]
P1 : Temporary phishing score for domain1 ebay.com paypal.com nwolb.com myspace.com yahoo.com
P2 : Temporary phishing score for domain2
P : The phishing score for the current user-webpage interaction | (Recommended) Ok, leave this site| | (Have you checked the reminder) This website is legitimate and add it into my profile|
Step One:
P1=22=1 AND  P2=2/3=067 Fig. 4. Phishing Warning Dialogue
Step Two:

P=biggest(P1, P2) =P1= 1.
The target of this phishing attack is users' authentication credentials
shared with domaint. browsing history or are popular websites in the user’s megio
Fig. 3. An Example of How Phishing Score Is Calculated Our preliminary false positive evaluation also confirmeid.th
6) Warning Dialogue: The content of the warning dialog
must be suitable for users with very limited knowledge,
In the second step, those temporary phishing scores atberwise, as previous user study [39] found, users mayéno
sorted into descending order. The current webpage’s pigshihe warning or may not behave as suggested. Figure 4 is a
score is the highest score calculated. The legitimate websiarning dialog example. To make the information easy to
with the highest temporary phishing score is considereceto nderstand, the dialogue tells users that the current teghsi
the impersonated target of the phishing website. If more thhich they are submitting credentials, is not one of thetiegi
one legitimate website has yielded the highest phishingescénate websites associated with those authentication ciatien
(due to the reuse of authentication credentials), they a¥ill To help users understand the detection result and make a
be considered as targets. Although it may not be the attacketorrect decision, UBPD also provides information regagdin
intent, the data they get if an attack succeeds can certa@lythe differences between the legitimate website and thelgess
used to compromise the user’s accounts with those leggimghishing website in five aspects: the domain name, the domain
websites. Figure 3 illustrates how a phishing score is ¢aed registrant, the domain registration time, name servers,|Bn
in UBPD. addresses. Users don't need to understand those terms. They
Given our phishing score calculation method, clever a@nly need be able to recognise the difference between values
tackers may ask the user victims to submit their credent@ the five attributes of the legitimate website and the phigh
information through a series of webpages, with each phishiwebsite.
webpage asking only for a small part of data stored in the7) Website EquivalenceTo discover whether the user is
user profile. To handle this fragmentation attack UBPD hasa&out to submit the authentication credentials to entitieth
threshold value and cache mechanism. Once the phishing sethich they have not been bound, UBPD needs to be able to
is above the threshold the current webpage will be consideccurately decide whether a given website is equivalerttdo t
as a phishing webpage. The system’s default threshdidsis Website recorded in user’s binding relationships. It is muc
Why we choosd).6 is discussed in section V. If the currentmore complicated than just literally comparing two URLs or
phishing score is not zero, UBPD also remembers whi¢R addresses of two websites, because: 1) big organisations
data has been sent to the current website and will consi@éien have web sites under different domain names, and users
it in the next interaction if there is one. Accordingly manyan access their account from any of these domains; 2) the IP
fragmentation attacks can be detected. address of a website can be different each time if dynamic IP

5) Reuse:lt is very common that a user shares the sanfiéldressing is used; 3) itis hard to avoid ‘pharming’ attagks
authentication credentials (user names, passwords, étic) wvhich the phishing site’s URL is identical to legitimate one
more than one website. The two running modes and theQur system first compares two websites’ domain names
user’s personal whitelist are designed to prevent falsaings and IP addresses. When the two domain names and two IP
caused by reuse without compromising detection accuracy.addres$es are equal th_e web sites are assumed to be identical

UBPD detects the violation of binding relationships onI)ptherW'S?’ the system interrogates the WHb@tabase and
when the user is interacting with websites that are neith&r®s the mformayon returned to determine equivalencesih
in the user's whitelists nor which the user has account witR"2!ysing two different IP addresses our system compares
So as long as legitimate websites for which users have udB§ netnames, name servers, and the countries where each
the same authentication credentials are all contained én #ff 2ddress is registered. If they are all identical then the
user profile, there will be no false phishing warning genm‘attwo websites are deemed to be identical. This method can
due to the reuse. The method that UBPD uses to create thg

. L. . . WHOIS is a TCP-based query/response protocol which is wideéd for
user pI‘OfI|e ensures such Iegmmate websites are mosy“kﬁberying a database in order to determine the owner of a donsne, an

to be included, as those websites are either within the s1saP address. RFC 3912 describes the protocol in detail.
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also detect pharming attacks, in which both fraudulent awifferent approach. The monitor performs like a keylogdfer,
legitimate websites have the same domain name but are hostellects user data by listening to a user’s keystrokes fohea
on different IP addresses. element in the webpage. Such key logging is very efficient to

This method is not perfect. A more elegant and completen and since UBPD runs in detection mode only occasionally,
solution would be a mechanism where servers provide sgcutttere is little performance overhead.
relevant metadata (including the outsourcing informgtitmn
the web browser via a standard protocol as suggested by Be-
hera and Agarwal [6]. However, unless it becomes a standardrhe detection engine must be activated before the data the
we have to rely on WHOIS. The extended validation certificateser entered has been sent to a remote server. Normally web-
[13] can provide information to decide whether two websitgzages forward the user submitted data using built-in fonsti
belong to the same party, but the problem is the high cost, higuch as the one provided by the standard web form (Almost
entry level and complexity of obtaining such certificatesriyl every legitimate website uses this function to submit the)da
small and medium businesses will not be able to own thei@p the detection engine is triggered and data submission
as a result they cannot be used to decide website equivaleiscsuspended when the monitor discovers the use of such
in general. functions. This is achieved by listening for ‘DOMActivate’

8) User’s Privacy:Since a user profile contains confidentia]16] events. These events are fired by the browser when such
user information, it is important that it does not add newuilt-in functions have been used. This is the mechanism the
security risks. We use a one-way secure hash function to hasbnitor uses to activate the detection engine when thersyste
the confidential data before it is stored. When the systerdsieds running in training mode.
to determine the equivalence between the data, the sys&m ju However, phishers can use client side scripts to implement
needs to compare the hash values. these built in functions. For example, by using Javascript

However, because the domain name of the website is rbey can access the DOM interface to retrieve the data users
hashed, if the profile is obtained by attackers they would lestered and use AJAX (Asynchronous Javascript And XML)
able to find out with which websites users have accounts atethniques to send the data to the server before the user
where users have reused their authentication credenfiais. clicks the submit button. To prevent this evasion, UBPD doul
information is helpful for attackers; for example, it canused monitor the client script function calls when it is runningder
to launch context aware phishing attacks against the uers.the detection mode. The function calls should be monitored a
prevent this, when the system is installed it will randomlyopen()’ and ‘send()’ from the ‘xmlhttprequest’ API [36].
generate a secret key, and this key will be used to encrypt arfitese are the only two functions that client scripts can use
decrypt the domain names. to send data to the server. Once the monitor discovers such
function calls, the function is suspended and the detection
engine is triggered. Regardless of the data the client tscrip

UBPD is implemented as a Firefox add-ons. Most of thgould like to send, the detection engine always works on all
detection is implemented using Javascript. The hash fomctithe data the user has entered to the current webpage. The
we use is SHA-1[21] and the encryption method we use fignction call is only resumed if the detection engine thinks
Twofish[1]. The hash function and encryption methods can li¢e current website is legitimate.
changed, we choose to use them mainly because there are op@ince the detection engine would be triggered once the
source implementations available. The user interface ef thkminhttprequest’ API has been called, the attackers can issue
system is implemented by using XUL, a technology developésis function call continously to freeze the browser. Tovere
by Mozilla [14]. Although only implemented on Firefox, thethis, the monitor can keep a record of whether there is user
detection system can be easily developed to work on othgput since the last time the detection engined was activate
browsers, such as Internet Explorer and Opera. for the same webpage. If there is then the detection engine
will be activated, otherwise, not.

_ ) _ We plan to implement such client side scripts function
A. Disruption of Data Collection call detection by using the techniques in Venkman (a Firefox

To accurately detect phishing UBPD needs to be able davaScript Debugger Addon) in the next version of UBPD.
work with the exact data the user is submitting to the curreNievertheless, if attacked by this evasion technique, atlea
webpage. This data can be easily retrieved by accessing ti&PD would still be able to inform users what they have
DOM interface, however, the client script language can alstone, and preserve the evidence for possible analysis. One o
manipulate the data before the monitor retrieves it. the major problem for users is they do not know when they

In training mode, websites that users are visiting are lbave been attacked and how. It gives users a good chance to
gitimate, the monitor uses the DOM interface to retrieve theduce the damage caused by the phishing attacks.
data, as in those cases client scripts manipulation is not an
issue. However, in detection mode, when the user is infeact
with websites that may be phishing websites, client scriptsWe have carried out two experiments to evaluate the effec-
manipulation is a real threat. The monitor takes hencetigeness of UBPD in terms of the two following rates:

Activation of the detection engine & denial of servicaeitt

C. Implementation

IV. EVASION AND COUNTERMEASURES

V. EVALUATION



788 PROCEEDINGS OF THE IMCSIT. VOLUME 3, 2008

TABLE | TABLE Il
CHARACTERISTICS OFUSERPROFILE STATISTICS OF PHISHING WEBSITES BASED ON THE TYPE OF
INFORMATION REQUESTED AC: AUTHENTICATION CREDENTIALS; PI:
Alice Bob Carol | Dave PERSONALINFORMATION
Reuse No No Yes Yes
Unigueness| Strong | Weak | Strong | Weak Ebay | Paypal | Natwest
AC 211 176 39
AC+PI 22 5 6
. . . . PI 4 0 0
« False negative The system fails to recognise a phishing Total T 237 181 25
attack.
« False positive The system recognises a legitimate web-
site as a phishing website. The four phishing web pages that UBPD failed to detect

In addition we also search for a useful default thresholdeal asked only for personal information such as full name, agkjre
(mentioned in section 11I-B4). For both experiments UBPIelephone number and mother's maiden name. In fact, they
was modified to not present the warning dialogue, insteadcan not be detected by UBPD no matter what the threshold
records the phishing score results as well as the URLSs fer lavalue is. However, it is impractical for phishing attacks to
analysis. ask for personal information without requesting authextiimn
. credentials first, because those phishing webpages are not
A. False Negative Rate presented to users when a user victim first arrives at the
From PhishTank[32] and millersmiles[25] we randomly colphjshing website. Those phishing websites would normally
lected 463 recently reported phishing webpages, whictetargjrst present the user with a login webpage before directieg t
Ebay, Paypal, and Natwest bank. We created four user p{ger to the webpage that asking for the personal information
files, which describe four artifical users’ binding relasbips (none of the four phishing webpages were the landing page
with the three targeted websites. The four user profiles hayethe phishing attacks). Otherwise such practice would be
different characteristics as shown in Table |. ‘Reuse’datis seemed abnormal, and make potential victims very sussciou
maximum possible reuse of authentication credentialshis t As a result, UBPD can detect the phishing attacks and stop

case the user would have same user name and password,&rs from even reaching the phishing webpages that ask for
Ebay and Paypal. ‘Uniqueness’ indicates whether the usfrsonal information.

would use the exact data they shared with a Ieg|t|mate websit The Samp'e size in this experiment is |arge and we m|ght
at other places. For example if Bob chooses his email addrggge some expectation that this would be reasonably irdicat
as password then the uniqueness is weak, because Bob is ¥¢iyuccess rate when deployed ‘in the wild’.
likely to tell other websites his email address. If Bob uses N
some random string as his password, then the uniquenesB-idalse Positive Rate
strong, because this random string is unlikely to be useld wit Five volunteers were provided with the information needed
any other websites. to install UBPD on their machine. We did not explictly
We entered the artifical authentication credentials to eaabk them to train UBPD with all their binding relationships,
phishing webpages. Regardless of the characteristics eof tiecause we wanted to see how users would train UBPD and
user profile, the detection result is the same for all fowvrhat the false positives would be in reality if the user has no
users: 459 pages had a phishing score of 1, and 4 hagraperly trained UBPD. At the end of one week, we collected
phishing score of 0. Thus only four pages evaded detectithe result log from their machines.
— a 99.14 percent detection rate. Compared to other existingrhe volunteers were three male and two female science
phishing website detection systems, UBPD’s detection ragiidents. They all used Firefox as their main web browser.
may not be significantly bettedts biggest advantageis They were all regular Internet users (in average over three
that its detection method detects essential charactaristi hours per day). As a result the UBPD was activated a large
a phishing attack, namely that phishing web pages requesmber of times and the interactions that occurred during
authentication credentials. The details of how users may thee experiments covered a wide range of types of interaction
manipulated may change with future phishing attacks, beit tAnother reason we chose those volunteers is because they are
requesting of such details remains constant. Other detectthe most unlikely user group to fall victims to phishing akts
systems based on the analysis of incoming data will need[f’] and so we can safely assume they have all interacted with
adapt and be redesigned for future phishing attacks; UBR&itimate websites. In total the volunteers interacteth wi6
will not. distinct websites, sumbitted data to those websites 2h0&sti
Detailed analysis confirms that the detection result is dand UBPD ran in detection mode only 81 times. In fact all the
termined mainly by the information requested by the phighirwebsites volunteers visited were legitimate. On 59 oceesio
webpage. Table Il shows the classification of the phishing-wethe phishing score wag on five interactions gave a score of
pages based on the type of information they requested. 92%)df5, on 13 occasions the score wa$, and the score was
the collected phishing webpages asked only for autheiditaton three occasions.
credentials and 7.14% of the collected phishing webpagesThe phishing score wak when users interacted with three
asked both for personal and authentication credentials.  legitimate websites (the registration webpages of vidgopm
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and surveys.com, and the authentication webpage of a web VI. DISCUSSION

forum). We asked the volunteers what data they suppli_ed Ao Why UBPD is useful

those webpages. It seems that the reuse of authentication ~ ) )

credentials on creating new accounts is the reason. In thif3€sides its high detection accuracy, UBPD is useful also be-
experiment, the warning dialog is not presented, as we di@use it complements existing detection systems. FirstQJBP
not aim to test usability. But if it does, then the user mustetects phishing websites based on users’ behavioursheot t
make decision to train UBPD to remember these new bindififoming data that attackers can manipulate freely. Vioft
relationships. To avoid the user's confusion about whahés tOf the binding relationships cannot be changed no matter
right choice when the warning dialog is presented, the dialdvhat techniques phishers choose to use. As the evaluation
always reminds the user of the legitimate websites UBPD R§Oves, UBPD is able to consistently detect phishing webpag
aware of, and tells the user that if the user is sure the curréggardless of how they are implemented as long as they ask
website is legitimate, and the website is not remembered By authentication credentials. In contrast detectiortesys
UBPD, then they need to update their binding relationship§sed on incoming data may find it difficult to deal with
(see the figure 4 in section 11I-B6). This requires no tecahicNOvel and sophisticated spoofing techniques. UBPD analyses
knowledge and should be quite easy to understand. There &@ identity of websites using both IP addresses and domain
only two choices provided by the dialog: to update the profif@@mes, it can detect pharming attacks, which are undetectab
and submit the data; or donot send the user submitted data B¥dnany existing systems. Being independent of the incoming
close the phishing webpage. There is no third choice pravidéata means low cost in maintenance, the system does not need
by the dialog, in this way we force the user to make thepdating when attackers vary their techniques, and so we hav

security decision and they can not just ignore the warninfy fewer evasion techniques to deal with. .
given by the system. Some systems that try to stop phishing attacks from reaching

the users (phishing site take down, botnet take down, prgshi

Many websites force users to supply an email address exsail filter, etc.), some have tried to detect phishing welega
the user name. As a result, the user’s email address is kepagnsoon as users arrive at a new web page (Phishing URL
the user profile as part of user’s authentication credentiablacklist, netcraft toolbar, spoofguard, CARTINA, etcyda
This email address almost inevitably will be given out tgsome have tried to provide useful information to help users
other websites, which are not contained in the user profite, detect phishing websites. However, there are no other
for various reasons such as contact method, activate Bystems that work at the stage when phishing webpages have
newly registered account, etc. Thus even when the user deemehow penetrated through and users have started to give
not intend to give out their credentials, the email addressit information to them. Thus our system plugs a major
nevertheless is shared and our system simply confirmed thexhaining gap, and it can be easily combined with other
by calculating the phishing score 6f5 (which means half phishing detection systems to provide multi-stage praact
of the data the user has shared with a legitimate website was
given away to a website that was not in user's profile) on 1 Performance

occasions. The two working modes of UBPD reduce the computing
. _ o complexity. Computing in detection mode is more expensive,
For one volunteer five interactions gave a phishing SCOpg i rns only occasionally (in our second experiment UBPD
of 0.25. The user had an account at a major bank, g,y in detection mode 81 out of 2107 times). Computing
fiuthentlcat|on credentials for Wh_lch compromised foqradaFn the detection mode is still light weight for the computing
!tems. Ope of these was .the farmly name. For oth.er sites rHHWer of an average personal computer (none of the voluteer
included in the user’s profile asking for this informatiousad noticed any delay). As a result, UBPD is efficient to run

our system to identify the sharing of the data. and adds few delay to the existing user-webpage interaction

Based on the figures from both experiments we decided $8PEM€NCE:
set the default threshold value @c. First, it can successfully C. Limitations and Euture Work

detect phishing webpages asking for more than half of the ) o o
credentials the user has shared with a legitimate websit¢/BPD should be viewed as an initial but promising effort to-

(99.14% of the phishing websites in Experiment One caiards detecting phishing by analysing user behaviour. Besp
be detected). It also generated few false positives. Thee faltS detection effectiveness, there are some limitatiorthiwi
positive rate of the system 50014 (obtained by dividing the the implementation and design.

number of false positives generated with the total number ofCurrently UBPD cannot handle all types of authentication
times the UBPD was activated). credentials. It can handle static type authenticationemédls

such as user name, password, security questions, etc, but
Of course this is only a preliminary false positive evaloafi dynamic authentication credentials shared between users a
but it still shows the system has a small false positive iate, the legitimate websites cannot be handled by the current
it also shows that the reuse of the authentication credsntimplementation (e.g. one-time passwords). In future we wil
and partial training are the main cause of the false positiveinvestigate how to handle such credentials.
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There is also another method for a phisher to evade detge} X. Dong, J. A. Clark, and J. Jacob. A user-phishing iattion model.

tion. Attackers might compromise a website within a users,
personal whitelist and host the phishing website under the
website’s domain (perhaps for several hours to a couple of
days). This method is difficult to carry out, and it is unlikel (12
to happen if there are still easier ways to launch phishing

attacks.

Detection itself requires little computing time, in fact 14
retrieving the data from WHOIS database is the most time
consuming part. It depends on the type of network the udé¥l
is using and the workload on the WHOIS database. In futU{l%]
we could add some cache functionality to reduce the number
of queries for each detection. Currently the system prosludé’]
a slight delay because of the WHOIS database query.

Although we have paid attention to the usability design
the system, we have not systematically evaluated it. Furthieo]

user evaluation will inform development.
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We have used a novel paradigm—analysis of the use[rs']
behaviours—to detect phishing websites. We have shown
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VIIl. CONCLUSION

that it is an accurate method, discussed how it has b

designed and implemented to be hard to circumvent, and have
discussed its unique strength in protecting users fromhjtgs [28]

threats. UBPD is not designed to replace existing techisiqu

Rather it should be used to complement other techniques, to
[31]

provide better overall protection. We believe our apprdaish
a significant gap in current anti-phishing technology céjgb
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