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Abstract

This paperpresentghe resultsof a three year reseach programto developan auto-

matedtest-datageneation framevork to supportthetestingof safety-criticalsoftwae

systemsThegenemrlity of the frameavork comesromthe exploitation of domaininde-

pendenseach techniquesallowing new testcriteria to be addressedy constructing
functionsthat quantify the suitability of test-dataagainstthe test-criteria. The paper
presentdour applicationsof the framevork — specificatiorfalsificationtesting struc-

tural testing exceptionconditiontestingand worst-caseexecutiontime testing The
resultsof threeindustrial scalecase-studieare also presentedo showthat theframe-
work offers usefulsupportin the developmensafety-criticalsoftwae systems.

1 Introduction

Softwaretestingis anexpensve processtypically consumingatleast50% of thetotal

costsinvolved in developing software [4], while addingnothingto the functionality

of the product. It remains,however, the primary methodthroughwhich confidence
in softwareis achiezed. Automationof the testingprocesss desirablebothto reduce
developmentostsandalsoto improvethequality of (or atleastconfidencen) thesoft-

wareundertest(SUT). While automatiorof thetestingprocess- the maintenancand

executionof tests—is takinghold commercially the automatiorof test-datayeneration
hasyet to find its way out of academia.Ould hassuggestedhatit is this automation
of test-datageneratiorwhich is vital to advancethe state-of-the-arin softwaretesting
[31].

This paperpresentghe resultsof a threeyear researchproject focusedon test-
datageneratiorfor safety-criticalsoftware systems.The specificfocusof the project
wasto investigateechniqueto validateaircraftfull authoritydigital enginecontroller
(FADEC) software. Dueto differentrequirement$rom differentaircraftsandairlines
FADEC softwareundegoesa large amountof change.The costsof reverificationas-
sociatedwith this changes extremelylarge. The goal of this projectwasto develop



automatedestingsupportto reducethis cost,while maintainingor improving quality.
Theaimwasto developtechniqueshatallowedtest-datao begeneratecdutomatically
for mary differenttestingcriteria, providing usefulautomatedupportfor real indus-
trial FADEC testingproblems.Thetechniqueslevelopedn this projectaddressesting
problemsthatareapplicableto othersafety-criticalsoftware systemsasdemonstrated
by the nuclearprimary protectioncase-studyresentedaterin this paper

The framework is basedon the applicationof directedsearchtechniquesand,in
particulay geneticalgorithms. A testcriterioncanbeaddressesvithin the frameawork
by providing afithessfunctionthatprovidesa quantitve measuref test-datauitability
for thattestcriterion. This papemresentseveral applicationsof the framework.

Section2 outlineswhy safety-criticalsoftware needsto be testedand alsointro-
ducesthe propertiesof interestduring testing. Section3 providesa brief introduction
to geneticalgorithmto provide enoughcontext for this work. Sectiond introduceshe
test-datageneratiorframework that hasbeendevelopedduring this researchproject
anddescribeghe supportingprototypetool-set. Section5 presenta numberof appli-
cationof theframework alongwith evaluationscarriedout usingrealindustrialexam-
ples.Section6 dravs someconclusionsandpresenta summaryof therelatedtest-data
generatiorwork from theliterature.

2 Safety-Critical Systems

A safety-criticalsystemis a systemwhosefailure canleadto injury or lossof life?.
Safety-criticalsoftwareis ary softwarethatcandirectly or indirectly contributeto the
occurrenceof a hazardousstatein a safety-criticalsysteni. A hazardousstateis a
conditionof a systemthat, togethemwith otherconditionsin the ernvironmentwill in-
evitably resultin anaccident25]. Thegoalin developingsafety-criticalsystemsand
softwareis to ensurehattherisk of accidentss acceptable.

2.1 Propertiesof interest

Verification actiities traditionally focus on the functional correctnesof software.
However, for safetycritical systemshis is insufficient. Not all softwareerrorscause
hazardsandnot all softwarethat functionsaccordingto its specificationis safe[25].
Thereforethe goalof verificationfor safety-criticalsystemss to verify notonly func-
tional correctnesshut alsoadditionalpropertiesconcernedvith the safetyof the soft-
ware.

211 Functional properties

Functionalcorrectnesserificationis concernedvith shaving the consisteng between
theimplementatiorandits functionalspecification Most verificationtechniquegocus
on this aspectand indeedthe majority of industrial verification effort is devoted to

functional correctness.Dependingon the requiredintegrity, evidenceof functional

1The framawvork hasalsobeenusedto evaluatethe performanceof differentsearchtechniquesgenetic
algorithms simulatedannealing steepestlescent.

25ometimeshedefinitionof safety-criticalis extendedto includesystemsvhereafailurecanleadto loss
or damageo property the ervironmentandeconomy

3This definitionis often divided suchthata systemthat directly contritutesto a hazardstateis termed
safety-critical.Softwarethatcanonly indirectly contribute to a hazardstartis termedsafety-relatedFor the
purpose®f this paperthis distinctionis unimportantasboth classe®f systemsequiretesting.



correctnessangesfrom formal proofs of correctnesso achieving measure®f code
coverageduringfunctionaltesting.

Thegoalof achieving a specifiedmeasuref white-boxstructuralcoverageduring
unit testingis themostprevalentcriterionusedby industryfor the verificationof func-
tional properties.Typically, morethan60% of thetestingeffort is devotedto this type
of testing.

2.1.2 Real-timeproperties

A large proportionof safety-criticalsystemsare requiredto interactwith their ervi-
ronment— monitoring the ervironmentthroughthe useof sensorsand controlling
hardwarein responsehroughthe useof actuators.In mary casesthe correctnes®f
thisinteractionreliesnot only onfunctionalcorrectnesdyut alsotemporalcorrectness.
In suchasystemaresultthatis late mayhave thepotentialto causeéhazardoustatesn
thesystem.Thesetypesof systemsareknown ashardreal-timesystemsWhile notall
hardreal-timesystemsaresafety-critical mostsafety-criticalcontrol systemsarehard
real-timesystems.

A fundamentalproperty of hard real-time systemsis the Worst-CaseExecution
Time (WCET) of the software. The WCET providesa boundon the maximumamount
of computingresourceequiredby a given pieceof software. Evaluatingthis property
is a prerequisiteof higherlevel real-timeanalysistechniquessuchas schedulability
analysig6].

A typicalindustrialapproacho determineNVCET informationis to re-usethefunc-
tional test-data.In practice,thisis little betterthanrandomtesting. Test-datachosen
to exercisedifferentaspectf functionality will not necessarilybe bestsuitedto ex-
ercisingdifferentaspectsof timing behaiour. Additionally, re-usingthe functional
test-datgoreventsearly determinatiorof WCET asthe functionaltestsare often only
availablelatein the developmentife-cycle. This exposeghe projectto greatrisk. Po-
tentialtiming problemsarediscoveredlatein thelife-cycle oncea softwaredesignhas
beencommittedto. Consequentlyhe costsof fixesareextremelyexpensve.

2.1.3 Safety constraints

As alreadydiscussedyerificationof the functionalcorrectnes®sf softwareis not suf-
ficient for safety-criticalsystems Verificationmustalsoaddresghe possibility of the
software contributing to hazardousystemstates.By tracinghazardousystemstates
into the software during the design, safety-irvariantson the software can be estab-
lished.Onetechniquéor achieving thisis SoftwareFault TreeAnalysisintroducedby
LevesonandHarwey [26].

2.1.4 Exception conditions

In languagesuchasAda [16], thereare pre-definedexceptionsassociatedvith run-
time violation of thelanguageules(for examplenumericoverflow, divide-by-zercand
out-of-boundserrorsfor typesandarrays). The compileris responsibldor inserting
speciakun-timecheckdnto thegenerate@dbject-coddo detectheseconditions.How-
ever, in safety-criticalsystemstheserun-timechecksareoften disabledto reducethe
compleity of the generatedbject-codeput it is only safeto disabletheserun-time
checksf it canbe showvn thatthey will neverfall, i.e. therun-timelanguageuleswill



notbeviolated.Indeed evenfor languageshatdo notdefinesuchrun-timerules,such
asC andC++,thecontrolalgorithmsmayonly be safein theabsencef sucherrors.
A typicalindustrialapproacho this problemis to provide specialmathematicabp-
eratorsthatarewell-definedunderatleastsomeof theseerrorconditions for example
a saturatingdivide routine and a truncatingadditionroutine. The control algorithms
arethendesignedo be safein the presenceof theseextendedoperators. However,
this only addressea subsebf the potentialrun-timeerrors— divide-by-zeroandnu-
meric underflav and overflow. Functionaltestingis typically relied uponto provide
confidencen theabsenc®f out-of-boundsrrorsfor variablesandarrays.

2.15 Meeting assumptions

Whendevelopingsoftwarecomponentsassumptionareoftenimplicitly maderegard-

ing the calling ervironment. It is importantthat theseassumptionsare met by the

systemasthe behaviour of software may not be well definedoutsidetheseassump-
tions. For example,this cancauseparticularproblemswhenre-usingsoftware. There
are several documenteactasesf softwarere-useleadingto accidentsecauseahe as-

sumptiongmadeduringtheinitial developmentverenot satisfiedatthe point of re-use
[25] — re-useof Ariane 4 softwareon Ariane 5, UK re-useof US air traffic control

softwareandUS F-16 softwarere-useon anlsraeliaircraft.

2.2 Why test safety-critical systems?

Thereare two typesof analysisthat can be usedto verify propertiesof interest—

staticand dynamic. Static analysisinvolvesthe constructionand analysisof an ab-

stractmathematicamodelof the system.The analysiss performedwithout executing
the softwae undertest(SUT), but ratheron this abstractmodel. Analysisof the ab-

stractmodelenableggeneralconclusiondo be madeaboutpropertiesof the SUT and
consequentlycanbe saidto be more completethandynamicanalysis. Naturally, the

guestionarisesif staticanalysisis morecompleteandenableggeneralconclusiongo

be drawn regardingthe propertiesof interestwhatis the needfor dynamicanalysis?’.
The first point to noteis that staticanalysisis not analysingthe real SUT, but rather
an abstractmodel of the SUT. Hence,thereis a possibility that the constructionof

the abstractmodelhidesan undesirablgropertyfrom the staticanalysis.In contrast,
dynamicanalysis(testing)involves executingthe actual SUT and monitoringits be-

haviour. While it is not possibleto drav generalconclusiondrom dynamicanalysis,
it doesprovide evidenceof the successfubperationof the software. It alsoprovides
evidenceof the correctfunctioning of the compiler and hardware platform. These
elementsarerarelymodelledfor staticanalysisandconsequenthary errorsthey intro-

ducego undetectediuring staticanalysis.Thereis alsoevidencethatmary problems
arisebecausehe requirementarewrong. Testingoffers a powerful weaponagainst
requirementsrrorsasit allows the dynamicbehaiour of the systemto be explored
andpresentedo theend-usein orderto validatetherequirements.

A surwey of theliterature(seesection6.1) shows thereto be mary techniquedor
automatingthe generatiorof test-data.However, theseapproacheso test-datagener
ationfocuson generatingest-datan narrav areas.The majority focuson functional
propertieswith mostgeneratingest-dataor structuraltestingcriteria. As discussed,
testingis requiredto examinemary propertiesconsequentlyheapproachemited to
singletestingstratgjieswith no clearpathfor generalisatioroffer limited supportto
theindustrialtestengineerin contrastthis projecthasdevelopeda generalkextensible



framework for test-datageneration.This framework offers a clearpathfor extension
to supportthe testingof new propertiesof interest. The approachtaken exploits the
restrictiongplacedonthedesignandimplementatiorof safety-criticalsystemgo make
this possible:

¢ Smallmodules— a safety-criticalsoftware systemis typically decomposedh
a top-davn mannerinto a collection of subsystems.Eachsubsystenis then
further decomposednto a collection of units. The search-basedpproachto
test-dataggenerationtakenin this projectinvolvesrepeateaxecutionof the SUT.
Consequentlyit is importantthatthe executiontime of the SUT doesnotmake it
intractableto executethe SUT repeatedlyDuring the evaluationof this project,
the test-datagenerationframenork hasbeenappliedboth to units and subsys-
tems, however the maximumexecutiontime of the SUT hasnever exceededa
few tensof milliseconds.

¢ Restricteddatatypes— safety-criticalsoftwareis typically restrictedto using
scalamdata-typesindcompositeypesbuilt from scaladata-typegsuchasarrays
andrecords).The quantitive evaluationof test-datgperformedbdy theframeawork
in its searchfor desirabletest-dataexploits this restriction.It would thereforebe
difficult to developeffective supportfor comple< dynamicdatatypes.

e Simpledesignstructure— thedynamicsearch-basedatureof thetest-datayen-
erationframework s only tractablef restrictedsearchesreperformed.It would
be too computationallyexpensve to conductan exhaustve searchfor test-data
asthe SUT maytypically have an extremelylarge input domain. Consequently
the compleity of the searchproblemwill affect the ability of the searchto lo-
catetest-data.The simple designstructuresusedin safety-criticalsoftwareare
imposedto constrainthe compleity of software testingand analysis. This in
turnlimits thecompleity of the searctproblemto allow thetest-datayeneration
frameawork to generatehe desiredtest-data.

3 Genetic Algorithms

Heuristicglobal optimisationtechniquesaredesignedo find good approximationgo
the optimal solutionin large complex searchspaces. Generalpurposeoptimisation
techniquesnake very few assumptionabouttheunderlyingproblemthey areattempt-
ing to solwe. It is this propertythatallows a generatest-datageneratiorframenork to
be developedfor solving a numberof testingproblems. Optimisationtechniquesare
simply directedsearchmethodsthat aim to find optimal valuesof a particularfitness
function (alsoknown asa costor objectie function). Within the framework, random
searchhill-climbing searchsimulatedannealing22] andgeneticalgorithmg/13] have
beenimplemented.This paperfocuseson the useof geneticalgorithmsfor test-data
generation.

Geneticalgorithmswere developedinitially by Holland et al. in the 1960sand
1970s[13]. They attemptto modelthe naturalgeneticevolutionaryprocess Selective
breedings usedto obtainnew samplesolutionsthathave characteristicheritedfrom
eachparentsolution. Mutationintroducesnew characteristicinto the solutions.

Geneticalgorithmswork by maintaininga populationof samplesolutionseachof



whosefitnes$ hasbeencalculated Successie populationgknown asgenetions are
evolved using the geneticoperationsof crosswer (selectve breeding)and mutation
Theaim s thatthroughthe useof the geneticoperationghe populationwill corverge
towardsa global solution.

From an initial populationof randomly generatedsolutions,the fithessof each
solutionis calculated detailsof how thefitnessfunctionsareconstructecrepresented
in sectionb). Usingthisinformation,member®f thepopulationareselectedo become
parents.

Oncetheparenthavebeenselectedhey needto becombinedo form theoffspring.
This is achieved using the crosswer operator. The aim of crosseer is to produce
offspringthatcombinethe bestfeaturefrom both parentgo resultin afitter offspring.
A numberof the offspringarethenmutatedto introducediversityinto the population.

A new generatioris thenselectedrom theoffspringandold population.An outline
of thegeneticalgorithmsearctprocesss shavnin figure 1. More detailedinformation
on usinggeneticalgorithmsto addressearchproblemscanbefoundin [34].

procedure GeneticAlgorithm is
begin
INITIALISE (CurrentPopulation;
CALC_FITNESS (Current Populatiof;
loop
SELECT_PROPECTIVE.PARENTS
CROSSQ/ER (Parents Offspring)
MUTATE (Offspring
CALC_FITNESS (Offspring);
SELECT_NEW_POPULATION
(Parents Offspring);

exit when STOP_CRITERION
end loop;
end GeneticAlgorithm;

Figurel: GeneticAlgorithm

4 Framework for Test-Data Generation

4.1 Introduction

Test-dataselection,and consequenthgenerationjs all aboutlocatingtest-datafor a
particulartestcriterion. For mary software propertiesthereis the conceptof good
test-data(test-datathat is betterfor the specifiedpurposethan someothertest-data)
hencaeit is possibleto provide somemeasuref thesuitability of giventest-datagainst
the testcriterion. Typically, it is the software testers responsibilityto find the best
test-datafor the given testingcriterion within particularconstraintqoften time or fi-
nancial). However, locating suitabletest-datacan be time-consuminggdifficult and
henceexpensve.

Often,test-dataequiredby a criterioncanbeexpressedsaconstrainthatmustbe

4Fitnessprovidesa quantitive measuref a solutions suitability for the problemat hand. This is calcu-
latedusinganfitnessfunctionthatmapssolutionsto fitnessvalues



satisfiedat a particularpoint in the SUT’s executior?. The softwaretesteris required
to developtest-datao satisfythe testconstraint(or constraints).The testconstraintis
derivedfrom thespecifictestcriterion. Hence jt mightrepresentheconditionto cause
the executionof a specificbranchin the SUT, be derived directly from the software
specificationor be targetedtowardsa specificpropertyof interestin the SUT. Any
giventest-datawill eithersatisfythetestconstraintor not. To beableto applydirected
searchtechniquedo automatehis generationthe distinctionneedgo beblurred. This
is the role of the fitnessfunction. It needsto return good valuesfor test-datathat
satisfy (or nearly satisfy) the testconstraintand poor valuesfor test-datahat arefar
from meetingthetestconstraint. At the point (or points)in the SUT’s executionwhere
the testconstraint(or constraints)s requiredto be true, the fitnessfunction routine
is calledto evaluatethe suitability of the currenttest-daté. This ideais illustratedin

figure2.
Inputs
Wb

t SUT)
Feedback to
directed search
technique
z(A=100) = 70

Test
Constraint
A<=30

i

[ z(A=30)=5
[z(A530)=0

X Y
Outputs

Figure2: Testingasanoptimisationproblem

An importantconsequencef the directedsearchapproacheingdynamic(i.e ac-
tually executingthe SUT) is thatthe fitnessfunction routineshave accesgo all infor-
mationthatis availableat run-time. Thisincludesthevaluesof all local variablesatthe
specificpoint of interestin the SUT's execution.Exactly how the SUT transformshe
inputtest-datavaluesto variablevaluesatthe point of thetestconstraintandultimately
to outputvalues,doesnot needto be known. This is highly advantageoussit is not
necessaryo employ complex, andtypically incomplete analysisin orderto determine
theserelationships.Theseanalysistechniquege.g. symbolicexecution)are oftenthe
sourceof lack of generalityin staticapproacheso test-datageneration.

SMore generallyit canbe consideredisoneor moreconstraintsachof which mustbe true at specified
pointsin the SUT's execution.This includesprior, postandarbitrarymid-pointsduringthe execution.

6Whentestconstraintsareinternalto the SUT, instrumentatioris usedto insertcallsto thefitnessfunction
calculationroutines.



4.2 Genetic algorithmsfor test-data generation

Geneticalgorithmsprovideapowerful generapurposesearchiechnique Many aspects
of a geneticalgorithmimplementatiorareindependenbf the specifictestcriteriaand
can,onceimplementedremainfixed,thushelpingto reducetheeffort requiredto target
new testcriteria. Whereappropriate the frameawvork implementationof the problem
specificaspect®f thesearchtechniquehave beentakenfrom theliterature.However,
it hasprovednecessaryo deviatefrom someof theexisting approachefor thereasons
discussedbelow.

4.2.1 Solutionsand solution space

Geneticalgorithmsare directedsearchtechniqueghat explore a solution space,at-
temptingto locatesolutionsthat give (near)optimal valuesof an fithessfunction. In
orderto apply geneticalgorithmsto test-datagenerationthe solutionspacerepresen-
tationmustbe considered.

A solutionto atest-datayeneratioproblemis aninputvectorrz = (z1, z2, ... , Ty).
Thesendividual solutionsareselectedrom D, theinputdomainfor the SUT. Thusthe
solutionspacédor atest-datageneratiorproblemis representetly theinputdomainfor
the SUT.

An input vectoris a collection of datavaluesderived from the data-typesof the
underlyingprogrammindanguageusedfor the SUT. The Ada programmindanguage
[2, 16] is commonlyusedfor the developmeniof safety-criticalsoftware systemsand
hasthereforebeenusedasthe SUT implementationanguagethroughoutthis work.
Ada allows compounddata-typesn theform of arraysandrecords.Thesecansimply
bebrokendown into collectionsof themorebasicdata-typesesultingin anunchanged
definition of solutionsandthe solutionspace.

4.2.2 Genetic algorithmsimplementation

Traditionally, geneticalgorithmsusea binary encodingof the solutions. This stems
from the historicaldevelopmentof geneticalgorithms.Holland'swork focusedon the
useof binary encodingsdrawing an analogybetweenthe individual bits andthe role
of chromosomedn naturalevolution. The developmentof schematheory[13] gave
a theoreticaljustification for the useof binary encodings.Holland usedschemago
describea geneticalgorithm’s ability to performan implicitly parallel searchof the
solutionspace Schemaheoryshavs thata binaryencodingwhencomparedo larger
alphabetncodingsvith the samanformationcarryingcapacity containmoreschemes
andthereforeprovide a greaterability for parallelsearchof thesolutionspace.

It is now becomingwidely acceptedhatbinaryencodingsf the solutionspaceare
inferior comparedo more naturalsolutionspacerepresentationg28]. Using a natu-
ral encodingschemecan give significantperformancamprovementg17], removing
the overhead®f encodinganddecoding.However, asa consequenceyew implemen-
tationsof the geneticoperatorsarerequiredto operateon the selectedrepresentation
[10].

Theapplicationf geneticalgorithmsto test-datayeneratiorpresentedh theliter-
atureusebinaryencoding$44, 42, 19, 18, 20]. However, for test-datayenerationthree
problemscanbe causedby usingbinary encodings— disparity betweenthe original
andencodedsolutionspacejnformationlossandinformationcorruption.

The spatial disparity can causeproblemsas solutionsthat may be closeto one
anotherin the solutionspacecanendup far apartin the encodedsolutionspace.For



example,a simplebinary representatiof theinteger31is0 1 1 1 1 1. Inthe
original solutionspace31 and 32 areclosetogether However, in the binary encoding
of thesolutionspace32is representedsl 0 0 0 0 O. Inthisexample,all six bits
have to changeto getfrom onesolutionto another Clearly, mutationand crosswer
aregoingto find it difficult to causethe move betweenthesetwo solutions,in effect
causingthemto appearfar apartin the geneticalgorithm’s view of the searchspace.
This canleadto a searchthat hasdifficulty corverging andasa consequences less
efficient. It canalso make it more difficult to designfitnessfunctionsthat provide
sufficientguidanceo the searchprocess.

Gray codehasbeensuggeste@sa solutionto the problemof the spatialdisparity
[7] andhasbeensuccessfullyusedin test-datageneratiorby Joneq18]. However, the
useof Gray codedoesnot helpfor non-numeridypessuchasenumeratiortypesand
the overheadof encoding/decodinganhave a significantimpacton the efficiency of
the search. Also, Gray codedoesnot eradicatethe problemof informationlossand
corruption.

Informationlossariseshecausehe binarystringis typically consideredsasingle
entity. Indeed thisis thecasefor the geneticalgorithmtest-datayeneratiorapproaches
presentedn the literature. However, in test-datagenerationparticularly for safety-
critical software, this cancauseproblems. This is becausénformationaboutthe pa-
rameterboundariesn the binary string is lost causingthe cross@er operatorto result
in aneffect somavhatsimilarto mutation.Thisis illustratedin figure 3.

W : Integer range O .. 255;
X :Integer range O .. 40000;
Y :Enumeration (SFIt =0, LFIt = 1, AFIt = 2);
Z :Integerrange O .. 255;
Crossover Point
) W =131 X =35,000 Y = SFlt =72
PL: 10000011 1000100010{111000 00000000 01001000
]
) W=14 X =12,000 Y = AFIt Z=94
p2: 00001110 0010111011100000 00000010 01011110
]
o 10000011 1000100010100000 00000010 01011110

W =131 X =34,976 Y = AFIt Z=94

Figure3: Informationlosswith binaryencoding

Thedesiredeffect of crosseeris to combineinformationfrom both parentsn an
attemptto produceanoffspringwith animprovedfitnessfunctionvalue.In Figure3, it
canbeseerthatthe effect of applyingcrosseerhasbeento produceanoffspringwith
thevalueW from P, andY, Z from P,. However, anentirely new valueof X hasbeen
formedby combiningpartof thebinaryrepresentationf X from P, andpartfrom P.

Anotherpossibleeffect of applyingcrosseer on abinary encodingis information
corruption. Typically, a stronglytypedlanguaggsuchasAda[16]) would be usedfor
the developmentbof safety-criticalsystemsVariableswill oftenonly have valid values
within a subsef the possiblebit-patternsat the binarylevel. For example,a type for
representin@n aircraft's altitudein feet might be definedto rangefrom 0 to 40, 000,



while the underlyingimplementatiorof thetypeis likely to use,for example,a 16-bit
unsignedvaluewith arangeof 0 to 65, 535. However, whengeneratingest-datat is
only meaningfulto generatevaluesin the range0 to 40, 000 asvaluesoutsideof this
rangewould breakthe strongtype-checkingulesof thelanguagé. Figure4 shavsthe
informationcorruptionproblemthatcanresultby applyinga cross@er operator It can
be seenthatthe combinationof partial bit-stringsfrom P, and P, for value X results
in abit patternthatis notvalid for the underlyingtype.

W : Integer range O .. 255;
X :Integer range O .. 40000;
Y : Enumeration (SFIt = 0, LFIt = 1, AFlt = 2);
Z :Integer range O .. 255;
Crossover Point
) W =131 X = 35,000 Y = SFlt Z=72
PL: 10000011 1000100010111000 00000000 01001000
—_—
) W =14 X =12,000 Y = AFIt Z=94
p: 00001110 0010111011100000 00000010 01011110
]
o 10000011 1010111011100000 00000010 01011110

W =131 X =44,768 Y = AFIt Z=94

Figure4: Informationcorruptionwith binaryencoding

Clearly, a solutionto both of theseproblemsis to restrictthe cross@er pointsto
theparameteboundariesHowever, informationcorruptionresultingin invalid bit pat-
ternscanstill occurfollowing the applicationof the mutationoperator This problem
canbeaddresseth oneof two ways.First, solutionswith invalid datacanbepunished
by ensuringthat the fitnessfunction returnspoor valuesfor suchsolutions. Second,
theseinvalid solutionscould be disregardedimmediatelyafter generation.However,
neitherof theseapproachesvercomeghe efficiency problemsof the binary encod-
ing approach.In additionto the encoding/decodingverheadthereis anoverheadn
generatingandexaminingsolutionscontaininginvalid datathatcanneverrepresenthe
desirediest-data.

For thesereasonsthe geneticalgorithmimplementatiorwithin theframewnork does
notuseabinaryencodingof solutions jnsteadt utilisestherepresentatiodescribedn
sectiond.2.1,i.e. thesolutionspacsds theinput domainof the SUT, D, anda solution
is aninput vector z € D. To be ableto apply a geneticalgorithmto this solution
space,it is necessaryo implementcross@er and mutationoperatorsthat can work
with this non-binaryrepresentationA rangeof crossewer andmutationoperatorshas
beenimplementedvithin the framewnork — their selectionandoperationis controlled
by a configuratiorfile to allow their performanceo be evaluated.

Figure5 illustratesthe functioningof the crosswer operatorsmplementedn the
framework. Simplecrosswer selectsa single crosseer point. The offspringis then

7Joneq19] acknavledgesthis problem,but pointsout thata programcannotbe consideredully tested
unlesssuchvaluesareusedduringtesting.In fact, thisis incorrect. The useof a variablethathasaninvalid
value for its underlyingtype causesan Ada programto becomeerroneouq16] at which point the code
generatedby the compilerno longerhasto follow the semantiqulesof thelanguage.

10



: Integer range 0 .. 255;

. Integer range 0 .. 40000;

: Enumeration (SFlt = 0, LFIt = 1, AFlt = 2);
. Integer range 0 .. 255;

N<Xg

Simple Crossover: .
Crossover Point

P1: 131 | 35,000 SFIt 72
T
lee
O: 131 12,000 AFIt 94
—_—_——
——
P2: 14 12,000 AFlt 94

Uniform/Weighted Crossover:

P1: 131 35,000 SFlit 72
T T TT—
o — —— el
O: 131 12,000 SFit 74
—_—
——
P2: 14 12,000 AFlt 94

Averaging Crossover:

P1: 131 35,000 SFIt 72
—T_—T T — T TT—
S - I 1
O: 73 23500 SFIit 83
s e — — -
S N E— o —
P2: 14 12,000 AFlt 94

Figure5: Crosswoeroperatorsmplementedn the framework

formedfrom valuesfrom P; up to the crosseer point andfrom P, after this point.
Uniform crosseer is a generalisatiorof the single point crosswer operatorallowing
an arbitrary numberof cross@er points. For eachvalue, one of the two parentsis
randomly selectedand this parents valueis usedin the formation of the offspring.
Weightedcrosseeris thesameasuniform crosseerexcepta configurabldevel of bias
is givento oneof the parents.Typically, this would be usedto give a biastowardsthe
parentwith the betterfitnessfunctionvalue. Averaging cross@er behaveslik e uniform
crosswerfor non-numeriaata-typesHowever, for numericdatavaluesthe offspring
valueis formedby calculatingthe numericmid-pointbetweernthetwo parentvalues.
Figure6 illustratesthe mutationoperatorsmplementedn the framework. Simple
mutationsetsa parameteralueto a randomlygeneratedalid value. Randommuta-
tion replacesan entire solutionwith a randomlygeneratedsolution. Neighbourhood
mutationborronsthe neighbourhooddeafrom simulatedannealing Parameteralues
aresetto randomlysampledvalueswithin the neighbourhooaf their currentvalues.

4.3 Tool-support

Figure7 shavsthetool setthathasbeendevelopedto supportthis test-datageneration
framework. The tool-setconsistsof an information extractiontool, a collection of
fitnessfunction generatorsimplementation®f the searchtechniquesand supporting
sourcecodethatis independendf the SUT andtestcriterion.

The information extractiontool takesthe SUT andthe desiredtest-criterionand
extractsthe informationrequiredby the fitnessfunction generatorsit also produces
aninstrumentedversionof the SUT if this is required. The instrumentedsersionof
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: Integer range 0 .. 255;

: Integer range 0 .. 40000;

: Enumeration (SFlt = 0, LFIt = 1, AFlt = 2);
. Integer range 0 .. 255;

N<Xxg

Simple Mutation:

O: 131 35,000 SFIit 72
== -

e
O: 227 35,000 LFit 72

Random Mutation:

O: 131 35,000 SFit 72
L

O: 18 3550 AFlt 197

Neighbourhood Mutation:

O: 131 35,000 SFIt 72
L

|
O: 137 34,000 AFlt 75

Figure6: Mutationoperatorsmplementedn the framewnork

the SUT includesadditionalcodeto provide informationrequiredby specificfitness
functionmodules suchaslocal variablevaluesat specificpointsin the SUT. Theinfor-
mationextractiontool is approximatelyl2, 000 lines of Ada codeandis basedon an
extensionto the parserandsemanticanalysisphasesf the GNAT Adacompilef [15].
This givestheinformationextractiontool accesgo the staticsemantianformationfor
the SUT. Theinformationextractedby thistool depend®n thetestcriterionspecified.

For all testcriteriathe parametemterface(formal parameteandglobalvariables)
of the SUT is extracted. This definesthe solution spaceD anda solutionz € D.
For white-boxandgrey-boxcriteria,informationaboutthe control-flow structures ex-
tracted.For black-boxcriteria,informationaboutthe softwarespecificatioembedded
in specialcommentsn the SUT) is extracted.

Fitnessfunction generatorhave beendevelopedfor a numberof testcriteria (as
discussedater). Thesevary betweer®, 000 and3, 500 lines of Ada code. Thefitness
function generatorgools take the information extractedfrom the SUT and generate
the Ada sourcerequiredto measurehe effectivenesof test-datdor the specifiedtest
criterion. By encodinganew testcriterionasanfitnessfunctionmodule theframework
canbetargetedat a new testcriterion.

The generateditnessfunction, searchtechniqguemplementationsupportingsoft-
wareandthe SUT (or instrumentedSUT if requiredby the specifictestcriterion) are
compiledand linked togetherto form the test-datagenerationsystem. Runningthis
executableanitiatesthe test-datageneratiorprocessy usingthe specifiedsearchtech-
nigueto locatetest-datdo satisfythe specifiedtestcriterion.

8Theparserandsemantianalysisphase®f the GNAT Ada compilerconsistof approximately240, 000
linesof Adacode.

12



Testing Criterion SUT Search Techniques D

Extractor SUT Information Test System
\
[
Fitness
Function Fitness Function Test Data
Module —

Figure7: Thesearchhasedramework

4.4 Search process

Test-datds generatedby the framewnork by employing searchtechniquego locateop-
timal valuesof the fithessfunction. The searchspaceis theinput domainof the SUT.
Consequentlyan exhaustve searchis likely to beintractable.For example,a simple
routineto sort50 32-bitintegerswith anexecutiontime of 1mswould requirea search
time of almost7 yearsfor an exhaustve search.This hasimportantconsequencedf
thesearchis notcomplete(i.e. exhaustve) thentheresultsof test-datayeneratiorwill
alsonot be complete. Hence,if sucha searchfails to locatethe desiredtest-datait
cannotbe concludedthat suchtest-datadoesnot exist. The failure to locatedesired
test-datamay be usedto provide someconfidencethat suchtest-datadoesnot exist,
but it is not possibleto provide a guarantee As SherlockHolmessaid“the absence
of evidenceis not evidenceof absence?” It is alsoimportantthat the test-datagener
atedby the framework canbe checledfor suitability by othermeans.The generation
of test-dataexploits stochasticsearchtechniqguesandmay involve the executionof in-
strumentedrersionsof the SUT. Thereforejt would be virtually impossibleto qualify
the useof the test-datageneratiorframewnork in the context of safety-criticalsoftware
developmentif the resultingtest-datacould not be independentlychecled. However,
asthe framework produceghe test-datagexisting trustedtestingtools can be usedto
validatethetest-data.

The framework implementatiorprovidesa numberof searchtechniqueshowever
only geneticalgorithmsarediscussedhere. The abstracprocesf searchindor test-
datais describedelow.

1. Extractrequiredinformationfrom SUT.
. Generatehefitnessfunctionimplementatiorfor the specifiectest-criterion.

. Build test-datageneratiorsystem

2

3

4. Generateandidatdest-dataisingspecifiedsearchtechnique.

5. Evaluatethetest-datay runningthe SUT andusingfitnessfunction.
6

. If the searchstoppingcriteria are satisfiedor the desiredtest-datahasbeenlo-
catedthenstop,otherwisecontinuefrom step4.

13



Figure 8 shaws the test-datageneratiorprocesausinga geneticalgorithmsearch.
Thesearclhprocesstartswith aninitial populationof randomlyselectedest-dataThis
populationis thenevaluatedfor suitability againstthe specifiedtestcriterion. This is
achiezedby runningthe SUT with the test-datdrom the population. Thefitnessfunc-
tionis usedto measurehesuitability of thetest-dataagainsthe specifiedest-criterion.
Oncethe entire populationhasbeenevaluated the geneticalgorithmselectamembers
to becomeparents.Theseparentsarethencombinedo form a new generatiorof test-
data. Selectednembersof this generatiorarethenmutated. This new populationis
thenevaluatedby executingthe SUT and usingthe fithessfunction values. Test-data
from the currentandnew generatiorarethenselectedo survive into the next genera-
tion of thesearchThis processontinueauntil thesearchstoppingcriteriaaresatisfied.
Thiscanbewhenthedesiredest-datéhasbeenocatedor becauséhesearchs making
no progressn finding the desiredtest-data.

Initial Population

Mutate Members (Random Test-data)
Of New
Population
Combine Parents
To Form New Use objective
Population function to measure
test-data suitability

i ‘_\ Evaluate
A Current

Population
Run SUT with
Test-data
Select Parents
From Current
Population Determine Survivors
For Next
Population
Stop
Search?
Test-Data

Figure8: Geneticalgorithmtest-datageneratiorprocess
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5 Applications and Evaluations

The effectivenes®f this frameawork centresonits ability to generat@oodquality test-
datafor industrially useful softwaretestingcriteria. The focushasbeenthe testingof
safety-criticalsoftware systems.As alreadystated,a testcriterion canbe addressed
by providing the framework with an fitnessfunction that quantifiedthe suitability of
test-datdor the criterion. Figure9 shows thetestingcriteriafor which fithnessfunction
moduleshave beenimplemented(also see[37, 36, 38, 39, 41]). The figure mirrors
the structureof the remainderof this section,wherethe designof fitnessfunction for
several of theseapplicationsarediscussedn moredetail.

Non-Functional Functional

Section 5.4 Section 5.1 Section 5.2

Black-Box

Constraint Solving and

White-box

Structural Coverage

Specification Testing

Worst-Case
and Best-Case
Execution Time

Section 5.3
Grey-box

Safety Conditions;
Software Reuse and
Mutation

Figure9: Framavork applications

5.1 Black-box

This sectiondescribeshe constructiorof anfithessfunctionfor the problemof testing
software conformancdo a specification.For highly safety-criticalsoftware systems,
it may be the casethat formal proofs mustbe developed. Theseproofs must shov
that the softwareis a refinementof the specification. Producingformal proofsis a
comple, time-consumin@ndexpensye processlf the putative propertiesaaresimply
untruethenattemptinga proof (thatwill inevitably fail) is anexpensve methodto find
errorsin thesoftware. To demonstrat¢hata proofwill fall, it is only necessaryo find a
singletest-cas¢hatshavsthespecificatioris notsatisfied.It is exactly thisapplication
to which theframawork is appliedhere.

For the purpose®f evaluationa notationsimilar to SFARK-Ada [33, 3] proof con-
textshasbeenusedo representhesoftwarespecification Theseproof contexts consist
of a pre-andpost-conditionfor the subprogram.Theseconditionsconsistof an Ada
expression.extendedto allow logical implication and equivalence. Figure 10 showvs
how theformal specificatioris expressedispartof the subprogranspecificatiorfor a
simpleincrementsubprogram.

Thedesiredest-datdor this applicationaretest-datahatsatisfythe pre-condition
constraintput causethe post-conditiorto befalse.Thefitnessfunctionneeddo return
goodvaluesfor thosetest-casesvhich nearly meetthe criterion andworsevaluesfor
thosewhich arealongway away from meetingthecriterion. For example,considethe
constraintX > 50. If X = 49 this constraintis alot neaer to beingtruethanwhen
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X = 2 (howeverit remainsa factthatthey arebothfalse,we just consideroneto be
lessfalsethanthe other!).

The pre- and post-conditionsare madeup from relationalexpressiononnected
with logical operatorsThefitnessfunctionis thereforedesignedo exploit information
in theconditionsto indicatehow near particulartest-dataareto satisfyingthesecondi-
tions. The pre-conditionis conjoinedwith the negatedpost-condition.To improve the
power of the searchthe pre-conditionandnegatedpost-conditiorarefirst corvertedto
Disjunctive Normal Form (DNF). For example,the condition4A — (B V (C A D))
would become-A v B V (C A D). This causeghe searchto be finer grainedasa
solutionto ary onedisjunct(i.e. —=A4, B or (C' A D)) represents solutionto the en-
tire condition. Eachpre-condition/ngatedpost-conditiondisjunctpair is targetedin a
separatesearchattempt. Thesepairs canbe consideredas an encodingof one of the
possiblesituationsin which the software canfail to implementthe specification.The
SUT is executedwith the currentlygeneratednput dataanda setof outputdataob-
tained. The fithessfunctionis thencalculatedaccordingto therulesin Table1. The
valueK in thetablerefersto afailure constanthatis addedo furtherpunishtest-data
thatcausestermto beuntrue.Eachelemenis evaluatedandcontributesto theoverall
fitnessfunctionvalue. The valueis thenreturnedto the searchtechniqueto guideits
selectionof new inputdata.

| Element]| Value |

Boolean| if TRUEthen Oelse K
a=b |if abs(a—b)=0then 0
else abs(a—b)+ K
a#b |if abs(a—b)#0then O
else K

a<b |if a—b<Othen O
else (a—b)+K

a<b |if a=b<0then O
else (a—b)+K

a>b |if b—a<Othen O
else (b—a)+K

a>b if b—a<O0then O
else (b—a)+K

aAb | z(a)+ z(b)

aVb | min(z(a),z(b))

a=b | z(-aVb)

asb | z((a=b)A
)

z
axorb | z((aA-b)V (maAb))
j z(—b)

Tablel: FitnessFunctionCalculation

A usefulfeatureof thefitnessfunctionasdescribedaboveis thatwheneverthe pre-
conditionandnegatedpost-conditioraresatisfied(i.e. the desiredtest-datds located)
the fithessfunction evaluatesto zero. This givesa highly efficient stoppingcriterion
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for thesearch.

5.1.1 Example

To illustrate how this fithessfunction providesthe requiredguidanceto a searchtech-
nigue,considerthe following simpleexamples.Figure 10 shows the specificatiorof a
simplewrap-roundncrementounter— countingfrom O to 10 andthenwrappingback
to 0. For this example we will assuméheimplementatioris incorrectbecausé wraps
at 11 andnot 10 (possiblydueto using> ratherthan> in the implementation).The
goalis to locatetest-datahatillustratesthis lack of conformanceo the specification.

function Increment(N : in Integer) return Integer,
——+# pre N >= 0 and N <= 10;

——# post (N < 10 => Increment= N + 1) and
——# (N = 10 > Increment= 0);

Figure10: Specificatiorof Wrap-RoundncrementRoutine

Thefirst stepis to corvertthepre-conditiorandthe negatedpost-conditiorto DNF
andform all pairsof pre-condition/post-conditiodisjuncts. The DNF of the negated
post-conditionconsistsof two disjuncts(shovn in parenthesi®elow) hencethereare
two possiblepairingsasfollows.

N>0AN<10A (N <10A Increment # N + 1) 1)

N>0AN <10A (N =10 A Increment # 0) (2)

Table 2 shaws fitnessfunction valuesfor sampleinput datathe searchtechnique
might generatdor the secondof thesedisjuncts. It canbe seenthatasthe input data
getcloserto satisfyingthe disjunctterms,thefitnessfunctionvaluedecreasedndeed,
with input-dateof N = 10 thefitnessfunctionreturnszero. This indicateghatsuitable
test-datehasbeenfoundillustratingthe non-conformancef theimplementation.

5.1.2 Evaluation

This sectionpresent@n evaluationof the framawork’s ability to generateest-datahat
highlightsimplementatiorerrorswith respecto a givenspecification.The purposeof
the evaluationis to assesshe relative performanceof the varioussearchtechniques.
The framework hasbeenevaluatedwith software containingknown errors. Theseer-
rors have beeninsertedinto correctimplementationsisinga manualad hoc approach
anda systematic@approach.The manualad hoc insertionof errors(or error seeding)
aimedto simulaterealisticerrorsthatmight be madein practice.ln addition,mutation
testinghasbeenusedto systematicallyintroduceerrorsinto the SUT. Mutation test-
ing is a fault basedestingtechniquedesignedo shav the absencef specificfaults,
known asmutants Mutantsareconstructedgystematicallyby introducingsimplesyn-
tactic changeoneat a time into the SUT, producinga setof mutantversionsof the
SUT. The aim of the syntacticchangeds to mimic commoncoding errorsmadeby
programmerge.g. the useof > in placeof >). The goal of mutationtestingis to
kill thesemutants.A mutantis killed by generatingest-datao distinguishthe output
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Test-data Disjunctterms z()

contribution
Inp: N = 2, N>0 0
Out: Increment = 3 N <10 0
N =10 8+ K
Increment # 0 0
Finalfitness| z() =8 + K

funcvalue
Inp: N =17, N2>0 0
Out: Increment =8 | N <10 0
N =10 3+ K
Increment #0 0
Finalfitness| z() =3+ K

funcvalue
Inp: N =10, N2>0 0
Out: Increment =11 | N <10 0
N =10 0
Increment # 0 0
Finalfitness 2()=0

funcvalue

Table2: Black-boxFitnessFunction

stateof themutantSUT from theoriginal SUT®. Thespecificatiordescribeshecorrect
outputstatefor the SUT. Consequentlytest-datathat shavs a failureto correctlyim-
plementthe specification(i.e. the post-conditioris not satisfied)will alsokill a mutant
(asthe outputstatesof the original SUT satisfythe post-conditiorbut the mutantdoes
not). Theability of theframawork to kill mutantscanthereforebe usedto evaluatethe
frameawork’s effectivenessat illustrating implementatiorerrors. Someof the mutants
will befunctionallyidenticalto theoriginal programandhencecannotbekilled. These
areknown asequialentmutants.A mutationscorecanbe definedasfollows:

Killed Mutants

Mutation Score= . x 100
Numberof Mutants — EquivalentMutants

®3)

Theaimis to achieve a mutationscoreof 100%automaticallyby targetingthe frame-
work atillustratingimplementatiorerrors.

The systembeing usedduring this evaluationis a safety-criticalnuclearprimary
protectionsystem. Accessto the software specificationand formally provenimple-
mentationwas provided by Roll-Raoyce Plc. The systemconsistsof a six separate
channelseachcontrollingadifferentaspecf functionality. Eachchanneis specified
andimplementedasa separatesystem. Two of the six channelsvere madeavailable
for the evaluation. The channelsare specifiedformally in VDM-SL [1] — channell
consistf 36 pagesof specificatiorandchannel? consistsb4 pages.Theimplemen-
tation of thesechannelsvaswritten in Pascaland a formal proof of refinementwas
developed— channell consistsof 2200lines of codeandchannel2 consistsof 9700

9Technically this kind of mutationtestingis known asstrong mutationbecauséhe obserable outputof
themutantandoriginal programmustdiffer. Weakmutation[14], in contrastonly requiresheintermediate
statefollowing the executionof the mutatedstatemento bedifferent.
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lines of codé’. For the purpose®f the evaluation,the Pascalcodewastranslatedys-
ing anautomatedranslatorinto Ada. The VDM-SL specificationwashand-translated
into anassertion-basespecificatiorconsistingof a pre-conditionassertioranda post-
conditionassertiorfor eachof thefunctionsin theimplementationA mutationtesting
tool wasusedto generate numberof mutantimplementationsf eachof thefunctions.
Theframavork wastargetedat generatingest-datahatsatisfiecthe pre-condition put
falsifiedthe post-conditiorfor eachof thesemutants Any suchtest-datahighlightsthe
effect of the mutantin causingthe implementatiorto be flawed. Figure 11 shows the
mutationreportfor anexampleroutineusedin the evaluation(thevariablenameaused
have beenobscuredo facilitatepublication).

Theresultsof the evaluationareshawn in tables3. The tableshows the mutation
scorefor both a geneticalgorithm searchand a simple randomsearch. As can be
seen both randomtestingandthe geneticalgorithm performwell. Onthetwo larger
functions,the geneticalgorithm performedbetter shaving that 100% of the mutants
causedhe specificatiorto be broken. In all caseghe geneticalgorithmwasat leastas
quickastherandomsearctandonthetwo largerfunctionsit wasanorderof magnitude
faster Thesimplicity of thissafety-criticalcodeallowsasimplerandomsearcho work
well. However, asthesearclspaceandcodecomplexity increaseghegeneticalgorithm
basedapproachofferssignificantadvantages.

| | LOC | Errors | Equiv | Random| GeneticAlgorithm |

1| 85 48 0 100% 100%
2| 438 22 3 73.7% 100%
3| 34 6 0 100% 100%
4| 53 20 0 100% 100%
5| 591 30 9 95.2% 100%
6| 572 60 6 87.0% 100%

Table3: Specificatiorconformancevaluation(successate)— LOC: LinesCode;Er-
rors: Numberof erroneousersionsof the SUT producedfEquiv: Numberof erroneous
versionghatwereequialentto the SUT.

The level of automationin the approachmeansit can be targetedat finding im-
plementatiorerrorsas soonas a software unit andits specificationare available. In
comparisonthefunctionaltestingcarriedout onthe projectcouldonly take placeonce
afull releasef thesoftwarewasavailable.By targetingtheautomatedest-datayener
ationframework at specificatiortestingearlierin thelife-cycle,implementatiorerrors
canbelocatedearlier Thisgivesthepotentialfor significantcostsavingsastheamount
of re-work following the discovery of an erroris minimised. Also, asthe approachs
targetedat finding negative test-datat is alsopossiblethaterrorswill belocatedthat
would not be found with success-orienteflinctional testing. For instance,consider
theexampleroutinein Figurell, assumingnutant6 representshe softwareasimple-
mentedby the developer Table4 shows a setof teststhatcould be usedduringtesting
to achiere MC/DC coveragé! of thisincorrectimplementationAll of thesetestspass,

10Thetwo channelgogethercontainapproximately2, 000 lines of executablecodewith large data-tables
andcommentdilling theremaining10, 000 lines.

n fact, full MC/DC coverageis not possiblefor this program. The statemenbn line 33 is defensie
codewhich in practiceis not executable.Also, it is not possibleto executethe loop on lines 24—-27zero
times.
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2 package body Channelis
4 procedure C_W

5 (RG: in RG_Type

6 RN : in RN_Type

7
8

I :in I_Type
W : out W_Type
9 is
10 | . Table Values
11 A, B, C, J K : Integer,
12 begin

13 |I_Vals := |_Tables(RG) (RN);
14  W_Vals := W_Tables (RG) (RN);

16

17 if (I <= 1_-Vals (I-Vals Firs?) then
18 W = W_Vals (W_Vals First);

19 else

20 if (I >= 1_Vals (I_Vals Las) then
21 W = W_Vals (W_Vals Lasb;

22 else

23 | := Table Values Last

24 while (I-Vals (I) > 1) loop

26 =1 -1

27 end loop;

28 J:=W_Vvals (I + 1) — W_Vals (l);
29 K:=1—1.Vals (I);

30 A =Jx K;

31 B :=1_Vals (I + 1) — I_Vals (l);
32 if (B = 0) then

33 C:=0;

34 else

35 C:=A/ B;

36 end if;

37 W = W_Vals (I) + C;

38 end if;

39 end if;

40 end C_W;

42 end Channel

—— Mutant 1 : replace <= by >, line 17
—— Mutant 2 : replace <= by <, line 17
—— Mutant 3 : replace >= by <, line 20
—— Mutant 4 : replace >= by >, line 20
—— Mutant 5 : replace > by <=, line 24
—— Mutant 6 : replace > by >=, line 24
—— Mutant 7 : replace - by +, line 26
—— Mutant 8 : replace- 1 by - 2, line 26
—— Mutant 9 : replace + by -, line 28
—— Mutant 10 : replace+ 1 by + 2, line 28
—— Mutant 11 : replace - by +, line 28
—— Mutant 12 : replace - by +, line 29
—— Mutant 13 : replace * by /, line 30
—— Mutant 14 : replace + by -, line 31
—— Mutant 15 : replace+ 1 by + 2, line 31
—— Mutant 16 : replace - by +, line 31
—— Mutant 17 : replace = by /=, line 32
—— Mutant 18 : replace= 0 by = 1, line 32
—— Mutant 19 : replace:= 0 by := 1, line 33
—— Mutant 20 : replace= 0 by = 1, line 33
—— Mutant 21 : replace / by =, line 35
—— Mutant 22 : replace + by -, line 37

Figure11: Exampleevaluationroutine
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shaving the implementatiorto be correctwith respecto its specification.However,

the test-datageneratiorframewnork generatedhetest RG = 4, RN = 0,1 = 4046

that shavs the implementationto be incorrect becauseof the boundaryerrorin the

loop condition. Thetargetingof negative test-datehasallowedthetest-datageneration
frameawork to find anerrorwherethe success-orientestructuralcoveragetestingdoes
not.

RG] RN]| 1 | Covers |
3 5 100 | 4-18,40

2 6 5000 | 4-17,20,21,40

4 1 3694 | 4-17,20,23,24-32,35-40
1 7

1 7

1993 | 4-17,20,23, {24-27}?, 28-32,35-40
1600 | 4-17,20,23,{24-27}*, 28-32,35-40

Table4: MC/DC testsfor programin Figure1l

5.2 White-box

The fitnessfunction presentedor black-boxtestingcan be usedasthe basisfor ad-
dressingwhite-boxtestcriteria. In white-boxtestingwe are concernedwith finding
test-datasuchthat the executedpath will cover (or execute)the desiredstatement,
branch,LCSAJ, etc. The fithessfunction needsto return good valuesfor test-data
thatnearly executethe desiredstatemengor branch etc.) andpoorvaluesfor test-data
thatarealongwayfrom executingthe desiredstatementBranchpredicategletermine
the control-flov andarethereforevital in determiningan effective fitnessfunction.

Branchpredicatesconsistof relationalexpressionconnectedvith logical opera-
tors. This allows the samefitnessfunction asfor black-boxtestingcriteriato be used.
However, in white-boxtesting,the fithessfunction requiresevaluationwith interme-
diate valuesof variablesfrom the SUT. Consequentlyit is necessaryo executean
instrumentedrersionof the SUT. Thisinstrumentedersionof the SUT is producedy
theextractortool by addingbranchevaluationcallsinto the SUT. Thesebranchevalua-
tion callsreplacethebranchpredicatesn the SUT. They areresponsibldor calculating
the fitnessfunction valuefor eachindividual branchpredicatethatis executed. They
alsoreturnthe booleanvalue of the predicateto allow the instrumentedsUT to con-
tinueto follow the samecontrol-flov pathasthe original SUT. The branchevaluation
functionswork asfollows:

¢ If the target nodeis only reachableif the branchpredicateis true then add
z(branchpredicaté to the overall fithessfunctionvaluefor the currenttest-data.
If branchpredicatemustbefalsethenthe costof z(— branchpredicatg is used.

e Forloop predicateshe desirechumberof iterationsdeterminesvhethertheloop
predicateor (- loop predicatg is used.

e Within loops,addingthe fithessfunction valueof branchpredicatess deferred
until exit from theloop. At this pointtheminimumcostevaluatedor thatbranch
predicateis addedto the overall cost. This preventspunishmenbf taking an
undesirablébranchuntil exit from aloop, asthe desirablebranchmay be taken
onsubsequeriterations.
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Thefitnessfunctiongivesa quantitatve measuref the suitability of the generated
test-datdor the purposeof executingthe specifiednodein (or paththrough)the SUT.

5.2.1 Example

To illustrate how this fithessfunction providesthe requiredguidanceto a searchtech-
nigue considerthe following simple example. Figure 12 shavs a simple programto
calculatethe remainderand quotientgiven a numeratorand denominatar The figure
alsoillustratesthe instrumentatiorthatis performedby the extractortool to obtaina
versionof the SUT thatcalculateghevalueof thefithessfunctionduringits execution.
Thenodesof a control-flov graphfor the softwareareshavn ontheleft of thefigure.

procedur e Remainder
(N,D: in Myint;
QR: out MyInt)
is
Num := MylInt := N;
1 Den := Myint := D;

begi n Branch_1 (Num, Den)
if Num<0 andm hen

2 | Num := -Num;
Den := -Den; Branch_2 (Den)

el sif Den<=0 then

=0;R:=0;
8 | Q return;  _——— Branch_3 (Num)

elsif Num<=0 then

4 | Q:=0;R:=0;
return;
R e_nﬁ‘ ! f.: No_lts_1:=0;

5 | 0 - Olum, Branch_4 (R, Den, No_lts_1)
whileR>Den 1Q0D ___ No jts 1:=No_lts 1+1;
Q=Q+1; - -

7 | R:=R-Den; Branch_5 (R, Den)
if R>Den Yhen
8 | Q:=Q+1;
R :=R - Den;
end if;
end | oop;

9] end Remainder;

Figurel2: ExampleSUT

For the purposeof this examplewe assumehe desiredtest-dataare requiredto
executethepath(1,2,5,6(24),7,8, ... ,9), i.e. executenodesl, 2, 5 andthenloop 6
two or moretimesincludingexecutingnodes? and8 andthenary pathleadingto node
9. Table5 shaws how the fitnessfunction evaluatesor differentinput datathe search
techniquamight generate Again, asthe input datagetcloserto satisfyingthe disjunct
terms,the fitnessfunction valuedecreasesyltimately reachingzeroonceappropriate
test-datédhasbeenlocated.

While white-boxtestingis usefulin its own right, it hasnot beena focusfor the
applicationof the framework. We have preferredto concentraten testingtechniques
that target errorsin the implementation. In addition, while it is possibleto usethe
framavorkto generatavhite-boxtest-datait is only possibleo generatéheinput-data.
The expectedoutput-datamuststill be determinedrom the specificationrequiringa
significantamountof effort.

5.2.2 Evaluation

Theevaluationhasbeenperformedusinga numberof subsystemfom theimplemen-
tationof acivil aircraftenginecontroller This samplerepresent3% of the executable
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Test-data] BranchEval Calls | z() contribution
N =5, Branchl 5+K
D=-10 Executionstoppedand
returnedo searchechnique
Finalfitnessfuncvalue | z2()=2+K
N =-5, Branch1 0
D=-3 Branch4 0
Branch5 1+K
Branch4 1+K
Branchb5 contributes 1+K
onexit from loop
Executionstoppedand
returnedo searchechnique
Finalfitnessfuncvalue | z()=2+ K
N =-15, | Branchl 0
D=-2 Branch4 Iteration1 0
Branch5 0
Branch4 Iteration2 0
Branch5 0
Branch4 Iteration3 0
Branch5 0
Branch4 Iteration4 0
Branch5 1+K
Branch4 Iteration5 0
Branchb5 contributes 0
onexit from loop
Finalfitnessfunc value z()=0

Table5: White-boxFitnessFunction

linesof codefrom the enginecontrollerimplementationapproximately7,000lines of
codefrom the 100,000line FADEC software).

Forthis evaluation thegoalhasbheento generateaest-datao achieze 100%boolean
coveragefor the SUT. Table6 shavstheresultsof applyingarandomsearchandage-
neticalgorithmsearchto generatestructuraltest-datdor the enginecontrollersample
routines.

Fromtheseresultsjt canbeseernthatrandomsearckperformwell. Randomsearch
wasallowedto generatés0,000testsin its searchor suitabletest-dataFor the simple
routines,it locatedtest-dataextremely efficiently and successfully However, for the
morecomple routines,randomsearchwasboth lesssuccessfuandsignificantlyless
efficient. However, the geneticalgorithmsignificantlymoreefficient. For routinesl to
9, full coveragewasachieved(takinginto accountheinfeasibleconditionsin routines
8 and9). For routine 10, the 89% coverageachievedby the geneticalgorithmfailedto
generatdest-datdor 2 furtherconditionsthatwerefeasible.Increasinghepopulation
sizesby 25% andincreasinghe lengthof time the searchis allowedto continuewith
no progresenabledest-datdo be generatedor thesetwo test-casesOn averagethis
increasedhe searchtimesby justunderl minute,resultingin thelongestsearchime
still only being11 minutes.
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Subsystem GA Hill | Random
1. 100% 100%
2. 100% 100%
3. 100% 100%
4. 100% 100%
5. 100% 90%
6. 100% 42%
7. 100% 42%
8. 89% 66%
9. 86% 47%
10. 89% 82%

Table6: Evaluationof test-datageneratiorfor structuraltesting

5.3 Grey-box

Grey-box testingis a combinationof black-boxand white-box testing. In practice,
mary testingproblemdall into this class.Heretestsarederivedfrom a specificatiorof
the desiredbehaviour but with referenceo theimplementatiordetails. The particular
testingproblemwe addressn this sectionis that of testingthe exceptionconditions
(otherproblemssuchasre-usetestingandsafety-irvarianttestinghave beenaddressed
in [39, 40).

Theexceptionhandlingcodeof asystenis, in generaltheleastdocumentedested
andunderstoogart, sinceexceptionsareexpectedto occuronly rarely[25]. Theim-
portanceof testingexceptionconditionswasillustratedin a recentincident,wherethe
Ariane 5 launchvehiclewaslost dueto anunhandledexceptiondestrging $400mil-
lion of scientificpayload[27]. Safety-criticalsystemgresenspecialproblems.Typi-
cally, it is easietto provetheabsencef arny exceptionghanto provethattheexception
handlingis safe.Again, beforecarryingout a proof, confidencen the propertystruth
is desirable.To shav that sucha proof would fail, it is only necessaryo generatea
singlecounterexample.Thatis test-datadhatcauseanexceptionto beraised.

In thework to date,the Adalanguagg16] modelof exceptionshasbeenused.To
addresghis problemwithin the framework an fitnessfunctionis required. As might
be expected this fithessfunctionis a combinationof the black- andwhite-boxfitness
functions. Thewhite-boxfitnessfunctionis usedto guidethe searchtowardstest-data
thatexecutethe desiredstatementThe black-boxfitnessfunctionis usedto causethe
run-timecheckassociateavith the exceptionto befalse.

As in white-boxtesting,an instrumentedrersionof the SUT is produced.In ad-
dition to the branchevaluationcalls, constraintevaluationcalls arealsoadded.These
constraintevaluationcalls encodethe conditionrequiredto causea run-time checkto
fail andhenceraiseanexception.They functionasfollows.

o If theexceptionis requiredto beraisedthenthe z(—runtime check is addedio
the overall costfor the currenttest-data.

e If the exceptionis requirednot to be raisedthen z(run time check is addedto
theoverall costfor the currenttest-data.

e Again,asfor branchevaluationcalls,if thecurrenttest-datacausesheexception
to be raisedwhenit is not desired(or vice-versa)thenexecutionof the SUT is
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terminatedandthefitnessfunctionvaluereturnedto the searchprocedure.

e As for branchevaluationcalls, addingthe fitnessfunction value of exception
conditionsis deferreduntil exit from theloop.

This fitnessfunction providestwo fold guidance guiding the searchtoward test-
datathat both executesthe statemenbf interestand violatesthe associateun-time
checkrequiredto raisethe exception.

531 Example

To illustrate how this fitnessfunction providesthe requiredguidanceto a searchtech-
nigue considerthe following simple example. Figure 13 shavs a simplefunctionthat
is capableof raisingexceptions.

function F (X, Y : SmalLInt) return Integer is
Z : Integer,
begin
if X < 0 then
raise Invalid_Datg
end if;
Z:=X+Y,;
if Z>1and Z <=5 then
return IntegerLast
else
return (X =x 4) / (Z — 1) = (Z — 5)));
end if;
end F;

Figure13: ExampleSUT

For the purposef this example,assumehe desiredtest-dataarethat which will
causethe divide-by-zeroexception. Table 7 shavs how thefitnessfunction, z(), eval-
uates.

Test-data] BranchandConstraintCalls | z() contribution

X =2, Branchl (X > 0) 0
Y=-5 Exception 32+ K
Executionstoppedand

returnedo searchtechnique
Finalfitnessfuncvalue | 2() =32+ K

X =5, Branchl (X > 0) 0
Y =-3 Exception 3+ K
Executionstoppedand

returnedo searchtechnique
Finalfitnessfuncvalue| 2()=3+ K

X =5, Branchl (X > 0) 0
Y=-4 Exception 0
Finalfitnessfunc value z()=0

Table7: Grey-box FithessFunction
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5.4 Evaluation

Theevaluationhasbeenperformedusinga numberof subsystemfom theimplemen-
tation of a civil aircraftenginecontroller The evaluationexaminesthe integrationof
test-datagenerationand static techniquedor determiningexceptionfreeness.In the
final productionversionof the enginecontrollersoftware,the run-timechecksaredis-
abled.lt is thereforemportantthatthereis no possibility of arun-timeexception.The
implementationof the enginecontroller softwareis written in SFARK-Ada. Conse-
guently only Constraint  _Error exceptionsneedto beconsideredurther.

Thesubsystemaereselectedsoasto coverthe diversefunctionality of the engine
controllerin the case-studyEachof software units within eachsubsystenwastested
in turn.

e Subsystenl — Datainputandvalidationroutinesfor continuousiatatypesused
within theenginecontrollerimplementation.

e Subsysten? — Calculategparametersisedasthebasisfor controlof theengine
from validatedsensoinformation.

e Subsysten8 — Datainput andvalidationroutinesfor discretedatatypesused
within the enginecontrollerimplementation.

¢ Subsystend — Controlfunctionalityfor the fuel meteringvalve.
e Subsystend — Controlfunctionalityfor the variablestatorvanes.

¢ Subsysten® — Calculategparametersisedasthebasisfor controlof theengine
from validatedsensoinformationanddistributesto werethey areused.

e Subsysten” — Maintenancectvities.

This slice of the enginecontrollerimplementationis approximately30,000lines
of code(or approximately30% of thetotalimplementation) The subsystemfom the
enginecontrollerwerefirst passedhroughthe SFARK Examinetto extracttheverifica-
tion conditionsfor exceptionfreenessTheseverificationconditionswerethenpassed
throughthe SFADE automaticsimplifier. Thisdischagesmary of theverificationcon-
ditions. For theenginecontrollerimplementation89.2%of the verificationconditions
were dischaged automaticallyby the simplifier. This was furtherimproved by pro-
viding the simplifier with informationaboutthe compilerdependentypessuchasthe
rangesof Integer sandFloat s. With the aid of this information,a further 2.4%
of theverificationconditionsweredischaged. The simplifier performsbasicsyntactic
simplification. It waspossibleto dischageanother6.1%of the verificationconditions
by exploiting simplesemantidnformation. For example the simplifier wasnotableto
provethefollowing verificationcondition:

H1l: vara >= 0 .

H2: vara <= 6/ 5

H3: varb >= 0 .

H4: varb <= 16 .
->

Cl: vara * varb >= -214783647 /| 8192
C2: vara * varb <= 214783647 /| 8192
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Theresultsof extractingexceptionfreenesserificationconditionsandautomated
simplificationaresummarisedn Table8.

Subsystem| VCs Dischaged us- | Dischaged RemainingvCs
ing simplifica- | using sim-
tion ple semantic

information

1 141 101 26 14

2 61 61 0 0

3 232 223 7 2

4 274 239 26 9

5 136 98 26 12

6 96 63 25 8

7 1008 999 8 1

Total 1948 1784 118 46
91.6% 6.1% 2.4%

Table8: Extractionandsimplificationof verificationconditions

As aresultof the simplificationand exploitation of simple semantianformation,
lessthan 3% of the verificationconditionsremainunprosen. To shav exceptionfree-
nessof the softwareit is necessaryo dischagetheseremainingproof obligations.To
dothis, proofsneedto be constructed However, manualproof attemptscanbe effort-
intensive andthereforeextremelyexpensve, especiallyif the propertybeingprovenis
untrue. In thesecasesa proof attemptwill inevitably fail. To build confidencen the
correctnes®f the propertybeingproven, the test-datageneratiorframenork wastar-
getedto searchfor a counterexampleto the proof. Eachcheckannotationassociated
with anunprovenverificationconditionwasusedasthetargetfor test-datayeneration.

Table9 shaws theresultsof applyingthe framework to generatdest-datahatvio-
latesthe checkannotations(All verificationconditionswereautomaticallydischaged
for subsysten?2. It thereforedoesnot appeaiin thetable).

Subsystem| Numberof VCs || GA | Random|

1 14 14 1
3 2 2 0
4 9 1 0
5 12 10 10
6 8 8 8
7 1 0 0

Table9: Test-Datageneratiorfor exceptionconditions— shaving numberof counter
exampledocatedby test-datageneratiorandnumberof samples.

Subsystem 1 — the unprovenverificationconditionsfor this systemstemfrom three
subroutines.Two of thesesubroutinesarriedout basicallythe samefunction-
ality, oneat initialisation time and one during normalengineoperation. These
routinescontribute six unprovenverificationconditionseach. Test-datagenera-
tion successfullyocatedtest-datashaving theseverificationconditionscouldbe
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violatedandexceptiongaisedat run-time. The geneticalgorithmsearcHocated
test-datdor all of the verificationconditions.Therandomsearchsearchdid not
locateary test-data.In the third routine, thereweretwo unproven verification
conditions.The geneticalgorithmsearchtechniquesvas 100%successfuin lo-
catingtest-datao show thatthe associatedun-timeexceptionscould beraised.
Therandomsearchsuccessfullyocatedtest-datao showv thatoneof the verifi-
cationconditionscouldbeviolated.

Subsystem 3 — only oneroutinein this subsystentontainedunproven verification
conditions. The randomsearchfailed to successfulljocatetest-datato shav
that run-time exceptionscould be raised. However, the geneticalgorithmwas
successfuin locatingtest-data.

Subsystem 4 — the unproven verification conditionsfor this systemstemfrom two
subroutines.Thefirst of thesesubroutinesontainsa single unprovenverifica-
tion condition. Test-datagenerationvas successfulvith the geneticalgorithm
searchbut notwith therandomsearch.Thesecondsubroutinecontainseightun-
provenverificationconditions. The test-datageneratiorattemptsfor theseeight
verificationconditionsyieldedno testdata. An examinationof theimplementa-
tion shows thatdata-flav throughthe systemis suchthattheseverificationcon-
ditionscannever beviolated. While this doesnot constitutea proof of exception
freenessaninformal justificationwasconstructed.

Subsystem 5 — the unproven verification conditionsfor this systemstemfrom two
subroutines. The first of thesesubroutinescontainsten unproven verification
conditions. Both searchtechniquesvere 100%successfuln shaving thatrun-
time exceptionscould be raised. The secondsubroutinecontainstwo unproven
verification conditions. The test-datagenerationattemptsfor theseconditions
yielded no test-data.Again, an informal justification was constructedo shov
thatno test-datavaslocatedbecauséherun-timecheckscould neverfail.

Subsystem 6 — only oneroutinein this subsystentontainedunproven verification
conditions. Both searchtechniqueswere successfuln generatingtest-datato
shaw thatthe eightunprovenverificationconditionscouldbeviolated.

Subsystem 7 — oneroutinein this subsystencontaineda singleunprovenverification
condition. Thetest-datageneratiorattemptdor theseconditionsyieldedno test-
data. Again, aninformal justificationwasconstructedo shav thatno test-data
waslocatedbecausehe run-timecheckscould never fail.

As alreadystated,for the final enginecontroller systemthe run-time checksare
turnedoff. This meanghatexceptionswould notberaised,but ratherthatdatavalues
would becomeinvalid. This could have serioussafetyimplicationsfor the systemas
the enginecontrol-lavs may not be stablewith invalid data. It is thereforeof concern
thatthetest-datageneratiorsystemocatedtest-datahatraisesun-timeexceptions A
detailedinvestigationinto thesesituationsshaved that violation of the run-timerules
(and hencepotentially invalid data)was not possiblein the currentsystem. The use
of protectedarithmeticoperatorsvhich arewell-definedin the presencef divide-by-
zero, overflow and underflav preventeda numberof thesecases.However, in these
casegheresultingtest-datas still interestingoecause¢he arithmeticoperatorgeturna
mathematicallyncorrectresult.In generaljt is importantto know the situationswhen
this canhappen.
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Thephysicalvaluerangesf sensoreadinggreventedanumberof exceptioncon-
ditions occurringin practice. Also, the overflow of counters,anotherpotentialcause
of exceptions,was mitigatedagainstby global configurationdata. Figure 15 showvs
the remainingtwo verification conditionsfor the smoothsignal subprogramn Fig-
ure 14 (theirrelevanthypothese$iave beenremoved)thatillustratethesetwo typesof
potentialexceptions. Test-datavas generatedor each,illustrating that an exception
couldberaised.For exampleCount inputvalueof 100 wheneither(CurrentVal —
GoodVal) > SmoothT hresh or (GoodV al — CurrentVal) > SmoothT hresh is
true will causean exception. In practicehowever, the hardware sensorghat provide
valuesfor currentval and goodval ensurethat currentval — goodval is alwaysin
rangeandglobal configurationdataensuregount < 10.

type Reallype is delta 0.0001
range —250000.0 .. 250000.0;

type CounterPpe is range 0 .. 100;

procedure SmoothSignal

(Current\al sin Reallype
SmoothThresh 2 in RealType
Good\al 1 in out Reallype
Output\al : out RealType
Count 1 in out Counterype
CountThresh tin Counter¥pe

is
Tmpl Tmp2 : Reallype
begin
Tmpl := Current\dl — Good\al;
Tmp2 := Good\al — Current\4l;
if Tmpl > SmoothThrestor else
Tmp2 > SmoothThresh
then
Count := Count + 1;
if Count < CountThreshthen
Output\al := Good\Al;
else
Output\al := Current\al;
Good\al := Current\al;
Count := 0;
end if;
else
Output\al := Current\al;
Good\al := Current\al;
Count := 0;
end if;
end SmoothSignal

Figure14: SmoothSignalSubprogram

The useof fixed global datastoredas part of the engineconfigurationprevents
mary exceptionsfrom actually occurring. In all casesthis global datawas passed
in by the calling environmentand containedvaluessuchthat the countercould never
overflow. Thisis thecasein the smoothsignalexamplewherethe global configuration
ensureshe counteris resetafter at most9 iterations(i.e. SmoothSignal is never
calledwith CountT hresh abose9). Otherexpressionglependeadn datainterpolated
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H1: currentval >= - 250000

H2: currentval <= 250000
H3: goodval >= - 250000
H4: goodval <= 250000
->
C1l: currentval - goodval >= - 250000
c2: currentval - goodval <= 250000
H1: count >= 0 .
H2: count <= 100
->
Cl: count <= 99

Figure15: VerificationConditionsfor SmoothSignal

from staticdata-tablesThesetablesweresuchthatoverflow in the expressionsould
notoccut However, thetest-datagenerateds still usefulasthe basisof a code-reiew
to ensurethatthe global configurationdoesindeedpreventsuchdataoccurringat run-
time. For thoseverificationconditionswherethetest-datajeneratiowasunsuccessful,
proofswereattemptedIn all casesheseweresuccessfuin dischagingtheverification
conditions.

It is the lack of inter-proceduraldata-flav informationthat causegest-datao be
generatedhatthe systemitself could never generatén practice.For example,asdis-
cussedabore the SmoothSignal is never calledwith a CountT hresh greaterthan
9. However, duringtest-datagenerationwhenthe SmoothSignal subroutines con-
sideredin isolation,this factis lost. Onepossibleapproactto addresghis problemis
to usethe SFARK-Ada pre-conditionannotations Thesewould capturethe necessary
information so that the test-datagenerationcould be targetedto locating test-datato
satisfythe pre-conditionassertiorbut raisethe run-timeexception.Indeed the supply
of suchinformationallows even more of the verification conditionsto be proved au-
tomatically by simplifier. However, the constructionof suchannotationsanbe very
expensve andfor mary industrialsafety-criticalsystemghey aresimply not available
(asis the casewith the aircraft enginecontrollercodeusedin the evaluation). Even
with theseannotations|arge amountsof proof effort canbe wastedon unsuccessful
proofs[35, 21] andconsequentlyhe automatictestingapproacho gain confidencds
still useful.

Thelongestsearchime duringtheevaluationwas23 minutes hencet canbeseen
thatconfidencan the exceptionfreenesof the system(or a counterexample)canbe
gainedvery quickly andautomatically This significantlyreducegherisksandwasted
effortsinvolvedin aproofattempt.Overall,for this sliceof theenginecontrollerimple-
mentationessthantwo man-week®f effort wereinvolvedin extractingtheverification
conditions,simplifying themandthengeneratingest-data.The only remainingtask
to guaranteeexceptionfreenesss to develop formal proofsfor the remainingeleven
verificationconditions.
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5.5 Non-Functional

The problem of WCET (worst-caseexecutiontime) testingis to find test-datathat
causesxecutionof the longestpaththroughthe SUT. To allow this to be addressed
within the framawork, a measureof actualdynamicexecutiontime is usedasthe fit-
nessfunction. This removesthe stoppingcriteriapresenin the otherfitnessfunctions,
however the searchtechniquehasto be designedo stop after exhaustinga specified
amountof time or whenthe searchis makingno progressasthereis no “absolute”
stoppingcriterion.

While testingcannever give an absoluteguaranteef WCET, it doesgive a lower
boundontheWCET. Thisinformationcanbecombinedwith staticanalysigechniques
(which give anupperbound)to form a confidencanterval. TheWCET canbeguaran-
teedto fall within thisinterval. Testingand/oranalysiscancontinueuntil thisintervalis
sufficiently small. Figurel6illustratesthisidea. Staticanalysigechniqueganbeused
to obtaina guaranteedipperboundon the actualWCET. Dynamictestingtechniques
canbe usedto obtain (and progressiely improve) a guaranteedower boundon the
actualWCET. Theresultinginterval canthenbe usedto determinewhethersuficient
staticanddynamicanalysishasbeencarriedout.

Determined
WCET

Static WCET

Actual WCET a/“a’e"‘eed

CET
Interval

Dynamic WCET

Testing
Effort

Figure16: Staticanddynamicmethoddor determining?VCET

5.5.1 Evaluation

To evaluatethe effectivenesof the framework whenappliedto WCET testingit has
beentargetedat finding extremeexecutiontimesfor theaircraftenginecontrollercode
discussedbove. The controllercodeis structuredasa cyclic executive with top-level
routinesfrom eachof the major sub-system$eing calledrepeatedlyin a loop. The
evaluationinvolved targetingthe framework at four of thesetop-level routines. The
test-datgyeneratiorsystemwasexecutednthetargethardwareto allow accuratanea-
suresof the executiontime to be obtained.Figure 10 shawvs the evaluationresultsand
compareghesefigureswith thoseobtainedusinga combinedtestingandstaticanaly-
sisapproachasusedin the FADEC developmentproject. This combinedapproached
involveddynamicallyexecutingall pathsin the software. Thelongestdynamicpathis
thenfed into a staticanalysistool thataddsup the worst caseinstructiontimesfor all
instructionson this path.

Theintervalsbetweerthe obtaineddynamicandstaticWCET in theseresultsrep-
resentghe optimismpresenin the framavork’s dynamicapproactandthe pessimism
in the staticanalysismodelof the processar The dynamicWCET figures,asalready
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Top Routine | DynamicWCET | StaticWCET | Interval
(Cycles) (Cycle)

Top1l 599 692 15.5%

Top 2 189 225 19.0%

Top3 7866 10265 30.5%

Top4 1797 2218 23.4%

Table10: EngineControllerWCET Results

stated,canonly give a lower boundon the executiontime. However, this technique
canbe usedearlierin the developmentife-cycle dueto the completeautomatiorand
thefactthatit doesnotrequireall of the codeor teststo have beenconstructed.This

techniguecanbe appliedassoonasthereis codethatis ableto run, thetest-casessed
to drivethe combinedstaticanddynamicapproactarenotneeded TheseearlyWCET

figuresobtainedcanbe usedto provide confidenceahattherewill not be ary serious
timing problems.This reducegherisk of finding timing problemsright at the end of

thedevelopmentife-cycle whenary problemswill be extremelyexpensveto fix.

6 Reated Work and Conclusions
6.1 Related Work

Many techniquegor automatingthe generatiorof test-datehave beendevelopedand
reportedin the literature. Test-datagenerationtechniquescan be broadly classified
into random staticanddynamicmethods Randomtest-datayeneratorsastheir name
implies, simply randomlysamplethe input domainof the SUT. While this is easyto

automateit is problematid4] — it canbeexpensve to calculatethe expectedoutputs
for the large amountof test-dategeneratecndits uniform samplingmeanst canfail

to locatethe desiredtest-datafor particularcriteria. Statictechniquesdo not require
the SUT to be executed,but work on an analysisof the SUT. In contrast,dynamic
techniquesnvolve therepeatedxecutionof the SUT duringa directedsearctfor test-
datathatmeetthedesiredcriterion.

Figure17 shavs the majorautomatedest-datageneratiorapproachepresentedn
theliterature[5, 8, 9, 11, 20, 24, 23, 29, 30, 43, 45]. Thearrowsin thefigureindicate
theprogressiorof ideasandmethodghroughthe variousapproaches.

Statictechniquedypically usesymbolic executionto obtain constraintson input
variablesfor a particulartestingcriterion. Symbolicexecutionworks by traversinga
controlflow graphof the SUT andbuilding up symbolicrepresentationsf theinternal
variablesn termsof theinputvariables Branchesithin thecodeintroduceconstraints
on the variables. Solutionsto theseconstraintgepresenthe desiredtest-data. There
arelimitationswith this approach.lt is difficult to usesymbolicexecutionto analyse
recursion,arrayswhenindicesdependon input dataand someloop structuresusing
symbolicexecution.

Thedynamicapproacho test-datayeneratiorwasfirst suggesteth 1976[29]. This
work proposectonstructinga “straight-line” versionof the SUT andthe applicationof
functionminimisationtechniquesBranchesn the SUT arereplacedby constraintdo
createthe straight-lineversion. A functionis createdo maptheseconstraintonto a
real-value.Smallvaluesindicatethatthe constrainis closeto beingsatisfied.Function
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Figurel7: SomeApproachedo AutomatingTest-Cas®ataGeneration

minimisationtechniquesreusedto minimisethevaluesreturnedrom thesefunctions
andhencelocatetest-datalt wasnt until 1990,whenKorel [23, 24, 12] built on this,
removing the needfor the straight-lineprogramsand generatingtest-datafor more
data-typesKorel's approachusesa local searchtechniquewhich for complex search
spacesnay getstud in only locally optimal solutions,thusfailing to find the desired
test-data.As a way forward Korel suggestedhe useof heuristicglobal optimisation
techniques.Several approache$iave exploredthe useof suchsearchtechniquegor
test-datayeneratiori42, 19, 20, 32].

All of theseprevious approachesocus on generatingest-datan a narrav area.
Nearlyall focusonfunctionalpropertieswith mostselectingtest-dataisingstructural
testingcriteria. Thework presentedh this paperis theresultof aresearctprogramme
focusedon developinga generalisedramework for test-datagenerationThe aim was
to provide a framework capableof automaticallygeneratingest-datafor both black-
andwhite-boxfunctionalcriteriaandalsonon-functionalproperties The particularfo-
cushasbeentheprovisionof usefulsupportfor thetestingproblemshatarefacedvhen
developinghigh-integrity or safety-criticalsystems.The generalityof the framework
comesfrom the useof directedsearchtechniquesndin particularglobal optimisation
techniques.

Despitethe suggestediseof heuristicapproacheto structuraltest-datageneration
backin the1970429], work in thisareahasonly recentlybegunto appearThissection
providesa detailedreview of the approacheshat useglobal optimisationtechniques
for structuraltest-datageneration.The testcriterion addressedéh theseapproachess
to generatea test-datasetthat satisfiesa specifiedstructuralcoveragetestadequag
criterion.

Xanthakiset al. presenthe first applicationof heuristicoptimisationtechniques
for test-datageneratiorin the literature(sofar aswe areaware)[44]. Their approach
usedrandomtestingto generatdest-datao achieze asmuch coverageas possibleof
the SUT andthenemployed a geneticalgorithmto fill any gaps.Pathtraversalcondi-
tions for the uncoveredpartsof the SUT areextractedstaticallyanda simple genetic
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algorithmimplementations usedto find test-datédo satisfythesepathtraversalcondi-
tions. The systemalsoexploited variabledependencenformationextractedfrom the
SUT to guidethe manipulationof thetest-dataduringthe search.

Building on the work of Xanthakis, Watkins [42] proposedusing geneticalgo-
rithms againasa mechanisnfor automatictest-datageneratiorfor structuraltesting.
The processvorksby constructinga control-flow graphfor the SUT andextractingall
possiblepathsthroughthe program. A simple geneticalgorithmis thenappliedwith
the aim of achieving pathcoverage. This avoids much of the staticanalysisrequired
in the approachpresentedy Xanthakis. The fithessfunction usedby Watkinsis the
inverseof the numberof timesthata particularpathhaspreviously beentested.Thus
a paththat hasbeenvisited oftenis assigneda lower fitnessvalueto encouragexe-
cution of alternative paths.Watkinsevaluatedthe techniqguesgainsrandomtest-data
generatiorusingthe numberof uniquetestsgeneratedheforeachiesing full coverage,
asthe evaluationcriterion. Two versionsof a triangleclassificationprogramare used
in the evaluation(with andwithout a right-angledtriangle classificationcheck). The
resultsshav geneticalgorithmsto requireanorderof magnitudefewer teststo achieve
path coverageof the simpletriangle classifierand 50% fewer teststo cover the more
comple triangleclassifierwhencomparedvith randomtesting.However, it is unclear
whetherthe fitnessfunction would truly provide enoughguidanceto the genetical-
gorithmfor ary non-trivial program. The pathtakenthroughthe SUT is governedby
thebranchpredicatesHence thesebranchpredicatesontainalot of informationthat
could be exploitedin the searchfor test-data.The simplefitnessfunctionusedin this
work disregardsall this information. The evaluationof the work only shavs test-data
generatiorfor two simpleprograms— thesecontainnoloops,functioncalls,or arrays.
For suchsimple programs staticapproachesisingsymbolic executionand constraint
solvingwould be highly effective. Thereis no detailedpresentatiorof the genetical-
gorithmimplementatiorin Watkins’ work. No discussiorof encodingschemegenetic
operatorsor searchparameterss presented.Consequentlyit is not possibleto draw
ary conclusionsaboutthe decisiongaken.

Yang[45] present@&napproacho generatingest-datalirectly from a Z specifica-
tion usinggeneticalgorithms.Fromthe declaratiorpart of the Z, thetypeanddomain
of eachvariableare derived. The expressionsn the Z are consideredas a “flow of
execution” throughthe specification. Conjunctionforms sequencesnd disjunction
branches.Using this information, a tree of routes(or paths)describingthe possible
executionflow throughthe specificatioris constructed . The geneticalgorithmis then
usedto searctfor testdatathatsatisfieseachroutethroughthe expressionsThefitness
is calculatedn oneof two ways- Hammingdistancé? and comparison.For expres-
sionsf R g, whereR is arelationaloperator the fitnessis calculatedasfollows. For
theequalityoperatorthe Hammingdistancebetweenf andg is used with highvalues
indicatingalow fitness.For inequalityoperatorghe Hammingdistancebetweenf and
op(g) is usedwhereop is eitherasuccessoor predecessatependingn therelational
operator For example for f > g thefitnesswill be measuredisingthe Hammingdis-
tancebetweenf andsuccessor(g), this givesthe searcha biastowardsthe boundary
values.Again, high Hammingdistancevaluesindicatea low fitness.

The comparisormethodexploits informationcontainedn the Z expressionsThe
calculationreturnsa measuref therelative closenes$o beingtrue for the expression.
This is scaledto valuesbetweerD.0and100.0. If the expressions actuallytrue then

12The Hammingdistancebetweertwo values,d(u, v) is equalto thenumberof bit positionsin which the
bits of  andw differ.
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a fithessvalue of 100.0is alwaysreturned. This featureprovidesa highly efficient
stoppingcriterionfor the searchprocessi.e. the searchcanbeterminatedvheneera
fitnessof 100.0is located.

The resultspublishedin Yangs work were limited to two small Z specifications
for the triangle classificationproblemand a quadraticequationsolver. Only a small
subsebf Z is usedin thesespecificationswith all predicatedeingsimplerelational
expressions. The work givesno indication of how test-datamight be generatedor
largerZ specificationsespeciallyif morecomplex predicatesxpressionsareused.

Jonesetal. have publisheda seriesof paperd19, 18, 20] extendingYang's work
andallowing geneticalgorithmsto be appliedto structuraltestingof software. In par
ticular, branchcoverageof Ada programss consideredln this work, theinformation
containedin the branchpredicateds exploited in the calculationof test-datdfitness.
The approactinvolvesexecutinganinstrumented/ersionof the SUT. Theinstrumen-
tationis addedin orderto dynamicallycalculatethe fithessvalueduring programexe-
cutionfor the giventest-data-The instrumentationnsertsfunction callsto threetypes
of functions.

CHECKINGBRANCHunctionsare addedat the startof eachbasic-blockin the
SUT. Thesefunctionsregisterwheneachbasic-blockhasbeenexecuted.

LOOKINGBRANCHunctionsareaddedfollowing eachconditionalbranchin the
SUT. Thesefunctionsexploit the information containedin the branchpredicateand
calculatethefitnessvalueof the currenttest-dataThey functionasfollows:

¢ If thecurrenttest-datdhasexecutedhedesiredoranch thefitnessis setto ahigh
value.

¢ If asiblingnodewasrequiredto beexecuted(i.e. the currenttest-datehastaken
anundesiredranch)thefitnessis relatedto the branchpredicate Two different
fithessfunctionswere evaluatedin this work. The first calculatedthe fithess
accordingto the Hammingdistance. For example,if the branchpredicateis
X <0, thefitnesswould be setaccordingto the HammingdistancebetweenX
andsucc(0).Thesecondiusedthereciprocalof the numericaldifferencebetween
the operandf the relationalexpression.For example,againusingthe branch
predicateof X < 0, the fithesswould be calculatedas the reciprocalof the
distancebetweenX and succ(0). The aim is to guide the searchto test-data
wherethe sibling nodewill be executed,i.e. whereX > 0. The succ(0) is
usedto biasthetest-datageneratiorto be ascloseaspossibleto the sub-domain
boundary

o If neitherof theaboveis relevant,thefitnessis setto alow value.

LOOKINGBRANCH_OOPfunctionsareaddedfollowing loop constructsThefit-
nessin this caseis relatedto the differencebetweenthe actualand desirednumber
of iterationsof the loop. Additional loop countervariablesare addedto the SUT to
monitortheloop iterations.

Thisfitnessfunctiongivessignificantlymoreguidancehanthatproposedy Watkins.
Giventhe simpleprogramshown in figure 18, assumehatthefalsebranchhasalready
beenexecutedonceandthe searchs attemptingto locatetest-datéor thetrue branch.

Tabell11 shows thefitnessvaluesfor varioustest-datausingWatkins’ fithessfunc-
tion andthereciprocalof the numericaldifferencefitnessfunctionusedby Jones.

This clearly shows the additionalguidanceprovided by Jones’fitnessfunction.
As the value of X getscloserto causingthe branchpredicateto be true, the fitness
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function F (X, Y : Integep) is
begin
if X > 0 then
return Y / X;
else
return Y,
end if;
end F;

Figurel8: Simpleprogram

X | Y [ Watkins | Jones

-100| 1 1 0.0099

-10 | 1 1 0.0909
0 1 1 1
1 1 00 00

Table11: Comparisiorof Watkins’ andJonesfitnessfunctions

value increases. This helpsto guide the searchto suchtest-datawhereaswith the
simpler fithessfunction proposedby Watkins, the fithessvalue remainsunchanged
until thebranchpredicatesvaluatego true. Consequentlythefitnessfunctionprovides
no guidanceon how to getto suchtest-data.

Jones'work alsoconsidersa numberof implementatioraspectf the genetical-
gorithmsthemseles. Thesewere not discussedn detail by Watkinsor Yang. Gray
code,sign andmagnitudeandtwos complemenbinary encodingsof the test-dataare
evaluated.Theresultsshav Graycodeto give betterguidancegspeciallywhenthetest-
datais dominatedby integervariables.This is dueto the factthattwo valuesclosein
theintegerdomaincanhave very differentbinary representation twos complement
andsignandmagnituderepresentationsiakingit difficult for the geneticalgorithmto
move betweerthem. In contrastsuccessie integervaluesonly differ by the negation
of asinglebit whenusinga Gray coderepresentation.

An evaluationis presentedn Jones'work usinga collectionof smallprograms—
atriangleclassifieraremaindercalculatoralinearsearchabinarysearchaquick sort
anda quadraticequationsolver. Branchcoverages achievedfor all of theseprograms
with significantlyfewer teststhanrequiredby purelyrandomtesting(up to two orders
of magnitude).

Although the work of Joneset. al advancesthat of both Xanthakisand Watkins
by exploiting informationin thebranchpredicatestherearestill limitationsandweak-
nessesTheseareasfollows:

1. The fitnessfunction fails to recognisethe successfulbutcomeof conditional
branchegprior to an undesiredbranch. For example, considerthe path P =
(i, 4, k,1). Test-datahatfollows a sub-path(i, 5, k) beforetaking anundesired
branchis betterthantest-datehatfollows a sub-pathi) beforetakinganunde-
sired branch. However, this is not capturedby the fitnessfunction which only
exploits theinformationavailableat branchpredicateshatfail.
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2. Thecalculationof thefitnessfunctionfor loop iterationsis only basecnthede-
siredandactualnumberof iterations.More guidancecould be gainedby incor-
poratingknowledgeof the loop-predicatdtself, just asusinginformationfrom
thebranchpredicatesmprovesthelevel of guidance.

3. Thefitnessfunction aspresentednly works with simple branchpredicateof
theform X RY, where® is a relationaloperator More complex expressions
have to bebrokendown into nestedsequencesf conditionbranchstatements.

4. Binaryencodingof thedata-typeg&anleadto invalid bit patterngdeingproduced
by the cross@er and mutationoperators.For example,an integer with a legal
rangefrom 0 to 100 might be representedn 8 bits and hencecrosswer and
mutationcaneasilycausebit-patternghatareoutsideof thevalid range.

5. In additionto the invalid bit patternsthereis alsothe problemof information
losswhenapplyingthe geneticoperatorgo the binary strings.

In arecentpaperby Pamgaset al. [32] anapproachs presentedhataddressethe
first two of theseproblems. Again, the work targetsthe generationof test-datafor
structuraltestingcriteria. A control dependencgraphfor the SUT is utilised in the
calculationof test-datditness. In a control-dependencgraphnodesrepresenbasic-
blocksand edgesrepresentontrol dependenciebetweerbasic-blocks.A nodeY is
controldependenbnanode X (whereX containsa conditionalbranch)if thereach-
ability of nodeY is dependenbn the conditionalbranchin X. Figure 19 shavs an
exampleprogramwith its control-flov graphandcontroldependencgraph.

procedure Example is
i, j, k: Integer
begin
Read (i, j, k)
if (i <j) then
if (j < k) then
i=k;
else
5. k:=1i;
end if;
end if;

PwnE

6. Process (i, j, K);
end Example;

Figure 19: Exampleprogramwith associateccontrol-flov and control-dependence
graphs

The fithessof test-datas evaluatedby comparingthe statementexecutedusing
the test-datao the desiredpaththroughthe control-dependencegraph. For example,
considerthe problemof locatingtest-datao executestatemenb in the examplepro-
gram. The control-dependenagraphindicatesthatthe path{S(T"),2(T'), 3(F’)) needs
to be executed.Test-datds assigned fitnessvalueaccordingo how muchof this path
it executes.For example,test-datathat executesthe path (S(T'), 2(T"), 3(T")) will be
assigned higherfitnessthantest-datahatexecuteshepath(S(7'), 2(F)).

Thisapproachaddressethe problemsl, 2 and3 above. Problemsl and2 areover-
comeby exploiting theinformationcontainedn the control-dependenagraphandby
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relatingfitnessto the numberof successfubranchexecutions.Problem3 is addressed
by not explicitly consideringhe structureof the branchpredicates However, aswith
Watkinswork, thisfailureto exploit theinformationcontainedn branchpredicatese-
sultsin insufficientguidanceor the searchtechniqueto locatethe desiredest-datdor
all but the simplestof programs.Problems4 and5 arenot addresseth Pargas’work
andindeedthe geneticalgorithmimplementationpresentedtontinuesto suffer from
theseproblems.

6.2 Conclusions

Marny of the approacheor automatedsoftware test-datageneratiorpresentedn the
literatureareinflexible or have limited capacity In constrastpptimisationtechniques
offer a flexible andefficient approacho solving complex problems.To allow the op-
timisation basedframenork to generateest-datafor a specifictestingcriterion it is
necessarynly to devise a suitablefitnessfunction. This paperhaspresentedhe re-
sults of threeindustrial scalecase-studies— specificationfailure testing, exception
conditiontestingandWCET testing.

The resultspresentedn this paperare extremely encouraging. They shav that
the search-baseframawork for test-datagenerationhasbeenable to automatically
generataisefultest-datdor realindustrialtestingproblemsusingrealindustrialcase-
studies.Throughthe completeautomatiortheaimis to allow this targettedtestingfor
errorsto be appliedto build confidencen the desiredpropertiesof the software. It is
hopedthatthis will ultimately reducethe costsassociatedvith traditionaltestingand
prooftechniquesy reducingthe numberof errorsthey find.

An importantfactis thatthe frameawork tools provided to supportthis automated
test-datageneratiomeednotbeof high-integrity evenwhentestingsafetycritical code.
They canbeviewedassimply generatingest-datahatcanbechecledby othermeans,
i.e. useof a suitabletest-harnesso checkthat the generatedest-datadoesin fact
causehedesiredexception.Thisis importantasthe algorithmsarestochastiandit is
extremelydifficult to reasorabouttheir efficacy for applicationto arbitrarycode.Also
mary of thetestcriteriarequirethe executionof aninstrumentedrersionof the SUT.
Thevalidity of testingtheinstrumenteatodeis problematidor safety-criticalsystems.
Again, the generatedest-datacanbe checledby trustedmeango avoid this problem.

6.3 Further Work

Optimisationtechniquesvill neverbeableto guarante¢heirresult$. However, it may
be possibleto devise softwaremetricswhich cangive guidancein anumberof areas-
to suggestvhich optimisationtechniquewill give thebestresults;to suggessuitable
parametevaluesfor theoptimisationtechniquesandalsoto giveanindicationasto the
likely quality of theresult. Thereremainsa large numberof test-dataselectioncriteria
worthy of consideration.For eachcriterionit is only necessaryo devise an fitness
functionwhich givesthe searchprocesssufficient guidance.This allows virtually any
testingcriteriato beincorporatednto the samegeneralisedramework, althoughonly
timewill tell if thetechniquesve have describecherearealwaysso effective.

13ror example,if optimisationfails to find test-datallustrating a specificatiorfailure thatdoesno imply
thatthe softwaremustbe correct,it simply meanghatthe searchailedto find ary suchfailures.
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