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Abstract

This paperpresentsthe resultsof a threeyear research program to developan auto-
matedtest-datageneration framework to supportthetestingof safety-criticalsoftware
systems.Thegenerality of theframework comesfromtheexploitationof domaininde-
pendentsearch techniques,allowing new testcriteria to beaddressedby constructing
functionsthat quantifythe suitability of test-dataagainstthe test-criteria. Thepaper
presentsfour applicationsof theframework—specificationfalsificationtesting, struc-
tural testing, exceptioncondition testingand worst-caseexecutiontime testing. The
resultsof threeindustrial scalecase-studiesarealsopresentedto showthat theframe-
work offersusefulsupportin thedevelopmentsafety-criticalsoftwaresystems.

1 Introduction

Softwaretestingis anexpensiveprocess,typically consumingat least50%of thetotal
costsinvolved in developingsoftware [4], while addingnothing to the functionality
of the product. It remains,however, the primary methodthroughwhich confidence
in softwareis achieved. Automationof the testingprocessis desirableboth to reduce
developmentcostsandalsoto improvethequalityof (or at leastconfidencein) thesoft-
wareundertest(SUT).While automationof thetestingprocess– themaintenanceand
executionof tests– is takingholdcommercially, theautomationof test-datageneration
hasyet to find its way out of academia.Ould hassuggestedthat it is this automation
of test-datagenerationwhich is vital to advancethestate-of-the-artin softwaretesting
[31].

This paperpresentsthe resultsof a threeyear researchproject focusedon test-
datagenerationfor safety-criticalsoftwaresystems.Thespecificfocusof the project
wasto investigatetechniqueto validateaircraft full authoritydigital enginecontroller
(FADEC) software.Dueto differentrequirementsfrom differentaircraftsandairlines
FADEC softwareundergoesa largeamountof change.Thecostsof reverificationas-
sociatedwith this changeis extremelylarge. Thegoal of this projectwasto develop
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automatedtestingsupportto reducethis cost,while maintainingor improving quality.
Theaimwasto developtechniquesthatallowedtest-datato begeneratedautomatically
for many differenttestingcriteria,providing usefulautomatedsupportfor real indus-
trial FADEC testingproblems.Thetechniquesdevelopedin thisprojectaddresstesting
problemsthatareapplicableto othersafety-criticalsoftwaresystemsasdemonstrated
by thenuclearprimaryprotectioncase-studypresentedlaterin this paper.

The framework is basedon the applicationof directedsearchtechniquesand, in
particular, geneticalgorithms1. A testcriterioncanbeaddressedwithin theframework
by providingafitnessfunctionthatprovidesaquantitivemeasureof test-datasuitability
for thattestcriterion.Thispaperpresentsseveralapplicationsof theframework.

Section2 outlineswhy safety-criticalsoftwareneedsto be testedandalso intro-
ducesthepropertiesof interestduring testing.Section3 providesa brief introduction
to geneticalgorithmto provideenoughcontext for this work. Section4 introducesthe
test-datagenerationframework that hasbeendevelopedduring this researchproject
anddescribesthesupportingprototypetool-set.Section5 presentsa numberof appli-
cationof theframework alongwith evaluationscarriedout usingreal industrialexam-
ples.Section6 drawssomeconclusionsandpresentsasummaryof therelatedtest-data
generationwork from theliterature.

2 Safety-Critical Systems

A safety-criticalsystemis a systemwhosefailure canleadto injury or lossof life2.
Safety-criticalsoftwareis any softwarethatcandirectly or indirectly contributeto the
occurrenceof a hazardousstatein a safety-criticalsystem3. A hazardousstateis a
conditionof a systemthat, togetherwith otherconditionsin the environmentwill in-
evitably resultin anaccident[25]. Thegoal in developingsafety-criticalsystemsand
softwareis to ensurethattherisk of accidentsis acceptable.

2.1 Properties of interest

Verification activities traditionally focus on the functional correctnessof software.
However, for safetycritical systemsthis is insufficient. Not all softwareerrorscause
hazardsandnot all softwarethat functionsaccordingto its specificationis safe[25].
Therefore,thegoalof verificationfor safety-criticalsystemsis to verify notonly func-
tional correctness,but alsoadditionalpropertiesconcernedwith thesafetyof thesoft-
ware.

2.1.1 Functional properties

Functionalcorrectnessverificationis concernedwith showing theconsistency between
theimplementationandits functionalspecification.Mostverificationtechniquesfocus
on this aspectand indeedthe majority of industrial verification effort is devoted to
functional correctness.Dependingon the requiredintegrity, evidenceof functional

1The framework hasalsobeenusedto evaluatetheperformanceof differentsearchtechniques,genetic
algorithms,simulatedannealing,steepestdescent.

2Sometimesthedefinitionof safety-criticalis extendedto includesystemswhereafailurecanleadto loss
or damageto property, theenvironmentandeconomy.

3This definition is often divided suchthata systemthatdirectly contributesto a hazardstateis termed
safety-critical.Softwarethatcanonly indirectlycontribute to ahazardstartis termedsafety-related.For the
purposesof thispaper, this distinctionis unimportantasbothclassesof systemsrequiretesting.
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correctnessrangesfrom formal proofsof correctnessto achieving measuresof code
coverageduringfunctionaltesting.

Thegoalof achieving a specifiedmeasureof white-boxstructuralcoverageduring
unit testingis themostprevalentcriterionusedby industryfor theverificationof func-
tional properties.Typically, morethan60%of thetestingeffort is devotedto this type
of testing.

2.1.2 Real-time properties

A large proportionof safety-criticalsystemsarerequiredto interactwith their envi-
ronment— monitoring the environmentthroughthe useof sensorsand controlling
hardwarein responsethroughthe useof actuators.In many cases,the correctnessof
this interactionreliesnotonly onfunctionalcorrectness,but alsotemporalcorrectness.
In suchasystem,aresultthatis latemayhavethepotentialto causehazardousstatesin
thesystem.Thesetypesof systemsareknown ashardreal-timesystems.While notall
hardreal-timesystemsaresafety-critical,mostsafety-criticalcontrolsystemsarehard
real-timesystems.

A fundamentalpropertyof hard real-timesystemsis the Worst-CaseExecution
Time(WCET)of thesoftware.TheWCETprovidesaboundon themaximumamount
of computingresourcerequiredby a givenpieceof software.Evaluatingthis property
is a prerequisiteof higher-level real-timeanalysistechniquessuchasschedulability
analysis[6].

A typical industrialapproachto determineWCETinformationis to re-usethefunc-
tional test-data.In practice,this is little betterthanrandomtesting. Test-datachosen
to exercisedifferentaspectsof functionality will not necessarilybe bestsuitedto ex-
ercisingdifferentaspectsof timing behaviour. Additionally, re-usingthe functional
test-datapreventsearlydeterminationof WCET asthe functionaltestsareoftenonly
availablelatein thedevelopmentlife-cycle. This exposestheprojectto greatrisk. Po-
tentialtiming problemsarediscoveredlatein thelife-cycleoncea softwaredesignhas
beencommittedto. Consequentlythecostsof fixesareextremelyexpensive.

2.1.3 Safety constraints

As alreadydiscussed,verificationof the functionalcorrectnessof softwareis not suf-
ficient for safety-criticalsystems.Verificationmustalsoaddressthepossibilityof the
softwarecontributing to hazardoussystemstates.By tracinghazardoussystemstates
into the software during the design,safety-invariantson the software can be estab-
lished.Onetechniquefor achieving this is SoftwareFaultTreeAnalysisintroducedby
LevesonandHarvey [26].

2.1.4 Exception conditions

In languagessuchasAda [16], therearepre-definedexceptionsassociatedwith run-
timeviolationof thelanguagerules(for examplenumericoverflow, divide-by-zeroand
out-of-boundserrorsfor typesandarrays). The compiler is responsiblefor inserting
specialrun-timechecksinto thegeneratedobject-codeto detecttheseconditions.How-
ever, in safety-criticalsystems,theserun-timechecksareoftendisabledto reducethe
complexity of the generatedobject-code,but it is only safeto disabletheserun-time
checksif it canbeshown thatthey will never fail, i.e. therun-timelanguageruleswill
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notbeviolated.Indeed,evenfor languagesthatdonotdefinesuchrun-timerules,such
asC andC++, thecontrolalgorithmsmayonly besafein theabsenceof sucherrors.

A typical industrialapproachto thisproblemis to providespecialmathematicalop-
eratorsthatarewell-definedunderat leastsomeof theseerrorconditions,for example
a saturatingdivide routineanda truncatingadditionroutine. The control algorithms
are thendesignedto be safein the presenceof theseextendedoperators.However,
this only addressesa subsetof thepotentialrun-timeerrors— divide-by-zeroandnu-
meric underflow andoverflow. Functionaltestingis typically relied uponto provide
confidencein theabsenceof out-of-boundserrorsfor variablesandarrays.

2.1.5 Meeting assumptions

Whendevelopingsoftwarecomponents,assumptionsareoftenimplicitly maderegard-
ing the calling environment. It is important that theseassumptionsare met by the
systemasthe behaviour of softwaremay not be well definedoutsidetheseassump-
tions. For example,this cancauseparticularproblemswhenre-usingsoftware.There
areseveral documentedcasesof softwarere-useleadingto accidentsbecausethe as-
sumptionsmadeduringtheinitial developmentwerenotsatisfiedat thepointof re-use
[25] — re-useof Ariane 4 softwareon Ariane 5, UK re-useof US air traffic control
softwareandUS F-16softwarere-useon anIsraeliaircraft.

2.2 Why test safety-critical systems?

Thereare two typesof analysisthat can be usedto verify propertiesof interest—
staticanddynamic. Staticanalysisinvolvesthe constructionandanalysisof an ab-
stractmathematicalmodelof thesystem.Theanalysisis performedwithout executing
the software undertest(SUT), but ratheron this abstractmodel. Analysisof the ab-
stractmodelenablesgeneralconclusionsto bemadeaboutpropertiesof theSUT and
consequentlycanbe saidto be morecompletethandynamicanalysis.Naturally, the
questionarises‘if staticanalysisis morecompleteandenablesgeneralconclusionsto
bedrawn regardingthepropertiesof interest,what is theneedfor dynamicanalysis?’.
The first point to noteis that staticanalysisis not analysingthe real SUT, but rather
an abstractmodel of the SUT. Hence,thereis a possibility that the constructionof
theabstractmodelhidesanundesirablepropertyfrom thestaticanalysis.In contrast,
dynamicanalysis(testing)involvesexecutingthe actualSUT andmonitoring its be-
haviour. While it is not possibleto draw generalconclusionsfrom dynamicanalysis,
it doesprovide evidenceof the successfuloperationof the software. It alsoprovides
evidenceof the correct functioning of the compiler and hardware platform. These
elementsarerarelymodelledfor staticanalysisandconsequentlyany errorsthey intro-
ducego undetectedduringstaticanalysis.Thereis alsoevidencethatmany problems
arisebecausethe requirementsarewrong. Testingoffers a powerful weaponagainst
requirementserrorsasit allows the dynamicbehaviour of the systemto be explored
andpresentedto theend-userin orderto validatetherequirements.

A survey of the literature(seesection6.1) shows thereto bemany techniquesfor
automatingthegenerationof test-data.However, theseapproachesto test-datagener-
ation focuson generatingtest-datain narrow areas.Themajority focuson functional
propertieswith mostgeneratingtest-datafor structuraltestingcriteria. As discussed,
testingis requiredto examinemany properties,consequentlytheapproacheslimited to
singletestingstrategieswith no clearpathfor generalisationoffer limited supportto
theindustrialtestengineer. In contrast,this projecthasdevelopeda generalextensible

4



framework for test-datageneration.This framework offersa clearpathfor extension
to supportthe testingof new propertiesof interest. The approachtaken exploits the
restrictionsplacedonthedesignandimplementationof safety-criticalsystemsto make
this possible:

� Small modules— a safety-criticalsoftwaresystemis typically decomposedin
a top-down mannerinto a collection of subsystems.Eachsubsystemis then
further decomposedinto a collection of units. The search-basedapproachto
test-datagenerationtakenin thisprojectinvolvesrepeatedexecutionof theSUT.
Consequently, it is importantthattheexecutiontimeof theSUTdoesnotmakeit
intractableto executetheSUT repeatedly. During theevaluationof this project,
the test-datagenerationframework hasbeenappliedboth to units andsubsys-
tems,however the maximumexecutiontime of the SUT hasnever exceededa
few tensof milliseconds.

� Restricteddatatypes— safety-criticalsoftware is typically restrictedto using
scalardata-typesandcompositetypesbuilt from scalardata-types(suchasarrays
andrecords).Thequantitiveevaluationof test-dataperformedby theframework
in its searchfor desirabletest-dataexploits this restriction.It would thereforebe
difficult to developeffectivesupportfor complex dynamicdatatypes.

� Simpledesignstructure— thedynamicsearch-basednatureof thetest-datagen-
erationframework is only tractableif restrictedsearchesareperformed.It would
be too computationallyexpensive to conductan exhaustive searchfor test-data
astheSUT maytypically have anextremelylargeinput domain.Consequently,
thecomplexity of the searchproblemwill affect the ability of the searchto lo-
catetest-data.The simpledesignstructuresusedin safety-criticalsoftwareare
imposedto constrainthe complexity of software testingandanalysis. This in
turn limits thecomplexity of thesearchproblemto allow thetest-datageneration
framework to generatethedesiredtest-data.

3 Genetic Algorithms

Heuristicglobaloptimisationtechniquesaredesignedto find goodapproximationsto
the optimal solution in large complex searchspaces.Generalpurposeoptimisation
techniquesmakeveryfew assumptionsabouttheunderlyingproblemthey areattempt-
ing to solve. It is this propertythatallowsa generaltest-datagenerationframework to
be developedfor solving a numberof testingproblems.Optimisationtechniquesare
simply directedsearchmethodsthataim to find optimal valuesof a particularfitness
function(alsoknown asa costor objective function). Within the framework, random
search,hill-climbing search,simulatedannealing[22] andgeneticalgorithms[13] have
beenimplemented.This paperfocuseson the useof geneticalgorithmsfor test-data
generation.

Geneticalgorithmsweredevelopedinitially by Holland et al. in the 1960sand
1970s[13]. They attemptto modelthenaturalgeneticevolutionaryprocess.Selective
breedingis usedto obtainnew samplesolutionsthathavecharacteristicsinheritedfrom
eachparentsolution.Mutationintroducesnew characteristicsinto thesolutions.

Geneticalgorithmswork by maintaininga populationof samplesolutionseachof
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whosefitness4 hasbeencalculated.Successivepopulations(known asgenerations) are
evolved usingthe geneticoperationsof crossover (selective breeding)andmutation.
Theaim is that throughtheuseof thegeneticoperationsthepopulationwill converge
towardsaglobalsolution.

From an initial populationof randomlygeneratedsolutions,the fitnessof each
solutionis calculated(detailsof how thefitnessfunctionsareconstructedarepresented
in section5). Usingthisinformation,membersof thepopulationareselectedto become
parents.

Oncetheparentshavebeenselectedthey needtobecombinedto form theoffspring.
This is achieved using the crossover operator. The aim of crossover is to produce
offspringthatcombinethebestfeaturesfrom bothparentsto resultin afitter offspring.
A numberof theoffspringarethenmutatedto introducediversityinto thepopulation.

A new generationis thenselectedfrom theoffspringandold population.An outline
of thegeneticalgorithmsearchprocessis shown in figure1. Moredetailedinformation
on usinggeneticalgorithmsto addresssearchproblemscanbefoundin [34].

procedure GeneticAlgorithm is
begin
INITIALISE (Current Population);
CALC FITNESS (Current Population);
loop

SELECT PROPECTIVE PARENTS;
CROSSOVER (Parents, Offspring)
MUTATE (Offspring)
CALC FITNESS (Offspring);
SELECT NEW POPULATION

(Parents, Offspring);

exit when STOP CRITERION;
end loop;

end GeneticAlgorithm;

Figure1: GeneticAlgorithm

4 Framework for Test-Data Generation

4.1 Introduction

Test-dataselection,andconsequentlygeneration,is all aboutlocatingtest-datafor a
particulartestcriterion. For many softwareproperties,thereis the conceptof good
test-data(test-datathat is betterfor the specifiedpurposethansomeother test-data)
henceit is possibleto providesomemeasureof thesuitabilityof giventest-dataagainst
the test criterion. Typically, it is the software tester’s responsibilityto find the best
test-datafor the given testingcriterion within particularconstraints(often time or fi-
nancial). However, locating suitabletest-datacan be time-consuming,difficult and
henceexpensive.

Often,test-datarequiredby acriterioncanbeexpressedasaconstraintthatmustbe

4Fitnessprovidesa quantitive measureof a solution’s suitability for theproblemat hand.This is calcu-
latedusinganfitnessfunctionthatmapssolutionsto fitnessvalues
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satisfiedat a particularpoint in theSUT’s execution5. Thesoftwaretesteris required
to developtest-datato satisfythetestconstraint(or constraints).Thetestconstraintis
derivedfrom thespecifictestcriterion.Hence,it mightrepresenttheconditionto cause
the executionof a specificbranchin the SUT, be derived directly from the software
specificationor be targetedtowardsa specificpropertyof interestin the SUT. Any
giventest-datawill eithersatisfythetestconstraintor not. To beableto applydirected
searchtechniquesto automatethisgeneration,thedistinctionneedsto beblurred.This
is the role of the fitnessfunction. It needsto return good valuesfor test-datathat
satisfy(or nearlysatisfy)the testconstraintandpoor valuesfor test-datathat are far
from meetingthetestconstraint.At thepoint (or points)in theSUT’sexecutionwhere
the test constraint(or constraints)is requiredto be true, the fitnessfunction routine
is calledto evaluatethesuitability of the currenttest-data6. This ideais illustratedin
figure2.

SUT

Test
Constraint
A <= 30

Inputs

Outputs

procedure F
  (W : in     Unsigned_Byte_Type;
   X : in out Altitude_Type;
   Y : in out Fault_Code_Type;
   Z : in     Unsigned_Byte_Type)
is
   A : Unsigned_Byte_Type;
begin
   A := Interpolate (W, Z);
   if A <= 30 then
      X := 0;
      if Y = AFlt then
         Y = SFlt;
      else
         Y = LFlt;
      end if;
   else
      if X < Altitude_Type’Last then
         X := X + 1;
      end if;
   end if;
end F;

W X Y Z

X Y

A = 100

A = 35

A = 30

z(A=100) = 70

z(A=30) = 5

z(A=30) = 0

Feedback to
directed search
technique

Figure2: Testingasanoptimisationproblem

An importantconsequenceof thedirectedsearchapproachbeingdynamic(i.e ac-
tually executingtheSUT) is that thefitnessfunctionroutineshave accessto all infor-
mationthatis availableat run-time.This includesthevaluesof all localvariablesat the
specificpoint of interestin theSUT’s execution.Exactlyhow theSUT transformsthe
inputtest-datavaluesto variablevaluesatthepointof thetestconstraint,andultimately
to outputvalues,doesnot needto be known. This is highly advantageousasit is not
necessaryto employ complex, andtypically incomplete,analysisin orderto determine
theserelationships.Theseanalysistechniques(e.g. symbolicexecution)areoftenthe
sourceof lackof generalityin staticapproachesto test-datageneration.

5More generally, it canbeconsideredasoneor moreconstraintseachof which mustbetrueat specified
pointsin theSUT’sexecution.This includesprior, postandarbitrarymid-pointsduringtheexecution.

6Whentestconstraintsareinternalto theSUT, instrumentationisusedto insertcallsto thefitnessfunction
calculationroutines.
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4.2 Genetic algorithms for test-data generation

Geneticalgorithmsprovideapowerfulgeneralpurposesearchtechnique.Many aspects
of a geneticalgorithmimplementationareindependentof thespecifictestcriteriaand
can,onceimplemented,remainfixed,thushelpingto reducetheeffort requiredto target
new testcriteria. Whereappropriate,the framework implementationof the problem
specificaspectsof thesearchtechniqueshavebeentakenfrom theliterature.However,
it hasprovednecessaryto deviatefrom someof theexistingapproachesfor thereasons
discussedbelow.

4.2.1 Solutions and solution space

Geneticalgorithmsare directedsearchtechniquesthat explore a solution space,at-
temptingto locatesolutionsthat give (near)optimal valuesof an fitnessfunction. In
orderto applygeneticalgorithmsto test-datageneration,thesolutionspacerepresen-
tationmustbeconsidered.

A solutiontoatest-datagenerationproblemisaninputvector�������
	��
�����������
������� .
Theseindividualsolutionsareselectedfrom � , theinputdomainfor theSUT. Thusthe
solutionspacefor atest-datagenerationproblemis representedby theinputdomainfor
theSUT.

An input vector is a collectionof datavaluesderived from the data-typesof the
underlyingprogramminglanguageusedfor theSUT. TheAdaprogramminglanguage
[2, 16] is commonlyusedfor thedevelopmentof safety-criticalsoftwaresystemsand
hasthereforebeenusedas the SUT implementationlanguagethroughoutthis work.
Ada allows compounddata-typesin theform of arraysandrecords.Thesecansimply
bebrokendown into collectionsof themorebasicdata-typesresultingin anunchanged
definitionof solutionsandthesolutionspace.

4.2.2 Genetic algorithms implementation

Traditionally, geneticalgorithmsusea binary encodingof the solutions. This stems
from thehistoricaldevelopmentof geneticalgorithms.Holland’swork focusedon the
useof binary encodingsdrawing an analogybetweenthe individual bits andthe role
of chromosomesin naturalevolution. The developmentof schematheory[13] gave
a theoreticaljustification for the useof binary encodings.Holland usedschemasto
describea geneticalgorithm’s ability to performan implicitly parallel searchof the
solutionspace.Schematheoryshows thatabinaryencoding,whencomparedto larger
alphabetencodingswith thesameinformationcarryingcapacity, containmoreschemes
andthereforeprovidea greaterability for parallelsearchof thesolutionspace.

It is now becomingwidely acceptedthatbinaryencodingsof thesolutionspaceare
inferior comparedto morenaturalsolutionspacerepresentations[28]. Using a natu-
ral encodingschemecangive significantperformanceimprovements[17], removing
theoverheadsof encodinganddecoding.However, asa consequence,new implemen-
tationsof the geneticoperatorsarerequiredto operateon the selectedrepresentation
[10].

Theapplicationsof geneticalgorithmsto test-datagenerationpresentedin theliter-
atureusebinaryencodings[44, 42, 19, 18, 20]. However, for test-datageneration,three
problemscanbe causedby usingbinary encodings— disparitybetweenthe original
andencodedsolutionspace,informationlossandinformationcorruption.

The spatialdisparity can causeproblemsas solutionsthat may be closeto one
anotherin the solutionspacecanendup far apartin theencodedsolutionspace.For
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example,a simplebinary representationof the integer 31 is 0 1 1 1 1 1. In the
original solutionspace31 and32 areclosetogether. However, in thebinaryencoding
of thesolutionspace32 is representedas1 0 0 0 0 0. In this example,all six bits
have to changeto get from onesolutionto another. Clearly, mutationandcrossover
aregoing to find it difficult to causethe move betweenthesetwo solutions,in effect
causingthemto appearfar apartin the geneticalgorithm’s view of the searchspace.
This canleadto a searchthat hasdifficulty converging andasa consequenceis less
efficient. It can also make it more difficult to designfitnessfunctionsthat provide
sufficientguidanceto thesearchprocess.

Graycodehasbeensuggestedasa solutionto theproblemof thespatialdisparity
[7] andhasbeensuccessfullyusedin test-datagenerationby Jones[18]. However, the
useof Graycodedoesnot help for non-numerictypessuchasenumerationtypesand
the overheadof encoding/decodingcanhave a significantimpacton the efficiency of
the search.Also, Gray codedoesnot eradicatethe problemof information lossand
corruption.

Informationlossarisesbecausethebinarystringis typically consideredasa single
entity. Indeed,this is thecasefor thegeneticalgorithmtest-datagenerationapproaches
presentedin the literature. However, in test-datageneration,particularly for safety-
critical software,this cancauseproblems.This is becauseinformationaboutthe pa-
rameterboundariesin thebinarystring is lost causingthecrossover operatorto result
in aneffect somewhatsimilar to mutation.This is illustratedin figure3.

: Integer range 0 .. 255;
: Integer range 0 .. 40000;
: Enumeration (SFlt = 0, LFlt = 1, AFlt = 2);
: Integer range 0 .. 255;

W
X
Y
Z

P1:

P2: 0 0 0 0 1 1 1 0
W = 14

W = 131
1 0 0 0 0 0 1 1

X = 35,000

X = 12,000

Y = SFlt

Y = AFlt

0 0 0 0 0 0 0 0

0 0 0 0 0 0 1 0

0 1 0 0 1 0 0 0

0 1 0 1 1 1 1 0

Z = 72

Z = 94

Crossover Point

W = 131
1 0 0 0 0 0 1 1

X = 34,976 Y = AFlt
0 0 0 0 0 0 1 0 0 1 0 1 1 1 1 0

Z = 94
O:

1 0 1 1 1 0 0 01 0 0 0 1 0 0 0

1 1 1 0 0 0 0 00 0 1 0 1 1 1 0

1 01 0 0 0 1 0 0 0 1 0 0 0 0 0

Figure3: Informationlosswith binaryencoding

Thedesiredeffect of crossover is to combineinformationfrom bothparentsin an
attemptto produceanoffspringwith animprovedfitnessfunctionvalue.In Figure3, it
canbeseenthattheeffectof applyingcrossoverhasbeento produceanoffspringwith
thevalue � from � 	 and ����� from � � . However, anentirelynew valueof X hasbeen
formedby combiningpartof thebinaryrepresentationof X from � 	 andpartfrom � � .

Anotherpossibleeffect of applyingcrossoveron a binaryencodingis information
corruption.Typically, a stronglytypedlanguage(suchasAda [16]) would beusedfor
thedevelopmentof safety-criticalsystems.Variableswill oftenonly have valid values
within a subsetof thepossiblebit-patternsat thebinarylevel. For example,a typefor
representinganaircraft’s altitudein feetmight bedefinedto rangefrom  to !� ��
 " � ,
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while theunderlyingimplementationof thetypeis likely to use,for example,a 16-bit
unsignedvaluewith a rangeof  to #�$%�&$(')$ . However, whengeneratingtest-datait is
only meaningfulto generatevaluesin the range to !) %�& " " asvaluesoutsideof this
rangewouldbreakthestrongtype-checkingrulesof thelanguage7. Figure4 showsthe
informationcorruptionproblemthatcanresultby applyingacrossoveroperator. It can
beseenthat thecombinationof partialbit-stringsfrom �*	 and �+� for value , results
in a bit patternthatis not valid for theunderlyingtype.

: Integer range 0 .. 255;
: Integer range 0 .. 40000;
: Enumeration (SFlt = 0, LFlt = 1, AFlt = 2);
: Integer range 0 .. 255;

W
X
Y
Z

P1:

P2: 0 0 0 0 1 1 1 0
W = 14

W = 131
1 0 0 0 0 0 1 1

X = 35,000

X = 12,000

Y = SFlt

Y = AFlt

0 0 0 0 0 0 0 0

0 0 0 0 0 0 1 0

0 1 0 0 1 0 0 0

0 1 0 1 1 1 1 0

Z = 72

Z = 94

Crossover Point

W = 131
1 0 0 0 0 0 1 1

X = 44,768 Y = AFlt
0 0 0 0 0 0 1 0 0 1 0 1 1 1 1 0

Z = 94
O:

1 0 1 1 1 0 0 01 0 0 0 1 0 0 0

1 1 1 0 0 0 0 00 0 1 0 1 1 1 0

1 11 0 1 0 1 1 1 0 1 0 0 0 0 0

Figure4: Informationcorruptionwith binaryencoding

Clearly, a solutionto both of theseproblemsis to restrict the crossover pointsto
theparameterboundaries.However, informationcorruptionresultingin invalid bit pat-
ternscanstill occurfollowing theapplicationof themutationoperator. This problem
canbeaddressedin oneof two ways.First,solutionswith invalid datacanbepunished
by ensuringthat the fitnessfunction returnspoor valuesfor suchsolutions. Second,
theseinvalid solutionscould be disregardedimmediatelyafter generation.However,
neitherof theseapproachesovercomesthe efficiency problemsof the binary encod-
ing approach.In additionto theencoding/decodingoverhead,thereis anoverheadin
generatingandexaminingsolutionscontaininginvalid datathatcanneverrepresentthe
desiredtest-data.

For thesereasons,thegeneticalgorithmimplementationwithin theframeworkdoes
notuseabinaryencodingof solutions,insteadit utilisestherepresentationdescribedin
section4.2.1,i.e. thesolutionspaceis theinput domainof theSUT, � , anda solution
is an input vector, �.-/� . To be able to apply a geneticalgorithmto this solution
space,it is necessaryto implementcrossover andmutationoperatorsthat canwork
with this non-binaryrepresentation.A rangeof crossover andmutationoperatorshas
beenimplementedwithin theframework — their selectionandoperationis controlled
by aconfigurationfile to allow their performanceto beevaluated.

Figure5 illustratesthe functioningof thecrossover operatorsimplementedin the
framework. Simplecrossover selectsa singlecrossover point. The offspring is then

7Jones[19] acknowledgesthis problem,but pointsout thata programcannotbeconsideredfully tested
unlesssuchvaluesareusedduringtesting.In fact,this is incorrect.Theuseof a variablethathasaninvalid
value for its underlyingtype causesan Ada programto becomeerroneous[16] at which point the code
generatedby thecompilerno longerhasto follow thesemanticrulesof thelanguage.
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: Integer range 0 .. 255;
: Integer range 0 .. 40000;
: Enumeration (SFlt = 0, LFlt = 1, AFlt = 2);
: Integer range 0 .. 255;

W
X
Y
Z

P1:

P2: 14

131 35,000

12,000

SFlt

AFlt

72

94

Crossover Point

131 12,000 AFlt 94

Simple Crossover:

P1:

P2: 14

131 35,000

12,000

SFlt

AFlt

72

94

131 12,000 SFlt 74

Uniform/Weighted Crossover:

P1:

P2: 14

131 35,000

12,000

SFlt

AFlt

72

94

73 23,500 SFlt 83

Averaging Crossover:

O:

O:

O:

Figure5: Crossoveroperatorsimplementedin theframework

formedfrom valuesfrom �*	 up to the crossover point and from �+� after this point.
Uniform crossover is a generalisationof the singlepoint crossover operatorallowing
an arbitrarynumberof crossover points. For eachvalue, one of the two parentsis
randomlyselectedand this parent’s value is usedin the formation of the offspring.
Weightedcrossoveris thesameasuniformcrossoverexceptaconfigurablelevelof bias
is givento oneof theparents.Typically, this would beusedto give a biastowardsthe
parentwith thebetterfitnessfunctionvalue.Averagingcrossoverbehaveslikeuniform
crossover for non-numericdata-types.However, for numericdatavaluestheoffspring
valueis formedby calculatingthenumericmid-pointbetweenthetwo parentvalues.

Figure6 illustratesthemutationoperatorsimplementedin theframework. Simple
mutationsetsa parametervalueto a randomlygeneratedvalid value. Randommuta-
tion replacesan entiresolutionwith a randomlygeneratedsolution. Neighbourhood
mutationborrowstheneighbourhoodideafrom simulatedannealing.Parametervalues
aresetto randomlysampledvalueswithin theneighbourhoodof their currentvalues.

4.3 Tool-support

Figure7 showsthetool setthathasbeendevelopedto supportthis test-datageneration
framework. The tool-setconsistsof an information extraction tool, a collection of
fitnessfunction generators,implementationsof the searchtechniquesandsupporting
sourcecodethatis independentof theSUT andtestcriterion.

The informationextraction tool takes the SUT andthe desiredtest-criterionand
extractsthe informationrequiredby the fitnessfunction generators,it alsoproduces
an instrumentedversionof the SUT if this is required. The instrumentedversionof
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: Integer range 0 .. 255;
: Integer range 0 .. 40000;
: Enumeration (SFlt = 0, LFlt = 1, AFlt = 2);
: Integer range 0 .. 255;

W
X
Y
Z

O: 131 35,000 SFlt 72

227 35,000 LFlt 72

Simple Mutation:

O: 131 35,000 SFlt 72

18 3,550 AFlt 197

Random Mutation:

O: 131 35,000 SFlt 72

137 34,000 AFlt 75

Neighbourhood Mutation:

O:

O:

O:

Figure6: Mutationoperatorsimplementedin theframework

the SUT includesadditionalcodeto provide informationrequiredby specificfitness
functionmodules,suchaslocalvariablevaluesatspecificpointsin theSUT. Theinfor-
mationextractiontool is approximately021%�
 � " linesof Ada codeandis basedon an
extensionto theparserandsemanticanalysisphasesof theGNAT Adacompiler8 [15].
This givestheinformationextractiontool accessto thestaticsemanticinformationfor
theSUT. Theinformationextractedby this tool dependson thetestcriterionspecified.

For all testcriteriatheparameterinterface(formal parameterandglobalvariables)
of the SUT is extracted. This definesthe solution space� and a solution �3-.� .
For white-boxandgrey-boxcriteria,informationaboutthecontrol-flow structureis ex-
tracted.For black-boxcriteria,informationaboutthesoftwarespecification(embedded
in specialcommentsin theSUT) is extracted.

Fitnessfunction generatorshave beendevelopedfor a numberof testcriteria (as
discussedlater). Thesevary between14�& " � and '%�5$( " linesof Ada code.Thefitness
function generatorstools take the informationextractedfrom the SUT andgenerate
theAda sourcerequiredto measuretheeffectivenessof test-datafor thespecifiedtest
criterion.By encodinganew testcriterionasanfitnessfunctionmodule,theframework
canbetargetedat anew testcriterion.

Thegeneratedfitnessfunction,searchtechniqueimplementation,supportingsoft-
wareandtheSUT (or instrumentedSUT if requiredby the specifictestcriterion)are
compiledand linked togetherto form the test-datagenerationsystem. Runningthis
executableinitiatesthetest-datagenerationprocessby usingthespecifiedsearchtech-
niqueto locatetest-datato satisfythespecifiedtestcriterion.

8Theparserandsemanticanalysisphasesof theGNAT Adacompilerconsistof approximately657982:;8�8�8
linesof Adacode.
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Figure7: Thesearchbasedframework

4.4 Search process

Test-datais generatedby theframework by employing searchtechniquesto locateop-
timal valuesof thefitnessfunction. Thesearchspaceis theinput domainof theSUT.
Consequently, an exhaustive searchis likely to be intractable.For example,a simple
routineto sort50 32-bit integerswith anexecutiontimeof 1mswould requireasearch
time of almost7 yearsfor anexhaustive search.This hasimportantconsequences.If
thesearchis not complete(i.e. exhaustive) thentheresultsof test-datagenerationwill
alsonot be complete. Hence,if sucha searchfails to locatethe desiredtest-datait
cannotbe concludedthat suchtest-datadoesnot exist. The failure to locatedesired
test-datamay be usedto provide someconfidencethat suchtest-datadoesnot exist,
but it is not possibleto provide a guarantee.As SherlockHolmessaid “the absence
of evidenceis not evidenceof absence”. It is alsoimportantthat the test-datagener-
atedby theframework canbecheckedfor suitability by othermeans.Thegeneration
of test-dataexploits stochasticsearchtechniquesandmayinvolve theexecutionof in-
strumentedversionsof theSUT. Therefore,it would bevirtually impossibleto qualify
theuseof thetest-datagenerationframework in thecontext of safety-criticalsoftware
developmentif the resultingtest-datacouldnot be independentlychecked. However,
asthe framework producesthe test-data,existing trustedtestingtools canbe usedto
validatethetest-data.

Theframework implementationprovidesa numberof searchtechniques,however
only geneticalgorithmsarediscussedhere.Theabstractprocessof searchingfor test-
datais describedbelow.

1. Extractrequiredinformationfrom SUT.

2. Generatethefitnessfunctionimplementationfor thespecifiedtest-criterion.

3. Build test-datagenerationsystem

4. Generatecandidatetest-datausingspecifiedsearchtechnique.

5. Evaluatethetest-databy runningtheSUT andusingfitnessfunction.

6. If the searchstoppingcriteria aresatisfiedor the desiredtest-datahasbeenlo-
catedthenstop,otherwisecontinuefrom step4.

13



Figure8 shows the test-datagenerationprocessusinga geneticalgorithmsearch.
Thesearchprocessstartswith aninitial populationof randomlyselectedtest-data.This
populationis thenevaluatedfor suitability againstthespecifiedtestcriterion. This is
achievedby runningtheSUT with thetest-datafrom thepopulation.Thefitnessfunc-
tion is usedto measurethesuitabilityof thetest-dataagainstthespecifiedtest-criterion.
Oncetheentirepopulationhasbeenevaluated,thegeneticalgorithmselectsmembers
to becomeparents.Theseparentsarethencombinedto form a new generationof test-
data. Selectedmembersof this generationarethenmutated.This new populationis
thenevaluatedby executingthe SUT andusingthe fitnessfunctionvalues.Test-data
from thecurrentandnew generationarethenselectedto survive into thenext genera-
tion of thesearch.Thisprocesscontinuesuntil thesearchstoppingcriteriaaresatisfied.
Thiscanbewhenthedesiredtest-datahasbeenlocatedor becausethesearchis making
no progressin finding thedesiredtest-data.

Evaluate
Current

Population

Run SUT with
Test-data

Use objective
function to measure
test-data suitability

Test-Data

Select Parents
From Current

Population

Mutate Members
Of New

Population

Determine Survivors
For Next

Population

Stop
Search?

Initial Population
(Random Test-data)

Combine Parents
To Form New

Population

Figure8: Geneticalgorithmtest-datagenerationprocess
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5 Applications and Evaluations

Theeffectivenessof this framework centreson its ability to generategoodquality test-
datafor industriallyusefulsoftwaretestingcriteria. Thefocushasbeenthetestingof
safety-criticalsoftwaresystems.As alreadystated,a testcriterion canbe addressed
by providing the framework with an fitnessfunction that quantifiedthe suitability of
test-datafor thecriterion.Figure9 shows thetestingcriteriafor which fitnessfunction
moduleshave beenimplemented(alsosee[37, 36, 38, 39, 41]). The figure mirrors
thestructureof the remainderof this section,wherethedesignof fitnessfunction for
severalof theseapplicationsarediscussedin moredetail.

Non-Functional Functional

Grey-box

Exception Conditions;
Safety Conditions;
Software Reuse and
Mutation

Black-Box White-box

Constraint Solving and
Specification Testing

Structural Coverage

Worst-Case
and Best-Case
Execution Time

Section 5.1 Section 5.2

Section 5.3

Section 5.4

Figure9: Framework applications

5.1 Black-box

Thissectiondescribestheconstructionof anfitnessfunctionfor theproblemof testing
softwareconformanceto a specification.For highly safety-criticalsoftwaresystems,
it may be the casethat formal proofs mustbe developed. Theseproofsmust show
that the software is a refinementof the specification. Producingformal proofs is a
complex, time-consumingandexpensiveprocess.If theputativepropertiesaresimply
untruethenattemptingaproof (thatwill inevitably fail) is anexpensivemethodto find
errorsin thesoftware.To demonstratethataproofwill fail, it is only necessaryto find a
singletest-casethatshowsthespecificationis notsatisfied.It is exactlythisapplication
to which theframework is appliedhere.

For thepurposesof evaluationanotationsimilar to SPARK-Ada [33, 3] proofcon-
textshasbeenusedto representthesoftwarespecification.Theseproofcontextsconsist
of a pre- andpost-conditionfor the subprogram.Theseconditionsconsistof an Ada
expression,extendedto allow logical implication andequivalence.Figure10 shows
how theformal specificationis expressedaspartof thesubprogramspecificationfor a
simpleincrementsubprogram.

Thedesiredtest-datafor this applicationaretest-datathatsatisfythepre-condition
constraint,but causethepost-conditionto befalse.Thefitnessfunctionneedsto return
goodvaluesfor thosetest-caseswhich nearlymeetthecriterionandworsevaluesfor
thosewhicharealongwayawayfrom meetingthecriterion.For example,considerthe
constraint,=<�$( . If ,>�.!�? this constraintis a lot nearer to beingtrue thanwhen
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,>�@1 (however it remainsa fact that they areboth false,we just consideroneto be
lessfalsethantheother!).

The pre- andpost-conditionsaremadeup from relationalexpressionsconnected
with logicaloperators.Thefitnessfunctionis thereforedesignedto exploit information
in theconditionsto indicatehow nearparticulartest-dataareto satisfyingthesecondi-
tions. Thepre-conditionis conjoinedwith thenegatedpost-condition.To improvethe
powerof thesearchthepre-conditionandnegatedpost-conditionarefirst convertedto
Disjunctive Normal Form (DNF). For example,the condition ACBEDGF.HIDGJLKM�ON�N
would becomePQARHSF3HTDUJ/KV�WN . This causesthe searchto be finer grainedasa
solutionto any onedisjunct(i.e. PQA , F or DGJXKY�ON ) representsa solutionto theen-
tire condition.Eachpre-condition/negatedpost-conditiondisjunctpair is targetedin a
separatesearchattempt. Thesepairscanbe consideredasan encodingof oneof the
possiblesituationsin which thesoftwarecanfail to implementthespecification.The
SUT is executedwith the currentlygeneratedinput dataanda setof outputdataob-
tained. The fitnessfunction is thencalculatedaccordingto the rulesin Table1. The
valueK in thetablerefersto a failureconstantthatis addedto furtherpunishtest-data
thatcausesatermto beuntrue.Eachelementis evaluatedandcontributesto theoverall
fitnessfunctionvalue. Thevalueis thenreturnedto the searchtechniqueto guideits
selectionof new inputdata.

Element Value

Boolean if TRUE then  else Z[ �R\ if [ \9])D [_^ \�N`�a then 0
else [ \9])D [_^ \9N+bcZ[Yd�R\ if [ \9])D [_^ \�N d�a then 0
else Z[Oe \ if [_^ \ e  then 0
else D [f^ \9NgbcZ[Oh \ if [_^ \ h  then 0
else D [f^ \9NgbcZ[ <i\ if \ ^S[je  then 0
else DG\ ^S[ NgbcZ[Ok \ if \ ^S[jh  then 0
else DG\ ^S[ NgbcZ[ Kl\ m�D [ Ngbnm�DU\9N[ Hl\ o�p;q`Drm�D [ N��&m�DU\9N�N[ts \ m�DGP [ H�\�Nu oWp;q`Drm�DGP [ N9�
m�DG\9N
N[_v \ m�D�D [fs \9NgKMDU\ sw[ N
Nu m�D
D [ Kl\9N
HMDUP [ KlP*\9N
Nu oWp;q`D�DGm�D [ Ngbcm�DG\9N
N��2Drm�DGP [ Nxbnm�DUP*\9N�N
N[ xor \ m�D�D [ K�P*\9NgHMDGP [ Kl\9N�Nu oWp;q`D�DGm�D [ Ngbcm�DGP*\9N
N��2Drm�DGP [ Nxbnm�DU\9N�N
N

Table1: FitnessFunctionCalculation

A usefulfeatureof thefitnessfunctionasdescribedaboveis thatwheneverthepre-
conditionandnegatedpost-conditionaresatisfied(i.e. thedesiredtest-datais located)
the fitnessfunction evaluatesto zero. This givesa highly efficient stoppingcriterion
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for thesearch.

5.1.1 Example

To illustratehow this fitnessfunctionprovidestherequiredguidanceto a searchtech-
nique,considerthefollowing simpleexamples.Figure10 shows thespecificationof a
simplewrap-roundincrementcounter— countingfrom 0 to 10andthenwrappingback
to 0. For thisexample,wewill assumetheimplementationis incorrectbecauseit wraps
at 11 andnot 10 (possiblydueto using < ratherthan k in the implementation).The
goalis to locatetest-datathatillustratesthis lackof conformanceto thespecification.

function Increment(N : in Integer) return Integer;y*y # pre N z = 0 and N { = 10;y*y # post (N { 10 -z Increment= N + 1) andy*y # (N = 10 -z Increment= 0);

Figure10: Specificationof Wrap-RoundIncrementRoutine

Thefirst stepis to convert thepre-conditionandthenegatedpost-conditionto DNF
andform all pairsof pre-condition/post-conditiondisjuncts.TheDNF of thenegated
post-conditionconsistsof two disjuncts(shown in parenthesisbelow) hencethereare
two possiblepairingsasfollows.

| k  }K | h 02 ~KMD | e 0� �K���qg������ol�2q
� d� | b�0�N (1)

| k  }K | h 0� }KMD | �L0� }K��"qg�9���2ol�2q
� d�R �N (2)

Table2 shows fitnessfunction valuesfor sampleinput datathe searchtechnique
might generatefor thesecondof thesedisjuncts.It canbeseenthatasthe input data
getcloserto satisfyingthedisjunctterms,thefitnessfunctionvaluedecreases.Indeed,
with input-dataof

| �L02 thefitnessfunctionreturnszero.This indicatesthatsuitable
test-datahasbeenfoundillustratingthenon-conformanceof theimplementation.

5.1.2 Evaluation

Thissectionpresentsanevaluationof theframework’sability to generatetest-datathat
highlightsimplementationerrorswith respectto a givenspecification.Thepurposeof
the evaluationis to assessthe relative performanceof the varioussearchtechniques.
The framework hasbeenevaluatedwith softwarecontainingknown errors.Theseer-
rorshave beeninsertedinto correctimplementationsusinga manualadhocapproach
anda systematicapproach.The manualad hoc insertionof errors(or error seeding)
aimedto simulaterealisticerrorsthatmight bemadein practice.In addition,mutation
testinghasbeenusedto systematicallyintroduceerrorsinto the SUT. Mutation test-
ing is a fault basedtestingtechniquedesignedto show the absenceof specificfaults,
known asmutants. Mutantsareconstructedsystematicallyby introducingsimplesyn-
tactic changesoneat a time into the SUT, producinga setof mutantversionsof the
SUT. The aim of the syntacticchangesis to mimic commoncodingerrorsmadeby
programmers(e.g. the useof < in placeof k ). The goal of mutationtestingis to
kill thesemutants.A mutantis killed by generatingtest-datato distinguishtheoutput
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Test-data Disjunctterms z()
contribution

Inp:
| �R1 , | k  0

Out: �"qg�9���2ol�2q
�*�a' | h 0� 0| ��0� ��bcZ��qg�����2o��2q
� d�� 0
Final fitness m�DGN`�R��bcZ

funcvalue
Inp:

| �X� , | k  0
Out: �"qg�9���2ol�2q
�*�a� | h 0� 0| ��0� '�bcZ��qg�����2o��2q
� d�� 0

Final fitness m�DGN`�R'�bcZ
funcvalue

Inp:
| �L02 , | k  0

Out: �"qg�9���2ol�2q
�*�L0"0 | h 0� 0| ��0� 0��qg�����2o��2q
� d�� 0
Final fitness m�DUN`�a 

funcvalue

Table2: Black-boxFitnessFunction

stateof themutantSUTfrom theoriginalSUT9. Thespecificationdescribesthecorrect
outputstatefor theSUT. Consequently, test-datathatshows a failure to correctlyim-
plementthespecification(i.e. thepost-conditionis notsatisfied)will alsokill amutant
(astheoutputstatesof theoriginalSUT satisfythepost-conditionbut themutantdoes
not). Theability of theframework to kill mutantscanthereforebeusedto evaluatethe
framework’s effectivenessat illustrating implementationerrors. Someof themutants
will befunctionallyidenticalto theoriginalprogramandhencecannotbekilled. These
areknown asequivalentmutants.A mutationscorecanbedefinedasfollows:

MutationScore� Killed Mutants
Numberof Mutants ^ EquivalentMutants � 02 " (3)

Theaim is to achieve a mutationscoreof 100%automaticallyby targetingtheframe-
work at illustratingimplementationerrors.

The systembeingusedduring this evaluationis a safety-criticalnuclearprimary
protectionsystem. Accessto the softwarespecificationand formally proven imple-
mentationwas provided by Roll-Royce Plc. The systemconsistsof a six separate
channels,eachcontrollingadifferentaspectof functionality. Eachchannelis specified
andimplementedasa separatesystem.Two of the six channelsweremadeavailable
for theevaluation. The channelsarespecifiedformally in VDM-SL [1] — channel1
consistsof 36 pagesof specificationandchannel2 consists54 pages.Theimplemen-
tation of thesechannelswaswritten in Pascalanda formal proof of refinementwas
developed— channel1 consistsof 2200linesof codeandchannel2 consistsof 9700

9Technically, this kind of mutationtestingis known asstrongmutationbecausetheobservableoutputof
themutantandoriginalprogrammustdiffer. Weakmutation[14], in contrast,only requirestheintermediate
statefollowing theexecutionof themutatedstatementto bedifferent.

18



linesof code10. For thepurposesof theevaluation,thePascalcodewastranslated,us-
ing anautomatedtranslator, into Ada. TheVDM-SL specificationwashand-translated
into anassertion-basedspecificationconsistingof apre-conditionassertionandapost-
conditionassertionfor eachof thefunctionsin theimplementation.A mutationtesting
tool wasusedto generateanumberof mutantimplementationsof eachof thefunctions.
Theframework wastargetedatgeneratingtest-datathatsatisfiedthepre-condition,but
falsifiedthepost-conditionfor eachof thesemutants.Any suchtest-datahighlightsthe
effect of themutantin causingthe implementationto beflawed. Figure11 shows the
mutationreportfor anexampleroutineusedin theevaluation(thevariablenamesused
havebeenobscuredto facilitatepublication).

Theresultsof theevaluationareshown in tables3. The tableshows themutation
scorefor both a geneticalgorithm searchand a simple randomsearch. As can be
seen,both randomtestingandthegeneticalgorithmperformwell. On the two larger
functions,the geneticalgorithmperformedbetter, showing that100%of the mutants
causedthespecificationto bebroken. In all casesthegeneticalgorithmwasat leastas
quickastherandomsearchandonthetwo largerfunctionsit wasanorderof magnitude
faster. Thesimplicity of thissafety-criticalcodeallowsasimplerandomsearchto work
well. However, asthesearchspaceandcodecomplexity increasesthegeneticalgorithm
basedapproachofferssignificantadvantages.

LOC Errors Equiv Random GeneticAlgorithm

1 85 48 0 100% 100%
2 438 22 3 73.7% 100%
3 34 6 0 100% 100%
4 53 20 0 100% 100%
5 591 30 9 95.2% 100%
6 572 60 6 87.0% 100%

Table3: Specificationconformanceevaluation(successrate)— LOC: LinesCode;Er-
rors:Numberof erroneousversionsof theSUTproduced;Equiv: Numberof erroneous
versionsthatwereequivalentto theSUT.

The level of automationin the approachmeansit canbe targetedat finding im-
plementationerrorsassoonasa softwareunit and its specificationareavailable. In
comparison,thefunctionaltestingcarriedoutontheprojectcouldonly takeplaceonce
afull releaseof thesoftwarewasavailable.By targetingtheautomatedtest-datagener-
ationframework at specificationtestingearlierin thelife-cycle, implementationerrors
canbelocatedearlier. Thisgivesthepotentialfor significantcostsavingsastheamount
of re-work following thediscovery of anerror is minimised.Also, astheapproachis
targetedat finding negative test-datait is alsopossiblethaterrorswill be locatedthat
would not be found with success-orientedfunctional testing. For instance,consider
theexampleroutinein Figure11,assumingmutant6 representsthesoftwareasimple-
mentedby thedeveloper. Table4 showsa setof teststhatcouldbeusedduringtesting
to achieveMC/DC coverage11 of this incorrectimplementation.All of thesetestspass,

10Thetwo channelstogethercontainapproximately62:U8�8�8 linesof executablecodewith largedata-tables
andcommentsfilling theremaining ��82:;8�8�8 lines.

11In fact, full MC/DC coverageis not possiblefor this program. The statementon line 33 is defensive
codewhich in practiceis not executable.Also, it is not possibleto executethe loop on lines 24–27zero
times.
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2 package body Channel is
4 procedure C W
5 (RG : in RG Type;
6 RN : in RN Type;
7 I : in I Type;
8 W : out W Type)
9 is

10 I : Table Values;
11 A, B, C, J, K : Integer;
12 begin
13 I Vals := I Tables (RG) (RN);
14 W Vals := W Tables (RG) (RN);
16
17 if (I { = I Vals (I Vals' First)) then
18 W := W Vals (W Vals' First);
19 else
20 if (I z = I Vals (I Vals' Last)) then
21 W := W Vals (W Vals' Last);
22 else
23 I := Table Values' Last;
24 while (I Vals (I) z I) loop
26 I := I y 1;
27 end loop;
28 J := W Vals (I + 1) y W Vals (I);
29 K := I y I Vals (I);
30 A := J � K;
31 B := I Vals (I + 1) y I Vals (I);
32 if (B = 0) then
33 C := 0;
34 else
35 C := A � B;
36 end if;
37 W := W Vals (I) + C;
38 end if;
39 end if;
40 end C W;
42 end Channel;

y*y Mutant 1 : replace { = by z , line 17y*y Mutant 2 : replace { = by { , line 17y*y Mutant 3 : replace z = by { , line 20y*y Mutant 4 : replace z = by z , line 20y*y Mutant 5 : replace z by { =, line 24y*y Mutant 6 : replace z by z =, line 24y*y Mutant 7 : replace - by +, line 26y*y Mutant 8 : replace - 1 by - 2, line 26y*y Mutant 9 : replace + by -, line 28y*y Mutant 10 : replace + 1 by + 2, line 28y*y Mutant 11 : replace - by +, line 28y*y Mutant 12 : replace - by +, line 29y*y Mutant 13 : replace � by � , line 30y*y Mutant 14 : replace + by -, line 31y*y Mutant 15 : replace + 1 by + 2, line 31y*y Mutant 16 : replace - by +, line 31y*y Mutant 17 : replace = by � =, line 32y*y Mutant 18 : replace = 0 by = 1, line 32y*y Mutant 19 : replace := 0 by := 1, line 33y*y Mutant 20 : replace = 0 by = 1, line 33y*y Mutant 21 : replace � by � , line 35y*y Mutant 22 : replace + by -, line 37

Figure11: Exampleevaluationroutine
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showing the implementationto be correctwith respectto its specification.However,
the test-datagenerationframework generatedthe test ������!��&� | �� ��
�S��!� (!)#
that shows the implementationto be incorrect becauseof the boundaryerror in the
loopcondition.Thetargetingof negativetest-datahasallowedthetest-datageneration
framework to find anerrorwherethesuccess-orientedstructuralcoveragetestingdoes
not.

RG RN I Covers

3 5 100 4–18,40
2 6 5000 4–17,20,21,40
4 1 3694 4–17,20,23,24–32,35-40
1 7 1993 4–17,20,23, � 24–27� � , 28–32,35-40
1 7 1600 4–17,20,23, � 24–27��� , 28–32,35-40

Table4: MC/DC testsfor programin Figure11

5.2 White-box

The fitnessfunction presentedfor black-boxtestingcanbe usedasthe basisfor ad-
dressingwhite-boxtestcriteria. In white-boxtestingwe areconcernedwith finding
test-datasuch that the executedpath will cover (or execute)the desiredstatement,
branch,LCSAJ, etc. The fitnessfunction needsto return good valuesfor test-data
thatnearlyexecutethedesiredstatement(or branch,etc.)andpoorvaluesfor test-data
thatarea longwayfrom executingthedesiredstatement.Branchpredicatesdetermine
thecontrol-flow andarethereforevital in determininganeffectivefitnessfunction.

Branchpredicatesconsistof relationalexpressionsconnectedwith logical opera-
tors. This allows thesamefitnessfunctionasfor black-boxtestingcriteria to beused.
However, in white-boxtesting,the fitnessfunction requiresevaluationwith interme-
diate valuesof variablesfrom the SUT. Consequently, it is necessaryto executean
instrumentedversionof theSUT. This instrumentedversionof theSUTis producedby
theextractortool by addingbranchevaluationcallsinto theSUT. Thesebranchevalua-
tion callsreplacethebranchpredicatesin theSUT. They areresponsiblefor calculating
the fitnessfunctionvaluefor eachindividual branchpredicatethat is executed.They
alsoreturnthe booleanvalueof the predicateto allow the instrumentedSUT to con-
tinueto follow thesamecontrol-flow pathastheoriginal SUT. Thebranchevaluation
functionswork asfollows:

� If the target node is only reachableif the branchpredicateis true then addm�D branchpredicateN to theoverallfitnessfunctionvaluefor thecurrenttest-data.
If branchpredicatemustbefalsethenthecostof m�DUP branchpredicateN is used.

� For looppredicatesthedesirednumberof iterationsdetermineswhethertheloop
predicateor DGP looppredicateN is used.

� Within loops,addingthefitnessfunctionvalueof branchpredicatesis deferred
until exit from theloop. At thispoint theminimumcostevaluatedfor thatbranch
predicateis addedto the overall cost. This preventspunishmentof taking an
undesirablebranchuntil exit from a loop, asthedesirablebranchmaybetaken
onsubsequentiterations.
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Thefitnessfunctiongivesa quantitativemeasureof thesuitability of thegenerated
test-datafor thepurposeof executingthespecifiednodein (or paththrough)theSUT.

5.2.1 Example

To illustratehow this fitnessfunctionprovidestherequiredguidanceto a searchtech-
niqueconsiderthe following simpleexample. Figure12 shows a simpleprogramto
calculatethe remainderandquotientgivena numeratoranddenominator. The figure
alsoillustratesthe instrumentationthat is performedby the extractortool to obtaina
versionof theSUTthatcalculatesthevalueof thefitnessfunctionduringits execution.
Thenodesof a control-flow graphfor thesoftwareareshown on theleft of thefigure.

procedure Remainder
  (N, D : in  MyInt;
   Q, R : out MyInt)
is
   Num := MyInt := N;
   Den := MyInt := D;
begin
   if Num < 0 and Den < 0 then
      Num := -Num;
      Den := -Den;
   elsif Den <= 0 then
      Q := 0; R := 0;
      return;
   elsif Num <= 0 then
      Q := 0; R := 0;
      return;
   end if;
   R := Num;
   Q := 0;
   while R > Den loop
      Q := Q + 1;
      R := R - Den;
      if R > Den then
         Q := Q + 1;
         R := R - Den;
      end if;
   end loop;
end Remainder;

Branch_1 (Num, Den)

Branch_2 (Den)

Branch_3 (Num)

No_Its_1 := 0;
Branch_4 (R, Den, No_Its_1)

Branch_5 (R, Den)

No_Its_1 := No_Its_1 + 1;

1

2

3

4

5

6

7

8

9

Figure12: ExampleSUT

For the purposeof this examplewe assumethe desiredtest-dataare requiredto
executethepath ��0��&14�5$4�&#4� �&�g� �5���&�%���������&?�� , i.e. executenodes1, 2, 5 andthenloop 6
two or moretimesincludingexecutingnodes7 and8 andthenany pathleadingto node
9. Table5 shows how thefitnessfunctionevaluatesfor differentinput datathesearch
techniquemight generate.Again,astheinput datagetcloserto satisfyingthedisjunct
terms,the fitnessfunctionvaluedecreases,ultimately reachingzeroonceappropriate
test-datahasbeenlocated.

While white-boxtestingis useful in its own right, it hasnot beena focusfor the
applicationof theframework. We have preferredto concentrateon testingtechniques
that target errorsin the implementation. In addition, while it is possibleto usethe
framework to generatewhite-boxtest-data,it isonly possibletogeneratetheinput-data.
The expectedoutput-datamuststill be determinedfrom the specificationrequiringa
significantamountof effort.

5.2.2 Evaluation

Theevaluationhasbeenperformedusinganumberof subsystemsfrom theimplemen-
tationof acivil aircraftenginecontroller. Thissamplerepresents7%of theexecutable
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Test-data BranchEval Calls z() contribution

N = 5, Branch1 5 + K
D = -10 Executionstoppedand

returnedto searchtechnique
Final fitnessfunc value m�DUN`�R1}bnZ

N = -5, Branch1 0
D = -3 Branch4 0

Branch5 1 + K
Branch4 1 + K

Branch5 contributes 1 + K
onexit from loop

Executionstoppedand
returnedto searchtechnique

Final fitnessfunc value m�DUN`�R1}bnZ
N = -15, Branch1 0
D = -2 Branch4 Iteration1 0

Branch5 0
Branch4 Iteration2 0
Branch5 0
Branch4 Iteration3 0
Branch5 0
Branch4 Iteration4 0
Branch5 1 + K
Branch4 Iteration5 0

Branch5 contributes 0
onexit from loop

Final fitnessfunc value m�DGN`�R 
Table5: White-boxFitnessFunction

linesof codefrom theenginecontrollerimplementation(approximately7,000linesof
codefrom the100,000line FADEC software).

For thisevaluation,thegoalhasbeento generatetest-datato achieve100%boolean
coveragefor theSUT. Table6 showstheresultsof applyinga randomsearchandage-
neticalgorithmsearchto generatestructuraltest-datafor theenginecontrollersample
routines.

Fromtheseresults,it canbeseenthatrandomsearchperformwell. Randomsearch
wasallowedto generate50,000testsin its searchfor suitabletest-data.For thesimple
routines,it locatedtest-dataextremelyefficiently andsuccessfully. However, for the
morecomplex routines,randomsearchwasboth lesssuccessfulandsignificantlyless
efficient. However, thegeneticalgorithmsignificantlymoreefficient. For routines1 to
9, full coveragewasachieved(takinginto accounttheinfeasibleconditionsin routines
8 and9). For routine10, the89%coverageachievedby thegeneticalgorithmfailedto
generatetest-datafor 2 furtherconditionsthatwerefeasible.Increasingthepopulation
sizesby 25%andincreasingthe lengthof time thesearchis allowedto continuewith
noprogressenabledtest-datato begeneratedfor thesetwo test-cases.Onaverage,this
increasedthesearchtimesby just under1 minute,resultingin thelongestsearchtime
still only being11 minutes.
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Subsystem GA Hill Random
1. 100% 100%
2. 100% 100%
3. 100% 100%
4. 100% 100%
5. 100% 90%
6. 100% 42%
7. 100% 42%
8. 89% 66%
9. 86% 47%
10. 89% 82%

Table6: Evaluationof test-datagenerationfor structuraltesting

5.3 Grey-box

Grey-box testingis a combinationof black-boxandwhite-box testing. In practice,
many testingproblemsfall into thisclass.Heretestsarederivedfrom aspecificationof
thedesiredbehaviour but with referenceto theimplementationdetails.Theparticular
testingproblemwe addressin this sectionis that of testingthe exceptionconditions
(otherproblemssuchasre-usetestingandsafety-invarianttestinghavebeenaddressed
in [39, 40]).

Theexceptionhandlingcodeof asystemis, in general,theleastdocumented,tested
andunderstoodpart,sinceexceptionsareexpectedto occuronly rarely[25]. Theim-
portanceof testingexceptionconditionswasillustratedin a recentincident,wherethe
Ariane5 launchvehiclewaslost dueto anunhandledexceptiondestroying $400mil-
lion of scientificpayload[27]. Safety-criticalsystemspresentspecialproblems.Typi-
cally, it is easierto provetheabsenceof any exceptionsthanto provethattheexception
handlingis safe.Again,beforecarryingout a proof,confidencein theproperty’s truth
is desirable.To show that sucha proof would fail, it is only necessaryto generatea
singlecounter-example.Thatis test-datathatcauseanexceptionto beraised.

In thework to date,theAda language[16] modelof exceptionshasbeenused.To
addressthis problemwithin the framework an fitnessfunction is required. As might
beexpected,this fitnessfunction is a combinationof theblack-andwhite-boxfitness
functions.Thewhite-boxfitnessfunctionis usedto guidethesearchtowardstest-data
thatexecutethedesiredstatement.Theblack-boxfitnessfunctionis usedto causethe
run-timecheckassociatedwith theexceptionto befalse.

As in white-boxtesting,an instrumentedversionof the SUT is produced.In ad-
dition to thebranchevaluationcalls,constraintevaluationcallsarealsoadded.These
constraintevaluationcallsencodetheconditionrequiredto causea run-timecheckto
fail andhenceraiseanexception.They functionasfollows.

� If theexceptionis requiredto beraisedthenthe m�DGP run time checkN is addedto
theoverall costfor thecurrenttest-data.

� If the exceptionis requirednot to beraisedthen m�D run time checkN is addedto
theoverall costfor thecurrenttest-data.

� Again,asfor branchevaluationcalls,if thecurrenttest-datacausestheexception
to be raisedwhenit is not desired(or vice-versa)thenexecutionof the SUT is
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terminatedandthefitnessfunctionvaluereturnedto thesearchprocedure.

� As for branchevaluationcalls, addingthe fitnessfunction value of exception
conditionsis deferreduntil exit from theloop.

This fitnessfunction providestwo fold guidance,guiding the searchtoward test-
datathat both executesthe statementof interestand violatesthe associaterun-time
checkrequiredto raisetheexception.

5.3.1 Example

To illustratehow this fitnessfunctionprovidestherequiredguidanceto a searchtech-
niqueconsiderthefollowing simpleexample.Figure13 shows a simplefunctionthat
is capableof raisingexceptions.

function F (X, Y : Small Int) return Integer is
Z : Integer;

begin
if X { 0 then

raise Invalid Data;
end if;
Z := X + Y;
if Z z 1 and Z { = 5 then

return Integer‘Last;
else

return ((X ��� 4) � ((Z y 1) � (Z y 5)));
end if;

end F;

Figure13: ExampleSUT

For thepurposesof this example,assumethedesiredtest-dataarethatwhich will
causethedivide-by-zeroexception.Table7 shows how thefitnessfunction, m�DGN , eval-
uates.

Test-data BranchandConstraintCalls z() contribution

X = 2, Branch1 (X k 0) 0
Y = -5 Exception '�1}bnZ

Executionstoppedand
returnedto searchtechnique

Final fitnessfunc value m�DUN`��'�1}bnZ
X = 5, Branch1 (X k 0) 0
Y = -3 Exception '�bnZ

Executionstoppedand
returnedto searchtechnique

Final fitnessfunc value m�DUN`�a'�bnZ
X = 5, Branch1 (X k 0) 0
Y = -4 Exception 0

Final fitnessfunc value m�DGN`�R 
Table7: Grey-boxFitnessFunction
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5.4 Evaluation

Theevaluationhasbeenperformedusinganumberof subsystemsfrom theimplemen-
tationof a civil aircraft enginecontroller. Theevaluationexaminesthe integrationof
test-datagenerationandstatic techniquesfor determiningexceptionfreeness.In the
final productionversionof theenginecontrollersoftware,therun-timechecksaredis-
abled.It is thereforeimportantthatthereis nopossibilityof a run-timeexception.The
implementationof the enginecontrollersoftware is written in SPARK-Ada. Conse-
quently, only Constraint Error exceptionsneedto beconsideredfurther.

Thesubsystemswereselectedsoasto cover thediversefunctionalityof theengine
controllerin thecase-study. Eachof softwareunitswithin eachsubsystemwastested
in turn.

� Subsystem1 — Datainputandvalidationroutinesfor continuousdatatypesused
within theenginecontrollerimplementation.

� Subsystem2 — Calculatesparametersusedasthebasisfor controlof theengine
from validatedsensorinformation.

� Subsystem3 — Datainput andvalidationroutinesfor discretedatatypesused
within theenginecontrollerimplementation.

� Subsystem4 — Controlfunctionalityfor thefuel meteringvalve.

� Subsystem5 — Controlfunctionalityfor thevariablestatorvanes.

� Subsystem6 — Calculatesparametersusedasthebasisfor controlof theengine
from validatedsensorinformationanddistributesto werethey areused.

� Subsystem7 — Maintenanceactivities.

This slice of the enginecontroller implementationis approximately30,000lines
of code(or approximately30%of thetotal implementation).Thesubsystemsfrom the
enginecontrollerwerefirst passedthroughtheSPARK Examinerto extracttheverifica-
tion conditionsfor exceptionfreeness.Theseverificationconditionswerethenpassed
throughtheSPADE automaticsimplifier. Thisdischargesmany of theverificationcon-
ditions.For theenginecontrollerimplementation,89.2%of theverificationconditions
weredischargedautomaticallyby the simplifier. This was further improved by pro-
viding thesimplifier with informationaboutthecompiler-dependenttypessuchasthe
rangesof Integer s andFloat s. With the aid of this information,a further 2.4%
of theverificationconditionsweredischarged.Thesimplifierperformsbasicsyntactic
simplification.It waspossibleto dischargeanother6.1%of theverificationconditions
by exploiting simplesemanticinformation.For example,thesimplifierwasnotableto
provethefollowing verificationcondition:

H1: vara >= 0 .
H2: vara <= 6 / 5.
H3: varb >= 0 .
H4: varb <= 16 .

->
C1: vara * varb >= -214783647 / 8192 .
C2: vara * varb <= 214783647 / 8192 .
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Theresultsof extractingexceptionfreenessverificationconditionsandautomated
simplificationaresummarisedin Table8.

Subsystem VCs Discharged us-
ing simplifica-
tion

Discharged
using sim-
ple semantic
information

RemainingVCs

1 141 101 26 14
2 61 61 0 0
3 232 223 7 2
4 274 239 26 9
5 136 98 26 12
6 96 63 25 8
7 1008 999 8 1

Total 1948 1784 118 46
91.6% 6.1% 2.4%

Table8: Extractionandsimplificationof verificationconditions

As a resultof the simplificationandexploitationof simplesemanticinformation,
lessthan3% of theverificationconditionsremainunproven. To show exceptionfree-
nessof thesoftwareit is necessaryto dischargetheseremainingproof obligations.To
do this, proofsneedto beconstructed.However, manualproof attemptscanbeeffort-
intensiveandthereforeextremelyexpensive,especiallyif thepropertybeingprovenis
untrue. In thesecases,a proof attemptwill inevitably fail. To build confidencein the
correctnessof thepropertybeingproven,the test-datagenerationframework wastar-
getedto searchfor a counter-exampleto theproof. Eachcheckannotationassociated
with anunprovenverificationconditionwasusedasthetargetfor test-datageneration.

Table9 shows theresultsof applyingtheframework to generatetest-datathatvio-
latesthecheckannotations.(All verificationconditionswereautomaticallydischarged
for subsystem2. It thereforedoesnot appearin thetable).

Subsystem Numberof VCs GA Random

1 14 14 1
3 2 2 0
4 9 1 0
5 12 10 10
6 8 8 8
7 1 0 0

Table9: Test-Datagenerationfor exceptionconditions— showing numberof counter-
exampleslocatedby test-datagenerationandnumberof samples.

Subsystem 1 — theunprovenverificationconditionsfor this systemstemfrom three
subroutines.Two of thesesubroutinescarriedout basicallythe samefunction-
ality, oneat initialisation time andoneduring normalengineoperation.These
routinescontributesix unprovenverificationconditionseach.Test-datagenera-
tion successfullylocatedtest-datashowing theseverificationconditionscouldbe

27



violatedandexceptionsraisedat run-time.Thegeneticalgorithmsearchlocated
test-datafor all of theverificationconditions.Therandomsearchsearchdid not
locateany test-data.In the third routine,thereweretwo unprovenverification
conditions.Thegeneticalgorithmsearchtechniqueswas100%successfulin lo-
catingtest-datato show that theassociatedrun-timeexceptionscouldberaised.
Therandomsearchsuccessfullylocatedtest-datato show thatoneof theverifi-
cationconditionscouldbeviolated.

Subsystem 3 — only oneroutine in this subsystemcontainedunprovenverification
conditions. The randomsearchfailed to successfullylocatetest-datato show
that run-timeexceptionscould be raised. However, the geneticalgorithmwas
successfulin locatingtest-data.

Subsystem 4 — the unprovenverificationconditionsfor this systemstemfrom two
subroutines.The first of thesesubroutinescontainsa singleunprovenverifica-
tion condition. Test-datagenerationwassuccessfulwith the geneticalgorithm
searchbut notwith therandomsearch.Thesecondsubroutinecontainseightun-
provenverificationconditions.Thetest-datagenerationattemptsfor theseeight
verificationconditionsyieldedno testdata.An examinationof theimplementa-
tion shows thatdata-flow throughthesystemis suchthattheseverificationcon-
ditionscanneverbeviolated.While thisdoesnotconstituteaproofof exception
freeness,aninformal justificationwasconstructed.

Subsystem 5 — the unprovenverificationconditionsfor this systemstemfrom two
subroutines.The first of thesesubroutinescontainsten unproven verification
conditions.Both searchtechniqueswere100%successfulin showing that run-
time exceptionscouldberaised.Thesecondsubroutinecontainstwo unproven
verificationconditions. The test-datagenerationattemptsfor theseconditions
yieldedno test-data.Again, an informal justificationwasconstructedto show
thatno test-datawaslocatedbecausetherun-timecheckscouldnever fail.

Subsystem 6 — only oneroutine in this subsystemcontainedunprovenverification
conditions. Both searchtechniqueswere successfulin generatingtest-datato
show thattheeightunprovenverificationconditionscouldbeviolated.

Subsystem 7 — oneroutinein thissubsystemcontainedasingleunprovenverification
condition.Thetest-datagenerationattemptsfor theseconditionsyieldednotest-
data.Again, an informal justificationwasconstructedto show thatno test-data
waslocatedbecausetherun-timecheckscouldnever fail.

As alreadystated,for the final enginecontrollersystemthe run-timechecksare
turnedoff. This meansthatexceptionswould not beraised,but ratherthatdatavalues
would becomeinvalid. This couldhave serioussafetyimplicationsfor the systemas
theenginecontrol-laws maynot bestablewith invalid data.It is thereforeof concern
thatthetest-datagenerationsystemlocatedtest-datathatraisesrun-timeexceptions.A
detailedinvestigationinto thesesituationsshowedthatviolation of the run-timerules
(andhencepotentially invalid data)wasnot possiblein the currentsystem. The use
of protectedarithmeticoperatorswhich arewell-definedin thepresenceof divide-by-
zero,overflow andunderflow preventeda numberof thesecases.However, in these
casestheresultingtest-datais still interestingbecausethearithmeticoperatorsreturna
mathematicallyincorrectresult.In general,it is importantto know thesituationswhen
this canhappen.
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Thephysicalvaluerangesof sensorreadingspreventedanumberof exceptioncon-
ditions occurringin practice.Also, the overflow of counters,anotherpotentialcause
of exceptions,wasmitigatedagainstby global configurationdata. Figure15 shows
the remainingtwo verification conditionsfor the smoothsignal subprogramin Fig-
ure14 (theirrelevanthypotheseshavebeenremoved)that illustratethesetwo typesof
potentialexceptions.Test-datawasgeneratedfor each,illustrating that an exception
couldberaised.For example J�����q
� input valueof 0� " wheneither DGJ���������q
��  [�¡
^�¢����£�  [�¡ N�<�¤Qol������¥�¦§¥%����]�¥ or Dr�¢����£�  [�¡g^ J���������q
��  [�¡ N�<L¤Qol������¥%¦�¥%����]�¥ is
true will causean exception. In practicehowever, the hardwaresensorsthat provide
valuesfor �����2���2q
�©¨ [)¡ and ª4����£"¨ [�¡ ensurethat �9�������2q
�©¨ [�¡*^ ª4����£"¨ [�¡ is always in
rangeandglobalconfigurationdataensuresJ�����q
� h 0� .

type RealType is delta 0.0001
range y 250000.0 . . 250000.0;

type CounterType is range 0 . . 100;

procedure SmoothSignal
(CurrentVal : in RealType;
SmoothThresh : in RealType;
GoodVal : in out RealType;
OutputVal : out RealType;
Count : in out CounterType;
CountThresh : in CounterType)

is
Tmp1, Tmp2 : RealType;

begin
Tmp1 := CurrentVal y GoodVal;
Tmp2 := GoodVal y CurrentVal;
if Tmp1 z SmoothThreshor else

Tmp2 z SmoothThresh
then

Count := Count + 1;
if Count { CountThreshthen

OutputVal := GoodVal;
else

OutputVal := CurrentVal;
GoodVal := CurrentVal;
Count := 0;

end if;
else

OutputVal := CurrentVal;
GoodVal := CurrentVal;
Count := 0;

end if;
end SmoothSignal;

Figure14: SmoothSignalSubprogram

The useof fixed global datastoredas part of the engineconfigurationprevents
many exceptionsfrom actuallyoccurring. In all cases,this global datawas passed
in by the calling environmentandcontainedvaluessuchthat thecountercouldnever
overflow. This is thecasein thesmoothsignalexamplewheretheglobalconfiguration
ensuresthe counteris resetafter at most 9 iterations(i.e. ¤*o�������¥�¤QpUª)q [�¡ is never
calledwith J�����q
�©¦§¥�����]2¥ above9). Otherexpressionsdependedon datainterpolated
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H1: currentval >= - 250000 .
H2: currentval <= 250000 .
H3: goodval >= - 250000 .
H4: goodval <= 250000 .

->
C1: currentval - goodval >= - 250000 .
C2: currentval - goodval <= 250000 .

H1: count >= 0 .
H2: count <= 100 .

->
C1: count <= 99 .

Figure15: VerificationConditionsfor SmoothSignal

from staticdata-tables.Thesetablesweresuchthatoverflow in theexpressionscould
not occur. However, thetest-datageneratedis still usefulasthebasisof a code-review
to ensurethat theglobalconfigurationdoesindeedpreventsuchdataoccurringat run-
time. For thoseverificationconditionswherethetest-datagenerationwasunsuccessful,
proofswereattempted.In all casestheseweresuccessfulin dischargingtheverification
conditions.

It is the lack of inter-proceduraldata-flow informationthat causestest-datato be
generatedthat thesystemitself couldnever generatein practice.For example,asdis-
cussedabove the ¤Qol������¥�¤QpUª�q [�¡ is never calledwith a J�����q
�©¦§¥�����]2¥ greaterthan
9. However, duringtest-datageneration,whenthe ¤Qol������¥�¤QpUª)q [�¡ subroutineis con-
sideredin isolation,this fact is lost. Onepossibleapproachto addressthis problemis
to usetheSPARK-Ada pre-conditionannotations.Thesewould capturethenecessary
informationso that the test-datagenerationcould be targetedto locating test-datato
satisfythepre-conditionassertionbut raisetherun-timeexception.Indeed,thesupply
of suchinformationallows even moreof the verificationconditionsto be provedau-
tomaticallyby simplifier. However, the constructionof suchannotationscanbe very
expensiveandfor many industrialsafety-criticalsystemsthey aresimply not available
(asis the casewith the aircraft enginecontrollercodeusedin the evaluation). Even
with theseannotations,large amountsof proof effort canbe wastedon unsuccessful
proofs[35, 21] andconsequentlytheautomatictestingapproachto gainconfidenceis
still useful.

Thelongestsearchtimeduringtheevaluationwas23minutes,henceit canbeseen
thatconfidencein theexceptionfreenessof thesystem(or a counter-example)canbe
gainedvery quickly andautomatically. Thissignificantlyreducestherisksandwasted
effortsinvolvedin aproofattempt.Overall,for thissliceof theenginecontrollerimple-
mentationlessthantwoman-weeksof effort wereinvolvedin extractingtheverification
conditions,simplifying themandthengeneratingtest-data.The only remainingtask
to guaranteeexceptionfreenessis to develop formal proofsfor the remainingeleven
verificationconditions.
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5.5 Non-Functional

The problemof WCET (worst-caseexecutiontime) testing is to find test-datathat
causesexecutionof the longestpaththroughthe SUT. To allow this to be addressed
within the framework, a measureof actualdynamicexecutiontime is usedasthe fit-
nessfunction.This removesthestoppingcriteriapresentin theotherfitnessfunctions,
however the searchtechniquehasto be designedto stopafter exhaustinga specified
amountof time or whenthe searchis makingno progress,asthereis no “absolute”
stoppingcriterion.

While testingcannever give anabsoluteguaranteeof WCET, it doesgive a lower
boundontheWCET. This informationcanbecombinedwith staticanalysistechniques
(whichgiveanupperbound)to form aconfidenceinterval. TheWCETcanbeguaran-
teedto fall within thisinterval. Testingand/oranalysiscancontinueuntil thisinterval is
sufficiently small.Figure16 illustratesthis idea.Staticanalysistechniquescanbeused
to obtaina guaranteedupperboundon theactualWCET. Dynamictestingtechniques
canbe usedto obtain(andprogressively improve) a guaranteedlower boundon the
actualWCET. Theresultinginterval canthenbeusedto determinewhethersufficient
staticanddynamicanalysishasbeencarriedout.

Testing
Effort

Determined
WCET

Static WCET

Dynamic WCET

Actual WCET Guarenteed
WCET
Interval

Figure16: Staticanddynamicmethodsfor determiningWCET

5.5.1 Evaluation

To evaluatethe effectivenessof the framework whenappliedto WCET testingit has
beentargetedatfindingextremeexecutiontimesfor theaircraftenginecontrollercode
discussedabove. Thecontrollercodeis structuredasa cyclic executivewith top-level
routinesfrom eachof the major sub-systemsbeingcalledrepeatedlyin a loop. The
evaluationinvolved targetingthe framework at four of thesetop-level routines. The
test-datagenerationsystemwasexecutedonthetargethardwareto allow accuratemea-
suresof theexecutiontime to beobtained.Figure10 shows theevaluationresultsand
comparesthesefigureswith thoseobtainedusinga combinedtestingandstaticanaly-
sisapproachasusedin theFADEC developmentproject. This combinedapproached
involveddynamicallyexecutingall pathsin thesoftware.Thelongestdynamicpathis
thenfed into a staticanalysistool thataddsup theworstcaseinstructiontimesfor all
instructionson this path.

TheintervalsbetweentheobtaineddynamicandstaticWCET in theseresultsrep-
resentstheoptimismpresentin theframework’sdynamicapproachandthepessimism
in thestaticanalysismodelof theprocessor. ThedynamicWCET figures,asalready
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TopRoutine DynamicWCET StaticWCET Interval
(Cycles) (Cycle)

Top1 599 692 15.5%
Top2 189 225 19.0%
Top3 7866 10265 30.5%
Top4 1797 2218 23.4%

Table10: EngineControllerWCET Results

stated,canonly give a lower boundon the executiontime. However, this technique
canbeusedearlierin thedevelopmentlife-cycle dueto thecompleteautomationand
the fact that it doesnot requireall of thecodeor teststo have beenconstructed.This
techniquecanbeappliedassoonasthereis codethatis ableto run, thetest-casesused
to drivethecombinedstaticanddynamicapproacharenotneeded.TheseearlyWCET
figuresobtainedcanbe usedto provide confidencethat therewill not be any serious
timing problems.This reducesthe risk of finding timing problemsright at theendof
thedevelopmentlife-cyclewhenany problemswill beextremelyexpensiveto fix.

6 Related Work and Conclusions

6.1 Related Work

Many techniquesfor automatingthe generationof test-datahave beendevelopedand
reportedin the literature. Test-datagenerationtechniquescan be broadly classified
into random,staticanddynamicmethods.Randomtest-datagenerators,astheir name
implies, simply randomlysamplethe input domainof the SUT. While this is easyto
automate,it is problematic[4] — it canbeexpensive to calculatetheexpectedoutputs
for the largeamountof test-datageneratedandits uniform samplingmeansit canfail
to locatethe desiredtest-datafor particularcriteria. Statictechniquesdo not require
the SUT to be executed,but work on an analysisof the SUT. In contrast,dynamic
techniquesinvolvetherepeatedexecutionof theSUTduringadirectedsearchfor test-
datathatmeetthedesiredcriterion.

Figure17shows themajorautomatedtest-datagenerationapproachespresentedin
theliterature[5, 8, 9, 11, 20, 24, 23, 29, 30, 43, 45]. Thearrows in thefigureindicate
theprogressionof ideasandmethodsthroughthevariousapproaches.

Static techniquestypically usesymbolicexecutionto obtainconstraintson input
variablesfor a particulartestingcriterion. Symbolicexecutionworks by traversinga
controlflow graphof theSUTandbuilding upsymbolicrepresentationsof theinternal
variablesin termsof theinputvariables.Brancheswithin thecodeintroduceconstraints
on the variables.Solutionsto theseconstraintsrepresentthe desiredtest-data.There
arelimitationswith this approach.It is difficult to usesymbolicexecutionto analyse
recursion,arrayswhenindicesdependon input dataandsomeloop structuresusing
symbolicexecution.

Thedynamicapproachto test-datagenerationwasfirst suggestedin 1976[29]. This
work proposedconstructinga “straight-line”versionof theSUTandtheapplicationof
functionminimisationtechniques.Branchesin theSUT arereplacedby constraintsto
createthestraight-lineversion.A function is createdto maptheseconstraintson to a
real-value.Smallvaluesindicatethattheconstraintis closeto beingsatisfied.Function
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Figure17: SomeApproachesto AutomatingTest-CaseDataGeneration

minimisationtechniquesareusedto minimisethevaluesreturnedfrom thesefunctions
andhencelocatetest-data.It wasn’t until 1990,whenKorel [23, 24, 12] built on this,
removing the needfor the straight-lineprogramsand generatingtest-datafor more
data-types.Korel’s approachusesa local searchtechnique,which for complex search
spacesmaygetstuck in only locally optimalsolutions,thusfailing to find thedesired
test-data.As a way forwardKorel suggestedthe useof heuristicglobal optimisation
techniques.Several approacheshave exploredthe useof suchsearchtechniquesfor
test-datageneration[42, 19, 20, 32].

All of theseprevious approachesfocuson generatingtest-datain a narrow area.
Nearlyall focuson functionalproperties,with mostselectingtest-datausingstructural
testingcriteria.Thework presentedin this paperis theresultof a researchprogramme
focusedon developinga generalisedframework for test-datageneration.Theaim was
to provide a framework capableof automaticallygeneratingtest-datafor both black-
andwhite-boxfunctionalcriteriaandalsonon-functionalproperties.Theparticularfo-
cushasbeentheprovisionof usefulsupportfor thetestingproblemsthatarefacedwhen
developinghigh-integrity or safety-criticalsystems.The generalityof the framework
comesfrom theuseof directedsearchtechniquesandin particularglobaloptimisation
techniques.

Despitethesuggesteduseof heuristicapproachesto structuraltest-datageneration
backin the1970s[29], work in thisareahasonly recentlybegunto appear. Thissection
providesa detailedreview of the approachesthat useglobal optimisationtechniques
for structuraltest-datageneration.The testcriterionaddressedin theseapproachesis
to generatea test-dataset that satisfiesa specifiedstructuralcoveragetestadequacy
criterion.

Xanthakiset al. presentthe first applicationof heuristicoptimisationtechniques
for test-datagenerationin the literature(sofar aswe areaware)[44]. Their approach
usedrandomtestingto generatetest-datato achieve asmuchcoverageaspossibleof
theSUT andthenemployeda geneticalgorithmto fill any gaps.Pathtraversalcondi-
tions for the uncoveredpartsof theSUT areextractedstaticallyanda simplegenetic
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algorithmimplementationis usedto find test-datato satisfythesepathtraversalcondi-
tions. The systemalsoexploitedvariabledependenceinformationextractedfrom the
SUT to guidethemanipulationof thetest-dataduringthesearch.

Building on the work of Xanthakis,Watkins [42] proposedusing geneticalgo-
rithms againasa mechanismfor automatictest-datagenerationfor structuraltesting.
Theprocessworksby constructingacontrol-flow graphfor theSUTandextractingall
possiblepathsthroughthe program.A simplegeneticalgorithmis thenappliedwith
the aim of achieving pathcoverage.This avoids muchof the staticanalysisrequired
in the approachpresentedby Xanthakis.The fitnessfunction usedby Watkinsis the
inverseof thenumberof timesthata particularpathhaspreviously beentested.Thus
a paththat hasbeenvisited often is assigneda lower fitnessvalueto encourageexe-
cutionof alternative paths.Watkinsevaluatedthetechniquesagainstrandomtest-data
generationusingthenumberof uniquetestsgeneratedbeforeachieving full coverage,
astheevaluationcriterion. Two versionsof a triangleclassificationprogramareused
in the evaluation(with andwithout a right-angledtriangleclassificationcheck). The
resultsshow geneticalgorithmsto requireanorderof magnitudefewer teststo achieve
pathcoverageof the simpletriangleclassifierand50%fewer teststo cover the more
complex triangleclassifierwhencomparedwith randomtesting.However, it is unclear
whetherthe fitnessfunction would truly provide enoughguidanceto the genetical-
gorithmfor any non-trivial program.ThepathtakenthroughtheSUT is governedby
thebranchpredicates.Hence,thesebranchpredicatescontaina lot of informationthat
couldbeexploitedin thesearchfor test-data.Thesimplefitnessfunctionusedin this
work disregardsall this information. Theevaluationof thework only shows test-data
generationfor two simpleprograms— thesecontainnoloops,functioncalls,or arrays.
For suchsimpleprograms,staticapproachesusingsymbolicexecutionandconstraint
solvingwould behighly effective. Thereis no detailedpresentationof thegenetical-
gorithmimplementationin Watkins’work. No discussionof encodingscheme,genetic
operatorsor searchparametersis presented.Consequently, it is not possibleto draw
any conclusionsaboutthedecisionstaken.

Yang[45] presentsanapproachto generatingtest-datadirectly from a Z specifica-
tion usinggeneticalgorithms.Fromthedeclarationpartof theZ, thetypeanddomain
of eachvariablearederived. The expressionsin the Z areconsideredasa “flow of
execution” throughthe specification. Conjunctionforms sequencesand disjunction
branches.Using this information,a treeof routes(or paths)describingthe possible
executionflow throughthespecificationis constructed.Thegeneticalgorithmis then
usedto searchfor testdatathatsatisfieseachroutethroughtheexpressions.Thefitness
is calculatedin oneof two ways- Hammingdistance12 andcomparison.For expres-
sions «j¬V­ , where ¬ is a relationaloperator, thefitnessis calculatedasfollows. For
theequalityoperator, theHammingdistancebetween« and ­ is used,with highvalues
indicatinga low fitness.For inequalityoperatorstheHammingdistancebetween« and®5¯+° ­4± is used,where®5¯ is eitherasuccessoror predecessordependingontherelational
operator. For example,for «Y²T­ thefitnesswill bemeasuredusingtheHammingdis-
tancebetween« and ³�´�µ9µ9¶�³�³ ®�·4° ­4± , this givesthesearcha biastowardstheboundary
values.Again,highHammingdistancevaluesindicatea low fitness.

Thecomparisonmethodexploits informationcontainedin theZ expressions.The
calculationreturnsa measureof therelativeclosenessto beingtrue for theexpression.
This is scaledto valuesbetween0.0 and100.0. If theexpressionis actuallytrue then

12TheHammingdistancebetweentwo values,̧�¹»º4¼G½2¾ is equalto thenumberof bit positionsin which the
bits of º and ½ differ.
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a fitnessvalueof 100.0 is always returned. This featureprovidesa highly efficient
stoppingcriterionfor thesearchprocess,i.e. thesearchcanbeterminatedwhenevera
fitnessof 100.0is located.

The resultspublishedin Yang’s work were limited to two small Z specifications
for the triangleclassificationproblemanda quadraticequationsolver. Only a small
subsetof Z is usedin thesespecifications,with all predicatesbeingsimplerelational
expressions.The work givesno indicationof how test-datamight be generatedfor
largerZ specifications,especiallyif morecomplex predicateexpressionsareused.

Joneset al. have publisheda seriesof papers[19, 18, 20] extendingYang’s work
andallowing geneticalgorithmsto beappliedto structuraltestingof software. In par-
ticular, branchcoverageof Ada programsis considered.In this work, theinformation
containedin the branchpredicatesis exploited in the calculationof test-datafitness.
Theapproachinvolvesexecutinganinstrumentedversionof theSUT. Theinstrumen-
tationis addedin orderto dynamicallycalculatethefitnessvalueduringprogramexe-
cutionfor thegiventest-data.Theinstrumentationinsertsfunctioncallsto threetypes
of functions.

CHECKINGBRANCHfunctionsareaddedat the startof eachbasic-blockin the
SUT. Thesefunctionsregisterwheneachbasic-blockhasbeenexecuted.

LOOKINGBRANCHfunctionsareaddedfollowing eachconditionalbranchin the
SUT. Thesefunctionsexploit the informationcontainedin the branchpredicateand
calculatethefitnessvalueof thecurrenttest-data.They functionasfollows:

¿ If thecurrenttest-datahasexecutedthedesiredbranch,thefitnessis setto ahigh
value.

¿ If a sibling nodewasrequiredto beexecuted(i.e. thecurrenttest-datahastaken
anundesiredbranch)thefitnessis relatedto thebranchpredicate.Two different
fitnessfunctionswere evaluatedin this work. The first calculatedthe fitness
accordingto the Hammingdistance. For example, if the branchpredicateisÀÂÁXÃ

, thefitnesswould besetaccordingto theHammingdistancebetweenX
andsucc(0).Thesecondusedthereciprocalof thenumericaldifferencebetween
theoperandsof the relationalexpression.For example,againusingthe branch
predicateof

ÀÄÁÅÃ
, the fitnesswould be calculatedas the reciprocalof the

distancebetweenX and succ(0). The aim is to guide the searchto test-data
wherethe sibling nodewill be executed,i.e. where

À ² Ã
. The ³�´�µ�µ ° Ã ± is

usedto biasthetest-datagenerationto beascloseaspossibleto thesub-domain
boundary.

¿ If neitherof theabove is relevant,thefitnessis setto a low value.

LOOKINGBRANCHLOOPfunctionsareaddedfollowing loop constructs.Thefit-
nessin this caseis relatedto the differencebetweenthe actualanddesirednumber
of iterationsof the loop. Additional loop countervariablesareaddedto the SUT to
monitortheloop iterations.

ThisfitnessfunctiongivessignificantlymoreguidancethanthatproposedbyWatkins.
Giventhesimpleprogramshown in figure18,assumethatthefalsebranchhasalready
beenexecutedonceandthesearchis attemptingto locatetest-datafor thetruebranch.

Tabel11 shows thefitnessvaluesfor varioustest-datausingWatkins’ fitnessfunc-
tion andthereciprocalof thenumericaldifferencefitnessfunctionusedby Jones.

This clearly shows the additionalguidanceprovided by Jones’fitnessfunction.
As the valueof X getscloser to causingthe branchpredicateto be true, the fitness
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function F (X, Y : Integer) is
begin
if X Æ 0 then

return Y Ç X;
else

return Y;
end if;

end F;

Figure18: Simpleprogram

X Y Watkins Jones

-100 1 1 0.0099
-10 1 1 0.0909
0 1 1 1
1 1 È È

Table11: Comparisionof Watkins’ andJones’fitnessfunctions

value increases.This helpsto guide the searchto suchtest-data,whereaswith the
simpler fitnessfunction proposedby Watkins, the fitnessvalue remainsunchanged
until thebranchpredicateevaluatesto true.Consequently, thefitnessfunctionprovides
no guidanceon how to getto suchtest-data.

Jones’work alsoconsidersa numberof implementationaspectsof thegenetical-
gorithmsthemselves. Thesewerenot discussedin detail by Watkinsor Yang. Gray
code,signandmagnitudeandtwoscomplementbinaryencodingsof the test-dataare
evaluated.Theresultsshow Graycodeto givebetterguidance,especiallywhenthetest-
datais dominatedby integervariables.This is dueto thefact that two valuesclosein
theintegerdomaincanhave very differentbinaryrepresentationsin twoscomplement
andsignandmagnituderepresentationsmakingit difficult for thegeneticalgorithmto
move betweenthem. In contrast,successive integervaluesonly differ by thenegation
of a singlebit whenusinga Graycoderepresentation.

An evaluationis presentedin Jones’work usinga collectionof smallprograms—
atriangleclassifier, aremaindercalculator, a linearsearch,abinarysearch,aquicksort
anda quadraticequationsolver. Branchcoverageis achievedfor all of theseprograms
with significantlyfewer teststhanrequiredby purelyrandomtesting(up to two orders
of magnitude).

Although the work of Joneset. al advancesthat of both XanthakisandWatkins
by exploiting informationin thebranchpredicates,therearestill limitationsandweak-
nesses.Theseareasfollows:

1. The fitnessfunction fails to recognisethe successfuloutcomeof conditional
branchesprior to an undesiredbranch. For example,considerthe path ÉËÊÌ�Í5ÎUÏ�Î&Ð
Î
ÑGÒ

. Test-datathat follows a sub-path
ÌrÍ5ÎUÏ�Î&Ð%Ò

beforetakinganundesired
branchis betterthantest-datathatfollowsa sub-path

Ì�Í�Ò
beforetakinganunde-

siredbranch. However, this is not capturedby the fitnessfunction which only
exploits theinformationavailableatbranchpredicatesthatfail.

36



2. Thecalculationof thefitnessfunctionfor loop iterationsis only basedonthede-
siredandactualnumberof iterations.More guidancecouldbegainedby incor-
poratingknowledgeof the loop-predicateitself, just asusinginformationfrom
thebranchpredicatesimprovesthelevel of guidance.

3. The fitnessfunction aspresentedonly works with simplebranchpredicatesof
the form

À ¬SÓ , where ¬ is a relationaloperator. More complex expressions
haveto bebrokendown into nestedsequencesof conditionbranchstatements.

4. Binaryencodingof thedata-typescanleadto invalid bit patternsbeingproduced
by the crossover andmutationoperators.For example,an integer with a legal
rangefrom 0 to 100 might be representedin 8 bits and hencecrossover and
mutationcaneasilycausebit-patternsthatareoutsideof thevalid range.

5. In additionto the invalid bit patterns,thereis also the problemof information
losswhenapplyingthegeneticoperatorsto thebinarystrings.

In a recentpaperby Pargaset al. [32] anapproachis presentedthataddressesthe
first two of theseproblems. Again, the work targetsthe generationof test-datafor
structuraltestingcriteria. A control dependencegraphfor the SUT is utilised in the
calculationof test-datafitness. In a control-dependencegraphnodesrepresentbasic-
blocksandedgesrepresentcontrol dependenciesbetweenbasic-blocks.A node Ó is
controldependenton a node

À
(where

À
containsa conditionalbranch)if thereach-

ability of node Ó is dependenton the conditionalbranchin
À

. Figure19 shows an
exampleprogramwith its control-flow graphandcontroldependencegraph.

    procedure Example is
       i, j, k : Integer
    begin
1.     Read (i, j, k)
2.     if (i < j) then
3.        if (j < k) then
4.           i := k;
          else
5.           k := i;
          end if;
       end if;

6.     Process (i, j, k);
    end Example;
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Figure 19: Exampleprogramwith associatedcontrol-flow and control-dependence
graphs

The fitnessof test-datais evaluatedby comparingthe statementsexecutedusing
the test-datato thedesiredpaththroughthecontrol-dependencegraph. For example,
considerthe problemof locatingtest-datato executestatement5 in the examplepro-
gram.Thecontrol-dependencegraphindicatesthatthepath

ÌGÔ °rÕ ± Î5Ö °rÕ ± Î&× °rØ ± Ò needs
to beexecuted.Test-datais assignedafitnessvalueaccordingto how muchof thispath
it executes.For example,test-datathatexecutesthe path

ÌGÔ °rÕ ± Î5Ö °�Õ ± Î
× °�Õ ± Ò will be
assignedahigherfitnessthantest-datathatexecutesthepath

ÌUÔ °�Õ ± Î&Ö °rØ ± Ò .
Thisapproachaddressestheproblems1, 2 and3 above.Problems1 and2 areover-

comeby exploiting theinformationcontainedin thecontrol-dependencegraphandby
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relatingfitnessto thenumberof successfulbranchexecutions.Problem3 is addressed
by not explicitly consideringthestructureof thebranchpredicates.However, aswith
Watkinswork, this failureto exploit theinformationcontainedin branchpredicatesre-
sultsin insufficientguidancefor thesearchtechniqueto locatethedesiredtest-datafor
all but thesimplestof programs.Problems4 and5 arenot addressedin Pargas’work
andindeedthe geneticalgorithmimplementationpresentedcontinuesto suffer from
theseproblems.

6.2 Conclusions

Many of the approachesfor automatedsoftwaretest-datagenerationpresentedin the
literatureareinflexible or have limited capacity. In constrast,optimisationtechniques
offer a flexible andefficient approachto solvingcomplex problems.To allow theop-
timisationbasedframework to generatetest-datafor a specifictestingcriterion it is
necessaryonly to devise a suitablefitnessfunction. This paperhaspresentedthe re-
sults of threeindustrial scalecase-studies— specificationfailure testing,exception
conditiontestingandWCET testing.

The resultspresentedin this paperare extremely encouraging.They show that
the search-basedframework for test-datagenerationhasbeenable to automatically
generateusefultest-datafor real industrialtestingproblemsusingreal industrialcase-
studies.Throughthecompleteautomationtheaim is to allow this targettedtestingfor
errorsto beappliedto build confidencein thedesiredpropertiesof thesoftware. It is
hopedthat this will ultimatelyreducethecostsassociatedwith traditionaltestingand
proof techniquesby reducingthenumberof errorsthey find.

An importantfact is that the framework tools provided to supportthis automated
test-datagenerationneednotbeof high-integrity evenwhentestingsafetycritical code.
They canbeviewedassimplygeneratingtest-datathatcanbecheckedby othermeans,
i.e. useof a suitabletest-harnessto checkthat the generatedtest-datadoesin fact
causethedesiredexception.This is importantasthealgorithmsarestochasticandit is
extremelydifficult to reasonabouttheirefficacy for applicationto arbitrarycode.Also
many of thetestcriteria requiretheexecutionof an instrumentedversionof theSUT.
Thevalidity of testingtheinstrumentedcodeis problematicfor safety-criticalsystems.
Again, thegeneratedtest-datacanbecheckedby trustedmeansto avoid this problem.

6.3 Further Work

Optimisationtechniqueswill neverbeableto guaranteetheirresults13. However, it may
bepossibleto devisesoftwaremetricswhich cangiveguidancein a numberof areas–
to suggestwhich optimisationtechniqueswill give thebestresults;to suggestsuitable
parametervaluesfor theoptimisationtechniques;andalsotogiveanindicationasto the
likely quality of theresult.Thereremainsa largenumberof test-dataselectioncriteria
worthy of consideration.For eachcriterion it is only necessaryto devise an fitness
functionwhich givesthesearchprocesssufficient guidance.This allows virtually any
testingcriteriato beincorporatedinto thesamegeneralisedframework, althoughonly
timewill tell if thetechniqueswehavedescribedherearealwayssoeffective.

13For example,if optimisationfails to find test-dataillustratinga specificationfailure thatdoesno imply
thatthesoftwaremustbecorrect,it simplymeansthatthesearchfailedto find any suchfailures.
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