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ABSTRACT

Risk assessment is concerned with discovering threat paths between potential attackers
and critical assets, and is generally carried out during a system’s design and then at fixed
intervals during its operational life. However, the currency of such analysis is rapidly
eroded by system changes; in dynamic systems these include the need to support ad-hoc
collaboration, and dynamic connectivity between the system’s components. This paper
resolves these problems by showing how risks can be assessed incrementally as a system
changes, using risk profiles, which characterize the risk to a system from subverted
components. We formally define risk profiles, and show that their calculation can be fully
distributed; each component is able to compute its own profile from neighbouring infor-
mation. We further show that profiles converge to the same risks as systematic threat path
enumeration, that changes in risk are efficiently propagated throughout a distributed
system, and that the distributed computation provides a criterion for when the security
consequences of a policy change are local to a component, or will propagate into the wider
system. Risk profiles have the potential to supplement conventional risk assessments with
useful new metrics, maintain accurate continuous assessment of risks in dynamic
distributed systems, link a risk assessment to the wider environment of the system, and
evaluate defence-in-depth strategies.

© 2009 Elsevier Ltd. All rights reserved.

1. Introduction

with joint ventures and mergers, as new business processes
are crafted from existing services and as new products are

Security is fundamentally about reducing the risk of operating
an organization, business or system to an acceptable level.
Risk assessment or analysis methods (e.g. Risk Management
Guide for Information Technology Systems, 2002) are there-
fore at the heart of security management systems (Informa-
tion Technology, 2005), and generally identify threat paths
between assets and potential attackers, in order to charac-
terize residual risks. Such risks are quantified in terms of their
likelihood, and their impact.

Modern systems are highly interconnected, and increas-
ingly dynamic. Commercial systems change continuously
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added. Military systems are in transition from an era in which
they could be isolated, to one where dynamic information
security policies are needed to support ad-hoc collaborators,
including civilian Governmental and Non-Governmental
organizations.

In all these circumstances, risk assessments carried out
during the design cycle, or even periodically, rapidly lose their
currency. However, there is no established theory for continu-
ously calculating risk in a dynamic distributed system. This
paper provides such a theory; it introduces risk profiles, and
demonstrates that they provide arisk calculation method which:
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e can be fully distributed;
e is computationally efficient; and
e converges rapidly following a change to the system.

Assessing risk continuously in a distributed system
supports the delegation of security decisions to sub-elements
of the system, since it provides a principled means of deter-
mining if the risks resulting from a proposed policy change
will propagate to the wider system, or remain local. Contin-
uous distributed risk calculation is therefore a novel and
potentially important security mechanism.

Risk profiles were originally developed as part of the SeDAn
risk analysis framework (Chivers, 2006a) to supplement
conventional risk assessment; a profile identifies the set of
unwanted asset impacts (concerns) that a particular element of
the system is able to attack. This calculation can be carried out
for any part of the system - components, communications, or
even its users — providing valuable additional risk-based
information to stakeholders, including:

e Implementation guidance: the extent that the deployment
or implementation of services needed to be constrained to
prevent additional risks to the system, for example from
physical access.

The ability to compare users’ actual authority with the
privilege that they were expected to have.

The ability to check if security controls had compromised
the liveness of the system, by denying users’ legitimate
access to assets.

The ability to balance ICT controls, such as communications
security, against the need for physical protection of network
components.

Risk profiles have been used to support risk assessments in
practice; for example, in the design of a large distributed
system to support the maintenance of aero-engines (Chivers
and Fletcher, 2005). Profiles were computed for the services in
the system, then the services grouped by profile, to provide
a ready indication of the risk-sensitivity of different service
groups. This provided the customers with the necessary
assurance that the most computationally demanding services
could be outsourced to a computing grid, with an acceptable
level of risk.

One way of viewing risk profiles is that they localise what is
otherwise a systemic problem. If the risk profile of a compo-
nent is known, then adding a single communication to a new
component results in the same risk profile at the new
component, unless it is otherwise constrained by security
controls. This calculation can be carried out locally, without
the need to re-evaluate the threat paths in the entire system.
This principle can be extended to give a risk calculation
method that is fully distributed: components of a distributed
system each calculate their own risk profile, given informa-
tion about risks in neighbouring components.

In this paper we develop and formalise this concept, and
then demonstrate that the distributed risk calculation
converges to provide the same information as a standard threat
path analysis. Furthermore, we show that the calculation
method has the properties claimed above: distribution, effi-
ciency, and incremental updating following a system change.

The contribution of this paper is to provide the theory of
risk profiles, show how they are calculated, and to evaluate
some of their important properties. Although examples in this
paper are drawn from specific domains, such as system design
or organizational modelling, the theory is generic, and avoids
commitment to any particular domain.

This paper is organized as follows. A discussion of related
work is given in Section 2. Section 3 provides the motivation
for risk profiles, introduces risk analysis terms and standard
threat path analysis, describes the problem of interfacing
a systematic risk analysis to its wider environment, and
informally defines risk profiles. Section 4 provides a formal
model of risk profiles, including how they are calculated and
how they are extended to attackers. Section 5 evaluates the
theory by presenting informal proofs of important model
properties, and how these are supported by constraints within
the model. Section 6 briefly describes the formal model in
algorithmic terms, and provides a worked example of a fully
distributed calculation. Section 7 discusses potential limita-
tions of the current formulation, and Section 8 describes
possible practical applications and implementations of this
work. The paper is concluded in Section 9.

2. Related work

Risk analysis approaches were reviewed by Baskerville (1993)
over a decade ago, and his analysis is still relevant today. He
identifies the need to use abstract models of systems, which
allow a combination of security design and stakeholder
analysis, independent of physical implementation. This
characterization of the problem is one of the motivations for
systematic calculation methods, since it identifies the scope
for abstract modelling to make a fundamental contribution to
risk analysis.

High level approaches to risk assessment consider a few
key factors that contribute to risk, and focus on how they can
be combined and communicated to stakeholders. Such
approaches provide a decision rationale when it is necessary
to estimate risk based on disparate factors, for example
combining social, human, regulatory, environmental, quality
and technical contributions. A valuable behavioural approach
contrasts Consequence Models built by domain experts with
Mental Models held by stakeholders (Morgan et al., 2002), to
determine areas of weakness in either. Mathematically based
approaches include the use of Bayesian networks to provide
a decision basis for such models (Fenton and Neil, 2009). A
review of methods to combine expert estimates of risk
(Clemen and Winkler, 1999), highlights the value of system-
atic methods, mathematical or behavioural, as opposed to
simply using intuition, but is unable to separate the perfor-
mance of different methods.

Practical approaches to risk assessment are often
focussed on identifying paths through a system (which may
be technical, organizational, social, etc.) by which an
attacker can realise an unwanted impact to an asset. All
such methods are concerned with eliciting information, such
as assets, system information and security goals, from
domain stakeholders, and communicating risks and
proposed controls to non-specialists. The CORAS research
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project (Braber et al., 2007), exemplifies this approach, by
providing a language for documenting risks, developed
originally from process metamodels and threat stereotypes
for UML. The CORAS language has a graphical representation
(Hogganvik and Stglen, 2006) which is focussed on ensuring
that stakeholders engaged in the elicitation of risks share
a common framework of understanding with the security
professionals who build risk models. Other established
approaches include OCTAVE (Alberts and Dorofee, 2003),
which is focussed on structured elicitation, supported by
threat modelling.

There are similar risk analysis methods based on threat
modelling (e.g. Swiderski and Snyder, 2004), which describe
good practices and principles. Such approaches are often
necessarily selective; for example formal models in which
only selected threats are modelled for scalability purposes (Xu
and Nygard, 2006), or threat trees built from known system
vulnerabilities to conduct system penetration evaluations
(Sheyner and Wing, 2003).

Other UML-based work includes UMLSec (Jiirjens, 2001),
which builds on the formal semantics of UML to allow the
complete specification of security problems, which can then
be subject to formal proof, or exported to a model-checker.
This work is typical of a wide range of formal approaches to
security; it is promising for small hard security problems, such
as protocol analysis, but there is little evidence that this
approach will scale to large-scale practical systems, or that it
can accommodate risk as a criterion.

As noted above, risk profiles were originally conceived to
supplement these types of threat modelling, specifically to
allow forms of systematic analysis and communication that
are generally absent, for example, checking that security
controls do not prejudice functional liveness. This contribu-
tion would be a valuable adjunct to the work described above;
however, this paper is also concerned with the continuous
and distributed calculation of risks, and these issues are not
addressed in the existing literature.

The structured enumeration of threat paths has some
similarities with Fault Tree Analysis in safety engineering
(Vesely et al., 1981); both establish causal trees to undesired
events. The safety community has considered the possibility
of compositional safety analysis, both to allow the reuse of
component safety models and to facilitate design refinement.
In one approach, as the design progresses, failure models for
components are embedded in a higher level architecture
which allows the synthesis of a fault tree (Papadopoulos et al.,
2001). Elaborations of this concept include substituting the
fault tree with an acyclic directed graph, in order to better
represent common-mode failures (Kaiser et al.,, 2003), and
providing a richer logic and the possibility of making choices
between component variants (Giese and Tichy, 2006). Unfor-
tunately, the compositional model for safety is not fully
applicable to security. Informally, the safety model is a func-
tional one - the propagation of faults through a component is
effectively modelled as a function - and although this type of
property is important for security it is unable to specify
information-flow constraints, such as the controls described
in our model. More formally, it is well established that
preserving safety properties in refinement does not neces-
sarily preserve security (Jacob, 1989).

Security risk management is essentially a form of
requirements engineering, and the goal-refinement commu-
nity are active in developing new requirements management
models (Kalloniatis, 2004), some of which are tool supported,
but this work has yet to accommodate risk metrics, or threat
analysis. Other researchers in the requirements community
focus on security requirements as constraints (Moffett et al.,
2004), and provide an argumentation framework that links
security goals to security requirements, including identifying
the assumptions (trust) on which the arguments depend
(Haley et al., 2005).

None of these focus on risk calculation, but some
requirements-oriented approaches, including the analysis of
attackers as actors (Liu et al., 2003), and abuse cases (McDer-
mott and Fox, 1999) may identify attackers outside the normal
system boundary. Related work includes interpreting
sequence diagrams (e.g. use and abuse cases) as traces (formal
event sequences), which are used to formalise a specification
(Haugen et al., 2005). From the security perspective this
corresponds to classical refinement, with the well-known
problem for security noted above. There is also a long history
of attempts to use properties over traces (rather than specific
trace enumerations) for security, unfortunately none are
completely satisfactory from the perspective of composition
or refinement (for example, see McLean, 1994).

Finally, work on security management in dynamic
systems, such as mobile ad-hoc networks (Eschenauer et al.,
2002), often focuses on trust between nodes; dynamic
management approaches include recommendation-based
trust measures (Azzedin and Maheswaran, 2003). Approaches
that explicitly consider risk in such systems are rare; those
that introduce risk do so by using trust calculations as the
basis of the likelihood of unwanted security events (Cahill
et al., 2003), rather than by distributed systematic evaluation
of threat paths.

In brief, the risk profiles described in this paper may be
used to supplement existing approaches to risk assessment,
by providing additional metrics as described in Section 1; the
theory presented here also addresses an issue that is not
found in the current literature: the distributed calculation of
security risk.

3. Risks outside the scope of system models

Systematic risk analysis is inevitably carried out on a model of
a system; different researchers propose and use different
models, varying from domain models that include physical
zones (Srivatanakul et al., 2004), requirements models that
specify an abstract machine in its environment (Moffett et al.,
2004), architectural models of information systems
(Schneider, 1999), or design models that are relatively close to
an implementation (Lodderstedt et al., 2002). There is general
agreement that security is a ‘system’ problem; in other words,
it is not sufficient to analyze an information system without
taking account of its environment.

A feature of all models is that they are, to some extent,
abstract. A business process model may not describe paper
cheques, or electronic credit mechanisms, although it may
identify the need for payments. An architectural model of
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a computer system may not describe the physical environ-
ment in which software will be deployed, although it may
identify abstract services. Implementation features may
introduce new security risks because they enrich the domain
of discourse (the objects in the system) as well as introducing
new and unexpected behaviours. For example, the imple-
mentation of a communications path (e.g. sending cheques by
post, or electronic transfers over a wireless network) may
provide unexpected access mechanisms, or software imple-
mentation may introduce vulnerabilities such as buffer-
overflows that allow unplanned remote access. Features of
this sort may interact with parts of the real world that are
outside the scope of the model which is subject to risk anal-
ysis. For example, a system model may include users, clients,
organizations and administrators, but have no means of rep-
resenting a social engineering attack against one of these
roles, or the path from an external attacker via a physical
attack on network infrastructure.

In brief, models used for risk analysis are both bounded
and abstract; from a security perspective, this introduces the
problem that analysis carried out in the model may not apply
to its instantiation in the real world.

What is needed is a process for literally ‘thinking out of the
box’ of the model, in such a way that risk analysis carried out
in the model can be associated with implementation features
that introduce new means of access to the system, perhaps
from attackers that are outside the normal system
environment.

This is the function of risk profiles; they characterize the
risks to a system that would accrue from the subversion of one
of its components. Risk profiles were originally developed to
support security analysis in the system design process, for
example the architectural design of service oriented applica-
tions and systems. The remainder of this paper will use
examples from this domain, but the principles described here
are applicable to the risk analysis of a broad range of different
types of system.

The following sub-sections introduce risk profiles infor-
mally, beginning with their relationship to standard risk
analysis. This is followed by a formal account in Section 4.

3.1 Risk analysis

The terms used in this paper follow the generally accepted
definitions in RFC2828 (Shirey, 2000). Security is concerned
with defending against attacks that are intentioned by an
attacker or adversary, although they may sometimes be more
general threat actions (e.g. fire, flood, and lightning). An attack
may exploit a vulnerability, which is a security defect, or may
misuse the normal functions of a system to obtain access to
an asset, resulting in a negative outcome, or impact. A threat
path is the complete path of attack from attacker to asset;
a countermeasure, or control, blocks a particular threat path. A
risk is the combination of the likelihood that a threat is real-
ized, and its negative impact.

Concerns. There is no standard word for the undesired
events against which assets are to be protected; the term
concern is used here, to refer to an outcome that stakeholders
wish to avoid. A concern includes the impact or cost of
a potential security incident. However, it also defines the

incident in other ways, for example: “an integrity failure
resulting in loss of provenance.” A concern is a form of
security objective which may apply to one or more assets, or
classes of asset.

The process of risk analysis discovers the risks in a system
by mapping all possible threat paths from potential attackers
to assets of concern. This process may be carried out in one of
three ways:

starting with a list of known vulnerabilities and determining
if they can be exploited by attackers to cause specific harm
to assets;

starting with an asset of concern and searching for paths
that may facilitate an attack; or

starting with the attacker and searching for ways to reach
assets of concern.

The process of starting from the attacker and determining
if the tree of possible actions facilitates an attack is usually
known as threat tree modelling (Swiderski and Snyder, 2004).
The second and third approaches both result in a systematic
search of the complete system and can produce equivalent
results. Starting from vulnerabilities allows known vulnera-
bilities to be prioritised in terms of risk by their relation to
attackers and assets, but does not necessarily result in
a comprehensive risk assessment. The problem of identifying
risks associated with unknown vulnerabilities, or equiva-
lently, assessing how much a particular component matters
in security terms, is an important contribution of this work.

Risk assessment or analysis is part of a larger process of
security management; risks are identified and then consid-
ered as candidates for action. Possible management actions
include accepting the risk, mitigating the risk with extra
security controls, and transferring or mitigating the risk
outside the system. This overall process is an important part
of the security lifecycle, but is not the subject of this paper.

A typical risk is depicted in Fig. 1. A system contains some
active components, such as services (S1-S4), assets of concern
(A1, A2) and users (U1). The system model is analyzable: it has
a navigable topology, which is constrained by security
requirements such as access controls. The available connec-
tivity is indicated by arrows, but operations and access

s1 Attacker
Ul

S3 S4

ANEVAR

Asset Asset
Al 82 A2

Fig. 1 - Threat paths in a system. The objective of risk
analysis is to enumerate the risks in a system by searching
for threat paths between attackers and assets.
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controls are omitted. Attackers are characterized by the
access they have to the system, for example users or system
administrators.

In Fig. 1 a particular user (usually a user role rather than an
individual) is a potential attacker, and there is a threat path
(S1, S3) between this user and an asset of concern (Al). The
elements of the system to which the attacker is able to gain
access are shown shaded.

This form of analysis is effective at enumerating risks
within the modelled system; however, it is also necessary to
evaluate risks relating to attackers that do not have any form
of legitimate access (e.g. competitors, remote hackers).
Attacks from these sources, by definition, must use access
mechanisms that are not described in the system model.

3.2.  Attacks from outside the system boundary

Consider Fig. 1, again. Although it may not be possible to
represent an unknown vulnerability within this model, it is
possible to use normal threat path analysis to determine the
consequences of such a vulnerability. Suppose that an
external attacker is able to access the system via a vulner-
ability in service S2, the resulting attack is illustrated in
Fig. 2.

In Fig. 2 the access mechanism may be unknown, but it is
possible to use standard threat path analysis to determine
how such an attack will propagate through the system. In this
case the attacker is able to gain access to both Al and A2. In
practical terms, this models how an attacker uses trust and
privilege relationships within a system to pursue an attack,
having gained access via a vulnerability.

This concept extends the usual model of risk analysis to
include attackers that are outside the normal system context,
but who may be identified by abuse cases (McDermott and
Fox, 1999) or other forms of attacker elucidation. However,
since the method of access is not part of the system specifi-
cation, it is also not possible to manage the access point with
a security control. Two options are available for risk
management:

Attacker
El

r

87 A
Asses % Asset
A/ 2 Az

7

Fig. 2 - Attacks from outside the normal system model. An
attacker without normal access to the system gains access
to an element of the system via an unspecified
vulnerability.

e to change the design of the system, or its security controls,
to reduce the propagation of such an attack after it has
entered the system; or

e to record the risks that would accrue from a vulnerability
that allows a particular attacker to access S2, and use this
information to guide the implementation.

These are both valuable additions to a standard risk
assessment. The first allows security architectures to be
evaluated for the effects of potential component defects, and
the second provides implementers with a metric for the
quality of assurance or protection required in the
implementation.

3.3. Risk profiles

The concepts outlined in the previous section allow the eval-
uation of threat paths that lie partly outside the normal
system model. Such paths are different in nature from the
normal paths evaluated during risk analysis, because the
point of entry of the attacker is not known. Normal users, for
example, access systems at specific known interfaces;
however, an attacker from outside the system is likely to use
any convenient weak, accessible point, and the extent that
a system component offers a weak or accessible access may
depend on the implementation. For example, an attacker may
physically install a wireless access point on an unprotected
wired local area network, use social engineering to obtain user
or administrator privileges, or mount a remote attack via
a software vulnerability.

In the absence of better qualified information, therefore,
such an attacker may attack any part of the system. This could
be modelled directly as many different connections, all of
which can be evaluated separately; however, the resulting
risks can be factored into two parts:

o the external attackers, and their likelihood of attack; and
o the risks that would arise if each system component were
subverted.

This concept is formalised in Section 4; informally, a risk is
a combination of the likelihood and impact of a particular
combination of attacker, threat path and asset:
asset *likelihood of

Risk =impact to successful

attack

Risk can be factored into two parts: the likelihood that
a particular component is successfully attacked and the
possibility that subversion of that component exposes
a security critical asset:

The likelihood that a component is subverted* (risk to

an asset|subverted component)

Both these parts define sets, whose cross product specifies
the set of risks from possible attacks against that component
to all possible outcomes that are possible via that component.
A complete risk assessment would consider all possible
components.
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The second element, the set of risks given the subversion
of a component, is the risk profile for that component. A
component is any part of a system model; so, for example, a risk
profile may be calculated for services, communications or
even users. Attacks from outside a system are often a signifi-
cant risk, so risk profiles can be used to indicate the extent to
which a component must be protected in its implementation
context. For example:

e servers that host services may need to be protected against
both physical theft, and implementation defects. A risk
profile for a software service indicates the degree to which
the server must be protected from its environment, and the
required quality of software implementation;

associations or navigable links in a system model may be
implemented as communications. A risk profile may indi-
cate the need for communications security; and

users may be subverted by social engineering. A risk profile
indicates the actual authority exercised by users; this may
motivate user education, or the need to separate duties
within a business process, for example, by introducing
workflow approval tasks. Risk profiles can also be used to
check users’ actual capability against their planned
authority.

Risk profiles essentially compile the systemic problem of
evaluating threat paths into local properties for individual
system components. This locality is what makes risk profiles
valuable for implementers, who are usually concerned with
parts of the system. The next section provides a more concrete
account of risk profiles and how they are calculated, after
which it will be evident that the calculation of risk profiles can
also be localised in such a way that risk assessment can be
distributed across a system, rather than carried out over
a single overall system model.

4, A formal model

The previous section introduced risk profiles informally;
before their full value can be explored it is necessary to
provide a concrete description of what risk profiles are, and
how they can be calculated. This provides a sound basis for
justifying the properties described in the next section.

The formal model presented in this section provides
a generic model of risk analysis using risk profiles, using
a subset of the Z language (Spivey, 1989). The theory presented
here has been type-checked using the Formaliser tool (Flynn
et al., 1990).

This model is generic because it makes no commitment to
a particular level of modelling (e.g. system design or social) or
to particular types of functional behaviour or security control.
The reader should not therefore interpret the formal names
used below as implying any specific type of system.

4.1. Definitions
Four base types are needed:

[Asset, Concern, Comp, Info]

They are disjoint sets, and can be interpreted as follows:

e Asset is part of a system which may need to be protected
from unwanted security outcomes.

e Concern identifies a security objective, or a specific
unwanted outcome.

e Comp is a component in the system, perhaps a user,
administrator, service, business function or even a business
department; and,

e Info is information; it characterizes messages passed
between components.

Concern is used, rather than outcome or impact, since the
security objective for an asset has several attributes (see
Section 3.1). Those of interest in this model include the asset
or assets to which the concern relates, and the impact:

Concern ¢— Asset
Concern — N

ConcernA
Impact

ConcernA relates a particular security concern to a number
of possible assets, and Impact is used as a measure of the cost
of the unwanted security event. Impact is modelled as a
number, without commitment to any particular scheme of
quantification. In most applications Concern would also have
other attributes, including the direction of the threat (away
from or toward the asset).

Note that this model does not specify a direction of infor-
mation flow in a threat path; messages are defined between
two components (left, right) and the flow of risks is from left to
right. However, there is nothing in the formalism that requires
a component to send information left to right - the actual data
could be flowing in the opposite direction to the risks. In the
case of a confidentiality concern, the risk will flow out from
the asset together with the information; in the case of an
integrity concern then the risk will flow from any component
able to send information to the asset.

Because this model does not require that risks propagate in
the same direction as information, it applies equally to
confidentiality and integrity. However, a direction of away
from, or toward, an asset should not be taken to imply that
this treatment is limited to confidentiality or integrity. In the
aero-engine maintenance system mentioned briefly in the
introduction (Chivers and Fletcher, 2005), the security goals
analyzed included availability and provenance.

Assets are identified with particular components. In
general, risk analysis is concerned with classes of assets
(e.g. confidential documents, personal data), so a particular
class of assets may be ‘managed’ by more than one
component:

| Manages : Comp «— Asset

There are two dimensions to risk: impact and likelihood. In
this model, likelihood is represented as a frequency (Freq), and
similar to impact, a frequency is a number, with no commit-
ment to any particular scheme of quantification:

IFreq:lPN

It is, however, necessary to represent certainty (100% like-
lihood); Freq therefore has a Top value, which is regarded as
certainty:
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| Top : N

| Top eFrega(v £ Frege Top 2 f)

Risk is usually considered a two-dimensional quantity, in
which each risk is characterized by impact and likelihood. It is
also necessary to identify the asset and other features of the
unwanted security outcome, so we model risk as a combina-
tion of likelihood (Freq) and Concern, which includes impact
and also identifies the asset under threat:

|Risk:Freq «— Concern

For presentational purposes it is useful to be able to extract
the individual components of risk:

RL : Risk — Freq
RC : Risk — Concern

v 1 Freq;a:Concern e
RL (l,a)=1 ARC(l,a)= a

These are the primary definitions used in the model, it is
now necessary to model a component, its security properties
and the information flows that allow an attacker to access to
an asset.

4.2. Introduction to modelling components

Fig. 3 illustrates the main security features of a component
that are to be modelled.

The arrowed lines in Fig. 3 indicate information flow; for
the purpose of description only the direction away from the
asset will be described (confidentiality), but as noted above,
the formal model is not limited to a particular direction and
can be interpreted equally in both directions.

Information flows that may be part of threat paths origi-
nate at assets which are directly associated (Managed ) with
a component, or reach components via messages. The
behaviour of a component may support an information flow,
and hence a threat path, to other components in the messages
that it sends. A component may have security features, or
controls, which limit the extent that information about assets
and incoming messages are revealed to other components.
For example, access controls may prohibit certain messages,
or the functionality of a component may be constrained to

Messages to Other
Components

Component

Messages from Other
Components

Asset

Fig. 3 - Generic component features.

filter information. In this abstract model there is no need to
model state explicitly, since the model has, in effect, access
to the complete set of possible messages, which could include
the complete message history.

In the previous section a risk profile was described in terms
of its use: to act as a bridge between the system model and
attackers and implementation features that are outside that
model. From this viewpoint a risk profile is an intermediate
element in the risk calculation; any system component can
similarly be viewed as partitioning the system level risk
calculation, as shown in Fig. 4.

In Fig. 4 the risk profile for Component A is the set of
attacks that are available to that component. The threat paths
available to another component via Component A are those
available to Component A, moderated by any security controls
enforced by that component. This is the motivation behind
the formal model that follows.

4.3. The component model

Threat paths terminate at Assets, so a component is directly
able to attack the assets within its own context; we identify
a function, Local, which is able to identify such assets:

Local:Comp — (Asset «— Ccncern)

¥ ¢ :Comp;a :Asset;x :Concern e
(a,x) e Localc
< (c,a)e Managesna(x,a) € Concernh

Atthis stage there is noneed toidentify a likelihood (itis Top),
so the Local function identifies the set of assets with security
concerns, which are managed by a specific component.

Threat paths may be facilitated by messages exchanged
with other components. Before risks arising from these paths
can be formalised it is necessary to model both messages and
security controls. A Message is an element of information that
is sent between two components:

IMsg:P(Comp x InfoxComp)

Remaining Attacks
available to other Components

Controls

Component A

Attacks available to Component A

Fig. 4 - The use of risk profiles as intermediate elements in
calculating threat paths.
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Similar to Risk, it is useful to define functions that extract
the elements of this relation:

ML : Msg — Comp
MR : Msg — Comp

v r,l:Comp; i:Info e
ML (r,i,1)=1 a MR(r,i,l)=r

The two components are labelled L(eft) and R(ight), if the
reader prefers to think in terms of confidentiality (i.e. flow
away from the asset), rather than bidirectionally, then the
information flow is Left to Right.

The effect of a security control is to reduce the likelihood
that a path can be used to attack an asset. It may reduce the
likelihood to zero; on the other hand security controls may
themselves introduce vulnerabilities or have imperfect
strength, so the general case is a function that may reduce the
likelihood of attack:

| Control: N —+ N

| vV X,y:Ne(x,y)eControl=x 2 y

Control models the effect of a control, but not its position in
the system. We give a generic model for the security behav-
iour of a component, which is to apply a control, between
either assets and messages (XA), or messages and messages
(XM). The relations are also characterized by Concern, since in
practice different controls are effective in defending against
different types of outcome:

XA :P (Asset x Concern x Control x Msg)
XM :P (Msg x Concern x Control x Msg)

v ml,mr : Msg; c :Concern; x1,xr:N e
(ml,c, (x1,%xr),mr) € XM =
- (3 zl,2r : N e
(ml,c, (zl,zr),mr) e XM
A Xl >zl A Xr < 2r)

The predicate in this declaration relates to XM only;
it ensures that for any particular combination of input
message, concern, and output message, the control is
consistent, in the sense that it does not invert any pair of
risks taken input to output. (Note that two different input
risks may result in the same exported risk, and this is
common in coarse quantified or qualitative risk calculations.)
An example of an inconsistent control, which is prohibited,
would be a medium input risk resulting in a medium output
risk while a high input risk is reduced to a low output risk
(see Theorem 2 in Section 5).

XA does not require a similar constraint; the prior likeli-
hood is always Top for a local asset, so there is no opportunity
for this type of inconsistency.

4.4. Exported risk and profiles

The model is now sufficiently well defined to describe the risk
calculation. Consider confidentiality. A component may have
many different input messages, each originating indirectly
from the same asset. Each of these inputs may be subject to
different security behaviour within the component, depend-
ing on their origin. In order to calculate the extent that
a component provides a threat path via a message to a second

component, it is necessary to enumerate the relationship
between all the input messages and the output message.
There are therefore two steps in the calculation of threat paths
that are exported from a component: Enumeration of all
possible threat paths to a given output message, then selec-
tion of the Exported threat path from the enumerated set:

Exported : Msg ¢«— Risk
Enumerated : Msg «— Risk
Enumerated

={m: Msg; r Risk |
(3 a : Asset e
(a,RC r) € Local (ML m)
A (a,RC r, (Top,RL r),m) € XA)
v (3 im : Msg; ir Risk
(im,ir) e Exported
A RC r = RC ir
A MR im = ML m
A (im,RC ir, (RL ir,RL r),m)
e XM) }
Exported
={m: Msg; r Risk |
(m,r) € Enumerated
A~ (3 x Risk e
(m,x) € Enumerated
A RL x > RL r
A RCx=RCr) }

The Enumerated relation is the set of all possible risks for
each message, based on both a component’s local assets, and
also threat paths carried by other messages.

Local assets are identified as those that are managed by
the component originating the exporting message (ML m); the
component security specification XA can be regarded as
establishing the likelihood of the associated risk (RL r) given an
asset, concern, message and Top as the prior likelihood.

Risks arising from messages are similarly enumerated.
There is, of course, an element of recursion in this definition,
since the input risk associated with a message (ir) must have
been previously exported (im) by another component. The
component specification (XM) maps incoming risk likelihood
(RL ir) to outgoing risk likelihood (RL r).

The Exported function comprises the Enumerated risk with
the highest likelihood for each concern and message. This
selection function is comparable with current qualitative risk
assessment, which selects the most likely threat path for each
possible concern/attacker pair.

Risk profiles can now be determined for each component:

Profile:Comp — P Risk

vV c: Comp e
Profile c
= { r : Risk |
(RL r = Top
A (3 a : Asset o«
(a,RC r) € Local c)
v (3m: Msg s« MR m = ¢
A (m,r) € Exported))
Ao (3 x Risk & % € Profile c¢
ARCr=RCX ARLIr<RLX)}

Profile specifies the risks that would accrue from the
subversion of a given component; these are the risks associated
with local assets, or risks that have been Exported from other
components that communicate with the given component. If
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there are several threat paths for the same Concern, only the
highest likelihood is reported.

Note that the component Profile is not the same as the
Exported risks by that component, because a component may
include security controls. Furthermore, since the behaviour of
the component includes input to output relations, the Profile
itself is not sufficient to calculate exported risks: it is neces-
sary to use the input risks to enumerate the possible outputs.
However, although Profile is defined for only components, note
that for any given message path, Exported defines a set of risks,
which can be informally regarded as a message profile (i.e. the
set of asset concerns that could be attacked via that message
path).

This completes the formal definition of a Risk profile and
its calculation. Section 5 discusses some important properties
of this definition, following Section 4.5, which shows how
attackers are incorporated in this model.

4.5. Attackers

This section briefly describes how attackers are linked to risk
profiles to build a complete risk assessment. The essence is
a simple cross product of risks, but the formalisation will be
given here for completeness.

A new base type of Attacker is needed, and a relation
between Attacker, Component and Risk that specifies an
attack with a given likelihood of success:

[Attacker]
|attack: P(Attacker x Comp x Risk)

We interpret Risk at this stage as indicating the attacker’s
goal (the Concern) and the likelihood that the attack will gain
access to the given component, rather than the likelihood of
the complete threat path.

As previously, it is useful to provide functions that extract
the elements of the Attack relation:

AR : Attack — Attacker
AC : Attack — Comp
AR : Attack — Risk

Vv a : Attacker;c: Comp; r: Risk e
AC (a,c,r)=canBR{(a,c,r)=1r
A AA (a,c,r) = a

The overall system risk combines the likelihood of an
attacker gaining access to a component, with the Profile that
specifies the risks that accrue if that component were sub-
verted:

SystemRisk Attacker +«— Risk
Product Nx N — N
SystemRisk

Attacker; r: Risk |
3 a :Attack; p Profile;
pr : Risk e
pr € Profile (AC a)a z= AA a
A RCr =RC pr
A RLrx
= Product (RL pr,RL (ARa)) }

= {z

This is straightforward matching of Concerns at each
component between the Attacker and Profile, with a suitable

product function (e.g. normalised multiplication) of the
resulting likelihoods.

5. Properties of risk calculation via profiles

For a risk assessment method to be useful it must converge to
estimate the maximum likelihood of any particular risk.
Additionally, to be effective for distributed operation, it must
be possible to fully distribute the risk calculation between
the system components, and correctly propagate the risk
consequences of incremental changes to the system without
the need to restart the whole calculation. The model described
in the previous section has all these properties; this section
gives definitions for these properties and justifies why
they hold.

The proofs in this section are presented informally, since
a formal treatment would require a significant expansion of
the formal model presented above, in particular the intro-
duction of temporal aspects that are stated below as
assumptions.

Theorem 1. Component Profiles converge simultaneously at every
component, in a time that is no worse that O (number of
components).

Proof. First consider a single asset concern. Divide time into
steps; in each step the calculation of Enumerated values,
Exported Values and Profile is carried out once at every
component. In a system with a single asset concern c, n
components, and in which the connectivity is a directed graph
with no cycles, after n time steps all reachable nodes will have
been given a value for the likelihood of achieving an attack
against c. Weakening these assumptions: (1) if the directed
graph has cycles: because the control function results in
attack likelihoods that are monotonically decreasing, and the
Exported set contains only the maximum likelihood risk, then
cycles do not change existing values; so the values set after n
cycles are stable. (2) If there are several asset concerns: they
are treated simultaneously in superposition.

Theorem 2. Profiles specify the maximum likelihood with which the
component is able to build a threat path to an asset concern.

Proof. Consider a threat path comprising a series of Exported
risks from components ¢y, ¢y,... culminating in a risk profile in
a component ¢,. If there is a threat path with higher likelihood,
then by definition it must result in an imported risk to some
component ¢, where x is in the existing path 0, ..., n. If x=n,
then the higher likelihood is included in the risk profile for
component n. Otherwise, because the Exported relation
includes the maximum likelihood risk, it will result in a higher
value exported from c,. Because the control function is
consistent (see Section 4.3) a higher value input into the
remainder of the threat path will result in either the same or
a higher value imported into c,. If the value imported into ¢, is
the same, there is no overall higher likelihood path. Therefore,
after the system has converged (see Theorem 1) there can be
no higher likelihood path than those given in the risk profiles,
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because any such path would have resulted in a higher like-
lihood in the profile.

Theorem 3. The calculation of risk profiles can be fully distributed.

Proof. The elements of SystemRisk required for risk calculation
are classified by component; messages specify the compo-
nents to which they relate, and the Enumerated, Exported and
Profile relations require only Enumerated risks from compo-
nents with which messages are exchanged, and knowledge of
local assets. Similarly, Attacker information is classified by
component, and does not require information from other
components. In other words, the calculation requires only
local information, together with the exchange of risk infor-
mation between components that are directly exchanging
messages.

Theorem 4. Any change to the system can be incrementally
propagated.

Proof. Consider the cyclic calculations described in Theorem
1; if the recalculation of a component’s Exported risks results in
a new value, then this change will be exported to all reachable
elements of the system in exactly the same way. The reach-
able elements of the system from a given exported risk are the
same as those from the original exported risk, so the system
will be fully updated. This has been described in terms of
continuous recalculation; however, repeated enumeration
will produce the same result unless either an input changes or
the security model for the component changes. It is therefore
necessary only to calculate and propagate changes.

Note that only changes to a component’s security model
are discussed here; the definitional style used to specify this
model is such that it is possible to consider the model as
already encompassing all possible objects (components,
messages, etc.), but they are simply not incorporated in the
risk analysis until a component security model specifies that
this is the case.

An important consequence of this argument is that it
provides a criterion for deciding if a security policy change is
local, or if it may have wider consequences. If a change to
a security policy does not result in a change to the exported
risks, then its effect is local. This has important applications
in dynamic systems, where it may be necessary to judge if
a local policy change has wider consequences.

These proofs rely on important properties of the Control,
XM and Exported relations, namely:

e that the application of a sequence of controls results in
a monotonically decreasing sequence of risk likelihood;

o that controls are consistent, in the sense defined in Section
4.3; and

e that the Exported function takes the maximum likelihood
value from candidate enumerated risks.

Other risk calculation functions are possible and may be
desirable; however, the design of alternative functions that
support the properties described in this section is a topic for
future work.

6. Algorithmic description

Following from Theorem 3, the model given in Section 4
provides a forward-propagation algorithm for calculating the
risk profiles in a distributed system; risks are simultaneously
propagated out from assets. For each component, the algo-
rithm is:

(1) Carry out the following steps if:
e the component is new; or
e the security model of the component is changed (e.g.
new access policy); or
e the risks exported to this component by another
component change.
(2) Compute the Risk Profile for the component, essentially by
summing the input risks.
(3) Enumerate the output risks by filtering the input risks and
assets through the component’s security model.
(4) Select the maximum likelihood for each risk and notify the
resulting set of Exported risks to neighbouring components.

Weremark that although this process can be fully distributed,
it does not have to be. It is unlikely that every node in a practical
system will calculate its own risk profile, both for practical and
security reasons. For example, system users may be regarded
as components, allowing the calculation of standard threat
paths between users and assets, but this calculation is likely to
be carried out in an authorization or risk-based information
management server, rather than by the users themselves.

6.1. Worked example

This section provides a simple worked example to demon-
strate distributed risk calculation. The system for this
example is given in Fig. 5.

Fig. 5 presents a simple office system: users have access to
a Front service which allows them to place and edit orders;
a Back office service retrieves orders and associated personal
information, and maintains user accounts; finally there is
a management facility that allows an administrator to view
and modify orders and accounts, via the other services.

An important security objective of this configuration is to
ensure that users do not have access to back office data, such
as user account or credit card information, even in the event
of a unidentified security vulnerability in the Front server.
Systematic analysis of this objective requires a way of quan-
tifying defence-in-depth (a chain of security controls), in
addition to conventional threat path analysis.

Fig. 5 also depicts the primary message flow; this example
will be restricted to just these messages, without loss of
generality; a practical system would have many more
messages to accommodate, and readers are referred to Chiv-
ers (2006a) for a detailed account of how service oriented
systems may be mapped to messages, and how practical
security requirements can be modelled in such a system.

In this example:

e The components are three services (Front, Back, and Admin)
and two users (User, Manager).
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e The only messages allowed between components are those
indicated in Fig. 5, together with those that flow between the
User or Manager and their respective service. In the tables
below, messages will be abbreviated to indicate position,
flow and type. For example A-F-Write is the Write_Order
message from the Admin to the Front service.

e There are two Concerns, A at Accounts and O at Orders, they
are both for confidentiality, so risk propagates away from
assets in the same direction as the message flow.

e The scale of likelihood is O, ..., 8.

The security model for each service (XA and XM in the
formal model) specifies the control, or reduction in risk,
offered by the component. In this example the Concern
element is omitted (i.e. the control in each component is
simple and does not distinguish between different types of
message).

The security models in this example are relatively simple;
they represent the change in risk through a component as one
of two possible factors: 1 or 0.5. The first represents no control
over the message flow; the second represents a security
control which significantly reduces the risk (e.g. an access
control). Such a control could be modelled as reducing the risk
to zero; however, there is a benefit in representing such
a control as a fractional product, since this allows judgements
to be made about defence-in-depth, as shown below.

The security model for the Admin service is shown in
Table 1.

In essence, this policy allows the Manager to access either
the Front or the Back service, but maintains separation
between the two services by preventing information read
from the Back service being sent to the Front service, and vice-
versa. The result is that risks imported from the Front service
will be correspondingly reduced before they are exported to
the Back service.

The equivalent security model for the Front service is given
in Table 2.

This model specifies that the component reduces the risk
of users seeing orders; it does not specify the actual nature of
the security control. For example, users may be allowed to see
their own orders, but not those of other users.

‘ Manager ‘ User

Write_Order t
Admin Read_Order Front

N

o&0
> Orders
Q&{b
Back
Accounts

Fig. 5 - System for worked example: front/back office.

The distinction between a user’s own data and that of
others could be modelled using message Info, and brought
within the model; alternatively, the risk reduction required
could be documented and remain as an implementation
objective. Both approaches are supported by this model.

The equivalent security model for the Back server has no
controls that reduce risk, in this system the risk is managed by
placing a boundary around the server rather than by local
controls. Of course, the implementation of the messages
depicted in this example would require the Back server to
authenticate requests for information (e.g. is it from the
genuine Admin service), but that is beyond the scope of this
example.

Table 3 shows how the risk calculation progresses from an
initial null start. Each pair of rows in the table is a new time-
slot; the first row in each pair shows the risk profile, and the
second shows the risks that are exported along message paths
to continue the calculation. Risks are a combination of the
concern (A or O) and likelihood (O, ..., 8).

Risks are calculated following the above algorithm. For
example, in timeslot 3: enumerating the risks exported to A-F-
Write results in a profile of A4, 04, as a result of applying the
security model to the profile imported via B-A-Read (A8, O8)
and a profile of 08, as a result of applying the security model to
the profile imported via F-A-Read (08); the result is the
combined profile of A4, 08. Although the risks imported to the
enumeration have changed in this timestep, the Exported risks
are the same; the process therefore terminates since further
iterations do not change the risk profiles.

Theorem 1 states that component profiles converge
simultaneously at every component in a time that is no worse
than O (number of components). This example has converged
in three steps in a system with five components, so the
example is consistent with the theorem.

Theorem 3 states that the calculation of risk profiles can be
fully distributed. This example demonstrates that result, since
only risks exported along message paths are used to calculate
risk profiles for components. The risk calculation for each
component is therefore local to each component; specifically,
there is no requirement for global knowledge or calculation. In
a naive implementation each component could calculate its
own profile, with the same result.

Although this is a very simple model, the distributed
calculation has provided some important information: it
confirms that the Front server does not have a direct path of
attack to the Accounts asset, since the risk profile for the Front
server is (A4, 08); furthermore, in the worst case there are two
security barriers between this asset and normal system users.
This confirms the design of the system: that the Front server is

Table 1 - Admin service security model.

Output
A-B-Write A-F-Write Manager
Input B-A-Read 1 0.5 1
F-A-Read 0.5 1 1
Manager 1 1 -
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Table 2 - Front service security model.

Output
F-A-Read F-B-Read User Order
Input  A-F-Write 1 1 0.5 1
User 1 1 - 1
Order 1 1 0.5 -

the primary barrier, but if this is subverted, there is a further
security control between the attacker and back office data.

Theorem 2 states that profiles specify the maximum like-
lihood with which the component is able to build a threat path
to an asset concern. Because this is a small system, this
property can be confirmed by inspection: there is no higher
likelihood path between the Front server and Accounts data.

Theorem 4 states that the calculation process is incre-
mental, in other words that the risk calculation is guaranteed
to correctly converge following a system change, and in
consequence it is possible to determine locally if a change in
security policy has wider consequences. Consider a change to
the security model of the Admin server: a local administrator
decides that there is no harm in allowing information to flow
from Orders to Accounts, and implements new software that
bypasses the previously strict separation.

This modifies the security model in Table 1: the risk
propagation value from F-A-Read to A-B-Write is now ‘1’, to
indicate there is no longer any security control.

Because the security model for the component has
changed, the algorithm requires re-evaluation of the profiles
and exported risks in the Admin component. Since the
component security policy does not influence its profile
directly, the component profile is unchanged. In this case, A-
B-Write is the only output that might change, and its profile is
already equal to F-A-Read, so the exported risks do not change.
This confirms that the change is genuinely local, and is not
propagated to the rest of the system.

This demonstrates the convergence property in Theorem 4
—there was no need to restart the risk evaluation from scratch
—and also the localisation that is achieved by this approach. It
is possible for a component to determine which changes in
policy must be propagated, and which remain local.

This example has demonstrated a simple implementation
of the model; practical risk assessments require more
complex types of security model. However, even in this

example it has been possible to demonstrate features that are
not found in conventional risk path analysis:

o efficient distributed calculation;

e enumeration of defence-in-depth; and

e a criterion for when a policy change in a distributed system
is localised in its consequences.

7. Potential limitations

Potential limitations of the model presented here arise in its
application, and in the constraints needed to ensure the
properties described in Section 5.

The SeDAn framework (Chivers, 2006a) supports both the
calculation of risk profiles, and also conventional threat path
analysis, and gives a detailed taxonomy of controls and their
associated models. The current tooling maps a system
architecture or design in UML to an information model
(Chivers, 2006b) which is a specialization of the model pre-
sented here. One reason for this specialization is to allow
a range of practical security requirements to be expressed
(Chivers and Jacob, 2005), as a refinement of the generic
model of behaviour described in Section 3.3. The speciali-
zation includes binding of user roles to message information,
a type system that facilitates the specification of communi-
cations security controls, and further attributes to Concerns,
in order to specify threat path exploitability and attack
direction. This demonstrates the successful application of
profile calculations; however, it also highlights the need to
be wary of the interpretation of ‘connectivity’ in the context
of end-to-end security services.

End-to-end communications security services allow secu-
rity properties, such as message confidentiality, to be main-
tained between two endpoints, regardless of the intermediate
components. As a result, message flows occur between
immediate communication neighbours, as would be expected,
and also between endpoints that are ‘virtually’ connected via
an end-to-end security service. This problem does not limit
the use of the model presented in this paper; however, it does
highlight the need for a careful mapping between this model
and concrete system architectures.

Section 5 describes how constraints on security controls
(monotonically decrease risk, consistent) and aggregation

Table 3 - Incremental calculation of the risk profiles in Fig. 5.

Time Services Users Assets Message paths
Admin Back Front User Manager Order Account B-A-Read F-A-Read A-B-Write F-B-Read A-F-Write

0 08 = = = = =
1 = A8 08 = =

04 = 08 A8 08 = 08
2 A8,08 A8,08 08

04 A8, 08 08 A8, 08 A8, 08 08 A8, 04 08 A4, 08
5 A8,08 A8,08 A4,08

A2,04 A8,08 A4,08 A8, 08 A8, 08 A4, 08 A8, 04 A4, 08 A4, 08
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(maximum risk) ensure that the risk calculation converges to
stable maximum likelihood risks. It is possible to imagine
systems in which a different risk aggregation function is
required; for example, a weighted combination of risks that
reflects the intuitive view that many threat paths to a given
asset are a higher risk than a single path, even if the
maximum risk likelihood is the same. We conjecture that
other functions will also allow convergence, but the general
issue of how these constraints can be weakened to allow
different risk aggregation strategies is an open question.

Constraints on the component security model are already
minimal, in the sense that there is no scope to weaken the
consistency constraint and maintain the properties discussed
in Section 5. However, the specification of component security
models is flexible enough to encode a range of approaches to
the assessment of defence-in-depth. Section 6.1 provides one
possible approach, but other possibilities include controls that
are not regarded as reducing risk exponentially, but saturate
after a small number of controls. For example, some accredi-
tation schemes specify that a second control in a given threat
path is regarded as reducing risk, but subsequent controls
have no further effect, because of potential common-mode
vulnerabilities. These practical models could be accommo-
dated within the constraints required by our formulation.

In summary, the theory presented here is believed to be
widely applicable; other risk propagation models are a topic
for future research, as are the deployment of distributed
calculations within a dynamic distributed system. The
mapping of messages in this model to actual system messages
needs particular care.

8. Applications

As noted in Section 1, risk profiles were originally developed
as part of the SeDAn risk analysis framework (Chivers,
2006a) to supplement conventional risk assessment. They
are integrated within the analysis tooling to provide profiles
for different parts of the system (e.g. services, communica-
tions, users) with the result that novel and useful metrics
can be derived. For example, it is possible to enumerate
a users’ actual authority, to determine the exposure of the
system if a service were outsourced or deployed, and to infer
the degree of physical protection required of a communica-
tions link.

This is the most direct application of risk profiles, to
supplement conventional risk assessment, and is currently
under further development to address the problem of risk
comprehension in large industrial and government assess-
ments. A classical risk assessment of a real system may result
in a very large risk register, which is difficult to communicate
directly to system stakeholders, or represent graphically. Risk
profiles may be used to identify ‘hot components’, which are
not vulnerabilities, but bottlenecks through which attacks
tend to flow; these bottlenecks often provide good candidate
positions for security controls. We also exploit the relation-
ship between risk profiles and conventional risk analysis by
annotating the risks in the risk register with references to hot
components, providing stakeholders with evidence that

focussing on these components does provide coverage of the
critical risks.

There are two potential applications of risk profiles in
distributed systems: determining if policy changes are local,
and distributed calculation. Both are concerned with
managing security when systems change.

Large systems are subject to constant change, for example
by the introduction of new applications, and so the currency
of a risk assessment is always at risk. The critical question
from a security perspective is if the consequences of the
change are local, or if re-assessment of the whole system is
required. The theory described here provides a principled way
of making that decision.

Finally, because the calculation of risk profiles can be fully
distributed, it provides a means to continuously assess risks
within dynamic networks. In such networks, components
may join and leave during normal operation, and the reli-
ability of components and users may change with time. Such
networks include ambient or pervasive computing systems,
and ad-hoc military networks. The theory presented here
facilitates real-time risk calculation in such systems.

This is a brief review of some possible applications of the
theory of risk profiles presented in this paper; the first two are
already finding application within industrial practice, the
application to distributed systems is still a research topic.

9. Conclusions

This paper has described risk profiles, which provide a mecha-
nism for distributed and incremental risk assessment by
characterizing the risks to which a system would be exposed if
particular components are subverted.

Risk profiles have important applications in standard
risk analysis, since they allow connections to be made
between the systematic analysis of threat paths in a system
model, attackers who may be outside the domain of the
model, and security defects in its implementation. For
example, they allow the review of the actual degree of
privilege exercised by system users, and this can be related
to the opportunity for insider attacks, collusion, or external
social engineering.

We show that the calculation of risk profiles can be fully
distributed in such a way that the risk estimates converge to
the same values that would be achieved by threat path anal-
ysis. The distributed calculation also has some important
properties that are not usually found in conventional threat
analysis, including the ability to enumerate the value of
defence-in-depth using a user-defined policy.

The distributed algorithm also provides a locally enumer-
able criterion to determine if a policy change in a distributed
system is localised. This has particular significance for policy
management in dynamic distributed systems, since it allows
the security consequences of system changes to be evaluated
dynamically within a distributed system.

This paper introduces a new concept in risk calculation,
and inevitably leaves scope for future work. The practical
application of the theory presented here is an important topic
for future study, and there is also scope to enhance the formal
model sufficiently to allow fully formal proofs of the
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properties we describe. The convergence of risk aggregation
functions, other than the maximume-likelihood function used
here, is also an open question.
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