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Abstract—Security policies are becoming more sophisticated. specific decisions than in providing abstract justification for
Operational forces will often be faced with making tricky risk  their decisions. It is very useful to be able to codify in what a

decisions and policies must be flexible enough to allow appro- wyincipled basis” consists since this serves to document “good
priate actions to be facilitated. Access requests are no longer o - . )
practice” and facilitates its propagation.

simple subject access object matters. There is often a great deal of i ; .
context to be taken into account. Most security work is couched ~ The above discussion has been couched in terms of human

in terms of risk management, but the benefits of actions will decision making. In some environments the required speed
need to be taken into account too. In some cases it may notof system response may force an automated decision. Such
be clear what the policy should be. People are often better at 5,;1omated decisions must also be made on a “principled
dgahng with s.pecm(.: examples than producmg general. rules. In basis’, and some of these decisions may be very tricky
this paper we investigate the use of Grammatical Evolution (GE), ' 4 . o -
a novel evolutionary algorithm to attempt to infer Fuzzy MLS ~ Automated support must be provided with decision strategies
policy model from decision examples. This approach couches or rules to apply.
policy inference as a search over a policy space for a policy |n this paper we investigate how security policy rules
that is most consistent with the supplied training decision set. ¢an pe extracted automatically from examples of decisions
Each candidate policy considered is associated with a fitness that - - . . .
indicates how consistent is the policy with the decisions provided. made in specified C|rcu_mstances. This is an exerC|$_mIru:y
This fitness is then optimised using GE techniques. The results inference The automation aspect of the inference is doubly
show this approach is promising. useful: automated inference techniques can discover rules that
humans would miss; and policies can be dynamically inferred
as new examples of tricky decisions become available. Thus

In computer systems, a security policy is essentially a dtse current policy can evolve to reflect the experience of the
of rules specifying the way to secure a system for the pressysstem.
and thefuture Forming a security policy is a challenging task: For example, if a human determines what the proper re-
the system may be inherently complex with many potentialsponse should be based upon the information available, either
conflicting factors. Traditionally security policies have haih real-time or post facto, a conclusion is drawn that similar
a strong tendency to encode a static view of risk and howsponses should be given under similar circumstances. Essen-
it should be managed (most typically in a pessimistic dially, we attempt to partition the decision space such that each
conservative way) [1]. Such an approach will not suffice fquartition is associated with a response that is commensurate
many dynamic systems which operate in highly uncertaiwjth the risk vs. benefit trade-off.
inherently risky environments. In many military operations, for In practice, different decision makers may come to differ-
example, we cannot expect to predict all possible situationgnt decisions in the same circumstances, particularly if the

Much security work is couched in terms of risk but in thelecisions are tricky. Decision makers may use data that is
real world there are benefits to be had. In military operatiom®t available to the inference engine to reach a decision, or
you may be prepared to risk a compromise of confidentialigise one decision-maker may simply have a different appetite
if not doing so could cost lives. There is a need for operatiorfalr risk. Any inference techniqgue must be able to handle
flexibility in decision making, yet we cannot allow recklesssets of decision examples that do not seem to be entirely
ness. Decisions need to be defensible and so must be made@nsistent. The chosen inference approach is Grammatical
some principled basis. People are typically better at makifgyolution (GE).

The organisation of this paper is as follows: Section I

_Research was sponsored by US Army Research laboratory and the UK Mifiscysses the related work. Section Il introduces Grammatical
istry of Defence and was accomplished under Agreement Number W911N

06-3-0001. The views and conclusions contained in this document are thE'}é(_)luuon' Section IV presents the Fuzzy MLS policy model,
of the authors and should not be interpreted as representing the offitthich serves as the learning target throughout the paper.

policies, either expressed or implied, of the US Army Research Laboratory, 8&ctions V and VI present the experimental setup and results.
U.S. Government, the UK Ministry of Defense, or the UK Government. Th,

US and UK Governments are authorized to reproduce and distribute repri t@a”y SefCt'on VIl concludes th? report with a summary of
for Government purposes notwithstanding any copyright notation hereon. the experiment results and possible future work.

|I. INTRODUCTION
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1. RELATED WORK the population. Given an initial population, repeated ap-

The application of machine learning techniques on security plication of selection and crossover alone might otherwise
domain has been focused on intrusion detection and anomaly MOt be able to reach parts of the search space.
detection. Machine learning techniques are used to discovef his evolutionary process produces populations of individ-
useful patterns of system features that describe the systeals (candidate solutions) that are increasingly better suited to
behaviour. Then, these features are used to recognise anorttztyenvironment (problem). Commonly, the stopping criterion
and intrusion detection. For detail, refer [2]. However, thefor EAs is either that a “good enough” solution has been found
are limited known attempts in generating the policy automati that a preset number of generations have been produced.
cally from previous decision examples using machine learningThere are a variety of EAs. Representations of solutions
technigues. In [3] autonomic security policies were mentionedry a lot. In most applications solutions are represented as
yet no results have appeared. The only published works direear lists of elements of the solution. Genetic Programming
found in [4] in which Genetic Programming is used to infehas traditionally used tree representations. The nodes in the
various Fuzzy MLS policy model from decision examples. Thigee can be classified into two groups: the terminal set T and
results show GP based approach is promising. function set F. The terminal set T consists of constants and

On the other hand, rule inferencing techniques have beeariables (the leaf nodes) and the function set F consists of
around for many years in machine learning domain. Emphasigctions, operators and statements (the non-leaf nodes). Two
in this paper is placed on Grammatical Evolution (GE). GEtandard evolutionary operators in Gifossoverandmutation
has emerged in recent years as a promising technique. A lisiofGP are defined as follows:

applications and other GE papers can be found at http://lwww.1) Crossover is performed on two trees. A sub-tree in each
grammatical-evolution.org/pubs.html. In [S], [6] GE is used  tree is chosen randomly and swapped with the other.
to learn investment strategy (trading rules) using the marketp) Mutation is performed on one tree. A node in the tree is
stock indices. The results show the investment strategy inferred - chosen randomly and replaced with a new node or sub-
yields profitable performance for the trading periods analysed.  tree randomly. Mutation helps to introduce diversity into
In [7] GE is used to evolve rules for foreign exchanges. The  the population.
rules learnt outperforms the benchmark buy and hold strategy, . . .
i . However, in this standard form, there is no way to ensure
over all the trading periods analysed. However, there hat\ﬁe

. . all the functions in each tree to have appropriate data types
been no previous known research on GE in the our domain Qf . : )
. . . children). In [8], Montana introduces Strongly Typed Genetic
interest — security policy.

Programming (STGP). STGP augments each node with a type
I1l. GRAMMATICAL EVOLUTION and a set of type rules is defined to specify how nodes in

Evolutionary algorithms (EAs) are problem solving tech® tree can be connected with one another. For example, we

niques inspired from natural selectforAn initial population may require thak take wo floating point children and return

S . . ; a boolean value. The population initialisation and genetic
of individuals, which represent candidate solutions to the .

. . . operations must obey the type rules. In STGP only well-typed
problem in question, are generated. There are a variety.

ways of doing this but some form of randomised approaérﬁd'V'duals are maintained in the population. An alternative

is normally used. Each individual can be associated With\{]VaeytrtgethIS 's to employ grammar to control the structure of

“fitness” that measures how well each candidate solves t el'h time t ; hecki
problem. In many applications this is formed by the application ese run-time type or grammar conformance checking on

of some defined functionf(sol) to the candidate solution, eg;:zh |nd|V|duaI_ |sb|ex5)ens;t\1/el.)_lnsteaci,_Grarr_m(;z_;\t!gal FVOIEF'Ohn
sol. In others, the “real world” acts as the cost function. Fo(r ) uses variable leng ihary strings individuals whic

example, it is far easier to see how much power a progra rve as indices that map a set BNF language grammar
r%nes to programs. These programs can then be executed for

consumes by running the program and measuring its pov¥ luati T | bl ina GE. th
consumption than it is to derive and use a predictive model gf1ess evalualion purposes. 1o Solve a probiem using , (e

power consumption. IaBn’\?#aql?hgrammar musft flrlst be spec_|f|eéi’\||r|1:B_ackus Nau: Fdorm
The fitness of the initial population are evaluated and tl‘e )- The grammar of a language in IS represented as

population is then subject repeatedly to the three evolutionaWUple{].V’ T, S.’ P} 9] w_hereN is the non-terminal sef’ is
operators: the terminal,S is a special element oV called start symbol

o , _which is expanded firstP is the set of production rules (also
« Selection: individuals are selected for breeding accordingied derivation rules) that is used to guide the expansion

to fitness (natural selection); from N to T'. A production rule has the following format:
« Crossover: selected individuals are bred; parts of each

solution are exchanged to form two new individuals; <non-term nal > ::= <expr-of -synbol s- 1>
o Mutation: elements within a solution are perturbed in | <expr-of-synbol s-2>
some way. This serves to diversify solution elements in [

INatural selection states that individual that are best adapted to tﬂ?'s ru_Ie states that _the non'termmal Symb0| on the left
environment have better chance to survive and reproduce for next generatldand side of the rule is to be substituted by one of symbol
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expressions on the right hand side of the ruleis used  The process continues until a complete program is gener-
to indicate the choice of expressions. An example of BN&ted, when all the non-terminals have been transformed into
grammar is shown as follows [9]: terminals. While this is desirable, some problems can arise
during the mapping process. Firstly, there is a possibility
that the codon values may run out before the entire mapping

N = {<expr>, <op>, <pre_op>} process is complete. To overcome this problem, individual can
T = {+ -, 1, XY ()} be wrapped around to reuse the codon value, i.e., the reading
S = <expr> of the last codon1@8 in the example) will be followed by the

first codon (0 in the example).

P consists of a set of production rules as follows: The mapping process also can be indefinitely long if the

<expr> ::= <expr><op><expr > (0) context free grammar used is recursive. Consider the produc-
| (<expr><op><expr>) (1) tion rules for<expr >. If the codon value always maps to the
| <var> (2) production rule0 or 1, the mapping process is never ending.
The <expr > is replaced by eithekexpr ><op><expr >
<op> Ti= 4 (0) or (<expr><op><expr>). In both case, the next leftmost
| - (1) non-terminal is agaircexpr > itself. This problem can be
|/ (2) resolved by setting an upper bound on the number of times
| * (3) the production rules that can be performed. In the original
algorithm, this is achieved indirectly by setting a limit on the
<var> = X (0) number of times the individual can be wraparound and thus
| Y (1) the number of codons available. If a complete program is not

_ i . ) . fully generated (the non-terminals have not been transformed
This grammar defines a set of arithmetic expressions over {3€erminals) when the wrapped around threshold is reached,
variablesX andY'. Although there is no dlst|nct|0n_mad§ OMhis individual is given the lowest possible fitness value to
th_e BNF grammar _betwee_n th? func_'uons and ter_mmals N Gfacrease the probability of this individual to be selected in
this distinction is still required in the implementation level [9]gq|ection step

A. Genotype-phenotype mapping The greatest advantage of GE is that it allows artifacts to

. . . be evolved in a grammar compliant way and many solution

The mapping process between the variable length binar X :

N i ; spaces can be defined using grammars. The use of grammar

individuals and programs using the BNF grammar is know 2 2 : .

as genotvoe-phenotvpe manning. This is best illustrated wis® makes program generation in arbitrary languages possible
9 ype-p yp ppINg. by only changing the BNF grammar. The search algorithm

an example. In each individual (genome), evérgonsecutive . : .
L . : is also an independent component in the system. Instead of
bits is viewed as an integer which are more commonly known . : . . .
. hi . . using the standard genetic algorithm, it is possible to use other

as codon. Consider an individual with the following codons; . .
Search. For example, Grammatical Swarm [10] uses Particle

[10,5,51,8,16,49, 30, 18] Swarm Optimisation (PSO) to carry out the search. This

) ) . ) feature allows GE to reap the advantages of any improvement
As mentioned, the mapping process begins with the St?ﬁtany evolutionary algorithm

symbol. The codon value is read to determine the usage of a

certain production rule to expand the symbol using a modulus IV. Fuzzy MLS MODEL
mapping function as follows: Fuzzy MLS policy model [11] is an adaptive extension to
Rule — Codon value % traditional MLS (multi-level security) Bell-LaPadula policy

) model [12]. In the Bell-LaPadula policy model, every subject
Total number of production rules and object is assigned a security labélsgnsitivity level,

where % is the arithmetic modulus operator. Assuming théategories se}). For a read access; the policy can be

start symbol is<expr >, as the first codon value i§) and Summarised as follows:

there are3 production rules forexpr >, thereforel0 % 3 = IE sl > ol AND sc O oc THEN r is allowed

1, the production rule 1 is used to replagexpr > with IF sl < ol OR sc 2 oc THEN r is denied 1)

(<expr><op><expr>).
Assuming leftmost derivation is used, we will now expandhere si andol are subject and object sensitivity levels and

the left most<expr > after( which is a terminal. The secondsc andoc are subject and object category sets. In other words,

codon value is used to select the production rules5Asod a subject can access an object iff the subject is trustworthy

3 = 2, the production rul€ is selected. The leftmostexpr > enough £/ > ol) and has the legitimate “need-to-knowse(2

is replaced byvar > resulting( <var ><op><expr >) . The oc) to access the object. In terms of risk, the traditional MLS

next non-terminal to be expandeddgar >. As the next codon policy can be viewed as setting a fixed trade-off between risk

is 51 and the number of rule choices available2is<var > of information disclosure versus the benefit an organisation can

with Y. gain from it. As indicated in [11], it is a non-adaptive, binary
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access control decision model where accesses have been pri [4], a way to partition the risk bands is defined to map

classified as having either acceptable or unacceptable risk @mdestimated risk to a risk band:

e Furey MLS moder uscs this rik based rationale, bl "(risK(1.01) = min(lloga(risk(1. o)}, N ~1) (3

extends the MLS model to be based on risk managemdiite band numbers start frofy N is the number of bands

rather than risk avoidance inherent in the binary decisiatesired on the scale and the functioisk(sl, ol) is defined

process [1]. The Fuzzy MLS model takes a more flexible arill Appendix according to [11]. The intuition of using base-

sophisticated view by computinguantified estimatesf the logarithm in (3) is to use a risk band number to represeat

risk from unauthorised disclosure of informaticemd using order of magnitudef risk. Since each band is associated with

these estimates to build a risk scale shown in Figure 1. The raldecision, a risk band number computed using (3) represents
a possible decision in the policy.

V. EXPERIMENTS

A policy can be viewed as a function which maps decision
making factors to a decision. For example, the “no read up”
part of traditional MLS Bell-LaPadula model can be viewed as
a boolean functiormccess(sl, ol, sc, oc) which maps tdl'rue
iff si > ol andsc D oc. In the Fuzzy MLS model, this

RISK SCALE

Hard boundary
Risk Band n

Risk Estimate \—— ALLOW WITH
RISK-MITIGATION
according to
Risk Estimate

mapping is described as a composition of the band function
and risk function in (3).

In this experiment, standard GE using a steady state genetic
algorithm as the search algorithm is used to search for an
equivalent function of this composition function using a set of
decision examples.

Risk Band 2
A. Grammar

Risk Band 1
Soft boundary

Each individual in the population corresponds to a candidate
function that corresponds to a policy. The BNF grammar that

describes the structure of each individual is as follows:

N = {<expr>,<sub_expr><unary_op>,
Fig. 1. Risk adaptive access control on a risk scale <bi nary_op>, <var>, <const >, <di gi t>}
T = {sl,ol,0,1,2, 3, 4,5,6,7, 8,9}
scale is divided into multiple bands. Each band is associated _ <expr >

with a decision. The risk in the bottom band is considered low

enough so the decision is simmjlow whereas the risk in the and P consists of a set of production rules as follows:

top band is considered too high so the decisiodeésy Each <expr >
band between the top and bottom is associated with a decision
allow with band-specific risk mitigation measures

The Fuzzy MLS model defines risk as tegpected value g 1, expr >
of damagecaused by unauthorised disclosure of information:  —

)

<unary_op>

risk = (expected value of damage) x

(probability of unauthorised disclosure)

The value of the damage is estimated from the object’s
sensitivity level. The probability of unauthorised disclosure
is estimated by quantifying two “gaps”: one between the sub-
ject’s and the object’s sensitivity levels and the other between

the subject’s and the object’s category sets. For simplicity, thi$i nary_op> :

experiment looks only at the sensitivity levels and assumes the
categories sets are the s&miaus risk becomes a function of
subject and object sensitivity levels only. For more detail on
risk quantification, see [11].

2Therefore the gap between categories sefs is <var >

ACITA 2008

= <unary_op>(<expr>)
<bi nary_op>(<expr>, <expr>)
<sub_expr>

= <var >
<const >

= sin
cos
exp
pr ot ect edLogl0
ceil
fl oor
exp

;= add

m nus

mul tiply

pr ot ect edDi v
mn

max

c:=sl | ol
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<const > : 0. <di gi t ><di gi t> 50% have heights between the minimum and the maximum
<digit> 1= 0]1]2|3]4|5/6]7]8]9 heights.

- . The sensible initialisation works as following: First, each
The primitive operators are wrapped as a function call to

. T le in the grammar is assigned with two properties; the

prevent any bias being introduced among the operators. All ~. : . :
i . P : minimum number of mapping required for the non-terminal
functions work in accordance to the specification defined In

the ANSI C standarckmat h. h> library except four oper- on the left hand side of the rul_e to be gompletely mapped to
ny : terminals and whether the rule is recursive. As each derivative
ators as followsmin(z,y), maz(x,y), protectedDiv(z,y)

. tree is built, only rules that can fit the remaining depth of
and protectedLogl0(z). min and max operators return : i
o . the tree is selected. To generate full trees, the recursive rules
the minimum and maximum values between and y,

protectedDiv(z, y) returnse / y if y # 0 and1 if y = 0, and is always chosen whenever possible. To generate trees with

protectedLogl0(x) retumslogro(z) if = > 0 and1 otherwise. variable heights between minimum and maximum heights,

: the recursive and non-recursive rules are chosen with equal
Instead of using ephemeral random constant (ERG)e q

o aprobabilities. The final step in the initialization is to map the

const anddi gi t rules are used to generate random constant . :

in the range of(—1,1). Generating random constant in thisnodes of the tree reversely into corresponding codons. The
: 9 e 9 . .~ “minimum and maximum heights of the derivative tree are set

fashion enables random number to partake in the evquUon@(r)ybel and 10 in all experiments

process. '

D. Fitness evaluation

B. Evolutionary Operators ) ) S )
The fitness evaluation for each individual is evaluated

At each iteration step, the crossover and mutation operaticgbcamst a set of training examples. Since only the sen-
are applied to individual with the probabilities &.ossover sitivity level aspect is considered, each exampleis a

and Prvutation 1€SPECUVElY Perossover = 0.9 AN Prutation = éﬁm;olzaba/ndz) triple, whereband,, is calculated using (3)

0.01 are used in.aII experiments..The rrllutati.on operator Usgdy herefore all the examples used are correct. The training
is the standard bit-level GE mutation which flip each bit of th et used consists of all possibleo (sl, ol) integer pairs for

individual with Pryytation- TWO experiments have been carried; o4 1 in [0, 9]
out to investigate two different implementation of crossover Two expe .-

operations; one-point crossover and effective crossover. QRﬁess function. In the first experiment, the weighted fitness

point crossover first chooses a point randomly on each fhction (4) presented in [15] is used. This allows us to
the two selected individuals and all data beyond that pomt&%mpare the performances of GE and GP side by side

swlapped between the two individuals. Thg chosen CIOSSOVe4, principles are used to determine the score for a decision
point may happen to be after the effective length of t ade by an individual. For an exampiteand an individual

individual (the portion of the individual that are actuallyz. if i evaluatesz to be in bandj (j is i(z) rounded to the
used to select the rules) and render the crossover operaﬁ(élarest integer), then:

effectiveless. Effective crossover restricts the chosen crossover - . .

point in the range of effective length. o For a- porrect deu&_orr,eyvard morethe hlgher the risk
The steady state genetic algorithm is used in as the search al- band; i.e., revyard hl_ghqr more than lowerj. (We care

gorithm to evolve the linear individual with df%; replacement more abput higher r|sI§ _bands).

rate, i.e., the percentage of the population that are replaced at For. an mcor_rect decisionpunish mprethe more the

each iteration. Roulette Wheel Selection Scheme is used as the decision deviates from the target, i.e., punish more as

selection scheme in which the probability for an individual to |jf—t1r>1and_w|kb(la)corges Iarg(;r]. Also, punuii_mdetr_-estlTa_ltt.lo_n
be selected is directly proportional to its fitness. ot the risk band more than over-estimation ot i, 1.€.,

punish more ifband, > j.
C. Initial Population Based upon these principles, the fithess of an individpal

Two experiments have been carried out, each with a initiaitness(i) is defined as follow:
population with the size af024. The population in the first ex- , N
periment is initialised with linear individual of variable lengths Jitness(i) = v Zz score(z) “)
in the range oflLengthin, Lengthmaz]. Lengthp, = 15 crampe ®
and Length,.. = 25 are used in all experiments. where
The sensible initialisation method [13] is used in the second band, + 1 if j = band,,
experiment. This initialisation method models the popular
ramp half and halfinitialisation method [14]; it takes the
population size, minimum and maximum heights of the trees
permitted in the population as input parameters and generates
approximately50% full trees with maximum height while the

riments have been carried out, each uses a different

score(x) = < —(band, — ) if band, > j,
—(j —bandy)/2 if band, < j

The fitness function in the second experiment is inversely
3An ERC is a number in which its value is initialised randomly and remairErOpomopal_tQ the sum of absolgte differences between the
constant once initialised value an individual evaluated to with the correct band encoded
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in the examples. Formally, the fitness of an individual

fitness(i) is defined as follow:

1

fitness(i)

The sum of absolute differences is added withbefore

1+ cxample « ITound(eval(i)) — band,|

VI. RESULT AND DISCUSSION

Each experiment described is ruf times. Two testing sets
are used to evaluate the performance of the best individual.
The first testing set is same as the fit8D-example training
set. This testing set provides a good indication on how much
“knowledge” has been acquired by the approach employed in

inversion to avoid division by zero and therefore the fitness foixed number of generations. The second testing set consists
an perfect individual now becomds

E. Policy resolution

The learnt function might not be perfect; sometimes t

function might map

a particulapsl, ol)

case, any value not in the rang@ 9] is assumed to bé.

This is consistent with the usual attitude to security whi
favours overestimation of risk rather than underestimation. In ar
future run-time deployment of our inference approach it WOU'&,O
be possible to involve human interaction. An alert would b

given to the security administrator and the administrator WOU-IJ
decide which band an input should be mapped to. Then, thi

decision can be used as a new training example.

F. Experimental Setup Summary

. . . . . . f
This experiment is carried out using the libGE-0.26 angl{:
GAlib v2.4.7 with all the parameter settings remain to b
default values unless specified otherwise. The experiment

setup is summarised in Table I.

Objective

Search for the nearest equivalent function
band(risk(sl, ol)) in (3)

Terminal Operands

{sl, ol, r|—1.0 < r < 1.0}

Unary Operators

{sin, cos, exp, protectedLogl0,
ceil, floor, exp, —}

Binary Operators

{add, minus, multiple ,protectedDiv,
min, max}

Fitness function

Two fitness functions are investigated as follo

1) Weighted fitness function in (4)
2) Sum of absolute differences in (5)

Population initialisa-

tion

Two initialisation methods are investigated
follows:

1) Random initialisation — individuals with
variable lengths betweerl5, 25] (de-
fault)

2) Sensible initialisation — individuals ma
grammar rules to derivative trees wif
maximum height ofl0 (default)

Evolutionary Opera-
tors (P)

Two different sets of operators are investigat
as follows:
1) One-point crossover (0.9) (default), bi
level mutation (0.01) (default)
2) Effective crossover (0.9) (default), bif
level mutation (0.01) (default)

of 100 randomly generate@si, ol) pairs wheresl andol are

real numberdn [0.0, 9.0]. Therefore, most of these examples
are unseen yet similar to training examples. This set provides
hfgood measure on how much the acquired knowledge can

; pair to a value that is pe anplied for unseen cases. The performance in terms of the
out of band range. When this happens, we assume that aJ},,

out-of-range values represent the highest band, i.e.,

of differences between the band of the best individual of

in Qch generation evaluated to and the band encoded in each of

the 100 examples in the training set is shown in Figure 2 and

ch respectively.

he results show that the performance of the individuals

Ived using sum of absolute differences outperform the ones

olved using sum fitness function in both cases at all time dur-

evolution. The sum of absolute differences fitness function

B ovides faster learning speed (steeper slope); it only requires

~ 100 generations to has the population to become stable as

opposed tox 250 generations required by the weighted fithess
nction. However, the uses of effective crossover and sensible

Mitialisation do not provide any performance gain.

e . . . .

a|n comparison to the resglts obt_amed using Genenc_ P_ro-
gramming with the same weighted fitness function and similar
parameter settings [15], the performance of GE is superior over

of GP interms number of correct bands and mean difference from
target band in all cases. The results are summarised in Table
[l. The result comparison using sum of absolute differences
fitness function cannot be done because there is no equivalent
experiment carried out in GP.

S. -
Experiment | Testing set lef(()e rencelf rom t2arget>b aénc Mean difference
. il 623 96|60 221 1.248
2 236 207 [ 73| 284 1703
s 1 780 118 [ 41| 61 0435
GE (S, EC) 2 4777395 731 55 0.766
T 805 106 [ 34 55 0373
GE (s, 0C) 2 514370 70| 46 0672
1 787 107 | 42| 64 0.456
2

b | GE (R EC) 2 298138467 51 0.731
h . 1 766 [ 116 | 44 74 0.504
GE (RF, OCY) 2 470 386 [ 75 69 0.843

1Sensible Population Initialisation 3 Effective Crossover
2Random Population Initialisation 4 One-point Crossover
TABLE Il
PERFORMANCE COMPARISON BETWEEN POLICIES INFERRED USINGPAND GE
WITH WEIGHTED FITNESS FUNCTION(4).

ed

I

Generation

500

Furthermore, the size of the best individual (which is

Population size

1024

essentially a derivative tree) found in GE is much more smaller

TABLE |

EXPERIMENTAL SETUP SUMMARY FOR FUzzYy MLS PoLICY INFERENCE

ACITA 2008

compared to the one found in GP (in terms of the number
nodes). This can be explained by the fact that conforming
to a grammar is relatively more difficult than conforming to
the type correctness imposed in GP. One example of the best
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180 T T T T T T T T
4 Sum of absolute differences: sensible initialisation, one-point crossover —+—
Sum of absolute differences: sensible initialisation, effective crossover
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Fig. 2. The average over 10 runs of the sum of absolute diffeerbetween the band of best individual in each generation evaluated to and the band
encoded in each of the 100 examples in Testing Set 1
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Fig. 3. The average over 10 runs of the sum of absolute diffeeribetween the band of best individual in each generation evaluated to and the band
encoded in each of the 100 examples in Testing Set 2
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—ol The intuition for P;(sl,ol) and T'1(sl,ol) can be found in

individuals ismin | ol, ol + ool 0.87/0.03 - The  [11]. The valuemid is the value ofT'I that makesP; equal

[0.97—|—sl]]+ol—e! .5; the valuek controls the slope of;. The valuel is the

0
average distance between the predicted band by this individHﬁamate obi e .
; . o ject sensitivitand the temptatioff’/ approaches
and the target band is only 100 band in Training Set 1 and infinity as ol approaches\/; the intuition is that access to

0.390 band in Training Set 2. an object that is as sensitive as or more sensitive than
VII. CONCLUSION should be controlled by human beings and not machines. In

In this paper we investigate the possibility of using Granf2ur experiments, the maximum value fdrandol is 10; the
matical Evolution, a grammar based evolutionary algorith&ettings fork, mid and M arek =3, mid =4, M =11.
to infer Fuzzy MLS policy from examples. The results show

that this approach is promising. Also, the policies inferred] Horizontal Intearation: Broader A Models for Realizing. Inf

. H . “Horizonta ntegration: broader Access odels Tor Realizing Infor-
usmg_GE. are fo“”?' to OUtperfo_rm the ones inferred us!n& mation Dominance,” The MITRE Corporation JASON Program Office,
GP with similar settings [15]. While the sum of absolute dif-  Mclean, Virginia, Tech. Rep. JSR-04-132, Dec 2004.
ferences fitness function is found to outperform the weightef#] D. Barbara,Applications of Data Mining in Computer Securitg. Ja-

fitness function, the uses of sensible initialisation and effectivg, {f dI'Da'Mi%an’?e?nf'sgl'ic'\;llg’vglﬁt/i\(;nKIX‘lAJ'gnQ;?S E?L?rgnunﬁlésnr:;rsgei%ﬂ@ .

crossover in experiment do not provide any performance gain. December 2004. [Online]. Available: www.patrickmcdaniel.org/talks/
Inferring security policy with evolutionary algorithms is a  serc-12-04.pdf

: : : : : . ] Y. T. Lim, P. C. Cheng, J. A. Clark, and P. Rohatgi, “Policy Evolution
very interesting domain. Some envisaged work includes: t with Genetic Programming,” IBM Research Report RC24442, Tech.

use of a “less ideal” training set, possibly with the inclusion  Rep., 2008.
of wrong examples and skewed distribution on the exampld8] |. Dempsey, M. O'Neill, and A. Brabazon, "Adaptive Trading with

: : Grammatical Evolution,” inProceedings of the 2006 IEEE Congress
set. The fUZZy set memberShlp function concept can also be on Evolutionary Computation Vancouver: IEEE Press, 6-21 Jul. 2006,

incorporated by considering each decision as a fuzzy set and pp. 9137-9142.
the search target becomes the fuzzy set membership functitbh T. Brabazon, M. O'Neill, C. Ryan, and J. J. Collins, “Uncovering

: : : Technical Trading Rules Using Evolutionary Automatic Programming,”
for each class. This approach is found to be able to increase the in Proceedings of 2001 AAANZ Conference (Accounting Association of

accuracy performance and more resilient to missing examples australia and NZ) Auckland, New Zealand, 1-3 Jul. 2001.
in the training set [15]. [7] T. Brabazon and M. O'Neill, “Trading Foreign Exchange Markets

; ; Using Evolutionary Automatic Programming,” irGECCO 2002:
Our GE based inference approach has the potentlal to make Proceedings of the Bird of a Feather Workshops, Genetic and

a significant contribution to the field of policy inference.  Eyolutionary Computation ConferenceA. M. Barry, Ed. New
Everyone accepts that policy specification is currently hard, York: AAAI, 8 Jul. 2002, pp. 133-136. [Online]. Available:
and things are set to worsen as systems are deployed in e§r http://www.grammatical-evolution.org/gews2002/brabazon.ps

. L. . NN D. J. Montana, “Strongly typed genetic programmingVolutionary
more complex environments with increasing sophistication and” computation vol. 3, no. 2, pp. 199-230, 1995.

subtlety of decision making needed. The work reported heri€] M. O'Neill and C. Ryan, Grammatical Evolution: Evolutionary

; ; ; Automatic Programming in an Arbitrary Languageser. Genetic
shows that the teChmque has very considerable promise. programming. Kluwer Academic Publishers, 2003, vol. 4. [Online].

APPENDIXA: RISK COMPUTATION Available: http://www.wkap.nl/prod/b/1-4020-7444-1
) ] [10] M. O'Neill and A. Brabazon, “Grammatical Swarm: The generation of
In [11], the risk resulted from the “gap” between a subject’s  programs by social programming\atural Computing: an international
and an object’s sensitivity levelsi(andol) is estimated using __iournal vol. 5,no. 4, pp. 443-462, 2006.
he followi f la: [11] P. C. Cheng, P. Rohatgi, C. Keser, P. A. Karger, G. M. Wagner,
the tollowing formula: and A. S. Reninger, “Fuzzy Multi-Level Security: An Experiment on
Quantified Risk-Adaptive Access ControlEEE Symposium on Security
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