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1 Introduction ness the decryption operation is reasonably continuous over
) o the keyspace. This is crucial to the general use of heuris-
Cryptography is an indispensable component of mucfic search since some means of homing in on the solution

modern-day system security. It has also been an attractirequired. It is this continuity that makes these problems

application domain for researchers in non-standard COmpHatyral candidates for guided search techniques.

tation. In this paper | shall identify what | believe to be  one cannot know how correct a decrypted text is with-

important themes and pieces of work and explain why theyyt knowing the plaintext. Instead, the degree to which de-

matter. | shall not provide a full survey, my principal aim iScrypted text has the distributional properties of natural lan-

to interest you in the subject. guage is taken as a surrogate measure of correctness of the
decryption key. In English text the letter “E” will usually oc-

2 On Home Ground I: The Cryptanalysis of cur more than any other. Similarly, the pair (bigram) “TH”

Classical Ciphers will occur frequently, as will the triple (trigram) “THE”. In
contrast, the occurrence of the pair “AE” is less common
2.1 General Background and the occurrence of “ZQT" is either a rare occurrence of

an acronym or else indicates an terrible inability to spell.

Classical ciphers are based around the notions of charaﬁ;I . ) ; :
o o e frequencies with which these various N-grams appear
ter substitution and transposition. Messages are sequences

. IN plaintext are used as the basis for determining the correct-
of characters taken from some plaintext alphabet (e.g. the : :
letters A to Z) and are encrypted to form sequences of che]??ss of the key which produced that pIamtgxt. The more the
. : requencies resemble expected frequencies, the closer the
acters from some ciphertext alphabet. The plaintext and Cl'fnderlying decryption key is assumed to be to the actual
phertext alphabets may be the same. Subsitution ciphers
replace plaintext characters with ciphertext characters. For’”
example, if the letters of the alphabet A..Z are indexed b
0...25, then a Caesar cipher might replace a letter wit
index k by the letter with index(k + 3) mod 26. Thus,
the word “JAZZ” would become “MDCC". Transposition Most major optimisation techniques have been applied to
ciphers work by shuffling the plaintext in certain ways.classical cipher cryptanalysis. Progress remained sluggish
Thus, reversing the order of letters in successive blocks @htil 1993 when numerous papers appeared. Spillman et al.
four would encrypt “CRYPTOGRAPHY” as “PYRCRGO- [33] showed how simple substitution ciphers could be at-
TYHPA". tacked using genetic algorithms and a cost function based
Modern crypto-systems have now supplanted the classin expected character and bi-gram frequencies. Spillman
cal ciphers but cryptanalysis of classical ciphers is the mogmphasises the importance of experimentation with genetic
popular cryptological application for meta-heuristic searcligorithm parameters and suggests possibilities of more so-
research. Why is this so? The reasons are probably mixgshisticated cost functions involving trigrams, i.e. three letter
The basic concepts of substitution and transposition are s#frings such as “THE.”
widely used today (though typically using blocks of bits  |ndependently, Matthew5 [20] was also investigating the
rather than characters) and so these ciphers form simplge of genetic algorithms for transposition ciphers. He de-
but plausible testbeds for exploratory research. Problemgribes the operation of GENALYST — a flexible schedul-
of varying difficulty can easily be created (e.g. by alteringng type GA. The particular transposition cipher examined
the key size). They seem also to be natural candidates figra familiar classical one. A key is some permutation of
meta-heuristic solution as argued below. 1...N, for example(6,3,1,2,5,4) for N = 6. Plain-
Consider a simple substitution cipher on the lettergext is written in rows of lengthV under the key and en-
A...Zindexed by0...25 as above. The keyspace for thisciphered by reading it off in columns in the order dic-
type of system is the set of bijective functiofis0...25 —  tated by the integers making up the key. Using the key
0...25. Given ciphertext, decryption can be thought of (6,3,1,2,5,4) the phrase “NOWISTHETIMEFORALL-
as afunctioryc (K) from the keyspace to the space of plainGOODMEN” is written as shown in Figur¢] 1 and hence
text messages. Decrypting ciphertext using keys that ag@ciphered as “WTROIIADOEOOTELESMLMNHFGN”.
‘nearly the same’ gives rise to plaintexts that are nearly thghis was one of the earliest papers and exhibits consid-
same. Similarly, keys that are ‘nearly correct’ give rise t@rable originality and sophistication. Firstly, the standard
plaintexts that are nearly correct. With respect to correctrequency based cost was replaced with a points scor-

.2 Research on Automated Cryptanalysis of Classical
Ciphers



6 3 1 2 5 4 gains on previous work, due in part to clever manipula-

H E T I M E tion of the matrix of bigrams obtained under decryption. In

F O R A L L i i ; ; ;

G o o b M E the conclusion he states ‘this approach is not immediately
N

useful for the more modern type of encryption algorithms
) . ) (IDEA, DES etc. )’ echoing a widely held view.

Figure 1: Transposition Cipher Clark and Dawson have carried out the most extensive
research on classical cipher cryptanalysis. The work cov-

ing system. Six bigrams and four trigrams were consic’s applications of genetic algorithms, simulated annealing

ered. With each a number of points was associated refle@d the more recently developed tabu search technique. The

ing the likelihood of its occurrence in successfully deciWork has attacked substitution, transposition and polyalpha-

phered text. The (N-gram, points) pairs were (“TH,,+2),betic.substitution_ciphers (the latter usiqg a parallel gepetic
(“HE”+1) (“IN",+1), (“ER",+1), (AN, +1), (“ED", +1), algquthm). The jou'rnal paper [4] prqwdes a comparison
(“THE",+5),(“ING",+5),(‘AND",+5) and (‘EEE’,-5). If of S|mulated' anneallng,'ge.netlc' algorithms and tabu search
attacks on simple substitution ciphers.
As Bagnall et al. note [1] the ciphers attacked are gener-
Q ally simple ones. The Enigma variants attacked by Bagnall
(Fr)=1L Z(Pisi/lo()) (1) etal. are amongstthe most sophisticated classical ciphers at-
i=1 tacked (both odometer and other rotor rotation strategies are
. L . considered) using meta-heuristic search. In much the same
whereP; is the pe_rce_ntage frequenpy of gt bi— or tr|-_ way as modern-day linear cryptanalysis works by guessing
gram tested fory; is its score and) is the number of bi- o00nt5 of the final round key and judging the quality of

grams or trigrams checked for. This approximate meang, guess by reference to approximation measurements over
seems to work effectively (at least for the experiments re- 1 rounds, Bagnell et al. invoke a similar procedure with
ported). The system can also be used to determine t @spect to thé last rotor

keylength. Essentially attempts at wrong key lengths are Parallelism is little exploited in heuristic cryptanalysis

I|m|.ted ”l: thf fltnt(;sses ;hlat can t?etzcmevetd. ﬁTryt|.ng Irunstgésearch. Clark and Dawson| [3] use a parallised GA to
various key lengths readily reveals the most etiective 1engtfyy, o 5 polyalphabetic substituion cipher. This combines

The text notes that random testing also is quite effective Yeveral individual substitution ciphers. This paper seems a
this respect. The real power of GAs comes when the ac-

tual permutation is sought. The work describes various erﬁl-S eful contribution.
hancements that have been brought to bear, such as eﬂtg General Commentar
survival. Another notion advanced is human interaction to’ y
aid what he terms ‘perming’. Essentially, manual analysigll the work described above has served a useful purpose.
of the schedules resulting from various runs reveals littl€lassical cipher cryptanalysis provides a simple test-bed for
groups of columns that regularly appear somewhere in tlexamining the capabilities of the techniques. In addition,
key. The actual solution is likely to be a permutation thathe cryptological knowledge needed is small and so makes
maintains such groups. This is the first paper to espouse rélaése problems attractive to researchers outside the crypto-
hybridisation techniques. Examining the results of repeategtaphic community (understanding letter frequency charac-
runs is an excellent idea and will reappear in the work oferistics is probably easier than understanding differential
Knudsen and Meier (see Sect[gn 3). cryptanalysis).

Giddy and Safavi-Naini [17] use simulated annealing to On a technical level, the classical cryptanalysis work ex-
attack simple transposition ciphers where sections left-  hibits symptoms common to virtually all applications of the
ters are each shuffled according to a key permutation. Tlsearch techniques to cryptological problems. A major fea-
authors demonstrate a new move function that is intendedre is that optimisation is a ‘one shot’ technique — the idea
to increase the smoothness of transitions. The cost functiigto ‘solve’ the problem, to extract the whole key in one
used, based as usual on expegigg and actual (i.e. under go (Matthews’ exploitation of multiple runs is highly un-
decryption)c, s plaintext bigram frequencies is usual in the area.) This is not the way modern cryptanalysts

work. Cryptanalysts typically work by exploiting small bi-
O(s) = Z Z (2) @ses and gsing perhaps many billions of pieces of data (e.g.
Seh Ben plaintext-ciphertext pairs). They generally don't expect to
run a program for a few minutes and expect the result to
The authors note that the value«$ignificantly affects re- pop out! With respect to classical ciphers this is entirely un-
sults. Such parameters are often referred to informally akerstandable; after all, the direct approach appears to work
‘fiddle factors’ and highlight the need for general experiteasonably. But there seems to be a general agreement that
mentation when applying metaheuristic search techniqueshe techniques won't work when applied to modern crypt-

Jakobseri [16] attacks simple and polyalphabetic subsitanalysis problems. | believe that moving away from this
tion ciphers (assuming that the number of alphabets usedase-shot view has considerable potential.
obtained by standard means, se€ [29]). The work is essen-Although my personal interest lies largely in breaking
tially a form of hill-climbing. It shows marked efficiency modern-day crypto-algorithms, | recognise the usefulness

the text length is L then the fitness function is given by
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of classical cryptanalysis as an entry point for new rewith knapsacks of size 8 and 15. The work used a rather odd
searchers and as case-study material for applying new tedwst function with an unclear rationale (Clark and Dawson
nigues. More recent work discussed later in this paper owg4] also seem unclear about the precise nature of the cost
a great deal to the published work described abbwauld  function and offer a cost function that is more intuitive and
ask that our community continue to find a place in its demonstrably better anyhow). In 1997, Kolodziejczyk| [19]
sessions for such researchi-orwarding the subject is pri- demonstrated that Spillman’s results were distinctly subop-
mary; competing with the cryptographers is secondary. timal and that variation of the genetic algorithm parame-
ters could readily improve results. She concludes ‘the ge-

3 On Home Ground II: The Cryptanalysis of netic algorithm offers a powerful tool for the cryptanaly-

Schemes Based on Standard ‘Hard’ Prob- sis of knapsack ciphers.’” Since the experiments were lim-
lems ited to knapsacks of size 8 and for 5 specific ‘messages’

(the ASCII encodings of the letters of the word “MACRO”

Several cryptosystems have been proposed whose secuffymed the five messages) this seems highly optimistic. In
relies on the difficulty of solving instances of NP-hard prob—l 98, _Lgbedko and Topchy [27] noted ‘it IS ur!clear _hOW
lem types. Two areas of particular interest are encrypticfPabilities of these techniques scale up with dimension of

schemes and identification schemes. These should be ‘hofi§ Problem because cryptographically strong applications

H 20 ¢ i ’
ground’ for techniques such as simulated annealing and grg_qurl]re at lias}m t|mkes bigger seharch space-. iarly th
netic algorithms. As we see below, life in this domain has The work of Lebed © gnd Topg v [27,] and simi arly that
not been too easy. of Clark and Dawsori |4] is of particular interest in that both

challenge the actual usefulness of the cost functions chosen
by previous researchers. @ is the target sum ant =

by ...b, is a proposed solution, the fitness of that solution
Knapsack encryption schemes have been the subject of greats generally of the form

controversy over the years. The first published public key

cryptosystems were based on knapsacks, and so knapsacks _ |C — > i wibi|

are of great historical importance. There have been many Do wi

variants and the history of their development makes for ex- ) .

citing reading. Odlyzko charts the ‘rise and fall’ of knap-"Whereg() is some monotone function. Lebedko and Topchy
sacks[28] as does Moorg [26]. They are not used mudipte tha_t neighboring pom_ts of the search space _h_ave 5|gn|f|-
nowadays. It would appear that their security just seems t&@ntly different values of fithess anq that. the |ntu_|t|ve notion
fragile for users to have confidence in them. Cryptographféf neighborhood based on Hamming distance is very hard

knapsacks are based on the Subset Problem: to hill-climb. Amusingly they proposed a counter-intuitive
cost function based on actual Hamming distances

3.1 Cryptanalysis of Knapsack Encryption Schemes

Given a finite setV = {w,...,w,} of pos-

itive integers and a positive integér, does -

there exist a subs&t’ C W such that the sum f2(0) = H | C, Zwibi (4)
=1

of all elements iV’ is equal toC'?

with similar performance. They report the results for knap-
sacks of sizes 15 and 20 and provide commentary on the
Let the message space be the set of binary role of fine-tuning via local search. The need for fine tuning

The relationship with encryption is straightforward.

stringsby,...,b,. LetW = {wi,...,w,} is well-established in the evolutionary computation com-
be a set of positive integers as defined above. munity. Clark and Dawson take this notion further giving

Encrypt messagé/ = by,...,b, asC = an improved fithess function. They measured the fitness
S biw; value for all23° possible solutions of a size knapsack of size

30 and a randomly chosen secret. The Hamming distances
In practice arithmetic is carried out in some finite field. |ffrom the actual secret were measured for h|gh fitness solu-
the subsets ol are arranged to have unique sums thefions. The results are reproduced below in Table 1. One is
this encryption is reversible and so, given a stimthere |eft with the inescapable conclusion that the fitness function
will be a unique plaintext message. Encryption is clearlys far from ideal! Indeed, Clark and Dawson comment on
fast but decryption should generally be very hard indeed uithe table results stating ‘the correlation between the fitness
less there is a secret trapdoor available to the receiver. TBed Hamming distance is essentially random.’
original Merkle-Hellman knapsacks have been attacked, as |n 1998 and 1999 Yaseen and Sahasrabuddhe attacked
have multiplicative knapsacks and the Chor-Rivest knagnultiplicative knapsack ciphers [36] and the Chor-Rivest ci-
sack. The details of how the receiver’s trapdoor works ipher [37]. Their work is a little more sophisticated in that
of no concern here. Only the enemy’s cryptanalysis searghey allow themselves many target sums (those in the neigh-
problem is of concern: given the sum C and a knapsack @brhood of the current sum). There is no known success-
elements, can the actual plaintext be recovered? ful attack on the Chor-Rivest scheme but again the sizes of

It would appear that all work in this area is based on vergnapsack used cast doubt over the ability of the techniques
small problems. The initial work by Spillman_[32] dealttg scale.



BE@T&? >0.95 [ > o.ggnesivgl.gzg > 0.9999 row i if (A:):)Z <0 'n't'a”y)'

30 0 0 0 0 Solving the PP is known to be a hard problem. To make
gg 3 8 8 8 it harder (and hence reduce the size of matrices and se-
27 31 2 0 0 crets needed) Pointcheval suggests forming the histogram
2 2, 3 9 9 of (positive) values of the image vectarand requiring an

24 5080 188 3 0 attacker to derivate a secretwith the same histogram of

> igigg iggs ‘136 8 values. Since every solution to the PPP is also a solution
21 119098 | 4720 50 1 to the PP, it would appear that this is harder. Actually, it
ig ig?ggg %236 i‘gz : would appear much harder. Pointcheval gives several pro-
18 714445 | 28630 | 275 2 tocols that allow a user to show that he possesses such a
12 iggggfl fﬁggé ggg g secretr, without aptually reveglmg- itself. He compares

15 1298561 | 52285 | 515 3 the efficiency of this scheme with that of other schemes.

- hrasspvl Ippssp il B 1 Unusually, Pointcheval (laudably) provides an assess-
12 755006 | 30014 | 295 1 ment of attacks by simulated annealing. In this he may be
I ool | pores | 2 9 unique. The schemes were later attacked with some subtlety
9 135305 | 5214 58 2 by Knudsen and Meier in 1999 [118]. They chose to carry out
8 s | 2298 | 2 ; multiple runs of annealing and look for commonality. Typi-

6 6446 247 0 0 cally multiple runs are carried out and common elements of
; ooz a 2 g the results determined. (Recall here the work of Matthews
3 48 3 0 0 on ‘toy’ classical ciphers!) These are then fixed and the
i g g 8 8 whole process repeated. Unfortunately, some elements will
0 1 1 1 1 get fixed wrong early in this procedure. This causes subse-

_ . o . . quent elements to be fixed at wrong values (because anneal-
Table 1: Hamming Distance Distribution for High Fitness jng will try faithfully to minimise the cost function having
had an element erroneously fixed — there may not actually

. be a solution).
I have included the knapsack work mostly for reasons By profiling this technique in operation, it is possible

of their historical importance. If one point emerges fronl ) . X .
L . o determine roughly where the technique first sets a bit
the above it is the chasm between real cryptographic kr]a\F/)v_rongly This allcg)wsy an enumerative sgarch to be carried

sacks and those addressed by heuristic search securltyggi For example, in the (101,117) if we assume that the

hers. ltis cl h hat | h i . . ) ;
searchers. Itis clear, that even on what | have descrlb?echmque fixes the first 70 bits correctly there are @ify

as ‘home ground’ there are significant challenges for our ™ . L ; -
' ossible values for the remaining bits. More sophisticated
field. Many knapsack schemes have been broken by profes-". ; ) L

riants are given but this captures the basic idea.

sional cryptographers. Will heuristic search techniques evéf What s very different here is the notion of repeated runs

be able to compete? being used and the monitoring of the technique in action.
The techniques use tléstributional propertief local op-
tima attained using annealing. These are important ideas
with considerable potential. These and related ideas were
A zero knowledge protocol allows a principal to demondurther exploited by Clark and Jacob (see sedtioh §4).
strate he holds a secret without actually revealing that se- An important issue arises. Was Pointcheval's analysis
cret. Originally proposed by Goldwasser et al. in 1985 [13)wrong? No, his results suggested that the scheme was se-
Fiat and Shamir give impetus to the topic by showing howure enough against his particular annealing-based attack.
they might be used to prove user identities|[12]. Their firsKnudsen and Meier simply used another annealing-based
scheme was considered impractical and the second revohaitiack. Clark and Jacob later launched further types of at-
around public key cryptography (and so used large nuntack. Itis simply impossible to enumerate all possible forms
bers). Subsequent attempts have been made to obtain zeé¥bsearch based attacks. For this reason, | believe that much
knowledge protocols by appealing to known computationef the cryptographic community’s implicit assumption that
ally hard problems from the literature, since the problenmodern day cryptographic algorithms are immune to non-
can be formulated much more efficiently (in terms of memstandard computational attacks to be a matter of faith and
ory storage and computation needed). Some of these ayet science. | shall return to this point in sectign 6.
given below. A general comment may be made on the ways schemes
In 1995 David Pointcheval proposed a scheme based based on NP-complete problems are often presented. NP-
the Permuted Perceptrons Problem (PPP) — a more diffiompleteness is a statement about the complexity of the
cult version of the Perceptrons Problem (PP) [30]. The PP worst-casecomputation required to solve an instance. It
as follows: given ar{n, m) matrix A comprising elements seems that NP-completeness is used informally as a badge
from the set{1, —1}, find an m-vector: such that all ele-
mentsw; = (Az); > 0. Feasible instances of andz can 1] believe that the distributional properties of local optima may well

be generated randomly (negating all the elements in matreve highly useful for attacking modern day block ciphers and public key
algorithms).

3.2 Identification Protocols based on NP-Complete
Problems




meaning just ‘hard’ generally. The criterion of most rele- The work on balanced functions was generalised to en-
vance to a cryptanalyst is the computational complexity cfompass bijective [21] and regular [22] S-Boxes. A bijec-
this case This is not a trite observation. Phrasing my pointive S-Box is an invertible functiorf : {0,1}" — {0,1}".
somewhat bluntly: In aregular S-box on inputs andn outputs each output oc-
curs precisel2™ ™ times. (Regularity is the vector-valued

i i output version of balance.) Despite this early work S-box
with security? design via heuristic search seems under-researched.

What's NP-completeness got to do

There are various identification schemes based on hard .
problems, such as syndrome decodingl [34] and the pet-2 Representation Matters Matter |

muted kernel probleni [31]. | encourage the evolutionantpe choice of solution representation is crucial in many ap-

computing community to attack them. plication domains. Cryptology is no exception. However,
the issue rears its head in some unusual ways.
4 In the Cryptographer's Den |. Twentieth First, a ‘truth table’ representation (i.e. a vector2of
Century Design: The Work of Brisbane elements, each with valuel or —1, or equivalent) lends
ISRC itself ideally to highly efficient local search (via the smart

delta-functions underpinning the hill-climbing approaches
4.1 Attacking Problems of Real Cryptological Signifi- described above).
cance The use of genetic algorithms seems more problematic.

. . . ., With truth table representations it is entirely possible to
The design of Boolean functions and S-boxes with deswab}ﬁate two excellent functions to get awful children. In-

cryptographic properties (high nonlinearity, low autocorreaeed, two optimally non-linear functions may be isomor-

'?‘“0?‘* high_algebraic_ degr_ee, reasonable order of Co_rreIBhic (under linear transformation of basis) and yet mate
tion immunity etc. ) san |mp0rtan_t area of cryptolo_gmalto give children with low non-linearity. Recombination
researchE] The application of heuristic search technlque§hust also preserve balance and Millan et[all [25] show how

to these tasks was promoted almost exclusively in the 1af5 5 cpieve balance-preserving crossovers. The overall ap-
ter half of the 1990s by the Informat|on Security Rgsear_c roach occasionally incorporates elements of intermediate
Center at the Queensland University of Technology in B”Sﬁill-climbing

bane. . L _ . Although genetic algorithms have shown themselves to
The work on efficient derivation of Boolean functions Viay o petter than hill-climbing, they are nobviouslynatu-

hill-climbing is, to my mind, of greatest significance. Mil- 5 ¢ gidates for Boolean function design. The simplicity

Ign etal. first showed that sm_aII cha_nges.to Boolean fungy e ryth table representation and the availability of suit-

tions .do not radically alter their non—lmganty (and may no,table delta-functions, coupled with doubts as to how far non-

alter it at a_II) an(_j SO Some form of guided local search i§,qarq genetic algorithm approaches could be pushed, led

worth consideratiori [24]. Consider the polar fofifx) ofa 6 15 investigatéocal search further. However, the repre-

Boolean function defined by(z) = (—1)/(*). Forany in-  sentation issue is not clear-cut and will rear its ahead again

dexz, flipping the value off (z) from —1to 1 (i.e fromtrue  |ater in this paper.

to false) or vice-versa causes each Walsh-Hadamard value

F(w) to change by+2 or —2. Similarly, if f(z) = land 43 Objective and Fitness

f(y) = —1 then flipping both values (te- 1 and+1 respec- ) . ) o

tively) causes eacﬁ(w) to change by+4, —4 or else stay For poth nonlinearity and au.tocorrelatlon the _objectlve

the same. Flipping two dissimilar bits in this way preserveguncnor? |tselfwa}s usgd as the fitness or cost function. Thus,

the balance of a Boolean function (assuming it starts asV4'€n high non-linearity or low autocorrelation was the goal

balanced function). Since non-linearity is defined in term€ fitness (cost) functions were:

of the Walsh-Hadamard spectrum, this provides for an ef- 1 .

ficient delta-cost or delta-fitness function for local searches fitness(f) = Ny = 5 (2" — max |F’ (w)|) (5)

for highly nonlinear functions. Similar considerations ap- “

ply to autocorrelation. The most high profile of the hill-

climbing papers[[23] documents efficient hill-climbing for cost(f) = ACy = max |7 (s)] (6)

non-linearity and auto-correlation and investigates a vari-

ety of joint property hill-climbing strategies. Later work In the case of correlation and propagation immunity notions

[25] sought Boolean functions that were correlation im_of correlation deviation and propagation deviation were de-

mune (of degrees 1 and 2) or which satisfied the so-calldfied: . B .
strict avalanche criterior{or, equivalently, the propagation cidevy(f) = PP |F(w)] ()
criterion of orderl).

pedevy, (f) = max  |7(s)| (8)

2| shall assume some familiarity with basic terminology. Detailed defi- 1<]s|<m

nitions can be found in "Almost Boolean Functions: the Design of Booleaq—he cost functions used are direct and perfectly natural
functions by Spectral Inversion”, also in this journal issue. . . .
ones. Optimal values correspond directly to sought solution



properties. What is not so clear is whether these measumaficant experimentation to determine the best parameters).
are best for providinguidance For example, certain Walsh Embracing the whole Walsh spectrum was an important and
or autocorrelation values may be at the extremes at the m&uccessful deviation.

ment, but the ability to navigate to better solutions depends Buried in the results was a counter-example to an extant
on the current distribution of less extreme values. Perhapsnjecture on autocorrelation. Only when informed by Mil-
functions which recognise whole spectra (rather than jutdn on best reported results in the literature was it realised
subsets) might improve matters? For the time being we sinthat the conjecture had been broken already. As it happens,
ply note that there is potentially an uneasy relationship behe results from.[5] also contained counter-examples to fur-
tween objective and fitness functions. We shall return to thiker conjectureﬂ A more informed account of conjecture
issue in the next section. breaking appears in|[7].

4.4 Observations 5.3 Representation Matters Matter I

The work of the ISRC in the 1990s laid the foundations foRecent work has seen the emergence of some very encour-
the use of heuristic search techniques for the design of cryaging and, in some cases, leading results. Millan et al. [10]
tological components. The work above was also responsibdaow how searching over the (restricted) space of algebraic
for interesting me in the field. It seems surprising that theormal forms of Boolean functions (of degree less than or
wider cryptographic community did not readily take up theequal to n/2) can be used to provide Bent functions of high-
ideas. My personal belief is that the cryptography commuest possible degree. Clark et al. [8] search over the space of
nity places too great an emphasis on what John Hooker h@flsh spectra for a permutation of an initial spectrum that
described as ‘competitive testing”[14,]15], e.g. a need toorresponds to a Boolean function. It is thus ‘Boolean-ness’
show that your technigue surpasses the abilities of othetthat is evolved. Of interest in both papers is that the form of
In an academically competitive world, ‘potential’ may berepresentation used greatly facilitates thstriction of the
difficult to sell. The cryptographers will take note when research spaceln an earlier papef[7] linear transformation
sults appear that are unattained by other means. Potent@fl,basis is used to provide new functions that possess de-
however, there certainly was. sired properties. In three different ways, representation is
seen to be part of theolution In addition, some represen-
5 In the Cryptographer’s Den Il. Twenty-first  tations may greatly facilitate evolutionary approaches (e.g.
Century Cryptology our manipulation of the Walsh spectrum [8] is essentially a
permutation problem, and evolutionary approaches are very

As noted above, the cryptographers will take an interestrong in this area).

when the techniques can do things they currently cannot by

other means. Since 2000, there have been several examglek Side Channels on Analysis Techniques
of heuristic search achieving leading-edge or highly inte

[ .
. Traditional cryptography has taken a very mathematical
esting results. yptograpny y

view of the subject. Cryptographic algorithms are seen
as functions that map plaintext to ciphertext in a key-
dependent manner. However, functions in the real world
Recent years have seen an international competition to deéave implementations that consume power and take time
velop a replacement for the aging Data Encryption Standat@ €xecute. Resource usage properties of such implemen-
(DES), which can now be broken in around two hours ofgtions have been used to leak secret key information. Such
specially configured FPGA boards. One such entry (froréide channels have provided a major shock to the cryp-
IBM) was the MARS block cipher. On analysing the S-tographic community. Similarly, it has also been demon-
boxes chosen by the IBM team, Burnett et &l. [2] decide8trated that the injection of a fault into a cryptosystem (e.qg.
to apply a hill-climbing technique to improve their perfor-causing a state bit to flip) can similarly be used to break a
mance against stated criteria. The results were succesystem. In[[6] it is demonstrated thahalysis techniques
ful. Lesson - hill-climbing works, and traditional cryptog- themselves also have computational dynamics that can be

raphers do not currently reach for guided search as a tool€xploited to reveal much information. Essentially, watch-
ing the progress of an annealing search in action is shown

5.2 Strange Cost Functions and Conjecture Breaking to bg a richer source of informat.ion thaF the fingl ‘result’
ovided by the search! The trajectory is more important

r
In 2000 Clark and Jacob applied simulated annealing W"Fhan the destination. Similarly, embracing multiple runs of a
an unusual two-stage approach to achieve some results hidarch technique, each applied to a perturbation of the orig-
erto unattained by any means [5]. An unusual feature Waga| problem proves also to be a rich source if information
that the cost functions used embraced all elements of thgqt a4 sought secret. Of all the work | have been involved

Walsh spectrum. (Further evidence of the importance and it is the exploitation of such ‘side-channel’ analogies that
utility of Walsh spectrum distribution properties can be

found in Llj]) Furthermore, the r(_alatlonshlp between the 3This might be described as a multiple-injury accident. Even worse, at
cost function and the actual objective function, though thexcisp 2000, Linda Burnett commented from the floor that the results were
Oretica”yinspiredwas somewhat obscure (and required Sig‘some of the most extreme she had ever seen’. | ought to have taken a hint!

5.1 S-box Improvement




| find most exciting. Computation is in the eye of the betruly tempting target) and hats off to the first convincing

holder. application of our techniques to a serious number theoretic
cipher (e.g. RSA or elliptic curve cipher).
5.5 Smarter Problem Selection Finally, in an invited paper, | feel free to engage in

. i a little religious denunciation. That religion is modern-
| have promoted the use of heuristic search in cryptologychay cryptology! | know of no proof that modern day

several years now — to anyone who will listen. 'nva”ablycrypto-algorithms are immune to attacks by evolutionary

when | say what | really want to do is apply them to CIYPtand other non-standard computational techniques. Current

f"‘”"?"ys's of fT‘OderT‘ ciphers | am told that the s_earch Sr?aﬁffyptographic notions of ‘provably secure’ generally mean
is ‘just too discontinuous’, and there will be a single po'magainst things we have thought of. Most cryptographers
‘spike’ in the fitness function that will never be found. In'rarely think of our techniques at all. Many | have spoken
variably, the pessimists have in mind a very blunt approagy, seem to have what | would describe as ‘faith” that evo-
and fitness function and they are probably right in their utionary techniques have little chance of real succfsk.

sessmgnﬂ] ) . .would imagine many in the evolutionary computing com-
| believe that the the work carried out into cryptanaIyS|smunity feel this too! | denounce you all!

of classical ciphers may well have given the impression that

the cost functions would be obvious and that we might ex- If it's provably secure, it probably isn't. Lars
pect a search of ten minutes or less to break AES. However,  Knudsen.

we don’t need to be so direct. We can attempt to evolve bet- . : . .
ter tools (e.g. better higher-order approximations) to aug'—A‘ little magic from the evolutionary computing community
ment current capabilities. Similarly, it is not necessary tGeems called for.
serve up a key on a plate immediately. Distinguishing ci-

phers is a good start. Heindez et al. have applied searchBibliography
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