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t. When formal modelling is done we must validate both themodel and the assumptions. Formal te
hniques tend to 
on
entrate onthe former. We examine how fault inje
tion (spe
i�
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tionHigh integrity systems have parti
ular properties that must hold. These typi
allypertain to their safe or se
ure operation. Formal development notations, su
h asZ, B and CSP, are used for high integrity systems be
ause they introdu
e thepossibility of: pre
ise spe
i�
ation of requirements; formal (or highly rigorous)proof that a spe
i�
ation has parti
ular properties; that a more detailed designre�nes the spe
i�
ation.We must always remember that formal system des
riptions are abstra
tions.They 
arry 
ontextual assumptions about the environment, for example, thatusers behave as expe
ted, that the 
onsequen
es of allowed system behaviourare fully understood and are a

eptable, that demands will not ex
eed parti
ularthresholds, and that the physi
al exe
ution environment operates perfe
tly.So when formal modelling is done we must both validate the model { have wegot the formal requirements we want? { and validate the assumptions { are wehappy with the assumptions we know we have made? are there further impli
itassumptions we need to expose?Formal te
hniques tend to 
on
entrate on validating the model. We needfurther ways of validating the assumptions. In this paper we examine how faultinje
tion (spe
i�
ation mutation) and model 
he
king 
an help address the aboveissues of spe
i�
ation validation and the e�e
ts of failure.� Thitima Srivatanakul is funded by the Royal Thai Government.



1.1 Validating assumptionsIt is easy, when spe
ifying systems, to get unintended properties. For example,the Bell and La Padula se
urity poli
y model [2℄ inadvertently allows \
overt
hannels" that break the intent of the poli
y. This is \�xed" by [6℄'s non-interferen
e model. Yet this model itself (justi�ably) abstra
ts from physi
alimplementation details, and so allows information leakage via aspe
ts su
h aspower 
onsumption [8℄ or ele
tromagneti
 radiation [1℄. Most formal models as-sume operations are atomi
, abstra
ting away from any information leakage bydata dependent exe
ution times. Also, the physi
al exe
ution environment maybe the 
ause of less subtle failures. For example, 
omponents may overheat orwear out. Su
h failures are re�nement failures arising from the way the physi
alworld operates.It would be infeasible or impossible to model all su
h assumptions and fail-ures formally. So, although we 
an spe
ify pre
isely, and formally re�ne to animplementation, there is no guarantee that we have an appropriate system.In safety, we often employ a defensive design philosophy: \X should nothappen, but if it does, then ...". If we believe that the 
onsequen
es of X o

urringare worryingly high, then we may take additional steps to ensure X does noto

ur (and so prote
t against failure of the original means of prevention). Inse
urity, we additionally need to prote
t against mali
iously indu
ed failures.Our system may be a

eptably se
ure whilst our assumptions hold, but we needto 
onsider what happens if they do not, and what the likelihood of this is. Inpra
ti
e we need to 
onsider the operation of the system under normal 
onditionsand also under various failure 
onditions.1.2 Mutation testingMutation testing [5℄ is the best known software fault inje
tion te
hnique. It isused to assess how thoroughly a test set exer
ises a program. Small synta
ti
variants of programs are derived; these mutants di�er from the original sour
eprogram in a very small way, for example, a single + operator may be repla
edwith a �. A test set's mutation s
ore is the proportion of mutants it \kills"(dete
ts). The 
loser the s
ore is to 1, the more thoroughly the test set is deemedto have exer
ised the program.In pra
ti
e a small number of mutants have identi
al behaviour to the originalon all input ve
tors. These are termed equivalent mutants. The mutation s
ore
an be rede�ned as the proportion of non-equivalent mutants killed. However,determining whether a mutant really is equivalent, or whether the 
urrent testset is merely insuÆ
iently powerful to kill it, requires 
onsiderable manual e�ort.Indeed, determining the equivalen
e or otherwise of mutants is a major expensein mutation testing. Equivalent mutants are \a problem".As well as mutating the program, data state mutation is used to determinetestability. [21℄ des
ribes some further non-standard appli
ations, su
h as safetyand se
urity assessment (assessing the robustness of 
ode to failures).



1.3 Spe
i�
ation mutation and its usesSpe
i�
ation mutation was �rst attempted by Budd [4℄. More re
ently [3℄ ap-plies mutation to SMV pro
ess des
riptions. However, the general area is littleresear
hed. It is 
lear what 
ode mutation testing aims to a
hieve, but it is less
lear to what uses spe
i�
ation mutation 
an be put. We illustrate some uses ofspe
i�
ation mutation with referen
e to our 
ase study, written in CSP.In general, we have a property P , a spe
i�
ation that abstra
ts away fromthe fun
tionality of the system, and 
aptures just the required properties of thesystem. We also have a system spe
i�
ation, S , whi
h de�nes the fun
tionalbehaviour of the system. In order to demonstrate the integrity of the system, itmust be shown that S satis�es P . (In our parti
ular 
ase study, it is suÆ
ient toshow that S is a re�nement of P .) We now mutate S , to obtain S 0.S and S 0 may both satisfy P , yet exhibit di�erent behaviours. The systemspe
i�
ation S is more than just a re�nement of the P properties; it also ex-presses the fun
tional properties of the system. S is in e�e
t a re�nement ofa number of abstra
t requirements, expli
it ones 
on
erned with se
urity, andimpli
it ones 
on
erned with fun
tionality. If the behaviours of S and S 0 
anbe distinguished in any way then the designers 
an be 
hallenged to say whi
hbehaviour they really want. They may de
ide that the mutant S 0 better 
ap-tures the requirements, or they may 
hoose to sti
k with the original S . Thus,mutation 
an serve as a requirements validation tool.Spe
i�
ation mutants 
an model failures in development. We may have spe
-i�ed S , but the implementation is a
tually a re�nement of the mutant S 0. If Sand S 0 are not equivalent, then distinguishing behaviours 
an form the basis oftest s
enarios (that is, ways to exer
ise the implemented system to determinewhi
h of S and S 0 it implements). Furthermore, sin
e the number of mutantsmay be very high, we may 
hoose to 
on
entrate our e�orts on 
ases where S 0does not satisfy P , that is, we 
an dire
t out testing towards se
urity 
riti
alfailures of development.Spe
i�
ation mutants 
an represent hypotheti
al failures arising due to fail-ures of the exe
ution environment, for example, due to equipment failure.Spe
i�
ation mutants 
an also represent hypotheti
al failures engineeredfrom mali
e by an atta
ker (in whatever way). If S 0 breaks P then we mustdire
t attention to ensuring that a implementation that re�nes S 0 
annot beengineered by an atta
k on an implementation of S .The above dis
ussion provides suÆ
ient initial motivation for investigatingmutant spe
i�
ations. However, analysing a system is hard. Investigation of amyriad of mutant systems requires automation. Our 
hosen approa
h uses model
he
king, as outlined below.1.4 Model 
he
kingModel 
he
king 
hallenges a spe
i�
ation by exploring the whole state spa
e.Model 
he
king tools are be
oming 
ommon in some areas of high integritysystems development. There have been a number of se
urity appli
ations. [13℄



uses FDR to analyse a system model for non-interferen
e through determinism.Se
urity proto
ols are a su

essful appli
ation domain (for example, [14, 16, 15℄).[9℄ pointed out 
aws in the Needham-S
hroeder publi
 key proto
ol [11℄ a fullseventeen years after its publi
ation.Model 
he
king is a highly automated de
ision pro
edure. A spe
i�
ation
an be 
he
ked for 
ertain properties, su
h as deadlo
k, determinism, or being are�nement of another spe
i�
ation. The result of the 
he
k, assuming that thealgorithm runs to 
ompletion, is either yes (the property holds) or no. Model
he
king is highly automated, and the pro
ess 
ost-e�e
tive relative to other(manual, or less exhaustive) analyses. Our desire to analyse very many di�erentmutants requires su
h automation.We use FDR2 [12, 10℄, a CSP model 
he
ker, for our 
ase study. We use itto 
he
k whether the mutant S 0s remain re�nements of P , in terms of tra
es,failures, and failures/divergen
es, re�nement. Tra
e re�nement ensures that themore 
on
rete re�ned spe
i�
ation possesses only behaviours that are possible forthe abstra
t spe
i�
ation. Failures re�nement additionally ensures the 
on
retedeadlo
ks less than the abstra
t. Failures/divergen
es re�nement additionallyensures the 
on
rete diverges (livelo
ks) less than the abstra
t.1.5 The mutation toolOur mutation tool is an extension of that des
ribed in [17℄. It operates on a CSPspe
i�
ation expressed in FDR2 syntax [10℄. The pro
ess of using the tool is:1. Parse the CSP/FDR spe
i�
ation S , to re
ognise linguisti
 elements, forexample, events and pro
ess names.2. Inje
t mutants (faults) into S , a

ording to a user-sele
ted subset of theprede�ned mutation operators (modi�
ation rules).3. Output the mutated spe
i�
ations S 0, in FDR2-format.4. Pass the mutated spe
i�
ations S 0 to FDR, to test them against the unmu-tated spe
i�
ation P .The mutation operators are 
arefully 
hosen to avoid generating mutants thatare synta
ti
ally and (to some extent) type in
orre
t. For example, the CSPoperators k (parallel) and jjj (interleaving) are operators on pro
esses; it wouldbe in
orre
t to apply them to events or 
ommuni
ations. The tool generatesmutants on pro
esses, events, expressions and stru
tures, a

ording to the CSPmutation operators (appendix A).At present, all the mutants are point mutations, repli
ating the kinds of typo-graphi
 errors made in writing formal spe
i�
ations. We have not yet 
onsideredsystemati
 
hanges of the sort introdu
ed by hasty sear
h-and-repla
e editing.2 The 
ase study2.1 OverviewTwo of us worked on the formal development (SS) and evaluation (JAC) of anele
troni
 purse [18, 19℄. Here we adapt the spe
i�
ation for our 
ase study.



The system 
onsists of a number of Smart
ard-based ele
troni
 purses that
arry �nan
ial value. The purses intera
t with ea
h other, via a 
ommuni
ationdevi
e, to ex
hange value. All the se
urity measures are implemented on the
ards, with no real-time external audit logging or monitoring. These 
ards areused by members of the publi
 to 
arry out fully ele
troni
 �nan
ial transa
tionswith other individuals, banks, retailers, et
. It is 
riti
al that the system 
anneither forge value, nor lose value.A formal se
urity poli
y model 
aptures the required se
urity properties ofthe system, in terms of the ex
hange of value between pairs of purses. The keyoperation transfers value from one purse to another, modelled as an atomi
 a
tionthat de
rements the value in the `from' purse and in
rements the value in the `to'purse. The model also allows a failed transa
tion, where the value is `lost' (notre
eived by the `to' purse), modelled by having the `from' purse de
rement thevalue from its balan
e, and add it to a spe
ial lost 
omponent. (The 
hallenge forthe implementation is then to implement both these 
ases 
orre
tly.) The twokey system se
urity properties are (1) no value may be 
reated in the system (2)all value is a

ounted in the system (no value is lost from the system that is; itmay be unavailable for transfer).The system de�ned here is based on [19℄. The original formal developmentuses Z. Here, we re
ast the (key features of) the purse se
urity poli
y spe
i�
ationin terms of its 
on
urrent properties, using CSP. The system se
urity propertiesare spe
i�ed as the Se
ure pro
ess, and the abstra
t atomi
 transfers as thePurse pro
ess.2.2 The CSP spe
i�
ation
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Fig. 1. Summary of the CSP spe
i�
ation. Sequential pro
esses are shown as statetransition diagrams; parallel 
ommuni
ation 
hannels are shown as bold arrows.



First we introdu
e some useful 
onstants.Npurse = 4 [number of purses (variable)℄InitBal = 1 [initial balan
e in ea
h purse (variable)℄TotalBal = Npurse � InitBal [hen
e, total system balan
e℄PID = 0 : : (Npurse � 1) [purse identi�ers℄VALUE = 0 : : TotalBal [value transferred between purses℄Channel �n signals the system to �nalise. Channel transfer identi�es the transfera
tion, labeled by from purse, to purse, and transfer value. Channel total outputsthe total value stored and lost in the system, on �nalisation. The internal 
hannelrnd is used to generate a random value that is 
onsidered lost.�n; transfer : PID :PID :VALUE ; total : VALUE :VALUErnd : VALUEA system is Se
ure if, on �nalisation, the total value stored is no greater thanthe initial balan
e (`no value 
reated'), and if the values stored and lost togetherequal the initial balan
e (`all value a

ounted').Se
ure =transfer?from:to:val ! Se
ure2 �n ! rnd?v ! total !(TotalBal � v):v ! SkipSe
ureSystem = Se
ure n fjrnd jgIn the purse system spe
i�
ation, the 
hannel obs is used to observe the balan
eand lost 
omponents of ea
h purse on �nalisation. The 
hannels ok , lose, andignore syn
hronise the purses on the parti
ular 
hoi
e of transfer operation.obs : PID :VALUE :VALUE ; ok ; lose; ignoreWhen a Purse engages in a �n event, it outputs its state, then terminates. Whenit engages in a transfer event, it behaves like a FromPurse, a ToPurse, or anOtherPurse, depending on its id .Purse(id ; bal ; lost) =�n ! obs !id :bal :lost ! Skip2 transfer?from:to:val !if to = from then Purse(id ; bal ; lost)else if (id = from) then FromPurse(id ; bal ; lost ; val)else if (id = to) then ToPurse(id ; bal ; lost ; val)else OtherPurse(id ; bal ; lost)A FromPurse, if it has suÆ
ient balan
e for the requested transfer, non-deter-ministi
ally 
hooses to do an ok transfer (de
rementing its balan
e), or to lose



the transfer (de
rementing its balan
e and in
rementing its lost), or to ignorethe transfer (leaving its state un
hanged). A ToPurse in
rements its balan
e foran ok transfer, otherwise does nothing. An OtherPurse does nothing.FromPurse(id ; bal ; lost ; val) =if val � bal then (ok ! Purse(id ; bal � val ; lost)u lose ! Purse(id ; bal � val ; lost + val)u ignore ! Purse(id ; bal ; lost)) else (ignore ! Purse(id ; bal ; lost))pro
essToPurse(id ; bal ; lost ; val) =ok ! Purse(id ; bal + val ; lost)2 lose ! Purse(id ; bal ; lost)2 ignore ! Purse(id ; bal ; lost)pro
essOtherPurse(id ; bal ; lost) =ok ! Purse(id ; bal ; lost)2 lose ! Purse(id ; bal ; lost)2 ignore ! Purse(id ; bal ; lost)A purse System runs the purses in syn
hronised parallel, with ea
h purse initiallyhaving a zero lost 
omponent.System = j[fjok ; lose; ignore;�n; transfer jg ℄j id : PID � Purse(id ; InitBal ; 0)The pro
esses Observe and Gather 
olle
t and output the total value of all thepurses' balan
es and lost 
omponents on �nalisation.Observe(tb; tl ; ids) =obs?id :bal :lost ! Gather(tb + bal ; tl + lost ; ids [ fidg)Gather(tb; tl ; ids) =if ids = PID then total !tb:tl ! Skip else Observe(tb; tl ; ids)The ObservedSystem is the purse System and the initial Observe pro
ess, withthe internal 
hannels hidden.ObservedSystem =(System j[ fjobs jg ℄jObserve(0; 0; ;)) n fjobs ; ok ; lost ; ignorejgThe ObservedSystem (
orresponding to the spe
i�
ation S ) is a Se
ureSystem(has the property P): it does not 
reate value, and a

ounts for all lost value.assertSe
ureSystem vFD ObservedSystem2.3 The FDR2 spe
i�
ationUsing the FDR2 model 
he
ker, we have 
on�rmed that the ObservedSystem isa re�nement of the Se
ureSystem.



We added an extra guard, lost + val � TotalBal , to the ok 
hoi
e of theToPurse, to limit the state spa
e FDR generates. Su
h states are unrea
hablein a se
ure system. (Adding this guard does not pre
lude the possibility of thesystem violating its se
urity property, as this guard is a 
ondition on a singlepurse, and the se
urity property is a 
ondition on the entire system.)3 Applying the mutants3.1 The Mutation SetMutant Types No. of Mutants GeneratedPro
ess De�nition Modi�
ation Operators 289Expression Modi�
ation Operators 125Stru
ture Modi�
ation Operators 16Parameter Modi�
ation Operators 167Total 597Table 1. Overview on Number of Mutants Generated for Ea
h TypeThe mutation operators are identi�ed in appendix A. Our spe
i�
ation has 10pro
ess des
riptions: 597 mutants were 
reated. These mutated systems wereanalysed for three separate 
ases: Npurse = 2 ^ InitBal = 1, Npurse = 3 ^InitBal = 1, and Npurse = 4 ^ InitBal = 2. Table 1 summarises the totalnumber of generated mutants 
ategorised by mutation type; tables 2{5 showsamples of the generated mutants from ea
h type.The larger the spe
i�
ation, the larger the number of mutants 
reated. Theneed for the mutation generation tool is essential. With the tool, it only took onlya few se
onds to generate all the mutants for the system. The 
hoi
e of mutationoperators highly a�e
ts the number of mutations generated. It is straightforwardto produ
e synta
ti
ally 
orre
t mutants. However, when FDR2 
ompiles somespe
i�
ations, it goes into an endless loop; it is important not to produ
e toomany mutants that 
ause this behaviour, as it be
omes very time 
onsumingand 
ostly to exe
ute. (However, it is sometimes inevitable that su
h mutantsare produ
ed, as we 
an see in detail later.)3.2 The ResultsWe �rst 
he
k whether ea
h mutantObservedSystem is still a Failures-Divergen
ere�nement of the Se
ureSystem. If so, it is said to be equivalent: it possessesthe same properties as the original spe
i�
ation. Mutants that are not FD-re�nements may violate only FD-re�nement, or may also violate tra
e re�ne-ment, or may result in FDR 
ompilation errors.Tables 6{9 show the result of the mutation exe
ution. There are a total of597 mutants, of whi
h 23 are equivalent mutants. The non-equivalent mutants



PED1 Purse drop the event �nPER1 FromPurse repla
e the event ok with ignorePER2 FromPurse repla
e the �rst event ignore with losePER3 FromPurse repla
e the event lose with event ignorePEI1 Purse insert an extra event �nPEI2 FromPurse insert an extra event okPCO1 FromPurse repla
ed the �rst internal 
hoi
e u by external 
hoi
e 2PCO2 ToPurse repla
e the �rst external 
hoi
e 2 by internal 
hoi
e uPPO1 System repla
e the parallel operator k by interleaving jjjPMR1 Se
ure repla
e the 
hannel transfer message from:to:val by the 
hannelrnd message vPMR2 Purse repla
e the 
hannel obs message id :bal :lost by the 
hannel transfermessage from:to:valPCI1 Se
ure insert an input 
hannel event rnd?vPCI2 Purse insert an output 
hannel event obs!id :bal :lostPCR1 Se
ure repla
e the 
hannel transfer with 
hannel totalPCE1 Purse drop the event obsPPR1 FromPurse repla
e Purse(id ; bal � val ; lost + val) with Purse(id ; bal ; lost)PPR2 Purse repla
e Purse(id ; bal ; lost) with OtherPurse(id ; bal ; lost)Table 2. Mutants on Pro
ess De�nitions. (See appendix A for de�nition of the threeletter 
odes)ELR1 The logi
al operator ^ from Observe is repla
ed with _EUR1 negate bal in the expression val � bal in FromPurseEUR2 negate val in the (additional FDR) expression val + bal � TotalBal in ToPurseEAK1 val in the expression val � bal is in
reased by 1EAK2 to in the expression id = to in Purse is in
reased by 1ESK1 bal in the expression val � bal is de
reased by 1EAD1 val in the (additional FDR) expression lst + val � TotalBal is repla
ed with 0ERR1 The relational operator = in to = from in Purse is repla
ed with �ERR2 The relational operator = in id = to in Purse is repla
ed with 6=ERR3 The relational operator = in ids = PID in Purse is repla
ed with �ERD1 The value to in the expression id = to in Purse is repla
ed with 0ERD2 The value bal in the expression val � bal is repla
ed with 0Table 3. Mutants on ExpressionsSCR1 The (additional FDR) expression val + bal � TotalBal in ToPurse is repla
edwith falseSSR1 The expression to = from in Purse is repla
ed with trueSSR2 The expression id = to in Purse is repla
ed with trueTable 4. Mutants on Stru
tures



PRR1 The value val of Purse(id ; bal � val ; lost) is 
hanged to 0 in FromPursePRR2 id of ok ! Purse(id ; bal + val ; lost) is 
hanged to 0 in ToPursePRR3 The value val of FromPurse(id ; bal ; lst ; val) is 
hanged to 0 in PursePAK1 The value val in ToPurse(id ; bal ; lost ; val) from the pro
ess des
ription Purseis in
remented by 1PAK2 The initial value of lost (0) of ea
h Purse(id ; InitBal ; 0) is 
hanged to 1PSK1 The parameter InitBal in Purse(id ; InitBal ; 0) in System is redu
ed by 1Table 5. Mutants on Pro
ess Parameters
Operator Total Equiv Non-EquivFD T ErrorPED 2 0 0 2 0PER 60 3 28 29 0PES 0 0 0 0 0PEI 12 0 10 2 0PCO 8 3 5 0 0PPO 6 0 2 3 1PMR 8 1 0 0 7PCR 8 0 0 2 6PCI 7 1 2 4 0PCE 3 0 1 1 1PCS 0 0 0 0 0PPR 175 2 57 38 78Total 289 10 105 81 93Table 6. Results of mutation exe
utionfor Pro
ess De�nition Modi�
ation Oper-ator

Operator Total Equiv Non-EquivFD T ErrorENI 0 0 0 0 0ELR 1 0 0 0 1ELD 4 0 2 0 2EUR 14 1 1 6 6EAR 12 0 0 0 12EAK 14 1 5 6 2ESK 14 1 1 6 6EAD 8 0 0 0 8ERR 45 6 14 15 10ERD 13 1 6 6 0Total 125 10 29 39 47Table 7. Results of mutation exe
utionfor Expression Modi�
ation Operator
Operator Total Equiv Non-EquivFD T ErrorSSR 10 2 3 5 0SCR 6 1 3 0 2Total 16 3 6 5 2Table 8. Results of mutation exe
utionfor Stru
ture Modi�
ation Operator

Operator Total Equiv Non-EquivFD T ErrorPRR 63 0 16 44 3PAK 52 0 0 7 45PSK 52 0 0 1 51Total 167 0 16 52 99Table 9. Results of mutation exe
utionfor Parameter Modi�
ation Operator




omprise: 156 Tra
e Re�nement but Failure-Divergen
e (FD) Re�nement viola-tions; 177 Tra
e Re�nement (T) Violations; and 241 FDR Compilation Errors.It should be noted that some parti
ular mutation operators (e.g. EAR, PAK andPSK), when applied to our spe
i�
ation, produ
e an S 0 that the FDR2 tool failsto 
ompile. Table 10 shows in detail the results of exe
ution for ea
h mutant inthe samples spe
i�
ation.Types Equivalent Non-equivalent MutantT FD ErrorPro
ess De�nitionModi�
ation Operator PER2, PER3,PCO1, PMR1,PCI1, PPR1,PPR2 PED1, PER1,PEI1, PPO1,PCI2, PCR1 PEI2, PCO2,PCR1, PCE1 PMR2ExpressionModi�
ation Operator EUR1, EAK1,ESK1, ERR1,ERR2�,ERR3, ERD2 EAK2, ERD1,ERR2� ELR1, EUR2,EAD1Stru
turesModi�
ation Operator SSR1 SSR2 SCR1ParameterModi�
ation Operator PRR1, PAK1,PAK2, PSK1 PRR2, PRR3Table 10. Results of the sample mutants* ERR2 is an equivalent mutant only for a system with 3 purses
3.3 Equivalent mutantsOut of the 23 equivalent mutants generated, 20 mutants are distin
t from ea
hother, that is, have di�erent behaviours. The other three produ
e the essentiallysame spe
i�
ation as ea
h other; for example EUR1 (negating the balan
e) andERD2 (repla
ing bal with 0) both result in val � bal always being false (whenbal > 0 and val > 0).The followings summarise behaviours of some important equivalent mutantsfrom the samples.1. System engages only in ignore. EUR1 
hanges the 
onditional expression,val � bal , of pro
ess FromPurse to val � �bal . If all purses have an initialbalan
e of more than 0, then the mutant 
auses the expression to evaluateto false always, be
ause val 
annot be a negative value. As a result, theFromPurse 
an engage only in ignore, 
ausing all the purses in the systemto ignore all the transa
tions. There are no 
hanges to the balan
e and lostof ea
h purse, therefore the se
urity properties of the system still hold. (Thesystem 
an, however, engage in ok and transfer nothing, if at least one purseinitialises its balan
e to 0.)



2. System idles. SSR1 shows that system 
annot engage in any of the events.3. The transfer value is limited. ESK1 (redu
e bal by 1) and EAK1 (in
reaseval by 1) strengthen the 
onditional expression, if val � bal in pro
essFromPurse. The mutant requires the transfer value to be stri
tly less thanthe balan
e, so prohibits the transfer of an amount equal to the balan
e. Thisdoes not violate any of the se
urity properties; it simply pla
es an additional
onstraint in the system.4. Purse 
annot make transfer to a `higher' id purse. ERR1 repla
es the opera-tor = in to = from of Purse with �, resulting in a purse not able to transferto a purse with a numeri
ally higher id . This has no e�e
t on the se
urityproperties; it simply pla
es an additional 
onstraint to the system.5. Making the FromPurse deterministi
. PCO1 
hanges internal 
hoi
e u toexternal 
hoi
e 2; the 
hoi
e between events is externally determined.6. Modi�
ation of balan
e and lost while engaging in ignore. In FromPurse,PER3 
hanges the event lose to ignore, whilst still modifying the balan
eand lost 
omponents. This has no e�e
t on the se
urity properties; the systemis simply `lying' about whi
h event has o

urred.7. Ignoring balan
e and lost while engaging in lose. In FromPurse, PER2
hanges the event ignore to lose, and PPR1 
hanges P(id ; bal�val ; lost+val)to P(id ; bal ; lost). This has also no e�e
t on the se
urity properties; the sys-tem is simply `lying' about whi
h event has o

urred.8. Transfer money to the `other' purse. This is an interesting result. ERR2repla
es the relational operator in id = to to be
ome id 6= to. In the 
asewith three purses running in the system, there is only one `other' purse toa
t as the ToPurse, in
reasing its balan
e, while the intended `to' pursedoes nothing. So the se
urity property still holds in this 
ase. (This doesnot remain the 
ase for four purses, when there are two `other' purses, bothin
reasing their balan
e.)Other equivalent mutants, su
h as PCI1, PMR1, ERR3, have no pra
ti
al ormeaningful interpretations. They are equivalent to the original spe
i�
ation, butthey make the system more diÆ
ult to understand.3.4 Non-equivalent mutantsNon-equivalent mutants 
an be 
ategorised into (1) those that violate the se
u-rity properties, where ObservedSystem does not re�ne on Se
ureSystem and (2)those that en
ounter a 
ompilation error.The followings are the invalid behaviours of the system, violating P .1. Dropping and inserting observable events. PED1, PEI1, PCI2 drop or in-sert one of the observable events, making the pro
ess Se
ureSystem andObservedSystem behave di�erently.2. Modi�
ation of balan
e while engaging in other events. PER1 repla
es okwith ignore, this allows FromPurse to de
rement the balan
e while engagingin ignore, whi
h means that no other purse in
rements the balan
e, so thisviolates the `all value a

ounted for' property.



3. Value is modi�ed arbitrarily. This is stri
tly prohibited in order to maintainse
urity properties. PAK1 and PRR1 show that this 
annot be invalidated.4. The intended ToPurse 
annot a
t as a ToPurse. ERD1 
hanges the to vari-able to a �xed number 0; only Purse(0) 
an have money transferred to it.5. Another purse a
ts as a ToPurse. EAK2 
hanges the 
ondition for be
omingToPurse, 
ausing another purse to a
t as the ToPurse. However, if that otherpurse is the FromPurse, it behaves as a normal FromPurse, so its balan
e isde
remented as usual, and there is no purse that a
ts as the ToPurse havingits balan
e in
remented.6. Value transferred to (or from) more than one purse in a single transa
tion.ERR2 (when there are more than 3 purses in the system) and SSR2 allowmore than one purse to in
rease the transferred balan
e.7. Purses with the same ID exist in the system. PRR2 illustrates this behaviour.However, this too does not exhibit the se
urity properties.8. Initial values are in
onsistent with the global value TotalBal assignments.PSK1 and PAK2 
hange the value of the initial balan
e and initial lostrespe
tively. Obviously, added values 
annot be summed up to TotalBal .Other mutants that fail to re�ne on the FD model (for example, PEI2 and PCO2)have di�erent 
onstraints on the events that the pro
ess 
an engage in.Mutants that fail to 
ompile might result from ex
eeding the boundary val-ues (for example, EUR2, ELR1) or type error (for example, PMR2, where themessage id :bal :lost in 
hannel obs is repla
ed by from:to:val). Further work onthe tool will redu
e the number of su
h mutants produ
ed.4 Analysis of results4.1 Initial insights and revisionsWhilst the analysis of most mutants was straightforward, some required morethought. In parti
ular, the mutant ERR2, 
onsidered above, whi
h 
hanges id =to to id 6= to, was initially a re�nement of the se
ure system, whi
h surprisedus. More thought revealed that this was due to the way the spe
i�
ation hadbeen 
onstrained to fa
ilitate FDR analysis { to redu
e the state spa
e, therewere only three purses in the system, so the mutant merely swapped the roles ofthe sole `other' purse and the `to' purse. We reran the tools on a system of fourpurses and the mutant ERR2 was no longer equivalent; both the `other' pursesare in
remented, 
ausing value to be 
reated.It is satisfying that an analysis 
an dete
t 
aws in the way the system is setup for tool 
he
king. (However, it is not 
lear that this self-analysis 
ould bemade a systemati
 feature of the approa
h.)A side-e�e
t of this �nding is to alert the developer to the fa
t that realisti
tests of the implemented system will also require at least one `from' purse, one`to' purse, and many `other' purses.Another satisfying insight from the initial analysis was the dis
overy of re-dundan
y of some of the boolean guards introdu
ed when the CSP spe
i�
ation



was rewritten in FDR2 notation (noted above). The need for all of the addedguards (whi
h are on unrea
hable states) had been questioned at the time oftranslation. Equivalent mutants demonstrated that some were indeed redun-dant, and these were removed before the analysis reported here. This �ndinggeneralises { equivalent mutants may indi
ate redundan
y in the spe
i�
ation,or even attra
tive refa
torings that 
ould make the spe
i�
ation more readable,or perhaps more amenable to formal analysis (proof).4.2 Failure: Tra
e violationsA signi�
ant number of the mutants that do not maintain the se
ure proper-ties of the system were dete
ted through tra
e violations. FDR2 provides 
oun-terexamples for these tra
e violations. There were essentially two forms of tra
eviolation.1. In
orre
t Tra
e. Many mutants produ
e tra
e violations dete
ted by dis
rep-an
ies in the value of TotalBal . For example, mutations EAK2 and ERD1 tamperwith the identity of the to purse in the 
onditional predi
ate of the transfer. Thisresults in loss of value, breaking the se
urity properties.These violations emphasise the sensitivity of the system to variations in purseidentity (in addition to the modi�
ation of balan
e and lost), and so furtherdevelopment and testing needs to fo
us on these issues.2. In
orre
t events on tra
e. Mutants that drop or insert an event inevitably
ause the tra
es of the two spe
i�
ations to di�er. For example, PED1 droppedthe Purse �nalisation event, �n.These violations are as expe
ted, and merely improve 
on�den
e that thespe
i�
ation is a good re�nement of the se
ure properties.4.3 Failure: Failure-divergen
e violationsThere are a number of mutants that 
ause failure-divergen
e violations withouttra
e violations. They mainly happen when pro
esses 
annot agree on events.In the purse pro
esses, the FromPurse non-deterministi
ally de
ides whatevents will subsequently o

ur. The other purses must a
t deterministi
ally tosyn
hronise the transfer. Changing one of the deterministi
 
hoi
es in the ToP-urse (PCO2), for instan
e, to a non-deterministi
 
hoi
e, 
auses the system todeadlo
k when \wrong" pro
esses attempt to syn
hronise.Although this mutation results in deadlo
k, the analysis reveals that no se-
urity property has been brea
hed, sin
e no transfer takes pla
e. In some 
ir-
umstan
es, it might be a

eptable to implement a purse system that alloweddeadlo
k if se
urity was enfor
ed; here, however, the spe
i�
ation does not al-low the system to deadlo
k. The analysis has prompted expli
it re
ognition anddis
ussion of this design de
ision.Other mutants result in non-determinism-indu
ed deadlo
k that may (ormay not) break the se
urity properties, depending on the ways in whi
h the



non-determinsm resolves in ea
h 
ase. Mutant PRR2 sabotages the identity ofthe ToPurse in the 
lause, ok ! Purse(id ; bal + val ; lst). This results in twopurses a
ting as if they had the same identity; if both subsequently a
t as theFromPurse, they 
ould then non-deterministi
ally sele
t di�erent 
hoi
es of a
-tion and deadlo
k the system during the transfer. The a

umulated balan
ewould depend on the order of �nalisation of the two purses; violation of these
ure properties would o

ur in some 
ases but not all. This form of mutantagain emphasises the sus
eptibility of the spe
i�ed system to mistakes in purseidenti�
ation. However, it also shows the value of using an exhaustive approa
hsu
h as FDR; this explores the whole state spa
e, identifying violations that
ould be missed by sele
tive tra
e analysis, or, later in development, by sele
tivetesting.4.4 Re�nement: 
hanged fun
tionalityThere are a number of equivalent mutants (those whi
h are re�nements of P)that 
hange the fun
tional behaviour of the spe
i�ed system S . The result is asystem that does not deadlo
k, but that does not behave as anti
ipated (basedon S ). Examples in
lude modi�
ation of the balan
e whilst engaged in ignore(PER3), and mutations that prevent lose from 
hanging the balan
e and lostvalues (PER2, PPR1).Analysis of these mutants helps to 
larify what the fun
tional properties ofthe system would be; in parti
ular, it fo
uses attention on the informal businessrequirements that have not yet been expressed in a top-level spe
i�
ation.Unless the spe
i�
ations S is inappropriate to the system intent, these mu-tations are all undesirable; they all violate properties of S even though they arere�nements of P . If S is thought of as the re�nement of a number of higher levelspe
i�
ations, only one of whi
h has been made expli
it, then these mutations ofthe system spe
i�
ation represent re�nements of the wrong impli
it higher-levelspe
i�
ations.4.5 Re�nement: redu
ed fun
tionalitySome mutants are re�nements of P and also produ
e the same fun
tionality asS in all areas where anything happens in the system. These in
lude mutationsthat 
ause the system to make no transfers, but to do so without deadlo
k andwithout brea
hing the se
urity properties, and systems that do some transfersbut maintain the se
urity properties.There are two kinds of mutations in this 
ategory.1. No a
tion possible. There are a number of mutations that prevent the systemfrom doing any transfers. This is a
hieved by parti
ular mutations of the 
on-ditional expression in either the Purse pro
ess (for example, SSR1) or the theFromPurse pro
ess (for example, EUR1). In the �rst 
ase, the system has beenfor
ed into an idle loop, by repla
ing the �rst 
onditional predi
ate of Pursewith true; in the se
ond, the system is always for
ed to ignore, be
ause the the�rst 
onditional predi
ate of FromPurse with a statement that is always false.



2. Limited a
tion. A number of mutants strengthen pre
onditions or redu
enon-determinism. Where these mutants are valid re�nements of the se
urityproperties, they are a

eptable in the sense that they do not 
ause anythingunexpe
ted to happen in the system.4.6 Lessons learntEquivalent mutants yield valuable information about the system, and exposeimpli
it assumptions about required (and not-required) fun
tionality.In many 
ases, the 
ombination of harmful and harmless mutants is useful.PRR3 (whi
h leads to the �rst predi
ate of the 
onditional in FromPurse beingpermanently false) and EUR1 (whi
h sets this predi
ate to true), together indi-
ate that the predi
ate is needed, and, with similar mutants, in
rease 
on�den
ethat it appropriate (that is, better than an equality or a stri
t inequality). Again,where one mutant strengthens a pre
ondition and is a valid re�nement (for ex-ample, ESK applied to balan
e) and another loosens the pre
ondition and 
ausesdeadlo
k (for example, ESK applied to value), the spe
i�er 
an be 
on�dent thatthe pre
ondition in the initial spe
i�
ation is exa
tly strong enough.5 Con
lusionsThis work has led to the following 
on
lusions.Equivalent Mutants are Useful.With 
ode mutation, equivalent mutantsare problemati
. With spe
i�
ation mutation they are a useful sour
e of infor-mation. Equivalent mutants provide alternative re�nements of P . Challengingthe developers to 
hoose between the original and ea
h mutant 
an in
rease
on�den
e in appropriateness of the spe
i�
ation. Equivalent mutants 
an in-di
ate robustness to spe
i�
 types of failure in development. Note that, from ase
urity point of view, it may not matter if the implementation re�nes the mu-tant spe
i�
ation. Equivalent mutants may also indi
ate areas where the 
urrentspe
i�
ation is over-
onstrained.Non-equivalent Mutants are Useful Too. Non-equivalent mutants high-light areas of system fragility. The original spe
i�
ation may be only one failureaway from inse
urity. Non-equivalent mutants may represent behaviour a
tuallyimplemented (erroneously), or else model avenues of atta
k for the mali
iouslyminded.Small may be too Beautiful. A 
ommon pra
ti
e in verifying systemswith unbounded or large numbers of parti
ipants is to model-
he
k an exemplary(small) system. This requires 
are. The exemplar must be small enough to betra
table and yet large enough to reveal interesting features under analysis.Spe
i�
ation mutation 
an expose the fragility of veri�
ation eviden
e to spe
i�

hoi
es of parameters. In a sense, mutation shakes the veri�
ation eviden
e tosee how robust it is. The results may show that the eviden
e does not generalisefrom spe
i�
 su

essful instan
es or else in
rease 
on�den
e that it does so.



Spe
i�
ation Mutation is a Challenge. It is generally a

epted that for-mal methods provide a highly rigorous approa
h to `getting the system right'. Inthis paper we have demonstrated that spe
i�
ation mutation provides an inter-esting and informative avenue for `getting the right system', and for exploringwhat 
an happen when you `get the wrong system' (for whatever reason). Spe
-i�
ation mutation 
an be used to 
hallenge various assumptions and in doingso 
omplement the areas where formal methods 
urrently su

eed. We have at-tempted to address in a formal way, some of the 
urrent weaknesses of formalapproa
hes to system development. We believe that spe
i�
ation mutation hasmu
h to o�er.6 Future workWe believe that our work 
an be extended in various ways:Mutation of 
riti
al properties. In the work presented above, we haveapplied mutation to the pro
ess de�nitions and have kept the de�nition of P
onstant. It would seem plausible to mutate the property 
onstraints su
h asP and keep the system pro
ess de�nitions 
onstant. By inverting the 
urrentapproa
h in this way we 
ould 
hallenge the developers with respe
t to theiren
apsulation of 
riti
al properties. This 
ould provide a useful means of redu
ingthe risk of `proving the wrong thing'.Appli
ation to Safety Criti
al Systems. We have 
hosen to illustrateour mutation approa
h with a se
urity property. The prototype tool set [17℄was originally developed with safety appli
ations in mind. Our approa
h 
ouldbe adapted to support an automated Failure Modes E�e
ts Analysis [20℄ orautomated HAZOPs [7℄ variant.Extension to Other Notations. The approa
h des
ribed in this paper isnot limited to the spe
i�
 formal notation used (CSP). Similar approa
hes 
ouldbe adopted for 
hallenging system des
riptions expressed in B, Z or other formalnotations. The te
hnique 
ould even be applied informally to parti
ularly 
rit-i
al se
tions of the system, but best results require automation to support thepro
ess. Automating the generation of mutants is relatively easy. More sophisti-
ated support is needed to provide examples of distinguishing behaviours. Theapproa
h 
an also be applied to less formal notations. The authors have, in fa
t,made signi�
ant progress in applying fault inje
tion te
hniques on use 
ases.Mutations as Future Systems.Mutant spe
i�
ations 
ould be 
onsideredas small future 
hanges to the 
urrent system. The ratio of equivalent mutantsto non-equivalent mutants might give an indi
ation of the robustness of thespe
i�
ation to 
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A Mutation OperatorsEventsPED Event Drop drop one event from the pro
ess de�nition (unless onlyone event)PER EventRepla
ement repla
e event by other events: (i) Lo
al 
hange on event{ repla
e ea
h event by events within the same pro
essde�nition (ii) Global 
hange on event { repla
e ea
h eventby events globally available within the spe
i�
ationPES Event Swap swap two neighbouring events in the pro
ess de�nition.PEI Event Insertion insert (by dupli
ation) one event after ea
h event in thepro
ess de�nitionOperatorsPCO Choi
e OperatorRepla
ement repla
e the 
hoi
e operator (external 
hoi
e (2) and in-ternal 
hoi
e (u)) with ea
h other.PPO Pro
essOperatorRepla
ement repla
e the operator on pro
esses (
on
urren
y operator(k), interleaving operator (jjj) and sequential 
ompositionoperator (;)) with ea
h other.Communi
ationsPMR MessageRepla
ement repla
e the message of ea
h 
ommuni
ation 
hannel withother messagesPCR ChannelRepla
ement repla
e the 
hannel with other 
hannels within the pro-
ess de�nitionPCI Communi
ationInsertion insert one 
ommuni
ation event (by dupli
ation) afterea
h event in the pro
ess de�nitionPCE Communi
ationElimination eliminate one 
ommuni
ation event from the pro
ess def-inition (unless only one event)PCS Communi
ationSwap swap two neighbouring 
ommuni
ation events in the pro-
ess de�nitionPro
essesPPR Pro
essRepla
ement repla
e ea
h pro
ess name in the right hand side of thede�nition to other pro
ess: (i) repla
e with other pro
essname available within the spe
i�
ation (ii) repla
e withStop (iii) repla
e with SkipTable 11: CSP Pro
ess De�nition Modi�
ation Operators
Logi
alENI Negation Operator(not) Insertion insert not before Boolean variable



ELR Logi
al OperatorRepla
ement repla
e logi
al operator (^, _) with other logi
aloperator.ELD Logi
al OperandRepla
ement repla
e logi
al operand with true or falseArithmeti
EAR Arithmeti
 OperatorRepla
ement repla
e arithmeti
 operator (+;�; �; =) with ea
hother arithmeti
 operator.EUR Unary OperatorInsertion insert the unary operator � in front of ea
h arith-meti
 expression and sub expression.EAK Add k to Operand add k to arithmeti
 expression and sub expressionESK Subtra
t k fromOperand subtra
t k from arithmeti
 expression and sub ex-pressionEAD Arithmeti
 OperandRepla
ement repla
e arithmeti
 operand by other arithmeti
operandRelationalERR Relational OperatorRepla
ement repla
e relational operator (<;�; >;�;=; 6=) withother relational operator.ERD Relational OperandRepla
ement repla
e relational operand with other relationaloperandTable 12: CSP Expression Modi�
ation Operators
SSR IF Statement ConditionRepla
ement remove part of the IF statement by for
ing it toperform only one a
tion always.SCR Condition StatementRepla
ement for
e the 
ondition to either be always true orfalseTable 13: CSP Stru
ture Modi�
ation Operators
PAK Add k to ParameterElement in
rease value of a parameter element by kPSK Subtra
t k fromParameter Element de
rease value of a parameter element by kPRR ParameterRepla
ement repla
e one of the elements in the pro
ess param-eter with other valueTable 14: CSP Parameter Modi�
ation Operators


