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ABSTRACT

We argue that the advent of autonomous systems profoundly
changes the nature of security arguments. Whereas security
in socio-economic systems fundamentally relies on human
beings to be the ultimate resolvers of trust decisions, this
can no longer be the case for truly autonomous systems. In
order to understand how to build such autonomous systems
there is a need to create a logical theory of trust and trust-
worthiness. This paper attempts to provide a logical inter-
pretation of some of the early sociological insights into the
nature of trust and trustworthiness and sets out a prelim-
inary framework for discussing reasoning about trust and
trustworthiness.

1. INTRODUCTION

Trust is an underlying concept implicit in most, if not all, ap-
proaches to system security. In the normal, socioeconomic,
setting for system security, systems mediate human interac-
tions, and trust judgements are the responsibility of the peo-
ple rather than the system. For example, Olga Pacheco[22]
formally models trust as existing if and only if it is possi-
ble to trace the trust relation back through a system to an
individual that provides the explicit warrant for trust.

However, we are in the process of moving from systems that
simply mediate human interactions to systems that replace
one or both parties in an interaction. Clearly, in dealing
with such systems, we will have to make judgements about
whether or not we trust such systems. However, the sys-
tems themselves will also have to make judgements about
whether or not they trust us and, indeed, about whether or
not they trust each other.

Trust is one of a number of anthropomorphic judgements
that autonomous systems will have to make to interact with
us and to interact with each other in a social way. The ques-
tion of moral interaction has already been raised by Wendell
Wallach and Colin Allen in the book Moral Machines [27]
and in the articles of the special issue of IEEE Intelligent Sys-

tems on Machine Ethics [2]. It is hoped that the logical study
of trust and trustworthiness will provide another approach
to computational principles behind these anthropomorphic
judgements.

This paper examines the kinds of reasoning associated with
trust and trustworthiness. Trust is part of a network of con-
cepts that support cooperation and collaboration between
people. Other concepts in this network include risk man-
agement, insurance, regret minimization, contractual obliga-
tion, guarantees, statutory obligations, responsibilities and
rights (and many more). The common theme of these con-
cepts is that they are all associated with mechanisms that
allow transactions between individuals to be spread out in
time and space i.e. I can give you goods here and now
and I reasonably expect payment/exchange goods in return
at another time and/or at another place. Such distributed
transactions are subject to uncertainty and each collabora-
tion concept offers a reason to accept that the uncertainty
has been reduced or eliminated. A major division in these
concepts can be drawn using Knight's[15] distinction be-
tween risk, or probabilistic uncertainty, and true uncertainty i.e.
uncertainty that cannot be quantified. Following both Bar-
ber [4] and Luhmann [19] we take trust to be a mechanism
for eliminating true uncertainty and thus enabling decision
and action. The belief that the other participants in a trans-
action are trustworthy is sufficient grounds to believe that
the uncertainty has been eliminated and trust is the belief
that the uncertainty has been eliminated.

One might ask why trust is so important. The brief answer
provided by Niklas Luhmann is that without it we would
prevented from“even getting up in the morning” because of
the uncertainties in every action and every decision[19, page
4]. Trust provides the social glue required to mediate the
uncertainties of life, and in particular, the uncertainties of
relying on others. Trust is a mechanism for making assump-
tions when we have insufficient information to otherwise
proceed.

We might also add that trust has an important economic ad-
vantage over risk based cooperation. When one uses insur-
ance, hedging or some related risk based mechanism there
is an associated cost to one or both parties in a transaction
that occurs, either because the parties must settle for an av-
erage outcome over good and bad transactions, or because
they must pay a premium for the required level of protection
from bad transactions. Trust permits transactions without



these associated costs.

The security of autonomous systems will depend at least as
much on their abilities to make trust judgements as it will
on the technical infrastructure supporting their operation. It
is with this idea in mind that we attempt to answer the ques-
tion : What is a logical model of trust and trustworthiness?

Below we attempt to illustrate, by example, that a defining
feature of the logic of trust and trustworthiness is the need
to reason about the absence of information and the need to
draw plausible conclusions under conflicts of information.

We adopt a simple framework for discussing trust in which
some individual, the trustee, makes statements about some
topic to another, the truster. If the truster, as the name im-
plies, actually trusts the trustee to tell the truth about the
topic then, when the trustee makes a statement about that
topic, the truster will believe the statement, provided, that
is, there is no evidence to the contrary. That is, our notion
of trust is not blind. If we trust someone we do not believe
things they say if they are obviously contrary to fact. That
is, what they say must be consistent with what we know to
be true. Our notion of trust then is one of trust within reason
rather than one of blind faith.

Once we have analyzed the notion of trust we move on to
consider how trust may be justified i.e. when is it reasonable
to regard someone as trustworthy. The problem is that of
(scientific) induction. Given a pattern of observations, when
is it reasonable to generalize it to future behaviour?

2. SOME NON-CLASSICAL LOGIC

We set out a minimal amount of technical apparatus to un-
derpin our discussion below which uses non-monotonic and
para-consistent logic.

Our departure from standard logic is to use both deductive
reasoning and consistency based reasoning.

Let I' - ¢ stand for the standard notion that the set of for-
mula I' entails the formula ¢ and let I' I- ¢ stand for ¢ is
consistent with T and let maximal(T) stand for the set of
maximally consistent subsets of I'. We will limit ourselves to
a base logic of classical propositional logic and define these
notions in terms of entailment:

maximal(T) = {C CT | CV/ false \WVy € T\ C. CU {7} | false}

One natural logic of consistency conditions is that of Re-
iter s non-monotonic default logic[24]. Others have used
non-monotonic logic as a particular mechanism of compu-
tation (e.g. []). Here, however, we regard non-monotoncity
as the underlying logic of trust captured in the slogan “to
trust within reason is to trust non-monotonically”. In the next
section we will use Non-monotonic default logic to model
trust. Non-monotonic default logic introduces rules whose

meaning is given by combining - and IF. The non-montonic
rule A : B = ¢ means that ¢ follows non-monotonically
from some set of propositions I if I" entails each of A and
each of B is consistent with I' i.e. in some context I':

A:B= ¢meansif Va € A TFaAVB € B.TI-fthen ¢

a common special case of such a rule is a normal default rule,
written A : B = ¢, which imposes the extra condition that
the conclusion ¢ must be consistent with I' before the rule
can be applied, and that the set of propositions B must hold
after the rule is applied i.e.

A : B = ¢ means
ifVa € ATHaAVBEB.TIFBATF ¢ thenp A \B

Non-monotonicity is not enough for reasoning about trust-
worthiness. The problem is that we must often derive con-
clusions about trustworthiness given conflicting data. It there-
fore becomes necessary to adopt some level of para-consistent
reasoning i.e. reasoning that can draw useful conclusions in
the face of inconsistent assertions from potentially unreliable
sources of information. The approach we take is essentially
that of Rescher and Manor’s approach to para-consistent
reasoning[25] in which different consistent combinations of
statements from a set of contradictory statements give rise
to alternative belief states. Each belief state representing a
distinct consistent alternative belief about possible states of
the world. We take the maximal consistent sets as defined
by the operator maximal given above and select from that set
a ‘best’ set. If we assume information comes from different
sources and that we have no apriori reason to believe one
source over another then the problem is how to chose one
maximal set over another. Our approach is to assume that
there is some additional, possibly domain specific, principle
that provides a preference ordering over maximally consis-
tent sets such that the ordering defines a choice function, let
us call it C. An inconsistent set of statements, I', then leads
to the ‘most plausible theory’ plausible(T') defined by:

plausible(T') = C(maximal(T'))

3. MODELING TRUST AS CERTAINTY

We may now use the notion of a normal default rule to
capture the idea that trust-within-reason “eliminates uncer-
tainty”. We will model from the perspective of the truster
towards the trustee. The trustee makes certain statements
to the truster, which we write as trustee P .. ¢. To be re-
garded as trustworthy statements the statements must be
on topic, written ¢ € topic; made in an appropriate con-
text (so that, for example, the truster knows they are not
a joke); must not be contrary to fact (handled by the de-
fault rule) and, finally, that whatever conditions guarantee
the continuity of trust have not been violated. This last
point needs a little explanation. A truster trusts the trustee
for some reason. Usually the reason is not something that
is checked every time trust is placed in the trustee. Rather,



non-monotonically, the reason for trustworthiness is assumed
until evidence to the contrary is manifest.

To take a concrete example: assume Bob is a doctor, Alice
trusts Bob for medical information if she is visiting him at a
clinic and if Bob has not been struck off the medical regis-
ter. Generally not being struck off is a continuity condition
that is assumed true unless there is explicit evidence to the
contrary. That is, Alice, like most people, does not regularly
check up on their doctors to see if they are still allowed to
practice. Rather she assumes that she will hear if they are
removed from practice via friends, newspapers and general
gossip. The resultant rule will look like:

Bob » zjice ¢, peMedicine, at-clinic : registered(Bob) = ¢

Note, because we are using a normal default rule, the con-
clusion, ¢, is required to be consistent with the facts as
known to Alice before the rule is applied and the justifica-
tion, registered(Bob), is a conclusion after applying the rule.

That is Alice’s rule about Bob says, that if Bob says ¢, and
¢ is about Medicine and Bob and Alice are at the clinic and
Alice has no reason to think that ¢ is false or that Bob has
ceased tp be a registered practitioner, then Alice will believe
that ¢ is true and that Bob is a registered practitioner.

Applying this logic to the classic trust management situa-
tion of certificates elucidates how trust composes. In this it
yields a two step process in which we must consider both
the trust in the assertion (key binding) carried by the certifi-
cate and the trust in the issuing authority. Consider Alice
trusts an identity certificate C for asserting Clara’s public
key. Let bind(K,Clara) be the assertion that K is Clara’s
public key where bind(K, Clara) is an Identity assertion, let
valid(C) mean C was validly issued (meaning that the form
of the certificate, its signing etc., is valid which is verified by
checking the certificate) and revoked(C) meaning that C has
been revoked (verified by checking a revocation list). Then
Alice trust the certificate C to make identity assertions if Al-
ice has the rule:

C » aice ¢, ¢ € Identity, valid(C) : —revoked(C) = ¢

where ¢ is a propositional variable.

Instantiating to bind(K, Clara):

C » asice bind(K, Clara), bind(K, Clara)eldentity,
valid(C) : —revoked(C) = bind(K, Clara)

That is, Alice is willing to use the binding unless she knows
that the binding is invalid or she knows that C has become
untrustworthy because it has been revoked.

Continuing the example, Alice trusts the certificate authority
which issued C, let us call him Dave, if she trusts Dave’s

assertions on the topic of Issuing certificates (for concretness
sake the assertion cert(c, x) means that ¢ is a certificate for
x), provided Dave is a registered certificate authority in the
appropriate legal domain, i.e. if:

Dave » 45ice ¢, ¢ € Issuing : registered_CA(Dave)) = ¢

where registered_CA(y) means that y is a legally registered
certificate authority fulfilling the legal requirements in the
appropriate jurisdiction. One should note that the assump-
tion that Alice makes here is that Dave is a registered certifi-
cate authority i.e. Alice does not check this to be so on each
issuing, rather she assumes it to be true unless contradicted
by other evidence. Although it is evident that such a rule is
widely adopted by people in practice, strictly speaking it is
insecure. Instantiating cert(c,x) for ¢ Alice has the rule:

Dave » 4, cert(c,x), cert(c,x) € Issuing
: registered_CA(Dave)) = cert(c,x)

Putting the two steps together, instantiating x to Clara and
¢ to C: Alice trusts Dave as a certificate issuing authority
and if Dave issues certificate C to that says that K is the key
for Clara then Alice will treat this as true provided that she
it is consistent that Dave is a legally registered certificate
authority, that it is consistent that the certificate C has not
been revoked (i.e. it is not contrary to Alice’s knowledge),
that it is consistent that the certificate C is for Clara and that
K is Clara key (i.e. Alice does not have information that
would contradict these bindings).

This chaining generalizes, allowing trust chains to be built
up that incorporate both explicit and default conditions for
each step in the chain. The trust chain breaks if either, there
is an explicit failure of an explicit condition, or if belief in
the default condition would be inconsistent with the trusters
current state of knowledge.

4. REASONING ABOUT TRUSTWORTHI-
NESS

To trust someone we first decide if they are trustworthy. The
determination of trustworthiness is, however, fraught with
difficulties. At the very least it requires us to reason about
how the “hidden state” underlying another’s behaviour is
connected to what they say and do.

We will consider a person as trustworthy about some partic-
ular topic if, in relation to that topic, they are:

e Honest, i.e. they believe what they say

e Disclosing, i.e. they disclose all (relevant) beliefs;

e Knowledgeable i.e. if something is true it will be part
of their beliefs;

e Competent, i.e. what they believe to be true is actually
true



Various logical models have been constructed based on these
or similar notions[8, 17, 16, 11, 12, 13, 18] and provide a
means for reasoning about these properties.

Our point here is, that to reason about whether or not an
individual is, e.g. honest, corresponds to reasoning about
the consistency of statements and actions of that individual
with the the hypothesis that they are honest. That is to say
that all that can really be done is to treat the issue as one of
induction where the best one can do is seek out contradic-
tions to the hypothesis.

For example, if an individual says that ¢ is true, then we
would regard them as being honest about this, if they made
statements that are entailed by the truth of ¢ and never
made statements that contradicted ¢. In terms of actions,
we would expect them to avoid actions that would be costly,
futile or redundant if ¢ is true and to take actions which
are profitable, beneficial or necessary if ¢ is true (and con-
versely to avoid actions which are only profitable, beneficial
or necessary if ¢ is false etc.).

More briefly: we believe that they are competent if the ¢ is
consistent with our understanding of the state of the world;
we take them to be knowledgeable if their assertions encom-
pass our knowledge (or beliefs) about the particular topic
(i.e. they know at least as much as we do); and we take
them to be disclosing if there are no relevant facts already
known to ourselves that are not disclosed by them.

To take a simple example, consider Bob reasoning about the
honesty of Alice. Alice buys antiques and recommends cer-
tain dealers to Bob. Alice has said that Carol is the cheapest
reputable supplier of antiques in the area !. Bob knows that
Alice is thrifty and never pays more than she needs to for an
antique and that Alice attempts to protect herself by using
reputable sellers. He also knows that Alice rarely buys an-
tiques elsewhere and only does so when Carol cannot sup-
ply the item. When Alice does buy antiques elsewhere she
never goes to a competitor of Carol that competes with Carol
on the basis of price, suggesting that Alice does not regard
these sellers as reputable. Bob’s own knowledge of antiques
is limited, but he has compared prices and Carol’s prices
seem lower than many other sellers in the area. He also be-
lieves, based on information supplied by others, that many
of the antiques being sold by sellers with lower prices have
questionable provenance.

Bob also knows some information about the other sellers in
the area. Let us call them 4,b,c,d and e. He knows that
a, b and c are consistently cheaper than Carol. He knows
from other sources that both a and b have supplied goods of
questionable provenance in the past.

What then can Bob do to reason about Alice’s honesty? If
Alice is honest then her statements will coincide with her
beliefs and so Bob can ask whether or not Alice’s behaviour

1 As always there is some question as to exactly what a such
a claim means. Is it to be taken literally? Or should Bob
takes this to be a typical default claim i.e. one which should
be proceeded by “Unless there is evidence to the contrary
...”. Here we will formalize it as the literal claim but the
alternative claim could be formalized using a default rule

coincides with her statement? Secondly, if Bob were to as-
sume that Alice was competent, then her statement should
reflect the state of the world and should not contradict the
state of the world known to Bob. Appendix A sketches the
formalization of Bob’s understanding of the situation.

Let the collection of statements made by Alice to Bob be F;
and the collection of facts gathered by Bob independently
be F, respectively, and Alice’s assertion A. Then Bob ac-
cepts the hypothesis that Alice is being honest if F; |- A
and F, IF A. That is, Bob believes the hypothesis that Al-
ice is honest if Alice is self consistent and Alice is consistent
with what Bob knows about the world from other sources.
Moreover this is a temporary state of affairs that may be
overturned by new facts becoming available.

Bob has used information from other sources in his assess-
ment. Below we discuss the process of corroboration by mul-
tiple sources in more detail.

S. EVIDENCE, CORROBORATION AND THE
TRUSTWORTHINESS OF INFORMATION

The real world problem of evidence is that evidence from
multiple sources is conflicting. In order to use evidence from
multiple sources we seek corroboration between sources. One
source corroborates another either by corroborating what is
being said as independent witnesses or by asserting that
other sources are telling the truth or lying.

The reasoning problem is to find the most plausible theory.
Given that sources may contradict one another the reasoning
is inevitably para-consistent.

Continuing the above example suppose that Efran says Al-
ice is trustworthy, Freya says Alice is not trustworthy, Gabbo
says that Efran is telling the truth and Hebe says that Freya
is lying. What is Bob to decide about the trustworthiness
of Alice? Clearly the statements are not consistent with one
another. There are many possibilities of how Bob could pro-
ceed depending on his state of knowledge about his infor-
mants and his experience of Alice.

We will model the assertions made by Bob’s informants di-
rectly. We will let TT(X) stand for X is a truth teller and
X » ¢ for “X says ¢”. The assertions are then:

Efran » Trustworthy Alice
Freya » —Trustworthy Alice,
Gabbo » TT(Efran),

Hebe » —TT(Freya)

The meaning of being a truth teller is given by the axiom:

Aw pATT(A) — ¢

Since Bob has no apriori reason for not treating all sources
equally his initial assumption is that each informant is a

truth teller i.e. TT(Efran), TT(Freya), TT(Gabbo) and TT(Freya).



This leads to to maximal sets as maximally consistent theo-
ries: {TT(Efran), TT(Gabbo), TT(Hebe)} and {TT(Freya)}
i.e. either Freya is lying or everyone else is lying.

Bob’s preference function is to believe that conspiracies are
less likely than individual attempts to deceive, and that large
conspiracies are more difficult to maintain than small con-
spiracies. He therefore adopts the principle that minimiz-
ing the number of individuals lying is a reasonable strategy.
Therefore, for Bob, plausible yields the solution that Freya is

lying.
6. CONCLUSION

The motivation for this work is to look to the future of au-
tonomous systems where the systems themselves take on
the judgement tasks that today are performed by humans.
Such systems will have profound impact on our lives. They
will eventually play a significant role in medicine, finance,
community care, policing and, inevitably, warfare. When we
create such systems we will not want them to be overly rule
bound. To function they must neither be overly naive nor
overly paranoid in assuming trust. Moreover, to have confi-
dence in these systems, we will need clear understanding of
the principles that lie behind their trust reasoning and trust
judgements. To us, this means having a clear logical account
of that reasoning.

Here, we have only scratched the surface of the logical na-
ture of trust reasoning, using very elementary logical tools.
There is an extensive literature of both non-monotonic (see,
for, example, [6, 7, 20]) and para-consistent logic (see for ex-
ample [14, 3, 9, 10, 26, 23, 1, 5]) that provides significantly
different interpretations of these notions. Moreover, we have
only briefly touched on the philosophical, sociological and
psychological analysis of trust (see, for example, the survey
paper by McKnight and Chervany [21]. It is a matter of re-
search to determined which, if any, of the existing systems
of logic can be used to accurately reflect the notions trust
and trustworthiness arising out of such analysis .
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APPENDIX
A. FORMALISING BOB’S REASONING

Let cheaper(x,y) be the statement that x consistently sells
antiques cheaper than y and reputable x be the statement
that x is reputable. Then we can formalize Alice’s claim by:

/\ cheaper (i, Carol) = —reputable i
i

We can formalize what Bob knows about Alice’s behaviour
and about reputation in general as:

Carol can supply the goods = Alice buys from Carol
—Carol can supply the goods A /\ —cheaper (i, Carol)

1
= \/ Alice buys from i

1
e /\ Alice buys from i = reputable iA
i

(/\j can supply the goods A cheaper(j,i) = —reputable j)

]
° /\ —reputable i = —Alices buys from i

1
/\ i supplies goods of questionable provenance

1
= —reputable i

/\ cheaper (i, Carol)

1
= i supplies goods of questionable provenance

Alice buys from d

and what Bob knows about the other sellers in the area as:

cheaper(a, Carol)
cheaper(b, Carol)
cheaper (¢, Carol)
a supplies goods of questionable provenance
b supplies goods of questionable provenance
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