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Abstract- The design of Boolean functions with proper- LSFR 1 X,

ties of cryptographic significance is a hard task. In this

paper, we adopt an unorthodox approach to the design X -

of such functions. Our search space is the set of func- | LSFR2 | —2—m

tions that possess the required properties. Itis ‘Boolean- f(X4,... X))

ness’ that is evolved.

1 Introduction LsFRn L h

Boolean functions form crucial components in crypto: Z
graphic systems. The design of suitable functions he Plaintext "
received significant attention from cryptographers fo z Stream P, A’\ C,
decades. Recently, meta-heuristic search (particularly hi C Ciphertext AL/ "
climbing, genetic algorithms and simulated annealing) has

emerged as a potentially very powerful tool for the design Figure 1: Combining bit streams

of such functions [[13, 14, 15, 2]. Most recently, meta-
heuristic search in combination with well-established the-
ory has found functions with properties unattained by anip generally defined by a secret kéy. Within a block ci-
other meang[3]. pher various smaller functions may be deployed. For ex-
All the optimisation work so far has searched the spac@mple, the ‘substitution boxes’ of DES take six-bit input
of Boolean functions for those with particular properties. Iryectors and give four-bit output vectors. Much of the se-
this paper, we invert this notion and search the space of arurity of the algorithm rests in the design of these boxes.
facts with the required properties and seek one which is a¥ector-output functions can be thought of as combinations
tually a Boolean function. Combining this general approacff single-output functions, but single-output functions have
with very recent theory allows functions with hitherto unob-serious applications in their own right. In this paper we shall
tained properties to be found. restrict our attention to single-output functions. Hereafter,
In this paper, our primary aim is to report new researcH”le term ‘Boolean functions’ will refer to such functions.
results that compete with or improve on the best results of In some stream ciphers Boolean functions may be used
available theoretical constructions. A full motivation or ex10 combine the outputs of several bit streams. Fifjpire 1 illus-
planation of why what we wish to do is of interest to thelrates a classic stream cipher model. The plaintext stream
cryptographic community is beyond the scope of this pat»} Of bits is XOR-ed with a pseudo-random bit stream
per. However, we have included sufficient background md-Z»} to give a cipher text streafiC,,}. The plaintext
terial to make the paper accessible to the non-cryptographisr.recovered by the receiver by XOR-ing the cipherstream
We hope also that this material may encourage research#fiéh the same pseudo-random stream. The pseudo-random

whose primary expertise lies in meta-heuristic search @freamis formed from several bit streams generated by Lin-
work in the area. ear Feedback Shift Registers (LFSRs) using a suitable com-

bining functionf. At each step the rightmost bit of register
LFSR i becomes théh inputz; to the combining function
f, the register is shifted right by 1 and the new value for
2.1 Motivation the leftmost bit is calculated by XOR-ing a number of the
other bits of the register (before shifting). The initial state
Boolean functions play a critical role in cryptography. Agfthe registers forms theecret key The functionf must be
standard block cipher such as the Data Encryption Staggfficiently complex that cryptanalysts will not be able to
dard (DES) or its more recent replacement, the Advancegbtermine the initial state of the registers, even when they
Encryption Standard (AES), can be thought of as functiong,ow what the plaintext is (and so can recover the pseudo-
that take vectors of Boolean inputs (e.g. 64 or 80-bit plainandom streanjZ, }).

text data blocks) and output similar vectors of Booleans (i.e. The possession (or otherwise) of various structural prop-
the ciphertext blocks). The exact functional transformation

2 Preliminaries



erties byf may facilitate cryptanalysis. Suppose our strearping to 0 is the same as the number mappind tthen the
cipher had two 64-bit registers and a combining functiofiunction is said to béalanced

f- An enumerative attack on the cipher would involve try- Thepolarity truth tableis a particularly useful represen-
ing 2128 possible keys. However, suppose tiiat;,z;) = tation for our purposes. It is defined byz) = (—1)f(®).

1 @ xo. If we know the output fromy we know that there Two functions f and g are said to be uncorrelated when
are only two possible combinations of, x5 that would ZIEZ; f(:c)g(x) = 0. If so, if you try to approximatef
give rise to that output. And so if we observe the fi$t by usingg, you will be right half the time and wrong half
Z; outputs we have effectively reduced the size of the kethe time.

space to be searched28*. This illustrates the dangers of  For convenience we shall often refer to elementsZpf
linearity (formally defined below). A dreadful choice ¢f by their natural decimal interpretation. Thus 11111111 is
would bef(z1, z2) = x1; observing the firsé4 output bits interpreted as 255, 00000011 as 3 etc. We now give formal
would reveal all the relevant secret key bits (i.e. for LFSRiefinitions of terms used in this paper. Summations will

1). In practice, more sophisticated attacks exploiting lineagenerally be oved..(2" — 1) unless otherwise stated.

ity of f are possible (e.g. the Best Affine Approximation,
see 5], and techniques derived from Matsui’s linear crypt=
analysis[[9]).

It would seem incompetent to use a truly linear function,
and in practice the best a cryptanalyst can hope for is a small
statistical bias, for examplé¢(xz1,x2) = z1 ® z2 might
be true (or false) for marginally greater than 50 per cent of
input combinations.

1Linear Boolean Function. A linear Boolean function, se-

lected byw € Z7, is denoted by

L,(z) =wiz1 ® waxs -+ ® wpky,. Q)

wherew;z; denotes the bitwise AND of the ith bits
of w andz, and® denotes bitwise XOR.

Exploiting linear approximations involving only one or Affine Function. The set of affine functions is the set of

two bits is generally easier than exploiting linear approxi-
mations of several bits. In a larger stream cipher, with say
ten register input streams, we might require that there is no
effective linear bias involvingn or fewer input registers.
This leads to the notion aforrelation immunity of ordern
(see below).

Autocorrelation is another structural property fothat

might cause problems. Essentially, autocorrelation is a mea-

sure of a form of periodicity in a function. If autocorrelation
is too high then new forms of attack become possible, such
as differential cryptanalysis. The details need not concern
us here.

Highly nonlinear Boolean functions on small (up to 11)
number of variables can be used efficiently in symmetric
cipher systems like the COS cipher family (Crossing Over
Systems), invented by Eric Filliol et al.l[6]. The acronym
COS refers to how each cipher internally works. COS ci-

linear functions and their complements

Ap.c(x) = Ly,(x) ® c, where c € Zy (2)

Algebraic Normal Form and Degree. A Boolean func-

tion can be expressed as a minimal (XOR) sum of
(AND) products:

f(xe,. . 2n) = ag @ a1y -+ D anty
Da12T122 - D Ap—1,nTn—1Tn - - - (3)
Dai1,2,.. nT122 ... Tn.

This is thealgebraic normal fornof the function. The
algebraic degre®f a functionf is the largest number
of inputs appearing in any product in its algebraic nor-
mal form. Thusz, @ x5 has degree 1 (i.e. is linear),
x1 @ r1zox3 has degree 3 etc.

itives (nonlinear feedback shift registers and Boolean func-
tions). COS ciphers use Boolean functions of 11 variables
for key setup and of 9 variables for the encryption procedure
itself. These functions must achieve best possible tradeoffs
between the important cryptographic properties (balanced-
ness, corrleation-immunity, high nonlinearity etc.)

The above text is for motivation only. There is no such
thing as a ‘secure Boolean function’; there are only func-
tions with properties that prove useful in particular system
contexts. We wish only to convey the idea that Boolean
functions are an important research topic with practical sig-
nificance to modern day cryptography. We are not address-
ing ‘toy’ problems.

the Walsh Hadamard Transfor¥i; is defined by

Wiw)= Y f(a)Lo(). (4)

TEZY

Thus, each Walsh Hadamard Transfdii (w) is the
vector dot product of the polar forms ¢f and the
linear functionL,. We denote the maximum abso-
lute value taken by the transform BY H,,,...(f) =
max,e zp W (w)|. Itis related to the nonlinearity of
f. We shall refer to the vect@iV,(0), ..., Wy (2" —
1)) as theWalsh Spectrurof the functionf.

Nonlinearity. The nonlinearityN; of a Boolean function

2.2 Single-output Boolean Functions

We denote the binary truth table of a Boolean function by
f: Z% — Z, mapping each combination afbinary values
to some binary value. If the number of combinations map-

f is its minimum distance to any affine function. It is
given by:

Ny =L WHu(r). ®)



Correlation Immunity. A function f is correlation im- ﬁz(;), The sum of the squares of these coordinates gives

mune of ordern if and only if the square of the magnitude g?f(i.e 2™). This leads to

W (w)| = 0; 1 < |w| < m. (6) Parseval’'s theorem of Eqp| 8. With the function viewed as
! T - the hypothenuse, we can now understand why this theorem
where|w| denotes the Hamming weight of can be thought of as an an instance of Pythagoras’ Theorem

in 2" dimensions.
Resilience. A function f that is correlation immune of or- The magnitude on%Wf(w) gives the extent to which
derm is resilient if and only if it is also balanced: f is approximated by the linear functiah,. The vector
of Walsh Hadamard values (the Walsh Hadansmelctrum
(Wi (W)l = 0;0 < |w| < m. () provides an alternative representation for
A function is balancedif W;(0) = 0 indicating thatf
has equal numbers &f1 and—1 elements. A functiorf is
Z (W (w))? = 22, @) correlation immung of ordern (Cl(m) for.sh'ort) ifgll non-
empty subsets of inputs of size are statistically indepen-
dent of the output of that function. It is simpler, however, to
In a sense this can be thought of as a form of genework with Zhen and Massey's characterisation in terms of
alised Pythagoras’ theorem (see below). the Walsh-Hadamard values [7]. This is the form given in
_ _ _ Eqn[§. It simply states that no linear functionefor fewer
Bent functions. A function on an even numberof inputs  yariables gives any degree of approximationftoln gen-
is a bent function if and only if eral, low order linear approximations are easier to exploit
than higher order ones. Similarly low algebraic degree may
significantly facilitate cryptanalysis.

Parseval’s Theorem. This states that

weZy

Wi(w)| =22, Vw€0.2" — 1 9)

Bent functions achieve the maximum possible nonlin-
earity but are unbalanced (sin&; (0) # 0). They 23 Conflicts, Tradeoffs and Profiles

are often used as components in theoretical construgse might typically wish to obtain balanced functions with
tions of larger Boolean functions. high nonlinearity, high algebraic degree, high order of cor-
relation immunity and low autocorrelation. However, it is
apparent that some of these criteria are in conflict. Consider
bent functions defined in Eqp] 9. These achieve the max-
. 2N g imum possible nonlinearity (they minimise the maximum
Z H@)f(@®s). (10) magnitude of Walsh values) but are unbalanced. Now if we
require a function to be balanced{(0) = 0), then some
We shall refer to the vector otherW;(w) must have magnitude greater thzh to com-
(hatry(0),...,hatrg(2" — 1)) as the Autocor- pensate (by Parseval’s theorem given in Eqn. 8). Similarly,
relation Spectrumof the function f. We denote increasing order of immunity can never lead to an increase
the maximum absolute value in the autocorrein achievable nonlinearity.
lation spectrum of a functionf by Ay, ie., This conflict means that tradeoffs have to be made. Con-
Af = max,z |, f(z)f(z@s)|. Herex ands siderable research has been carried out to derive bounds
on achievable profiles (combinations) of properties and to
demonstrate functions achieving those bounds([12), 10, 11,
16,[1,[18] 19, 22, 23]. We denote the profile of a function
by a quadruplet.(n,m, d,nl) is the profile of a balanced
Boolean functions in polar form are represented here dgnction onn inputs, correlation immune of ordet, alge-
vectors inR?" where each component is eitheil or —1.  braic degre@ and nonlinearity:/. Where we do notimpose
Thus, Boolean functions are particular points on the surfadge requirement for balancedness, we will use profiles with
of a hypersphere of radis . Not all points on this surface square brackets:, m, d, nl]. It has been known for a long
are Boolean functions; there are uncountably more pointéne thatm +d < n and thatn +d < (n + 1) for balanced
with some elements that are net or —1. functions. Much of the above research has concerned with
The L., wherew ranges ovef..(2" — 1), form a set of deriving bounds for the nonlinearity components. A sum-
orthogonal Boolean functions that spBA" (i.e. they form mary of current profile bounds can be found|in [3] (which
a basis set). A function vect(frcan be expressed as: also records the most extreme profiles demonstrated by the-
oretical or optimisation techniques so far).

Autocorrelation Transform. The autocorrelation trans-
form of a Boolean functioryf is given by:

range overZ% and so produces a result #f'. The
Ay was one of the ‘global avalanche characteristics
suggested by Zhang and Zhehgl[24].

_ _ N~ i) L(w)
f_zw:?n(f' ¥ “’_zw: 2% 2% (11) 2.4 Observations on Spectral Properties

W) We can see that various important cryptographic criteria
The f values are essentially the coordinates’ofith  (halance, nonlinearity, correlation immunity, resilience) are
reSpeCt to theorthonormalbasis provided by the various defined in terms of the Walsh Hadamard values of that func-



tion. Given a spectrum of Walsh Hadamard values we caninimization over the space of permutatioRsindicated
see easily whether the various criteria are met. This mabove.

tivates the new approach described below. A Walsh spec-

trum satisfying the criteria forms the starting point for the3.2 Getting Started and Traversing the Space

search and we move amongst spectra that preserve the ge-

sired properties, in search of a spectrum that is also that %fstandard fprm ofS|muIaFeq an'nealllng has been usedi as the
a Boolean function. search heuristic. A description is given in the Appendix A.

For present purposes the details are irrelevant. We note only
. . that it is a local search technique with an excellent ability to
3 The Guided Search based on Simulated An- ggcape from local optima.
nealing Our local search moves by swapping two elemé?tts)
and P(Q) of the current spectrum witf| > m, || > m
(i.e. the indicesy and must have Hamming weight greater
Let us consider that the (currently unknown) Walsh spedhanm) and P(a) # P(). If the initial spectrum has
trum W of a balanced Boolean functighonn input vari- ~ the required properties, this move strategy preserves them.
ables with desired nonlinearityl and order of correlation We now need to find an appropriate initial spectrum for the
immunity m, is given by{W;(0),...,W;(2" — 1)}. Let search.
P = {P(0),...,P(2™ — 1)} be a permutation of the val- ~ The initial spectrum will be a permutation of the spec-
ues of ;. Now consider the set of all such permutationdgrum of a desired Boolean function. In general, it may be
P with P(w) = 0for all 0 < |w| < m. This is the set of rather hard to generate such spectra, but in some cases it
permutations that maintain the properties required for bais relatively easier. Consider the spectrum of a function
ancedness, nonlinearity and correlation immunity in the pewith profile (7,2,4,56). The maximum absolute value of
muted Walsh spectra. However, it is not guaranteed thatedements in the Walsh spectrum is 16. Theory has shown
permuted spectrum will be the Walsh spectrum for som@at if n > 3 andm < n — 3 then the Walsh values of an
Boolean function. We can obtain a functigfiz) by ap- m-th order resilient functiory on rn variables must satisfy
plying the Inverse Walsh Transform to the spectritias  |Wy(w)| = 0 mod 2™+2 [19]. Thus, the Walsh values for

3.1 Casting the Problem as One of Guided Search

shown below (7,2,4,56) must be 0, 16 or -16 (a Walsh value & or
R above would give rise to a nonlinearity of 48 or less). The
pla) =27"> Pw)(-1)*". (12)  formula
- 2" —1
2" x f(0) = 14
While a few permutations’, after Inverse Walsh Trans- x 1(0) wz:% Wi(w) (14)

form, will correspond to polar forms of Boolean functions, . S )
most will not. Thus, the values of the variogi&) obtained defines the value of (0). Arbitrarily fixing this to be 1 and
by inversion may not actually be1 or —1. However, the using Parseval's equation allows us to determine that the

values ofj can be associated heuristically with a BooleayValsh spectrum must contai ‘+16's, 28 *—16's and64

functionb (in polar form) , by choosing, ‘0’s. Zeroes are placed in the positions in the starting spec-
NN TPy . trum corresponding t6 < |w| < 2 (these elements remain
b(i) = +1if p(3) > 0; : -
Y ey i fixed throughout the search) and the remaining Walsh val-
b@) = —Lifpi) <0; ues (i.e.36 ‘+16's, 28 ‘—16's and 35 ‘0's) are arbitraril
b(i) = -+1or—1(chosenrandomly)if(i) = 0. L ! Y

. . , . allocated to the remaining positions. Using the cost func-
Thus, any inverted spectrum can be ‘collapsed’ to a ‘neaf- . X . .

; : . - ion given in Eqn[IB, five hundred runs were carried out
est’ Boolean function. This makes heuristic search overthe = ="~ " o - .
. ) . esulting in five successes. Although this is not efficient, it
space of Walsh permutations easier. We need only guide thg

search to a permutation thellapsedo a desired function. Id generate some example desired functlﬁha.functmn

.W(i]lh this profile was first demonstrated in 2001 _[[16] and
Many permuted spectra may collapse to the same desir i
en more recently iri [20].

function. With each permutatioR we can associate a cost
that indicates how fa is from the spectrum of a valid -
Boolean function. Our initial cost function is given below 3.3 Refining the Approach
o Attempts to generate bent functions®wariables (withl 36
_ frn T2 ‘16’s and 120 *-16’s) proved very inefficient and so a second
cost(P) = Z (P(2) = b(2))". (13) cost function was developed using Titsworth’s theorem [5].
This states thaltV,(w) is the Walsh spectrum of a binary
wherep is the function arising fromP under the Inverse Boolean function if and only if
Walsh Transform. If a permutatiaf gives rise to zero cost,
then it is the spectrum of a Boolean function satisfying the Z Wi(w)Wy(s ®w) = 22"4(s), (15)
same desired criteria of. In practice, if the spectrun? w
is sufficiently ‘close’ to that of a valid Boolean function,
1Also, we were able to apply a change of basis to transformed some of

it will CO”apse to that function. Thus, the SOUght SpeCtra\he ‘failed’ solutions into successful examples. However, finding a suitable

are those.cor.responding to zero or very low values of tr’@lange of basis is a highly nonlinear problem, and one which we addressed
cost function in Eqr_113. The problem is now one of costia annealing in[3]

=0




whered(s) = 1if s = 0 andd(s) = 0 otherwise. This im- same Walsh value. Rather than swapping dissimilar pairs of
mediately suggests a cost function that punishes deviatidalsh values in the full spectrum, we now swap dissimilar
from this: Walsh values of two equivalence classes. We used the cost
function of Equatiof 16 in exactly the same way as before.
cost(Wy) =Y (1Y Wi(w)Wr(s@w)))".  (16) This enabled us to evolve bent RSBFsldnvariables (for
s w truth table see Appendix B).

Whens = 0 the inner sum should be non-zero (and is con-__FOr (93,5, 2C40) attempts we can use the same divisi-
stant for all permutations of the spectrdiy). Fors > 0 bility theory [1€] as for the(7, 2, 4, 56) attempts to deduce
the inner terms should be zero. This cost function punishddat the Walsh values are 0, 32 or -32. Furthermore, as-

deviation from zero for these terms. Two sets of experfUMiNgf(0) = 0, there are256 ‘0's, 136 '32's and 120
ments have been performed with = 2 aimed at evolv- -32’s. A little elementary mathematics allows us to further

ing bent functions oré and 8 variables. Obtaining spec- fix the values of specific classes (see Appendix B for de-

tra for bent functions is easy since it must be the case thigls)- The runs produced Mo, 3,5, 240) RQTS functions ,
W (w)| = 2% for all w. Equatio was used again to debut (unba_lanced) 3rd order CI ROTS functions qf algebraic
termine the numbers of positive and negative Walsh value9€9ree (i-.,[9, 3, 5,240]) could be produced reliably (see

Fifty runs were carried out in each case. For six inAppendix B for details). Similarly, additionally allowing

put variables the technique generated a bent function wiff{2SSes to take on valuesisfand—16 allowed us to evolve
(maximal) nonlinearity 28 and (maximal) algebraic degre’ 2; 6, 240) functions. Both9, 3, 5, 250] and(9, 2, 6, 240)

3 every time. The average time per run was 20.6s. FQIAve never been demonstrated previously. For truth tables
eight input variables the average time per run was 4m 5ggf these functions, refer to Appendix B.0, 3, 5, 480) func-

Out of 50 experiments, we got bent functions (nonlineaion in the RSBF class were also found. This gives the con-
ity 120) 14 times, and all of them are of degree 4, Whicﬁdence that with more computational resource and time, it
is the maximum possible. Note that for all the experiment1ay be possible to get cryptographically significant func-
related to simulated annealing, we used a 1GHz Pentjufipns on higher number of vanabl@.

processor with 512 MByte RAM. Subsequent attempts to )

evolve bent functions on 10 inputs failed, despite signif4 Conclusions and Future Work

icantly increasing computational resources for the search. ] ] ) S
Attempts to derive(9, 3, 5, 240) functions failed similarly. The design of Boolean functions with cryptographic signifi-

The experiments were performed with = 2, a cooling Cance by search or by theoretical construction has generally
parameterr = 0.95, the number of moves within an in- considered only the space of Boolean functions. Here, we

ner loopM I L = 400, the maximum number of inner loops have observed that many properties of interest are defined

MazIL = 800 and the number of unproductive loops being" terms of the Walsh spectrum. Using very recent crypto-
50. graphic theory, we have been able work directly in the space

Subsequent attempts to evolve bent functions on 10 i@f Walsh spectra, starting with the properties we actually re-
puts failed, despite significantly increasing computationdlUire and evolving to a solution that is a Boolean function.

resources for the searchy = 0.99, MIL —= 1000, Embracing the concept of ‘almost Boolean functions’, the
MazIL = 3000. Attempts to derive(9, 3, 5,240) func- cost function measurin_g just ‘how qulean’_ a functi(_)ns is,
tions failed similarly. has allowed us to attain functions with optimal profiles of

properties. In some cases, such profiles have never been
3.4 ROTS Enabled Guided Search demonstrated by theoretical construction.

In [3] it was shown how metaheuristic search could equal
With the technique described above we could achieve sortige best achievements of all theoretical constructions for
important resilient functions on 7-variables and bent funceight or fewer inputs (and in many cases demonstrate more
tions on 8-variables. However, due to the superexponenti@ktreme profiles). In this paper we have shown how a
search space of Boolean functions, the method showed isvel technique can extend the achievements (particularly
limitations from 9-variables onwards. Restricting the searcto higher numbers of inputs). We have used a ‘vanilla’ vari-
space seems the order of the day. One class of function tlzait of simulated annealing. More sophisticated search tech-
has attracted attention recently is that of Rotation Symmaeitiques should bring even better results. (Permutation ge-
ric Boolean Functions (RSBFs)I[4,117,120]. Here, all innetic algorithms are currently under investigation.)
dices which are rotationally equivalent have the same value The functions evolved in this work are small (modern
for f. Thus, for a 5 variable Boolean functigh we would day cryptographic applications of Boolean functions tends
have f(10001) = f(11000) = f(01100) = f(00110) = to favour higher numbers of input variables). For func-
f(00011). We used the same strategy, but only in the spaafns of 9 or fewer variables, annealing-based approaches
of RSBFs introduced earlier, not the total space of Booledtave shown themselves more than equal to theoretical ap-
functions and the result of such an effort produced resuligroaches. For higher numbers of inputs they have yet to
which had not previously been demonstarted by any tech-
nique. 2|t iis fairly trivial to use the technique for 7 and 8 input functions. For

Rotational equivalence partitions the eIemeIht(sQ” — example,so attempts to derive b_ent fun_ctions 8nvariables met rapidly

1). For RSBFs rotationally equivalent elements have th&!th 100 per centsuccess (all with maximal degree 4).




make a real impact. This shows very clearly a direction foi6] E. Filliol, C. Fontaine and D. Vianné& New Fast Block
research — to significantly extend the size of functions that Cipher Design: COS CiphersProceedings of the Inter-
can be evolved. national Symposium on Information Theory 2001.
Cryptanalysis aims to exploit structure in cryptographic , .
system components. Restricting the search space to a strlfd- G-Z- Xiao and J.L. Massey. A spectral characteriza-
tured subset (functions with rotation symmetry) may pro- tion of correlation immune combining function$=EE
vide functions that facilitate cryptanalysis (including forms ~Transactions on Information Theqry34(3):569-571,
of analysis not currently known). Thus, although we have May 1988.

demonstrated functions with hitherto unattained profiles ({I%] S. Kirkpatrick, Jr. C. D. Gelatt, and M. P. Vec-
C

properties, crypto-designers may be wary of using SUCh”cpi  optimization by simulated annealingScience
functions in particular contexts. However, once we have 220(4598):671-680, May 1983.

a rotation symmetric function with the required properties,

it may be possible to transform it to one without rotatior]9] M. Matsui. Linear Cryptanalysis Method for DES Ci-
symmetric structure. Indeed, current work suggests that if pher. In Tor Helleseth, editoAdvances in Cryptology -
the magnitude of each Walsh spectrum value is known, an- EuroCrypt '93 pages 386—397, Berlin, 1993. Springer-
nealing can be used to evolve the signs of the magnitude Verlag. Lecture Notes in Computer Science Volume 765.
(using the same cost functions as used in this paper) to give ) . _

the Walsh spectrum of a legitimate Boolean function. ThEt0l S- Maitra and E. Pasalic. ~ Further constructions of
absolute values of the spectrum can be obtained from the r€Silient Boolean functions with very high nonlinearity.
evolved rotation symmetric boolean functions. This seems |EEE Transactions on Information Theor8(7):1825-

a very exciting avenue to pursue. 1834, July 2002.

_ Our results are made possible only by embracing leagr 1) 5. Maitra and P. Sarkar. Cryptographically significant
ing edge theory. We have used results on Walsh divisibility g,o1ean functions with five-valued walsh spectighe-

developed as recently as 20001[18] and improved matters g qtical Computer Sciencé/lume 276, Number 1-2,
by restricting ourselves to a class of functions investigated pages 133-146, 2002.

as recently as 2002 1[4, 117,120,/ 21]. The message is clear:

a fusing of evolutionary approaches and leading-edge thE:2] S. Maity and T. Johansson. Construction of Cryp-
ory has the potential to be a very significant design tool for tographically Important Boolean Functions. IN-
functions of cryptographic significance. The two commu- DOCRYPT 2002/olume 2551 in Lecture Notes in Com-
nities should talk more often! We recommend the area to puter Science, pages 234-245, Springer Verlag, 2002.

specialists in evolutionary computingj.
P y P r@ [13] W. Millan, A. Clark and E. Dawson. An effective

genetic algorithm for finding highly nonlinear Boolean
functions. InFirst International Conference on Infor-
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Appendix A - Description of Simulated An-

nealing Figure 2: Basic Simulated Annealing for Minimization

Problems

In 1983 Kirkpatrick et al. [[8] proposesimulated anneal-
ing, a new search technique inspired by the cooling pro- ) _
cesses of molten metals. It merges hill-climbing with théAppendix B : Truth table of the functions

probabilistic acceptance of non-improving moves. The ba-

sic algorithm is shown in Figurg] 2. The search starts gi/e present the truth tables .in Hex. For RSBFSSO'E,M'
some initial stateS := S,. There is a control parame- ables there aré classes of sizé (containing respectively,
ter T known as the temperature. This starts *high'Tat the element800000000 and111111111, 2 of size3, and56

and is gradually lowered. At each temperature, a numb&f size9. Simple mathematics reveals that for Walsh value
MTL (Moves in Inner Loop) of moves to new states ar®f 32 there arel5 classes of size and1 of sizel, for Walsh
attempted. A candidate stateis randomly selected from V&lue of =32 there arel3 of size9 and1 of size3, and for
the neighborhoodV (S) of the current state. The change in'Valsh value of) there are2s of size9, one of size3 and

value,s, of f is calculated. If it improves the value ¢f ) 1 if size 1. All classes with elements of weight less than
(i.e., if & < 0 for a minimisation problem) then a move or equal to3 can be fixed to zeroes. However, this search

to that state is taken is takess (= Y); if not, then it is WaS unsuccessful but by removing the balance constraint,



i.e., W;(0), we could easily obtain unbalanced 3rd order
ClI functions with nonlinearity 240 and algebraic degree 5.
This function has never previously been demonstarted. On
the other hand, by allowing a spectrum with value of +16
and -16, we obtained @, 2, 6, 240) function.

The truth table of one of the evolve@,2,6,240)
RSBF functions is given below. The value 4f; is 152.
The annealing parameters are as follaWd L = 1000,
MazIL = 800, MUL = 50 anda = 0.95. The initial
pattern had 4 classes with Walsh valug2, with value—32,
and8 with value16 and8 with value—16. All classes with
weight< 2 were fixed a0. The singleton class containing
111111111 was fixed at valu82. The average time for each
run was 22 minutes.

0576 7a2d 6bcc 0da6 6c8b bla0 45b7 d87c
79b5 cO0db 9al7 9c44 6027 de3a b681 3fal
3ec3 9a32 al50 b7ce d78d 476a 83e4 6171
6944 1c7a f3b8 1a9d 9a6c d447 4aeb 8917

The truth table of one of the evolvef, 3,5, 240]
RSBF functions is given below. The value of; is 80.
The annealing parameters are as folloWd L = 1000,
MazxIL = 1000, MUL = 50 anda = 0.98. There were
13 successes frol0 runs. The average time for each run
was 22 minutes. Later experiments (witi/L = 8000,
MUL = 200 and MaxIL = 2000 produceds successes
from 10 runs. The average time for each run was 1 hour 10
minutes.
177a 2e98 18a9 d2d1l 43c5 9c¢92 b649 a647
640a b467 c7f4 8709 db38 24d6 8839 712e
7c24 4lcd 9b64 692b a06b be3l d42e 05d2
e29b 5a91 0965 e23c 85c5 1b86 3b52 5ce8
The truth table of an evolved bent RSBF on 10 variables
is given below. The annealing parameters are as follows
MIL = 2000 , MaxIL = 1000, MUL = 50 anda =
0.98 The average time for each run was 55 minutes.
7ffa ab9d dc9a d6f2 b2al 82d8 e238 bb5c
cb19 9957 cllc b2c4 b958 0Ofc4 8fce 63e5
elce 0283 8393 277b b006 12f0 de5d b020
df97 76c0 O5be e425 clef b0a9 285a a932
fcl7 edec 410c 845e 955f 964a 5c3a 3a9b
9a01 153d 424c ef40 f7e8 36a3 9b41l Ocl4a
e7aa 922e 7f68 e445 4177 8ab8 861 5926
b042 f8ab 9f04 c9d2 48cl 729c 89c6 lad9

The truth table in Hex (lowest index first) of an evolved
(10,3,5,480) RSBF is given below having\; = 192.
The annealing parameters are as follaWd L = 1000,
MazxIL = 1000, MUL = 50 anda = 0.98. In 10 runs
one success was achieved. The average time for each run
was 55 minutes.
69c6 a578 9c23 6ad5 92b5 1d4b 7dc8 a227
d31lc 8b36 56a7 6lca 2ea3 ed4d4 9958 593e
b64b 16el 91da 4f29 662c dc3a 2957 eld8
19e8 d81f ac35 b664 c6d3 3385 6696 4ba9
9a3c 618f 4779 f803 d616 €398 2lae 5cd6
6969 5cbl a2ed4 1f9c 58c7 276a ad53 a691
4693 bdcl e694 12ee 99e5 0a76 ch38 3d25
a579 ab4a 5b0e 9473 3d28 d26d 70cb c996
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