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Introduction to Model 
Checking



Model Checking

• Proposed as a way of checking concurrent 
reactive systems*,**

• Found to be useful in checking a broad 
class of system properties or specifications

* E. Clarke and E. Emerson. Design and synthesis of synchronization skeletons using branching time temporal logic. In 
Workshop on Logics of Programs, pages 52–71. Springer, 1981.
** J. Queille and J. Sifakis. Specification and verification of concurrent systems in CESAR. In Proceedings of the 5th 
Colloquium on International Symposium on Programming, pages 337–351. Springer, 1982.



Basic concepts

• System under test is modelled as a state 
transition system

• Specifications are expressed in a 
propositional temporal logic

• Transition system is checked exhaustively 
to determine whether it is a model of the 
specification

* E. M. Clarke, O. Grumberg, and D. A. Peled. Model Checking. The MIT Press, January 2000.



Example
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Pickup Left Fork

Initial State
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Put down both forks

Put down both forks

Fig. 1. Figure of a Dining Philosopher transition system/state space visualised as a
digraph. States are shown as circles, with edges between them labelled with actions on
the left. The path highlighted is a counterexample that leads to a deadlock state.

Metaheuristic mechanisms have been shown to be promising when used to de-
tect faults in concurrent software/systems. Genetic Algorithms have been shown
to be e↵ective at detecting deadlock in Java programs [3]. Ant Colony Optimisa-
tion has also been shown to be e↵ective at detecting a variety of di↵erent errors
types, including deadlock and LTL formulae violations [1, 2], in Promela models.
Recently, we have shown how an EDA-based model checking algorithm based
upon N-gram GP can be used to discover short errors in concurrent systems [11,
12]. Using this work, we show how the algorithm described in [11, 12] can be
modified to allow for information in previous runs to save computational e↵ort
in later runs. Our system is implemented using ECJ [7] and HSF-SPIN [5]. HSF-
SPIN is a model checking framework that analyses Promela specifications, and
implements a variety of heuristics for checking a range of properties.



It has one major 
drawback... (as well as 

other minor ones)
*sad face*



State-space explosion!

* http://www.flickr.com/photos/jonlucas/4293334/

http://www.flickr.com/photos/jonlucas/4293334/
http://www.flickr.com/photos/jonlucas/4293334/


Problem we aim to 
solve

• Find faults in concurrent programs by focusing 
search on paths more likely to contain faults

• Optimise/shorten errors once found

• This work uses the HSF-SPIN model checker as 
a workhorse to find errors in PROMELA 
specifications

• Deadlock, assertion and liveness errors are 
detected in this work



Other work using 
metaheuristics

• Directed model-checking* community use 
heuristics to help narrow down state space

• Alba et al.** and Godefroid*** have applied 
GAs in this arena with some success

• Ant Colony Optimisation has also been 
tested****

* S. Edelkamp, A.L. Lafuente, and S. Leue. Directed explicit model checking with HSF-SPIN. In Proceedings of the 8th 
international SPIN workshop on Model checking of software, pages 57–79. Springer-Verlag New York, Inc. New York, NY, 
USA, 2001.
** E. Alba, F. Chicano, M. Ferreira, and J. Gomez-Pulido. Finding deadlocks in large concurrent java programs using genetic 
algorithms. In Proceedings of the 10th annual conference on Genetic and evolutionary computation, pages 1735–1742. ACM 
New York, NY, USA, 2008.
*** P. Godefroid and S. Khurshid. Exploring very large state spaces using genetic algorithms. International Journal on Software 
Tools for Technology Transfer (STTT), 6(2):117– 127, 2004.
**** E. Alba and F. Chicano. Finding safety errors with ACO. In Proceedings of the 9th annual conference on Genetic and 
evolutionary computation, pages 1066–1073. ACM Press New York, NY, USA, 2007.



EDA-based Model 
Checking



Quick EDA Introduction

• Estimation of Distribution Algorithms (EDAs) 
are an effective metaheuristic search 
paradigm

• Similar to Genetic Algorithms (GAs)

• Replace the crossover and mutation stages 
with modelling and sampling stages

• Also known as Probabilistic Model Building 
Genetic Algorithms (PMBGAs)

* M. Pelikan, D.E. Goldberg, and F.G. Lobo. A survey of optimization by building and using probabilistic models. Computational 
optimization and applications, 21(1):5–20, 2002.
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Encoding Paths
• In this work, a simple string representation is 

used

• Paths in a transition system can be viewed as a 
sequence of actions that cause transitions 
between states

• Sequences are represented as strings, alphabet is 
the set of possible actions in the transition 
system

• Alphabet is certainly modelling language 
specific, and may even be problem specific



Modelling Strings

• To model paths in the transition system, 
variant of N-gram GP* is used

• N-gram GP models the joint probabilities 
of n-grams of length n

• An n-gram is a subsequence of characters 
of length n from a longer sequence

* R. Poli and N.F. McPhee. A linear estimation-of-distribution GP system. Lecture Notes in Computer Science, 4971:206– 
217, 2008.



Learning the Model (2-grams)
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Learning the Model (2-grams)
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Learning the Model (2-grams)
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B A: B=2
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A B: A=1, B=1
B A: B=2
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A B: A=1, B=1
B A: B=2

Learning the Model (2-grams)
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Sampling the Model
i
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Model:
(I)
Path:



Sampling the Model
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Sampling the Model
i

s1 s2 s3

A B C
Model:Path:

s1 s2 s3

A A D
I A: A=0.3, D=0.7(I,A)



A few special cases
Case 1: Case 2:

Excess actions in model 
for given n-gram 

Solution:
Cull actions from model 
(for this choice only) 
and normalise

Some actions from state 
are not “described” by 
model

Solution:
Set the probabilities of 
“non-described” actions 
to some suitably low 
value



Last special case

• Last special case is when the n-gram was 
not observed at all in the solutions from 
which the model was learned

• In this case, a “blank” distribution is 
constructed, with each action having an 
equal probability of being chosen



Fitness Function

function that ranks the solutions for truncation selection,
employing a HSF-SPIN heuristic to do so. The pseudo-code
of our ranking function can be found in Algorithm 1. The fit-
ness functions compares two individuals, returning the “fit-
ter” individual. The fitness function firstly prefers paths
that contain errors to paths that do not contain an error. If
both paths contain an error, then the shorter path is pre-
ferred. If neither path contains an error, then the decision
falls back to the HSF-SPIN metric. The HSF-SPIN metric
is described in Algorithm 2.

Algorithm 1 Fitness function used to rank individuals.
Individuals that are “closer” to violating a property are
favoured.
Require: A, B are Individuals;

if A.error found 6= B.error found then
return IndividualWithErrorFound(A,B);

else if A.error foundandB.error found then
return IndividualWithShortestPath(A,B);

else
return IndividualWithLowestHSFSPINMetric(A,B);

end if

Algorithm 2 HSF-SPIN heuristic metric algorithm.

Require: I is an Individual;
aggregateMetric = 0;
for all States s 2 I.Path do

aggregateMetric += s.HSFSPINMetric;
end for
return aggregateMetric/LengthOfPath;

The algorithm described in Algorithm 2 aggregates a heuris-
tic value calculated by HSF-SPIN for all the states of a path,
and then averages that value over the path length. This cal-
culation gives a heuristic value for the entire path which the
EDA seeks to minimise. The heuristics used in this work are
described in the experimental section. The fitness function
described above favours shorter counterexamples to longer
ones. Because of this, if the algorithm is allowed to exe-
cute further once an error is found, there is the potential for
shorter counterexamples to be found.

3.5 Other Features and Parameters
In addition to the features described above, some aspects

of more traditional EDAs are adopted in this work. Mu-
tation, for instance, is implemented as taking a uniformly
random choice with a fixed probability m which is typically
set at a low value. To illustrate, setting m to 1.0 would
cause the algorithm to make every choice randomly, Elitism
is also implemented, copying n paths verbatim from the cur-
rent generation to the next.

3.6 Motivation for using EDAs in the model
checking domain

Estimation of Distribution Algorithms have been shown to
be e↵ective in other software engineering and, more specifi-
cally, software testing activities. This activity motivates the
use of EDAs for use in the model checking domain. [19]
shows how EDAs can be used to generate test data meeting
coverage criteria for sequential software. [18] have shown an
EDA-based framework for generating test data for object-
oriented software. Lastly, [20] have shown that EDAs have

great potential in the model checking domain, showing how
an EDA can be used to find deadlock in multithreaded Java
software.
N-gram GP can generate strings of arbitrary length, and

that advantage is exploited here. Previous work involving
genetic algorithms and model checking [3] used a represen-
tation that could resize during the run using the crossover
operator. However, this size has to be “learned” during the
course of the run of the GA and a sophisticated“memory op-
erator” augmentation is required. The EDA based approach
eliminates this learning step, allowing for the construction of
paths of arbitrary length. The ACOhg algorithm described
in [1] must store pheromone information for a potentially
huge number of transitions/edges, and ACOhg employs com-
plex measures in order to avoid exhausting memory. The
EDA, however, is able to discard a large proportion of states
expanded during the exploration of a model, making the
technique memory e�cient. The EDA need only store the
action/state sequences discovered during the execution of
the algorithm and the probabilistic model, discarding the
heavy-weight data structures created by HSF-SPIN or in-
deed Java PathFinder. This advantage is shared with the
GA-based approach described in [3].
An often cited advantage to using EDAs is the ability to

analyse and reuse the models produced during the execution
of the algorithm. Analysing the models produced may yield
insight into the target problem and may be helpful when
tuning parameters. In previous work [20], it has been sug-
gested that the models produced by the EDA-based model
checking approach could be used to verify errors in families
of problems, reducing the e↵ort required to find a violation
in larger instances of a problem family. The model could also
be used between revisions of a model during the debugging
process, allowing for e�cient checking of future revisions of
the specification/system.

4. EXPERIMENTS IN FINDING AND OP-
TIMISING COUNTEREXAMPLES

In this section, we present the results of experiments in
finding and optimising counterexamples in Promela mod-
els using the EDA-based approach. We compare the EDA-
based approach to traditional deterministic algorithms in-
cluded in the HSF-SPIN package. Rather than just running
the EDA until an error is found, we allow the EDA to run
for 200 generations allowing the EDA to potentially optimise
the length of the counterexample. The approach was imple-
mented using the ECJ toolkit [13] and HSF-SPIN [11]. This
allowed us to exploit tried and tested heuristics and algo-
rithms, as well as the breadth of Promela examples included
with HSF-SPIN. In our implementation, ECJ is the driver
of the search process, using HSF-SPIN as a workhorse to
explore paths. Our current implementation allows us to not
store previously visited states in memory, keeping memory
usage to a fairly constant level of around 300MB or less de-
pending on the Promela model. This measurement includes
the Java and HSF-SPIN process. To demonstrate the ca-
pabilities of the EDA-based approach, we have selected a
number of models that violate safety, assertion and liveness
properties.

4.1 Example Promela Models
The HSF-SPIN software distribution includes a number



Example Path and 
Alphabet

1 (NULL TRANSITION)
2 ( models / deadlock . ph i l o sophe r s . noloop . prm : 3 2 ) ( break )
3 ( models / deadlock . ph i l o sophe r s . noloop . prm : 1 2 ) ( l e f t ? f o rk )
4 ( models / deadlock . ph i l o sophe r s . noloop . prm : 1 2 ) ( l e f t ? f o rk )

Figure 1: A typical trace/string/path from HSF-
SPIN on the Dining Philosopher problem with 2
philosophers. This trace ends in a deadlocked state,
because all the philosophers have picked up their left
fork

this, recently published work [20] shows the potential of Es-
timation of Distribution Algorithms for finding deadlock in
multithreaded Java software.

3. EDA-BASED MODEL CHECKING
An understanding of how Estimation of Distribution Al-

gorithms (EDAs) work at an abstract level is assumed and a
full description is not given here. For a full description of a
broad class of EDAs, we recommend reading [16]. What fol-
lows is a brief description of the EDA-based model checking
algorithm, which is described fully here [20].

3.1 Model and Solution Space
In order to model paths in the transition system, we use

a simple string representation. Paths in a transition system
can be seen as a sequence of actions causing transitions be-
tween states. The alphabet of the strings used in this work
is the set of all actions possible in the transition system. In
this work, the alphabet consists of information gathered by
HSF-SPIN whilst constructing the transition system. Exam-
ples of the alphabet members used in this work can be found
in Figure 1, which shows a typical path through a Dining
Philosophers transition system. The alphabet members do
not refer to specific philosophers, but instead refer to actions
that can be performed by any one of the philosophers in the
system. By modelling paths through a transition system
without referring to specific processes, sequences of actions
regardless of which processes executed them are modelled.
This represents a minor abstraction from modelling actions
performed by specific processes, reducing the size of the al-
phabet and therefore reducing the solution space searched
by the EDA.

3.2 Modelling Paths
In order to model paths in the transition system, we use

a customised version of N-gram GP [17]. An n-gram is a
subsequence of length n from a longer sequence. N-gram
GP learns the joint probabilities of fit string subsequences
of length n. The rationale is that N-gram GP is modelling
a strategy to use whilst exploring a transition system. The
n-grams are seen as a recent history of actions on a partic-
ular path. The distribution associated with the n-gram in
the probabilistic model describes the actions that are most
likely to minimise a fitness function, hopefully leading to a
counterexample. The model is “queried” with n-grams dur-
ing the sampling phase in order to probabilistically choose
actions that are more likely to lead to a fault.

For each generation a set of “fit” paths is selected using
truncation selection and the fitness function described later
in this work. In order the learn the model or strategy from
a set of fit paths, a simple sliding window frequency count
algorithm is used. Once the paths are selected, a frequency

count of actions occurring after each unique n-gram in the
paths is performed. The frequency count is then normalised
to obtain distributions for each n-gram observed. A sim-
ple illustration of this process can be seen in Figure 2. In
addition to learning 3-gram distributions, in this work the
distributions for 2-grams and 1-grams are also constructed
and these additional distributions are used during the sam-
pling phase.

Figure 2: Illustration of the N-gram learning pro-
cess (2-grams in this case). A frequency count is
performed for each unique N-gram in the selected
set of strings. The boxes represent a basic sliding
window algorithm, with frequency counts display on
the right.

3.3 Sampling the Model
Once a set of individuals are selected and a model created,

the model is then sampled to create the next generation. A
number of paths are generated from the model to replace
individuals in the current generation according to some pol-
icy. In this work, we generate the entire new generation
using newly sampled individuals. To generate a path in the
transition system, the algorithm starts with the initial state
of the transition system and an empty path. Then, the al-
gorithm must choose an action to execute from the available
actions in the current state. To do this, the model is queried
with the most recent n moves from the path, in this case an
empty string, and a distribution is returned. From the ini-
tial state, a set of actions are possible, each of which leads
to a potentially new state. Using the distribution obtained
from the model for the current n-gram, an action is proba-
bilistically chosen and executed. If more than one process
are in a position to execute the chosen action, then a single
process is selected at random to progress. This leads to a
new state s. The action chosen is appended to the current
path, and the process is repeated using the new state and
the new path. This process repeats until a non-accepting
terminal state is reached, a non-accepting cycle is detected,
or an error is detected.
N-gram GP was initially used to evolve programs, allowing

any sequence of alphabet members to constitute a program.
However, in this work we must generate valid paths in the
transition system. If we used the process described above
without modification, it is entirely possible to generate in-
valid paths in the transition system. We have a number
of special cases when generating a path, and these are de-
scribed and handled in [20].

3.4 Fitness function
In order to rank potential solution paths we use a fitness



Other details

• Truncation selection used

• Elitism used, one individual copied from old 
to new population

• Mutation operator implemented



Experimentation



Experimentation

• Implemented technique using HSF-SPIN 
and the ECJ toolkit

• Systems under test are PROMELA 
specifications

• Tested on a good number of test cases, on 
deadlock, assertion and liveness properties

• Compared to A* and INDFS



Parameters
• 100 independent executions of EDA and random search 

technique

• Population size: 150

• N-gram size: 3

• Truncation selection used, best 20% of individuals used to build 
model

• Mutation probability set to 0.001

• Elitism set at 1 (one, silly font)

• Entire population is replaced with newly sampled individuals

• Initial population generated randomly

• Termination criterion: Generation limit



Test cases

• Plain Old Telephony System

• Dining Philosophers (2 systems)

• CORBA Global Inter-op Protocol (GIOP)

• Leader voting distributed algorithm

• Alternating bit protocol

• Elevator system

• Nuclear power plant operator



Results

• EDA finds errors 100% of the time, on all runs.  
Deterministic approaches fail on the larger test 
cases

• Where deterministic approaches succeed, EDA finds 
equivalent or shorter errors

• Finds errors consistently where previous 
metaheuristic efforts have failed

• Works well on toy problems and those derived 
from industrial code



EDA Advantages

• Computationally efficient when compared 
to other metaheuristic techniques (it can 
be thought of as ACO-lite)

• Can handle arbitrary path lengths

• Potential for model analysis to yield insights 
into the target problem and model reuse

• Algorithm is designed with problem in mind



Summary



Summary

• Novel spin on N-gram GP

• Presented an effective, extensible and intuitive way of 
searching transition systems

• Very general technique, can be applied wherever model 
checking is applicable 

• Software model checkers exist for C, .NET languages 
etc...

• Possibly applicable to searching any kind of graph that has 
suitably labelled edges



Future Plans

• Paper to appear that uses model 
information between runs to reduce 
computational effort

• Attacking the Very Large Transition System 
benchmark suite for industrial case study

• Finish my thesis before my fiancée murders 
me



Thanks!

Any questions?






